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Since the discovery of Iraq's nuclear weapons program, the International 
Atomic Energy Agency (IAEA) has begun to use satellite imagery in its 
non-proliferation efforts. Prior to this, states had not supplied imagery from 
National Technical Means (NTMs) to the Agency, nor had it sought to use 
commercial satellite imagery (CSI) or other information not provided by 
states. There is now cautious, but by no means unqualified, interest in the 
Agency in the use of CSI in safeguards, rather than depending solely on 
state-supplied information, including imagery supplied by states with NTMs. 

This paper briefly identifies and assesses some issues raised by the possibility 
of integrating CSI into IAEA safeguards, to lay the groundwork for a more 
detailed policy and research agenda for this integration. The first two parts 
note the IAEA's safeguards reform efforts and how CSI might fit into these in 
general terms. The third part addresses more detailed issues for such an 
integration. We indicate some general responses to these issues, but our 
primary concern here is to note and explore them briefly, rather than to 
respond to them definitively. 

Satellite imagery can be obtained from state NTMs, from state public agencies 
providing unclassified imagery, and from operators of private systems. For 
this paper, "commercial satellite imagery" will refer to unclassified imagery 
publicly offered for a fee on a routine basis, whether by private or public 
agencies. Limiting CSI to private sources alone leaves out too many other 
sources, which in itself could limit an assessment of CSI's potential. As well, 
important differences between these two sources would be lost if either was 
disregarded. Although we do not examine the possible uses of NTM-derived 
imagery, there is no implication here that a greater or more routine use of CSI 
by the IAEA would necessarily exclude the use of imagery from other such 
sources. 

1. This is a revision of a paper presented at the 1997 Canadian Non-Proliferation 
Workshop, "Non-Proliferation, Arms Control and Disarmament: Enhancing Existing 
Regimes and Exploring New Dimensions," Ottawa, November 13-14, 1997. We wish 
to thank all those who commented on the paper, but responsibility for any weaknesses 
or errors remaining, and for all opinions expressed here, resides with the authors. 
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From Correctness to Completeness and Correctness 
Iraq's covert nuclear weapons program underscored the dangers of a 
safeguard system based, ultimately, on a political hypothesis of trust and 
focussed technically on drawing compliance conclusions from incomplete 
coverage of a state's nuclear programme — coverage only of declared ac
tivities.2 Twice a year the IAEA inspected Al Tuwaitha, Iraq's main nuclear 
centre, and declared itself satisfied: all the Iraqi declared nuclear material was 
accounted for and in peaceful activities. But Al Tuwaitha was also the heart of 
a nuclear weapons program lasting for a decade, with different enrichment 
programs and a plutonium production program, using several different 
facilities, employing thousands people and costing billions of dollars.3 

The IAEA's NPT safeguards, embodied in INFCIRC/153, were incomplete. 
The IAEA was not blind to the danger from undeclared activities and material, 
but saw declared nuclear materials as presenting the more immediate danger. 
In strict accordance with its mandate, it was not concerned with undeclared 
nuclear activities, or even nuclear-related activities in the near vicinity of 
declared and safeguarded material. Thus, undeclared activities fully separated 
from declared nuclear materials would not be detected by the NPT safeguards 
system. It used materials accountancy to detect the diversion of declared 
nuclear materials to prohibited or to unknown purposes. The IAEA's pre-NPT 
history as a verifier of item-specific end-use obligations, as well as resource 
and political restrictions on its verification activities, predisposed it to this 
focus. It is now recognized that nuclear material accountancy alone 

cannot indicate whether a state has undeclared nuclear material or facilities 
which might point to the existence, for example, of an illicit nuclear weapons 
program.4 

2. This reliance on trust may seem counter-intuitive. Certainly, on the technical level the 
IAEA's safeguards are based on a hypothesis of distrust: conversion time estimates, 
for example, are based on the assumption that all other necessary facilities are present. 
On the political level, however, Szasz has argued that 

The system of IAEA safeguards in relation to NPT is built on the 
fundamental assumption that states agreeing to such controls intend 
to comply with their fundamental obligations and will, more or less 
graciously, cooperate with the Agency in enabling it to verify such 
compliance with an acceptable degree of certainty. The substantial 
restraints imposed on the Agency in exercising its controls can only 
be justified on that assumption. 

Paul C. Szasz, "International Atomic Energy Agency Safeguards," Mason Willrich 
(ed.), International Safeguards and Nuclear Industry (Baltimore, Md.: Johns Hopkins 
University Press, 1973), 114. 

3. For one estimate of the scale of the Iraqi programme, see Anthony Fainberg, 
Strengthening IAEA Safeguards: Lessons from Iraq (Stanford, CA: Center for Inter
national Security and Arms Control, Stanford University, April 1993), 9. 

4. K. Chitumbo and M. Nicholas, Theme I, Session 2.1: "The Importance of Transparen
cy," Presentation at Technical Workshop, "Safeguards: Its Verification Technologies 
and Related Experience," Vienna: IAEA, May 12-15, 1997, 1. 
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A reform of the IAEA's safeguards, the "93+2 program" was formally begun 
in 1993 and culminated in the approval by the Board of Governors in May 
1997 of a draft Model Protocol additional to safeguards agreements.5 The 
Protocol covers changes to the safeguards system which required legal 
authority going beyond INFCIRC/153. The combination of the Protocol with 
other changes (so-called "Part I" changes) within the existing INFCIRC/153 
mandate has created the "Strengthened Safeguards System (SSS)."6 The SSS 
attempts to provide stronger assurances regarding both the non-diversion or 
misuse of declared nuclear material and the absence of undeclared nuclear 
activities. It tests, therefore, the completeness as well as the correctness of 
state declarations of their activities. 

Without completeness of coverage the IAEA cannot derive credible 
countrywide verification conclusions.7 

The IAEA hopes to negotiate protocols not only with NPT signatories and 
states with other comprehensive safeguards agreements but also with others. 
The voluntary nature of the Model Protocol will lead to some raggedness and 
incompleteness of coverage as it is implemented. 

The SSS improves the IAEA's access to information, broadens its access to 
relevant nuclear-related locations, and seeks to optimize current safeguards 
operations. Without dwelling on its intricacies, three specific aspects of the 
SSS should be noted. First, it permits IAEA inspectors to conduct environ
mental sampling in all locations to which they have access. This alone makes 
considerable strides toward providing stronger assurances of the absence of 
undeclared nuclear activities, at least at sites where declared nuclear material 
is present or to which IAEA inspectors might have routine access rights. 

Second, given the inadequacy of nuclear materials accountancy alone, the 
IAEA turned to increased transparency. States which sign the Protocol are to 
provide an Expanded Declaration, with more information on its nuclear ac
tivities, details of nuclear material which has not yet reached the stage of 
safeguarding, details of future nuclear fuel cycle plans, and details of relevant 
non-nuclear activities.8 This information may then be analyzed by the IAEA 

5. A text of the Draft Protocol is available in International Legal Materials, Vol. 36, No. 
5 (September 1997), 1232-1262. It is also found in the IAEA's INFCIRC/540. 

6. For a brief description of both Part 1 and Part 2 measures in the "93+2" programme, 
see James F. Keeley, "Verification, On-Site Inspection and "93+2."' Andrew Latham 
(ed.), Multilateral Approaches to Non-Proliferation (Toronto: Centre for International 
and Security Studies, York University, 1996), 75-93. 

7. M.R. Peterson and J. Cameron, "Knowing the Safeguards Field: The Intellectual 
Foundations of Program 93-Plus-2 and the IAEA's New Integrated Strengthened 
Safeguards System, with Practical Considerations Regarding Implementation," IAEA-
SM-351/31. Presented at IAEA Symposium on Safeguards, Vienna, October 13-7, 
1997. 

8. Chitumbo and Nicholas, 2. 
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for its internal consistency and compared for consistency with reports from 
on-site inspections (OSI) and with non-traditional sources of information. The 
non-traditional information sources include open source information,9 in-
house data, and other information made available to the IAEA. CSI could be 
another example of "non-traditional" information sources.10 

Third, the Department of Safeguards is now obligated to establish, and update 
continually, a structured, comprehensive dossier, the "Safeguards State File 
(SSF)," on each state bringing together all safeguards-relevant information." 
This information is then used by Country Officers within the Operations 
Divisions of the Safeguards Department to produce annual country evalua
tions. The quality and relevance of the information, as well as the overall 
consistency of the country evaluations, will be assessed by the newly-estab
lished Information Review Committee (IRC). This is composed of a repre
sentative of the Deputy Director General (DDG-Safeguards), and the 
Directors of the Operations Divisions (Dir-Operations), the Division of 
Safeguards Information Treatment (Dir-SGIT), and the Division of Concepts 
and Planning (Dir-C and P). The IRC structure is now being implemented, 
though its full operation will require that the Draft Protocol be subscribed to 
by safeguarded states. The IRC will seek to maintain consistency among the 
various country evaluations produced. It will also endorse or, if needed, 
supplement or modify the draft country evaluations, and submit the results to 
the DDG-Safeguards. It is also responsible for recommending to the DDG-
Safeguards any actions to clarify inconsistencies or questions. Diagram 1 
illustrates the basic flows (without feedback loops) in this new information 
review process. 

9. "Open source" information may be broadly defined as information which is both 
obtained through legal means and which is publicly available. It differs, therefore, 
from information gathered through covert means, or information which, while ob
tained legally, is not publicly available. Information obtained by the IAEA from states 
under safeguards would be an example of legally-obtained, but not public, information. 
James F. Keeley, "Some Problems and Choices in Getting to Data," Presented at 
Seminar, "Safeguards: Sources and Applications of Open Source Information," Inter
national Atomic Energy Agency, Vienna, September 15-19, 1997, 1. For a more 
extensive and "official" definition, see Robert D. Steele, "The Importance of Open 
Sources Intelligence to the Military," International Journal of Intelligence and 
Counterintelligence, Vol. 8 (1995), 457. 

10. Whether or not CSI should be treated as "open source" information may be a matter 
of controversy. On the one hand, it meets the broad criteria of the preceding footnote; 
on the other, states are more likely to be more sensitive about it than, for example, 
about newspaper stories. The use of satellite imagery, while less intrusive than on-site 
inspection, may still be linked psychologically with NTMs and thus intelligence 
operations. Yet one argument for CSI is precisely that it avoids some of the political 
burdens associated with reliance on NTMs. 

11. A. Nilsson, Theme I, Session 2.5., "Information Review," Presentation at Technical 
Workshop, "Safeguards: Its Verification Technologies and Related Experience," 
Vienna: IAEA, May 12-15, 1997, 1. 
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Diagram 1: The Information Review Process 
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Source: Adapted from A. Nilsson, "The Information Review", Presentation at Seminar, 
"Safeguards: Sources and Application of Open Source Information." Vienna: International 
Atomic Energy Agency, September 15-19, 1997. 

The IAEA and CSI: A First Level of Synergy 
The IAEA began seriously to consider the possibility of integrating CSI into 
its safeguards during its research on and development of the "93+2" program. 
In 1994, the Standing Advisory Group on Safeguards Implementation sug
gested to the Director General that an assessment of the use of CSI and 
associated issues be undertaken.12 A joint UK-German study was undertaken 
in 1996, and is to complete its work with US involvement in 1997.13 Con
sideration of CSI has continued.14 

12. IAEA, SAR-17, Report to the Director General of the 38th Series of SAGSI Meetings, 
March 21-24, 1994. 

13. B. Jasani, el al., Enhancing IAEA Safeguards Using Commercial Satellite Imagery: A 
Pilot Study (London: King's College, November 1996). 

14. For example, in late 1995 the IAEA was assessing the software package ERDAS as a 
tool for analyzing non-text data, such as satellite imagery. 
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When IAEA Director General Hans Blix addressed the 1995 NPT Review and 
Extension Conference, he argued 

that satellite imagery can be very helpful to inform inspectors where there is a 
reason to look for evidence . . . [and that] it does not seem reasonable that the 
Agency should refrain from utilizing a type of information that is available to 
the whole world even commercially — and that has long been used for 
confidence building in the field of arms control.15 

As the Agency had conducted little in-house work on the application of CSI to 
safeguards up to this time, Blix's statement may reflect the Agency's success
ful experience with imagery supplied from NTMs in the cases of Iraq and 
North Korea, as well as in other recent cases, and developments in the quality 
and availability of CSI.16 

The INFCIRC/153 safeguards system is based on the obligation of states to 
declare all of their peaceful nuclear activities, and the expectation that they 
would normally do so. In the past, the IAEA relied on the declarations of 
safeguarded states to compile lists of facilities and nuclear material. Regard
less of any theoretical legal rights of the Agency, finding other, undeclared 
nuclear facilities, sites and material was not within its practical scope of 
activity. Undeclared activities linked to a declared set of nuclear fuel cycle 
activities might be indirectly detected through IAEA safeguarding, but other
wise the IAEA was basically dependent on states to monitor the broader 
obligations of non-nuclear weapon states under the NPT. 

While the primary focus of the SSS is still declared nuclear activities, and the 
Expanded Declaration is still the primary source of information, the emphasis 
on greater transparency and additional information sources is intended to help 
in detecting and locating additional activities and sites. Thinking of the 
Agency's new definition of its verification task in terms of "search" and 
"inspection" levels helps to clarify the shift in its thinking, and to point to an 
initial possibility for the use of CSI. Diagram 2 presents relevant sub-tasks of 
Agency verification (whether for declared or undeclared activities) organized 
as a stream of activity that spans these two levels. 

On the search level, information derived from off-site sources will be the 
primary tool in detecting and locating activities. On the inspection level, since 
it permits access by inspectors, OSI and other on-site techniques will be 
significant in characterising undeclared activities or in testing state-supplied 
information concerning declared activities, though this does not exclude the 

15. Hans Blix, "Statement to the Review and Extension Conference of the Parties to the 
Treaty on the Non-Proliferation of Nuclear Weapons," New York, April 17, 1995. 

16. For a discussion of the North Korean case and the role of satellite imagery in it, see 
D. Albright, F. Berkhout and W. Walker, Plutonium and Highly Enriched Uranium 
1996: World Inventories, Capabilities and Policies. (Oxford: Oxford University Press, 
1997), 282-308. 
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use of some off-site techniques such as the use of imagery. The Agency's 
INFCIRC/153 focus was on the inspection level, depending on state declarations 

Diagram 2: Tasks and Levels 

Search level 
(Off-Site Primary) 

Detection • Location 
A 

• Possible Loop-Closing Access 
! from OSI 

Location 4 Detection -4 OSI 

Inspection level 
(On-Site Primary) 

for the search level and on negotiated access to carry out activities on the 
inspection level. OSI was itself rigorously defined both in its technical char
acter and in its scope of application. The SSS relaxes these limits: while 
declared nuclear materials and material accountancy (the inspection level) 
remain the heart of the system, the Agency is now giving greater attention to 
the search level. 

The successful integration of CSI into IAEA safeguards requires a careful 
assessment of its synergistic potential with other activities at both levels.17 

Emphasis on completeness in the application of safeguards points to CSI as an 
option on the search level, as one potential ability of CSI is to confirm the 
detection and location of possible suspect sites suggested by other sources. At 
the inspection level, its integration with other techniques requires careful 
assessment, to see if it may enhance or supplement these, substitute for them, 
or do something entirely different. While an initial attraction of CSI may be 
the possibility of reducing the inspection burden or lowering safeguards costs 
in other ways, the larger synergistic potential should not be ignored. Table 1 
suggests some potential synergistic relations in terms of operations at the 
search and inspection levels. 

17. For a general examination of the potential for synergies among verification techniques, 
see Patricia B. McFate et al., Constraining Proliferation: The Contribution of Verifica
tion Synergies (Ottawa: Non-Proliferation, Arms Control and Disarmament Division, 
Department of External Affairs, March 1993). 

n 
J 
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Table 1: Possible CSI-OSI Relations 

TASK RELATIONS OF CSI TO OSI 

Site Detection and Location Search Level: detection, location, confirmation, 
monitoring, mapping. OSI secondary 

Design Review/Construction Inspection Level: location, confirmation, montoring, 
mapping; replace, enhance, prepare fo OSI? 

Ad Hoc Inspection Inspection Level: monitoring, mapping; replace, 
enhance, prepare fo OSI? 

Routine Inspection Inspection Level: monitoring, mapping, change 
detection; replace, enhance, prepare for OSI? 

Complementary Access Inspection Level: location, confirmation, 
monitoring, mapping; replace, enhance, prepare for 
OSI? 

Special Inspection Search and/or Inspection Level 

Decommissioning or Shutdown Inspection Level: confirmation, monitoring, detect 
change of status; replace, enhance, prepare for OSI? 

When a state concludes a comprehensive safeguards agreement with the 
IAEA, it submits an initial report of declared nuclear material and, as early as 
possible, it submits design information (DI) for each facility covered by the 
agreement. The DI describes the facility location, layout, design features, 
operation modes and procedures relevant to safeguards. A design information 
evaluation (DIE) is then conducted. At this stage, CSI could help confirm 
locations, monitor changes in structures before OSI begins, and helps prepare 
for initial OSI by mapping the facility. After completion of the DIE, the IAEA 
has an initial on-site visit for design information verification (DIV), checking 
the accuracy and completeness of the facilities DI. Since this is the first time 
Agency personnel visit the site, CSI could help to orient them. The Facility 
Attachment (FA) is then drafted from the findings of the DIV visit. Ad hoc 
inspections are carried out if the FA is not yet in force, to verify information 
in the state's initial report and of any changes since the report. Once the FA is 
in force and the facility is in operation, routine inspections follow. These 
verify nuclear material accounting records, and the location, quantity and 
composition of declared nuclear material, and take information on explana
tions of possible Material Unaccounted For (MUF). CSI could help both ad 
hoc and routine inspections through mapping, inspector orientation, and 
change detection.18 Similar possibilities could exist for handling shutdown or 

18. Information on the Agency's processes is from G. Moussalli, Theme I, Session 1.2, 
"On-Site Inspection." Presentation at Technical Workshop, "Safeguards: Its Verifica
tion Technologies and Related Experience," Vienna: IAEA, May 12-15, 1997, 1. 
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decommissioned facilities, special inspections and so on. For each of these 
uses, some images acquired for one purpose or stage in the development and 
application of safeguards might also be useful for later purposes or stages. 

The Details of the Synergy 
These possibilities may be pointed out in general terms, and on a general level 
the possible use of CSI by the IAEA is intuitively attractive. However, the 
specific potential of CSI, and the many additional issues that would arise in 
integrating it into IAEA verification activities, require closer investigation. A 
number of major questions arise in the scientific-technical, political, cost, 
legal and organizational realms and must be addressed if the integration of 
verification techniques is to work adequately in detail. Individually and joint
ly, answers to these questions will define the content and limits of IAEA use 
of CSI — even whether there exists a "region of possibility" which satisfies 
their various requirements. If no such region currently exists, changing tech
nological and political conditions may still hold out future possibilities. These 
questions thus define both a policy and a research agenda. Our primary 
purpose here is to lay out such an agenda in initial, rough terms, not to suggest 
definite responses to these issues. 

There is, however, also another reason for posing them. Arguments for CSI are 
often advanced in a limited form (for example, focussing on improvements in 
ground resolution) while arguments against CSI may have an unsystematic, 
almost off-the-cuff character. A serious listing and examination of the issues 
may force both proponents and opponents of CSI to develop their positions 
more coherently and thoroughly. This step cannot guarantee informed and 
enlightened decision-making, but it may at least help to move discussion to 
more solid ground. Our discussion does indicate that some initial objections to 
the use of CSI are less persuasive on closer examination than one might at first 
think, though other problems may be more well-founded. 

Scientific-Technical Issues 

Scientific-technical issues are not the primary focus of this paper, but the 
proposed integration must be plausible in this regard as well as others. Table 2 
shows some optical resolution requirements for the detection, classification, 
recognition and technical analysis of some classes of nuclear facilities. Table 3 
lists some current and planned CSI systems, giving their resolutions in meters 
and organized by these four levels. Only panchromatic and multispectral 
systems are noted: synthetic aperture radar is not yet at the 5-meter threshold, 
though this does not rule out its uses for some purposes.19 Thermal imagery 

19. On the possible uses of synthetic aperture radar for IAEA safeguards, see Phillip J. Baines, 
"Exploitation of Commercial Satellite Imagery for IAEA Safeguards Analysis." Presented 
at Seminar, "Safeguards: Sources and Applications of Open Source Information," Inter
national Atomic Energy Agency, Vienna, September 15-19, 1997, 4. 
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should also not be overlooked, but it is not included here, either. Fusing images 
from various sources and sensor arrays at various resolutions may also be useful. 

Table 2: Satellite Resolution Requirements (metres) 

Object Detect Classify Recognize Identify 

Enrichment Facilities 5.0 2.5 1.0 0.50 

Pu Production Reactor 5.0 2.5 1.0 0.50 

Reprocessing Facilities 5.0 2.5 1.0 0.50 

Storage Site 3.0 1.5 1.0 0.50 

Research Reactor 5.0 2.5 1.0 0.50 

Source: Phillip J. Baines, "Exploration of Commercial Satellite Imagery for IAEA Safeguards 
Analysis." Presentation at seminar on "Safeguards: Sources and Application of Open Source 
Information," Vienna: International Atomic Energy Agency, September 15-19, 1997. Nuclear 
test siters have resolution requirements of 10, 3, 2 and 1 metre respectively. 

Table 3: Satellites By Resolution (metres) 

System (Year) Detect Classify Recognize Identify 

Early Bird (1997) 3P 

QuickBird (1998?) 3.8 M 0.82 P 

Orbview-3 (1998?) 4M 1 and 2 P 

SPOT-5 (2002?) 5M 2.5 P 

Resours-F-1. KFA-1000 5M 

Resours-F-3. KFA-3000 2M 

KOSMOS KVR-1000 2M 

EROS (1997) 1.5 P 

DAVID (1998) 5? 

ALOS (2003?) 2.5 P 

CLARK CTA/NASA 
(1997) 

3P 

P = Panchromatic M = Multispectral 

Source: Adapted from B. Jasani, "Commercial Satellite Imagery — An Important Open Source 
for the IAEA." Presentation at seminar on "Safeguards: Sources and Applications of Open 
Source Information," Vienna: International Atomic Energy Agency, September 15-19, 1997 
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It is apparent that a number of present or future systems might meet the 
detection and classification criteria for most of these facility types, and some 
might even be able to meet the recognition criteria.20 

These Tables suggest that facility and activity indicators and signatures ob
servable by current and future CSI could be integrated into the IAEA's 
strengthened information analysis capability under the "93+2 program." At 
the heart of this capability is a multi-level physical model of available techni
cal processes for the production of nuclear materials, and a list of their 
requirements and indicators. This model provides a basis for the organization 
and analysis of country data.21 Satellite observables could be a natural exten
sion of such a set of indicators. These observables should be organized 
according to electromagnetic spectrum (e.g., thermal), stage in the facility or 
activity life-cycle (e.g., construction, operation, shut-down or decommission
ing), and according to various levels of resolution. Site imagery would also be 
a natural extension of maps and design information which are to be supplied 
to the Agency under the SSS. That imagery could then be stored with other 
relevant information about a state's activities. 

The superior resolution available from NTMs would undoubtedly offer tech
nical advantages over CSI. However, while higher resolutions are to be 
preferred to lower, there may still be benefits in relatively lower resolution 
imagery: the best should not be the enemy of the good. Since for the IAEA's 
purposes only reasonable suspicion, rather than definitive evidence, may be 
needed to justify an inspection request, commercial-level capabilities may 
suffice. Moreover, CSI capabilities are improving steadily. Finally, as will be 
briefly noted below, NTM-derived imagery has its own problems. 

20. The four levels noted in Baines correspond to the first four of five levels noted in Gupta 
and in Doyle: detection, general identification, precise identification, description, and 
technical analysis. The characteristics of the five levels are as follows: 
Detection: location of objects of interest, to detect or deny their existence; 

requires wide area coverage with fairly low resolution. 
General identification: determination of general characteristics; requires medium 

resolution. 
Precise identification: discrimination among targets; requires somewhat higher 

resolution. 
Description: measurement of dimensions, configurations, components, 

count of equipment; requires high resolution. 
Technical analysis: analysis of system construction, capability and 

performance; requires highest resolution. 

Vipin Gupta, "New Satellite Images for Sale," International Security, Vol. 20, No. 1 
(Summer 1995), 109. Frederick J. Doyle, 'The utility of civil remote-sensing satellites for 
arms control monitoring," Bhupendra Jasani and Toshibomi Sakata (eds.), Satellites for 
Arms Control and Crisis Monitoring (Oxford: Oxford University Press, 1987), 50-51. 

21. For a brief description, see Mark H. Killinger, "Improving IAEA Safeguards Through 
Enhanced Information Analysis," The Nonproliferation Review, Vol. 3, No. 1 (Fall 
1995), 43-48. 
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Political Criteria 

Even if the use of CSI is prima facie plausible on scientific-technical grounds, 
its use by the IAEA would have to meet various political criteria. Indeed, these 
would be crucial, since they would guide the configuration of an IAEA 
capability. 

Four major criteria readily come to mind. First, while greater transparency 
requires that safeguards improvements make the nuclear activities of states 
clearer to observers, greater transparency in the IAEA's own processes of 
drawing conclusions from data is also desirable. Second, non-discrimination 
in the application of safeguards requires that the same verification methods be 
applied, as appropriate, to all. 

Third is effectiveness. The scientific-technical capacities of present and future 
CSI systems suggests an increasing usefulness of CSI, but the details of this 
must be established more clearly both through the relating of CSI observables 
to the physical model and the development of the synergistic relationship of 
CSI to other verification techniques, such as OSI. 

Timeliness is a sub-issue of effectiveness: how quickly and frequently must 
imagery be acquired? Acquiring "timely" CSI could add to its cost, and also 
could seriously reduce the flexibility and independence of the Agency's sourc-
ing. For most routine Agency uses, however, a demanding timeliness require
ment actually seems fairly unlikely: routine inspections can be planned with a 
fairly long lead-time, for example. For special inspections and situations in 
which it is feared that states might use delay to hide, move or destroy evidence 
of non-compliance, timeliness could be a much more demanding requirement, 
but cost is less likely to be a determining factor. 

With respect to the fourth criterion, costs, the case for CSI is sometimes posed 
as a trade-off between greater assurances that undeclared activities do not 
exist in a state and reductions in inspections in that state. This possibility 
clearly depends on effectiveness. The cost-based counter-argument to CSI is 
that it is too expensive (usually put in cost per image terms) as compared to 
other methods: NTM imagery (better and essentially provided free of charge), 
aerial imagery (also better), and OSI ("the inspector is already there"). There 
is also a certain "catch-22" character to cost arguments against CSI: if it is to 
be used routinely, it is too expensive; if it is not used in significant volume, 
what is the point of paying for a CSI capability?22 

NTM imagery may be free, but it carries other, political, burdens. Fears of 
bias, lack of access to original data, selective presentation of imagery, tamper
ing, and other exploitation of an information advantage by NTM-capable 

22. This objection to the cost of a standing in-house capability for only occasional use, 
however, would not apply to the supply of interpretive and analytical services through 
contracting-out as needed. 
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states, may reduce the willingness of other states to receive such evidence and 
accept it at its face value. The targeted state may invoke such fears in responding 
to accusations or questions based on NTM-derived imagery. Fear of revealing 
sources or capabilities, or of compromising allies, on the part of NTM-capable 
states will limit their willingness to provide it: its supply is thus beyond the 
control of the IAEA. CSI itself being publicly available, allegations could be 
tested against it, and allegations based on its interpretation could be publicly 
aired and disputed. Any state, or other actor, would be able to use CSI, just as 
the IAEA could, and no state could block its use.23 

Aerial imagery may be cheaper than CSI, but this requires a detailed examina
tion of the costs of acquiring, equipping and operating suitable aircraft, while 
CSI systems "are already there." Moreover, aerial imagery, unlike satellite 
imagery, requires the permission of the imaged state for access to its national 
airspace. This is a serious problem in a verification regime, unless it depends 
on cooperative monitoring. 

As for OSI, the inspector is not always aJready there —- for example if a 
clandestine site must be detected and located. Moreover, a cost comparison of 
OSI and CSI is difficult to make, for three reasons. First, the costs of OSI are 
themselves not clear: dollars per person/day of inspection ($/PDI) is a 
difficult indicator to work with.24 Second, it is not clear why or how $/PDI 
should be compared to the cost of CSI: CSI and OSI are not simple, direct 
substitutes or necessarily competitors, but rather may interact in more 
complex ways. Realizing this is the heart of the synergy approach to 
integrating CSI into IAEA safeguards. Third, as will be shown below, the cost 
of CSI, and of a CSI capability, is more complex than a simple, single, 
cost/image figure suggests. 

Other criteria could also be applied to the use of CSI. The confidentiality of 
the imagery and related data would be a concern. Within the IAEA, CSI could 
be handled on the same level as other sensitive information in the safeguards 
system. Efforts to protect publicly-available information ("open-source" in
formation) once it enters the safeguards system could be applied here as well. 
A related issue, access of the imaged state to the CSI or related data such as 
tasking records, could raise legal as well as operational issues (legal concerns 
are briefly noted below), and could impinge on the effectiveness of CSI for 

23. Some of the possibilities, even for use by private actors, are seen in recent challenges 
by seismologists to U.S. government suggestions that Russia may have conducted a 
nuclear test on Novaya Zemlya. Similar possibilities could be opened up to any actor, 
including individuals, non-governmental organizations and international agencies, 
with access to CSI. William J. Broad, "Hints of Nuclear Test Disparaged," New York 
Times, October 21, 1997, A8. 

24. See, e.g., George A. MacLean and James F. Keeley, Calculating Costs: An Inde
pendent Critique of Expense Analyses for a Fissile Materials Production CutoffTreaty 
and Overview of Associated Salient Verification Issues, report prepared for the Depart
ment of Foreign Affairs and International Trade, Canada, February 1997, 20-25. 
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verification.25 The confidentiality requirement could also have cost and or
ganizational impacts, since it might seem to favour an in-house IAEA interpre
tive and analysis capability, rather than contracting out these services. If these 
services were contracted out, appropriate measures would be needed to protect 
the data during its processing and to ensure the destruction of any copies not in 
the Agency's possession after processing. Current industrial practices for data 
protection under such circumstances might be adequate for this. 

Confidentiality issues could also arise from the possible access of other actors 
— such as states licensing private CSI systems and even private persons — to 
CSI or related information.26 This problem, however, arises before, not from, 
Agency use of CSI. Whether or not the Agency could prevent, for example, 
private access (if not access by licensing states) to tasking records would be 
an issue for discussions with national regulatory authorities and with specific 
imagery providers. 

Independence, reliability of access to CSI, and stable terms of access are 
interrelated issues, for financial and technical as well as political reasons. 
Some of these issues require detailed legal analysis, as well as detailed 
analysis of the ability to authenticate CSI or to achieve independence through 
multiple sourcing. Multiple sourcing, rather than dependence on a single CSI 
provider, offers flexibility and more frequent imaging possibilities. 

A final, dangerous, criterion, could be that CSI only be applied voluntarily — that 
is, that it be conditional on the agreement of the imaged state. This requirement 
would likely hamstring the IAEA, if the histories of the existing safeguards 
systems are any guide.27 It would also raise questions from the perspective of 
existing general legal practice regarding unclassified satellite imagery. 

Costs 

Cost, often symbolized by cost per image, is a frequent issue regarding the use 
of CSI, but not a simple one. The number of images needed must be estimated 

25. Two concerns are that a state, having access to CSI about itself, could be better able 
to disguise its undeclared activities, or, having access to tasking data, could know that 
it was being monitored. However, a proliferator can buy CSI now — an additional 
expense for it — and both such purchases and any records of requests for tasking data 
could themselves be interesting potential indicators of undeclared activity. Purchasing 
imagery through a broker might obscure the IAEA's activity. 

26. For the case of licensing states, see the discussion of legal issues below. Private 
researchers have obtained CSI relevant to Chinese nuclear tests and to the Israeli 
nuclear program, leading the U.S. to restrict imaging of Israel. 

27. Agency rights have tended to become interpreted in an increasingly restrictive manner 
as their detail is negotiated, and Agency safeguards practices have become narrowed 
even if broader legal rights are the theory. This latter, in fact, opened up the possibility 
for the "Part I" segment of the "93+2" programme: the IAEA was to exploit more 
thoroughly those legal rights it already possessed. 
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and, if the Agency is to have an in-house interpretive capability, the cost of 
that, too, must be estimated. 

The cost of imagery is not a straightforward matter: it may vary by the type of 
imagery (new or archived), the supplier, the nature of the use (commercial or 
non-commercial) and the nature of the user, as well as the number of images. 
As the cost of imagery will affect cost-effectiveness calculations and com
parisons, and as the alleged high cost of CSI may be a significant objection to 
its use, establishing more careful cost estimates is very important in assessing 
the viability of CSI. 

Table 4 illustrates the effects of merely two factors on cost estimates: number 
of images and price per image. While the Table leaves much out, it is worth 
bearing in mind for the sake of comparison that the Agency's safeguards 
budget for 1996 was reported as $86,166,183 (of which $64,715,650 was for 
safeguards operations),28 and that the annual cost of the new environmental 
sampling techniques introduced under the "93+2 program" has been estimated 
at $5,200,000/year.29 

Table 4: Effects of Assumptions of Image Numbers and Costs 

Item High Estimate Low Estimate 

Number of Images 580 264 

Price per Image: 

- SPOT commercial (US$3,300) 

- NASDA general (US$1,575) 

- NASDA research (US$66) 

$1,914,000 

$913,500 

$38,280 

$871,000 

$415,800 

$17,424 

Source: IAEA, Annual Report, 1997: Highlights: Vienna IAEA, 1997. Laurence Nardon, Test 
Ban Verification Matters: Satellite Detection. London: Verification Technology Information 
Centre, November 1994, pp. 30-31. Takashi Hamazaki, "Overview of the Advanced Land Observ
ing Satellite (ALOS)." Presentation at seminar, "Safeguards: Sources and Applications of Open 
Source Information," Vienna: International Atomic Energy Agency, September 15-19, 1997. 
Yen/dollar conversion rate for Hamazaki estimated at 120:1 (New York Times, October 11, 1997), 

28. International Atomic Energy Agency, Annual Report, 1997: Highlights (Vienna: 
IAEA, 1997), 54. 

29. IAEA, GC(39)/17, August 22, 1995, Annex 1: GOV/2784, 19. The estimates split the 
costs evenly between sampling done under Part 1 measures in the "93+2 program" 
(that is, under the Agency's existing legal authority) and that done under Part 2 
measures (thus, depending on states signing the necessary Protocol to expand the 
Agency's authority). As the required Protocol has only recently been approved, and 
has not yet been subscribed to by all the appropriate states, the real cost under Part 2 
cannot yet be given. 
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The numbers of images in Table 4 are based on two extreme assumptions for 
facilities safeguarded under the NPT; they are not intended to suggest any 
actual volume of IAEA use. It is the number of imaged sites, not the number 
of safeguarded facilities, that is the real question. The high estimate assumes 
that each facility requires a separate image, and the low estimate that all 
facilities listed by the IAEA as at a single general location are actually at a 
single site. No allowance is made for poor weather, which could increase 
requirements by as much as one quarter.30 The prices reflect SPOT commer
cial rates (as reported by Nardon), and reported rates by the Japanese National 
Space Development Agency (NASDA) for its ALOS system, for general use 
and for use by researchers. Clearly, varying estimates of the volume of im
agery usage and of the price per image may have a powerful effect on overall 
cost estimates for CSI use by the Agency. It is therefore all the more important 
that such cost estimates be established and defended in detail, whether by 
opponents or proponents of CSI. 

The cost of an imagery interpretation and analysis capability for the IAEA is 
not yet established, but estimates by Nardon and Cleminson for a Comprehen
sive Test Ban capability suggest an order of magnitude of US$4.4-6.5 million 
per year.31 Their estimates of imagery numbers and prices correspond very 
broadly to the high estimate of Table 4 (or higher) and use SPOT rates. The 
volume of imagery processed would, of course, affect both the size (thus the 
cost) of an in-house capability and the cost of contracting-out. It should be 
noted, however, that if contracting-out was resorted to, not only would those 
costs need to be estimated but also that it might be desirable to contract out to 
at least two separate service providers, to preserve the IAEA's independence 
in drawing its conclusions. 

Legal Issues 
Legal questions present at least as many complexities as cost estimates. They 
arise on the general international level, the level of national regulation, and in 
relations with individual imagery suppliers. 

In general, there seems to be no inherent bar to the collection of CSI, even by 
international bodies, under the UN Principles Relating to Remote Sensing of 
the Earth from Outer Space (UNGA Res 41/65, December 3, 1986). The 
earlier UN study of the proposal for an International Satellite Monitoring 

30. Laurence Nardon, Test Ban Verification Matters: Satellite Detection (London: 
Verification Technology Information Centre, November 1994), 25-26. Synthetic 
aperture radar gives an all-weather, day-and-night capability. 

31. Nardon, 30-34. F. R. Cleminson, "The Application and Cost-Effectiveness of Over
head Imagery in Support of the Verification of a Comprehensive Test Ban," Steven 
Mataija (ed.), Non- Proliferation and Multilateral Verification: The Comprehensive 
Test Ban Treaty (CTBT) (Toronto: Centre for International and Strategic Studies, York 
University, 1994), 102-103. Jasani et al. (42, 43-44) provide an initial estimate of 
equipment costs (on the order of £400,000). 
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Agency reached a similar conclusion for satellite imagery generally.32 More 
troubling might be the general practice and expectation that the imaged state 
receives copies of data concerning its territory. Some confidentiality implica
tions of this are noted above. This requirement, however, derives from issues 
outside of and prior to the IAEA's use of CSI, not from that use itself. The 
expectation of access by the imaged state derives primarily, under the UN 
Principles, from the imaged state's sovereignty over its natural resources. The 
Principles are silent (and thus permissive?) on use for verification. Principle 
IV does state, however, that 

[remote sensing] shall not be conducted in a manner detrimental to the 
legitimate rights and interests of the sensed State.33 [our italics] 

UN General Assembly resolutions, of course, are not of themselves sources of 
international law. However, the UN Principles can be seen as indicating at 
least some direction for the development of state practice and custom, and at 
most as indicating received customary law. 

With respect to the use of satellite imagery by the IAEA, precedents have been 
set already in the Iraqi and North Korean cases. With respect to acquisition of 
satellite imagery other than from NTMs, however, the legal issues require 
exploration, and even a determination that it is within the IAEA's mandate 
would undoubtedly meet political resistance. The IAEA Statute and its pre-
NPT systems are not clear in either permitting or prohibiting CSI. The 
Statute's broad Art. XII rights to "access at all times to all places and data and 
to any person" are placed in the context of inspection as the safeguarding 
technique. The pre-NPT safeguards system, INFClRC/66/Rev. 2, requires that 
inspection frequency take account of whether or not the state inspected has 
reprocessing facilities (para. 58), but does not suggest a broader means of 
establishing this other than state notifications.34 

In a general response to the discovery of the Iraqi nuclear program, the IAEA's 
Board of Governors reaffirmed various broad Agency rights, including the 
right to obtain additional information.35 In the development of the "93+2 

32. Carl Q. Christol, "The 1986 Remote Sensing Principles: Emerging or Existing Law?" 
International Institute of Space Law of the International Astronautical Federation, 
Proceedings of the Thirtieth Colloquium on the Law of Outer Space, 1987 
(Washington, D.C.: American Institute of Aeronautics and Astronautics, 1988), 271. 
United Nations, Department for Disarmament Affairs, Report of the Secretary-
General: The Implications of Establishing an International Satellite Monitoring 
Agency (New York: United Nations, 1983), 51-55. 

33. Principles Relating to Remote Sensing. 

34. See the discussions in Paul C. Szasz, The Law and Practices of the International 
Atomic Energy Agency, Legal Series No. 7 (Vienna: IAEA, 1970), 595-597; and 
Reinhard H. Rainer and Paul C. Szasz, The Law and Practices of the International 
Atomic Energy Agency, 1970-1980 (Vienna: IAEA, 1993), 335. 

35. IAEA, GC(XXXVI)/1017, September 15, 1992. 
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program," environmental sampling was listed (save for sampling at "addition
al locations") as a Part 1 measure, falling within the existing mandate of the 
NPT system by virtue of para. 6, among others.36 This provides that 

the Agency shall take full account of technological developments in the field 
of safeguards, and shall make every effort to ensure optimum cost-effective
ness and the application of the principle of safeguarding effectively the flow 
of nuclear material subject to safeguards . . . by use of instruments and other 
techniques at certain strategic points to the extent that present or future 
technology permits ... 

It might be arguable that CSI could fit within this as well. 

The terms of the draft Model Protocol do not seem explicitly to cover or to 
prohibit the use of CSI. Art. 6, for example, governs IAEA OSI activities at 
additional locations to which access is given, not the application of off-site 
techniques. Art. 9, governing wide-area environmental sampling, also deals 
with access. Environmental sampling techniques are quite different, in terms 
of physical processes, from satellite imaging. In the negotiation of the UN 
1986 Principles, a distinction was drawn between access to information about 
natural resources and access to natural resources as such, such that consent 
governing the latter was not extended to a requirement of consent for the 
former. Art. 10 merely requires the IAEA to inform a state of activities carried 
out under the Protocol including respecting any inconsistencies. This report
ing requirement may complicate, but does not seem to forbid, the use of CSI. 
Art. 14, regarding the use of communication systems, seems clearly to have in 
mind remote transmission of data from on-site containment and surveillance 
devices, rather than affecting off-site imagery. 

On the level of national regulations, differing states may have very different 
regimes for prices and access. The United States, for example, distinguishes 
between LANDSAT imagery and that from privately-owned systems in terms 
of pricing: it gives at least some users access to unenhanced LANDSAT data 
at its marginal cost.37 Other states may be more willing to recover costs. U.S. 
legislation and regulations, as well, permit the U.S. government a degree of 
oversight (e.g., access to tasking records and on agreements between private 
systems and foreign customers) and, more generally, "shutter control" over 
imagery for reasons of national security.38 Multiple sourcing could reduce the 

36. IAEA, GC(40)/17, Aug. 23, 1996, Annex 1, GOV/2863, May 6, 1996, Annex 1,4. 

37. Public Law 102-555, "Land Remote Sensing Policy Act of 1992," United States 
Statutes at Large, Vol. 106, Part 5, 1992 (Washington, D.C.: US Government Printing 
Office, 1993), 4163-4180. 

38. Ibid.; and "Appendix F: Clinton Administration Policy on Remote Sensing Licensing 
and Exports," Office of Technology Assessment, U.S. Congress, Civilian Satellite 
Remote Sensing: A Strategic Approach, OTA-ISS-607 (Washington, D.C.: 
U.S.Government Printing Office, September 1994), 152-153. 
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risk from "shutter control," but there would still be a need for an under
standing with the national states of imagery suppliers. 

Some degree of coordination, on an informal level, is provided among nation
al space agencies and at least some users through the Committee on Earth 
Observation Satellites, and grouping national and regional space agencies, 
and data users. This affects pricing policy among other things. It could be 
useful for the IAEA, if it was a serious user of CSI from national agencies, to 
join this group as an affiliated user. Other international bodies are members 
under this heading. This would give it some access to and input into discus
sions which could lead to policy decisions affecting its use of CSI from 
national agencies.39 

Contractual relations with image providers are also a relevant concern. In 
some cases, providers might allow some states (imaged or not) pre-emptive 
buying rights,40 though this would be an expensive right to exercise. Some 
aspects of provider policies could obviously interfere with Agency use. 
Copyright, access, confidentiality and other concerns, such as pricing, would 
need to be addressed. 

Multiple sourcing could overcome some problems with the supply of imagery 
from any one source. However, this would also face certain technical and, in 
future, potentially certain market problems. On a technical level, the sub-
stitutability of CSI systems for each other, as well as their compatibility for 
fused use would have to be addressed. In market terms, distribution agree
ments may affect access to imagery. Even more, if the supply of high-quality 
satellite imagery should become concentrated in the hands of one state, the 
impact of "shutter control" would be enhanced. Sweetman, for one, has 
suggested that U.S. policy is aimed at securing U.S. domination in the high-
resolution end of the CSI market, thus strengthening its "shutter control" 
possibilities.41 Even so, the CSI available from other providers might still be 
adequate for some, if not all, IAEA needs. 

Organizational Issues 
A final major set of issues centres on the organizational problems of integrat
ing CSI into Agency operations. In the most general terms, taking full ad
vantage of the possibilities of synergies among verification technologies 
requires meeting the following conditions: first, that the verification task be 
adequately specified; second, that the verification agency have access to an 
appropriate array of verification technologies; third, that it be permitted the 

39. Office of Technology Assessment, U.S.Congress, Remotely Sensed Data: Technology, 
Management, and Markets, OTA-ISS-604 (Washington, D.C.: U.S.Government Print
ing Office, September 1994), 126-127. 

40. E.g., Gupta, 100-107, 115-116. 
41. Bill Sweetman, "Spy Satellites: The Next Leap Forward," International Defense 

Review, Vol. 30, No. 1 (January 1, 1997), available online through Lexis/Nexis. 
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fullest possible synergistic integration of these; and fourth, therefore, that it be 
able to select, apply and combine individual technologies as needed and 
appropriate according to the varying demands of specific situations. In the 
case of the IAEA, its enhanced range of verification technologies and im
provements in its information analysis in the "93+2" program provides a 
context for discussion of how to meet these requirements. Its physical model, 
in which CSI-observable indicators could be located, has been developed as 
part of this enhancement of its information analysis capability. Its information 
review process (see Diagram 1) provides a framework for the inclusion of CSI 
in IAEA data collection, analysis, and evaluation. 

The IAEA's continuing focus on safeguarding declared nuclear material as its 
primary task, reasonable in itself, could be an obstacle to a full integration of 
new information sources (including CSI) into its verification activities. The 
question is whether the Agency's expanded task definition will be appropriate
ly reflected in its combination of verification technologies, or whether old 
practices will dominate to an inappropriate degree. 

Does the Agency define its safeguards role by specific techniques rather than 
by the broader task? Before the NPT, the end-use and item-specific focus of 
IAEA safeguards, as well as being a limitation to OSI, restricted its vision. 
Under the INFCIRC/153 safeguards before the SSS, with the focus on 
declared nuclear material, materials accounting has been the major technique. 
This perhaps went to the point where the proper performance of materials 
accounting, commendable in its own right, became mistaken for the proper 
performance of the larger verification task, and even the wider possibilities of 
OSI were themselves ignored. The insistence of states on closely defining the 
rights and duties of inspectors was a major contributor to this. A concern that 
Agency conclusions be based on "objective" quantitative data, rather than on 
"subjective" and qualitative information, was also a factor in the stress on 
materials accounting. Now, however, environmental sampling by inspectors, 
and greater stress on skilled observation by inspectors, has expanded the range 
of Agency techniques to some degree. However, the focus on OSI as the 
central technique, still continues. 

This primary focus may be sensible when access to a site is obtained. It does 
not, however, rule out the useful application of other techniques to enhance, 
prepare for or, possibly, substitute for OSI as appropriate. Nor does it deal 
with the problem of detecting and locating undeclared sites, and justifying 
requests for and preparing for access to such sites. CSI, in conjunction with 
other off-site information may play a central role in the search process and an 
important contributory role in the inspection process. So long, however, as 
CSI is seen simply as a challenger to OSI, and so long as the verification 
activities of the IAEA are defined primarily in OSI and related terms, CSI will 
face both organizational hostility to its use and, a tendency to see its use 
primarily in terms subordinate to OSI. The synergistic possibilities of CSI 
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may then be considerably limited, and judgements of its cost-effectiveness 
may be adversely affected. 

Conclusion 
In principle, the possible integration of CSI into IAEA safeguarding is promis
ing. This paper has set out some of the issues which must be addressed if this 
possibility is to be pursued, if questionable arguments against the use of CSI 
are to be identified and countered, and if a technically-adequate and political
ly-acceptable integration is to be achieved. Although it does not give defini
tive answers, the paper finds that some arguments against CSI are at least 
vulnerable, and that there is sufficient plausibility to the use of CSI to justify 
further, more detailed work. Of course even the best-founded, rational and 
complete argument for a proposition may fail in the face of political interests, 
misunderstanding, irrationality and other forces. Ways of dealing with ex
pected — and unexpected — opposition must also be considered. Politics is 
"the slow boring of hard boards," so perhaps we should sharpen our bits and 
begin drilling. 


