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“It is certain every man has a right to keep his own sentiments, if he pleases:he has certainly a 

right to judge whether he will make them public, or commit them only to the 

sight of his friends.”
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Introduction 

 

We used to think that with the disappearance of the rural “party line”, our telephone conversations were secure.  

Dedicated telephone lines meant that two people could talk in privacy.  Calls were rarely recorded by anyone and, 

even where they were, the recording was accompanied by a recognizable beeping sound on the line.  Cellular 

telephones quickly enjoyed advances that reduced eavesdropping.  Now they are common, and some people find 

them indispensable.  Then came the answering machine, interception devices, built-in recording machines, and 

call display.  Readily at our disposal we have the means to record and store telephone conversations indefinitely, 

and to do so without the other party knowing.  Moreover, the person we are talking to cannot always be trusted to 

keep the contents of the call confidential. 

 

When we leave a recorded message on someone’s answering machine, we obviously know that it is being 

recorded.  We also agree to the recording by “leaving a message after the beep”.  Often when calling a large 

business or government office, we are told at the beginning that the call may be monitored “to ensure a high 

quality of service is maintained”.  Surveillance is, in that case, of the other employee, but our privacy is equally 

diminished. 

 

Privacy encompasses the right of an individual to determine for oneself when, how and to what extent one’s 

personal information will be disclosed in the public domain.  The greatest concern is state monitoring and 

recording of our private conversations, for criminal investigations or other purposes.  Public authorities can afford 

the latest and most advanced eavesdropping technology and personnel to the point where one word uttered in 

privacy can be recorded permanently.  It can then be instantly and universally rebroadcast.  Interception 

surveillance can be conducted for years at a time.  The police engage in audio-visual “hidden camera” recording, 

such as the  kind we now regularly see on public affairs and investigative reporting television shows.  According to 

 LaForest J. in the Supreme Court of Canada:
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 “The very efficacy of electronic [recording] is such that it has the potential, if left unregulated, to 

annihilate any expectation that our communications will remain private.  A society which exposed 

us, at the whim of the state, to the risk of having a permanent electronic recording made of our 

words every time we opened our mouths might be superbly equipped to fight crime, but would be 

one in which privacy no longer had any meaning.” 

 

When we voluntarily decide to express ourselves to other specific persons, do we assume the risk that the other 

person to the conversation will repeat it or that it might be captured and used by others?  Is there a reasonable 

expectation of privacy?  What has happened to privacy on the telephone? 
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The Range of Telecommunications Privacy and Security 

 

The local telephone company has a security department.  It co-operates with police to identify and prosecute 

callers who make make criminal telephone calls.  These are those calls intended to injure or alarm the recipient by 

conveying false information, or those which are indecent or repetitively harassing.  There is a Call Trace service 

that operates even if a call is blocked.  One can otherwise block a call, which prevents one’s name and number 

from appearing on the display screen of the number called.  Even unlisted numbers can appear on Call Display, 

unless blocked.  The point here is to be aware that most telephone calls can be traced, and that records are kept 

of calls that are made. 

 

Name and Call Display are further privacy options.  There are other features that are so private that one has to 

contact the telephone company directly for details.  Company employees all carry photo identification with them.  

Calling cards and personal identification numbers should be  scrupulously used.  It is fraud to use someone’s Card 

or to charge a call to another person’s number without permission.  When out of town, one is advised to indicate 

that one is not able to come to the telephone, rather than that one is away from home. 

 

On the other hand, the local telephone company routinely sells its list of names, addresses and numbers to third 

parties.  Subscribers must specifically contact the company to opt out of this third party distribution.  Overall, 

however, the telephone company is directly involved in security and privacy issues inherent in personal 

telecommunications. 

 

The Law: “One Party Consent” 

 

Years ago, the law required one to inform (for example, by the background beep) or request the permission of the 

other party to record a telephone conversation.  This has been replaced by the “one party consent” rule. 

 

The Criminal Code states:
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 Every one who, by means of any electro-magnetic, acoustic, mechanical or other device, wilfully 

intercepts a private communication is guilty of an indictable offence and liable to imprisonment 

for a term not exceeding five years. 

 

There are some exceptions to this crime, such as in the instance where one obtains a warrant in advance and 

where the telephone company tests the lines.  The main exception is the “one party consent rule”.  The section 

states that this crime does not apply where: 

 

 a person ... has the consent to intercept, express or implied, of the originator of the private 

communication or of the person intended by the originator thereof to receive it. 

 

In other words, if either the originator or recipient of the calls wants to record the call surreptitiously, it is legal to do 

that.  If a third party, such as a television or radio station wants, as part of its investigation, to record the call, it 

must obtain either a warrant or the permission of at least one party to the call. 

 

What is the rationale for “one party consent”?  If either party can testify in court about any telephone conversation, 

from their own powers of  recollection, it is a small extension from that, and more accurate, to use an actual 

recording.  If one can testify about these conversations, the admission of electronic recordings of those same 

conversations would be logical.  Expressing the idea and assuming the risk that it will be later divulged co-exist.  It 

is a risk that one takes whenever one speaks, and equals the risk that a permanent electronic record of them by 

the other side for whatever reason it desires. 

 

One should, accordingly, be mindful that telephone conversations which may appear to be private always run the 
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risk that they may be recorded and later published by the other party or agents of the other party, such as media 

representatives.  It is important to be judicious about what to say on the telephone at any time, and to whom. 

 

Restrictions on State Agents: The Duarte Case 

 

This 1990 case from the Supreme Court of Canada drew restrictions on “one party consent” in law enforcement.  

The Duarte case dealt with third party recording, by the police.  Even where the police get the consent or co-

operation of an informer to record a telephone call,  this “one party consent” still constitutes an unreasonable 

search and seizure. The police often utilize informers and would otherwise be free under this rule to record any 

conversation which involved their informers, including ones initiated by the informers.  Using this “participant 

surveillance”, the police would never need to obtain a warrant.  We would enjoy no reasonable expectation of 

privacy in our lives from government eavesdropping. 

 

Therefore, the court found that, as a general proposition, secret electronic surveillance of the individual by an 

agent of the state, such as the police, is an unreasonable search and seizure, contrary to the Charter of Rights 

and Freedoms.  Unlike private parties to whom the “one party consent” rule applies, the police are constrained by 

the Charter.   Private parties are not.  Private parties can conduct unreasonable searches and seizures, but the 

police and other government agents cannot.  This is the clear purpose of the constitution - to limit, or at least 

balance, the power of government in our personal lives.  The constitution, which includes the  Charter, does not 

attempt to control the power of private capital or ingenuity. 

 

Historically, this distinction assumed that private parties are less sophisticated, less economically powerful and 

generally less interested in engaging themselves in breaching privacy in any widespread systematic manner that 

government could engage for political gain using public resources.  The validity of these assumptions about the 

desire and ability of business and other private parties intercepting telephone calls is questionable today.  One 

might anticipate abuses of this “one party consent” rule at the hands of private parties as well.  If such abuse 

became rampant over time and society agitated for regulation of the private right to intercept communications, one 

might expect a change in the law.  Private parties might have to submit to respecting privacy in this regard, much 

as it is now required to respect other basic human rights of equality in employment, residential tenancy and other 

business contexts. 

 

The court continued that, as it relates to police recording of telephone calls, the task is to find that reasonable 

balance between individual privacy rights and the duty of the state to control and enforce crime.  Minimally, on the 

police application for a warrant, a judge must be satisfied tht other investigative methods would likely fail, that 

granting authorization is in the best interests of justice, that there are reasonable and probable grounds for 

believing that an offence has been, or is being, committed and that the surveillance will generate evidence of that 

offence.  Charter standards are met by these objective criteria, judged by an independent judge, in order for a 

citizen’s privacy to be violated. 

 

Until this judicial decision, where the police wanted to intercept a totally private conversation without the 

knowledge and consent of either party to the communication, they had to get a judicial authorization (a warrant).  If 

they had the consent of one party (eg. an informant), the Criminal Code said that they did not need any prior 

judicial authorization.  The Supreme Court of Canada in the Duarte case said this still violated the citizen’s 

reasonable expectation of privacy and constituted an unreasonable search and seizure, pursuant to section 8 of 

the Charter.  The police today, therefore, must get a warrant in advance of any telephone interception, if they wish 

to make use of that interception.  Unless both sides consent to the recording, which rarely would occur and which 

would be of limited  investigative value, the police must get a warrant now . 

 

Conclusion 

 

Most of us would behave differently if we knew we were speaking in the presence of a microphone and camera.  

The mere location of the microphone (whether it is on the line between the two telephones, or on the recipient’s 

lapel) would not change this expectation of privacy.  Nevertheless, the law today in Canada is that any participant 

to a telephone conversation may lawfully record it without telling the other party.  You can record that conversation 



with your employee, or debtor, or estranged partner, but the police must get a warrant to do so.  If one can 

mentally record it and share it later, so should one be able to electronically preserve it for later use.  Indeed, it can 

be stored indefinitely and retrieved at will.  How else are you expected to get the best evidence? 

 

Privacy in this respect is limited; the greatest controls are against government officials and the police.  This judicial 

concern with the state, at its sole discretion, recording our conversations with one party consenting, and the loss of 

general privacy that might entail, does not extend to one private party, on one’s own initiative, from recording and 

re-distributing private communications at will.  We might ask whether private parties should someday be restricted 

from eavesdropping, recording and indefinitely storing the contents of private investigations.  Nothing in this 

context alters the common law about betraying confidential information,
4
 committing trespass or defamation. 

 

A related privacy issue today is whether one can re-transmit your e-mail messages to anyone.  This is re-use and 

re-distribution of one’s private communications. This practice, often inadvertently engaged in, may be unethical 

and usually violates the sender’s reasonable expectation of privacy.  It is not, however, an interception of a 

private communication, so it is not covered by this Criminal Code provision.  It is also recorded with the sender’s 

knowledge and permission. 

 

All communications, oral and written, leave a footprint in technology today.  Real privacy is elusive.  The lesson 

that we can take from all of this is that the next time we send an e-mail, or speak on the telephone, we should be 

aware that the world may be listening. 

 

 

 

 

 

******************************** 
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