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Qutline a policy engine for granting access
to persistently secure EHRS

e Persistently secure EHRS
— Contrast with repository and delivery security
— Security is inherent, all use is authorized and tracked

o (Granting access (or permission or entitlement)
— Persistent security enables sharable EHR
— Challenge: how does legitimate user get permission?
» Policy engine
— The Policy and Peer Permission (PPP) system

« Authoring and interpreting policy for granting permission to the
distributed EHR

— The PPP project
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EHR Use - computer file transfer
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EHR Use - defenses
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EHR Use - defenseless outside
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EHR Use - protected everywhere
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Without Persistent Security
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With Persistent Security
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Persistent Security: Defn, Effects

e Technology for implementing inherent protection
— Adapted from the eCommerce of eBooks

e Protection is inherent in the record

— Never an unprotected copy of the EMR

» Even outside the repository perimeter defense
(firewall) and the network delivery defense (VPN tunnel)

* Every use of the EMR is authorized and tracked
— Even peer-to-peer pass-along use
— Even offline (off-network) use
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Qutline a policy engine for granting access
to persistently secure EHRS

 Persistently secure EHRs
— Contrast with repository and delivery security
— Security is inherent, all use is authorized and tracked

e Granting access (or permission or entitlement)
— Persistent security enables sharable EHR

— Challenge: how does legitimate user get permission?
» Policy engine

— The Policy and Peer Permission (PPP) system

« Authoring and interpreting policy for granting permission to the
distributed EHR

— The PPP project
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Shareable EHR

e There are many sources, custodians, repositories and
points of use of the distributed MR.

GP «—» Specialist «Clinic

* Persistent security enables I /
— Current EMR custodians to Lab/Dl
maintain custody as we ‘go digital’ l

— Referral process, hospital Hospital

admittances, care relationships, ..., to
determine distribution and sharing of the EHR

« BUT ...
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Challenge: granting permissions

 How does the legitimate user get permission
In this many to many to many relationship?

— Many patients, each with many EMRs
— Many potential legitimate care givers

Coarse permissions policy? If you can get at

any EMR In the repository you can get at all.
Fine, one to one, explicit assignment?

Automatically interpreted policy with peer
permission transfer; all tracked.

RightsMarket



Qutline a policy engine for granting access
to persistently secure EHRS

 Persistently secure EHRs
— Contrast with repository and delivery security
— Security is inherent, all use is authorized and tracked

o (Granting access (or permission or entitlement)
— Persistent security enables sharable EHR

— Challenge: how does legitimate user get permission?
* Policy engine

— The Policy and Peer Permission (PPP) system

« Authoring and interpreting policy for granting permission to
the distributed EHR

— The PPP project
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Policy & Peer Permission System

A rights server system
answers ‘Does this user
have permissions for this
EHR?’

Policy Policy and Peer Permission System

author Policy

<y
Policy
database

Policy
interpreter
Wl

@ editor

Perm query,

Web

browser 'W\

Consulting
specialist

/ RightsVault

> Permissions

and tracking
database

Sew
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A-Ray Repl = PateXray pdf - Message [HTML] =] EX ER Yisits

Cumulative Jéiend E §| al% E | % lll-] | E¥| ! i ?J B> Medications
: 'ORT DETAILS

File Edit View Insert Format Tools Actions Help

. |t PATE, KEWIM M

To,.. Dr. Mary Spencer

Subjeck:  |PateXray,pdf

Dear Mary.

Please give my your opinion regarding the
GRS case we discussed this morning.

There is satisfa 1

increased activ | have granted you rights to view EMR

aother abnorma

facet joint. Mil www . Genner.RighisVault.com/PateXray.pdf
for 2 days from now.

Findings are ot

Regards, Bill
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Policy Statement Examples:

My Family Physician may read and print all
of my personal health information.
Exception ...

o Referral Policy: The consulting specialist
assigned to me at Consulting Hospital may
read all of my medical records needed for
my consultation.

— Policy based on impending care relationship
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How Is It done?

Write p0| ICy In Policy Policy and Peer Permission System

user-friendly AUINOT_| [olicy |, [Toiicy
|anguage’ @ editor database
translate to

machine

Interpretable, The consulting specialist assigned to

store in policy  me at Consulting Hospital may read

database all of my medical records needed for
my consultation
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How Is It done?

|ﬂterpf€t pOI ICY Policy and Peer Permission System
from database as .
Policy Policy

record Is used. database| | interpreter

Perm query,

Web

browser 'w\ / RightsVault
S

Congul_ting Permissions
specialist and tracking
database
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Write a policy: select, edit, new

3 default - Microsoft Internet Explorer

File Edit Miew Favarites Toaols  Help
‘= Back - = - @ it | @Search (] Favorites @Media ®| %v = N= E
Address Iiﬂj http: i dravais 1 JRules\Wizard/SelectRule, aspx "’I G0 | Links *

e

Select Edit Create a Patient ar Care Giver grouping {i.e., a \Ward) Mew Rule

Select Edit Associate a patient to a grouping

Select Edit Associate a General Practitioner to a grouping
Select Edit Associate a Primary Care Giver to a grouping

Select Edit Provide Primary Care Giver entitlements for a Patient

Select Edit Pass entitlement from one Care Giver to another with a
tirme limitation

Select Edit Provide EMR access to Care Givers associated to a
grouping

Select Edit Assign explicit PCG access rights to EMRs in a Ward
limited by duration

Select Edit Restrict EMR access in a Ward

Select Edit GP's from a Hospital can print Patient Records for
Hospital

| | | = Local intranet

A el e n D el o Y —— me B i ] =il el s e e omm A



rite policy: edit

NewRule - Microsoft Internet Explorer

18| x|
File  Edit ‘iew Faworibes Tools  Help i
&Back - = - (@) at | {Qhsearch  [GElFavorites fMedia £ | By S = D

Address I@ http://dravais1 /Rules\Wizard/EditRule. aspx?Rule=24 j o | Links **

=

Fule with substitution tokens: Avalable Tokens
PCG PG has  Right  access to EMRs in  GROUP_ for  DAYS ;I _CG__ Care Giver

Days __DAYS__ days
_ GP__ General Practitioner
| _GrRoup__ Graup

e . _ LINK__ Link to Parent Rule
Description of the rule (no substitution tokens): ~ NEWGROUP__ Group
bz=zign explicitc PCG aceess rights to EMRs in a Ward limited by ;I P Patient
duration __PCG__ Primary Care Giver
_ RIGHT___ Use Right

[
Eule Scnpt:

[—
[ -

Yalidate Script Update Rule |
Eeturn to Bules

=

@ Done l_l_l_ (@ Local intranet
GEEDEDR 2 s




Policy and Peer Permission Project

e eBooks to EHRS
e From 2002-Jan-09 to Dec-19

e 600k$ development project, half funded by
CANARIE’s E-Health / Telehealth program

e Deliverables

— Software: policy editor, policy interpreter

— Policy: starter set of policy statements for alpha
test
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Policy and Peer Permission Project

Participant Role Principal Investigators

UCalgary Telehealth Policy Dr. Maryann Yeo
www.ucalgary.ca/telehealth | researcher | Dr. Penny Jennett

UOttawa Heart Institute Alphatest | Dr. Shu-Tim Cheung
www.ottawaheart.ca Site

RightsMarket Inc Software | Merv Matson
www.RightsMarket.com developer

CANARIE Funder Wendy Zatylny
WWWw.canarie.ca
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How do we get to ‘sharable’?

|_eave custody of records with current
custodians as they go electronic

— Go persistent: answer the need for security at the
point of use of the records, wherever that is

— Let custodians control use of persistently secured

records with policy and peer permissions

— Make it easy for individual care givers to get started
with minimal infrastructure and buyin; Let the
early adopters of electronic records pull in the rest
by demonstrating advantage
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Summary A policy engine for granting access
to persistently secure EHRS

 \We have persistent security now

— Not widely known in confidential records
applications; Deployed in eBooks eCommerce

* Need policy & peer system for granting access

permission to persistently secure EHRS

PPP project will build and test-deploy the
Policy and Peer Permission system

o www.RIghtsMarket.com/RightsVVault/PPP
tracks progress of project
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Questions ?

®
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Supplemental slides for
anticipated questions
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Plug-In makes common
tool (browser, WinAmp,

Authorized & tracked,

Acrobat, ...) into Trusted everytime, everywhere

Tool for protected docs

Trusted Tool

Trust Plug-In
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file
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RightsVault
la. Protect, catalog,
generate installers,
set permission _
* EMR: PateXray * EMR: PaulHistory
* EMR: PateXray

1b. Set useright

2. Ask opinion

RightsServer

Spencer’s Laptop « File: Userights

* EMR: PateXray ap. Useright? (PateXray)  Genner, PaulHistory, 1 yr.
 Trusted Tool » Spencer, PateXray, 2 days
* RightsClient

_UseRight: eright (PateXray,2 days)
'« PateXray, 2 days

PateXray

¥ Open PateXray offline



Electronic Medical Record Audit Trall
For Dr. William Genner, 1d 098765
Date 2001-11-10
Criteria Patient: Kevin M. Pate, Id 123456789; Records: File PateXray.pdf

EMR Activity | By When | Details

PateXray set perm 098765 |2001-11-08 |132457; read, 2 day
Genner | 13:07 from set

PateXray open 132457 | 2001-11-08 | close 2001-11-08
Spencer |15:33 15:36

PateXray open 132457 | 2001-11-08 | close 2001-11-08
Spencer |19:13 19:26
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Integrated Authorization and Tracking

The same RightsVault system

health
info

Health
Info
System

P&A

Rights
Client

Lab Work Menu authorizes and tracks all three
Order test operations on the same
Display report information:

Email report\ - HIS “Display report’

T N - HIS ‘Email report’

- Browser ‘Display report’.

RightsVault

Permission
& Audit db

Rights
Server

Internet
Browser

Rights
Client
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Conclusion

Persistent security and complete use tracking
not just delivery security and check-out tracking.

For more information

[ N

www.RightsMarket.com > Solutions > RightsVault
> Solutions > Customers > CBC
> Demo

Merv Matson  MatsonM@RightsMarket.com (403) 571-1836

\ /
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Security — Risk Model

Security Strength
Attack, Risk VPN Persistent
Authentication | Impersonation; false qualification Strongl2 | Light34
At Host System | Hack attack; carelessness; mischief | NA® NA/Strong®

In Net Transit | Intercept, crack encryption Strong | Strong

Location

At Point of Use | Hack attack; carelessness; mischief | NA® Strong

1. Independent certification authority

2. Even stronger if two factor identification employed

3. Operator acts as own certification authority

4. But compatible with VPN

5. But compatible with Persistent

6. If employed at the host database system (probably not)

RightsMarket



Not Just Delivery Security

EMR Security & Use Tracking

During Net Until First Everytime,
Delivery Use Everywhere

Channel
(eg VPN tunnel)

Lock-Unlock
(eg. PGP)

Yes

Yes

Persistent Yes
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Built on ‘Authorize and Track’
every time, everywhere

. ‘ RightsVault
ng htsPublish Integratable subsystem to

Web-based, end to end persistently secure
service to publish valuable confidential/private digital
digital property; eBooks & records; eg. Medical docs &
\___eMusic ) \__audio transcripts J
~

" RightsCore

Digital Rights Management (DRM) platform to secure digital

objects, authorize and meter/track/audit their use, supporting offline

and online use )
X

-
" The Internet

Copy and distribute digital objects, worldwide, point-to-multipoint,
L nearly instantaneously, nearly free.
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PIPEDA - Accountability

« An organization is responsible for personal information
under its control and shall designate an individual or

Individuals who are accountable for the organization's
compliance

e An organization is responsible for ... information that has
been transferred to a third party for processing. The

organization shall use contractual or other means to
provide a comparable level of protection while the
Information is being processed by a third party.
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PIPEDA - Safeguards

Personal information shall be protected ...

— ... protect personal information against loss or theft, as
well as unauthorized access, disclosure, copying,
use, or modification ... regardless of the format ...

— The methods of protection should include
 (a) physical measures ... locked filing cabinets ...

 (b) organizational measures ... security clearances ...

* (c) technological measures ... use of passwords and
encryption.

Authorize Use, every time, everywhere
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PIPEDA - Individual Access

e ... the organization shall provide an account of the use
that has been made or is being made of this information
and an account of the third parties to which it has been
disclosed.

Track Use, every time, everywhere

RightsMarket
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