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Abstract 

This thesis describes a local area network (LAN) protocol for real-time 

distributed systems that provides guaranteed bandwidth, maximum latency, and reliable 

data delivery. The protocol takes advantage of m n t  networking protocols and 

hardware to provide an inexpensive solution that is suitable for embedded systems. This 

thesis describes the protocol and its implementation and compares the actual 

performance of the protocol with theoretical predictions. The results show that this 

protocol is appropriate for systems using real-time data over LANs, including 

applications ranging from air traffic control and factory automation to data collection in 

laboratories and intraship communications. The experiments measure the parameters 

needed for athers to design systems using this protocol. This work provides pertinent 

information for researchers with interests in real-time networks and for designers of 

embedded systems that depend on real-time communications. The major contribution of 

this work is a simple and well-designed network protocol that meets real-time 

requirements, as well as a hctioning implementation on cost-effective hardware that is 

suitable for embedded systems. 
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Chapter 1 - Introduction 

The world happens in real time. Computers, however, are not particularly 

well suited to dealing with the real world; they are at their most effective when working 

with internal data, and performing calculations and reporting results when the 

calculations have been completed. It is only when required to interact with either a user 

or other aspects of the physical world that time bewmes a ftndarnental issue. 

Computer systems that deal with real-time inputs and outputs are found in 

automobiles, consumer electronics, and industrial control systems. Computer systems 

that deal with real-world objects, rather than abstract objects, must be concerned with the 

constraint of time. 

It is difficult to program real-time computer systems and to verifL that 

they can correctly perform the tasks assigned to them. Many advances in computer 

programming, such as object oriented programming techniques, have ignored real-time 

systems. Indeed, some techniques tend to avoid the entire time-efficiency issue in the 

name of simplifying the software design. Real-time systems have traditionally been the 

domain of engineering rather than of computer science, and this trend has unfortunately 

meant that many advances made in computer science have not been incorporated into the 

real-time domain. 

Traditionally, systems that address real-time aspects of computer science 

and engineering have been limited to either single processor systems or closely coupled 

multiprocessor systems. The ability to build effective distributed real-time systems has 

been limited by networking constraints. Normally, computer network protocols are only 

concerned with managing the available bandwidth on the medium; this thesis, on the 

other hand, proposes a method of using traditional networking hardware and applying it 

to real-time problems. The solution to these types of problems is also applied to 

embedded systems and discussed for its use in safety-critical applications. The problem 

approached here is determining how to network embedded real-time systems for high- 

performance applications so that they can be used for multimedia applications, local area 

networks, and some aspests of wide area computer newworks. As part of fully 



understanding where this work fits in the larger context, this thesis also examines current 

developments in local area computer networks, embedded computer systems, and real- 

time computer systems. 

Computers are being used in telephones, televisions, radios, and other 

devices that have not traditionally utilized computer systems, and industry observers 

expect these multiple devices to merge into a single multihction device. These systems 

deal with time-sensitive data streams that must meet specific requirements: the data must 

arrive at the right time and be intact, the transmitted data must arrive within a specific 

interval, and it must arrive without errors. These devices have, untii recently, used 

analog communications exclusively. Analog data is, by its very nature, time and order 

dependent. Signal loss in these applications results in a graceful loss in communications. 

By comparison, the loss of data in a digital stream can result in garbled and incorrect 

calculations, or even the complete failure of the data transmission. 

Analog communication netwoks are very cost effective for one-to-many 

communication applications but are prohibitively expensive for many-to-many 

communication applications. Traditional computer network are proficient at detecting 

errors and recovering data, but have not as yet properly addressed the issue of timely 

data delivery. Moreover, traditiond computer networking protocols have dealt mostly 

with "burst" data and seldom with continuous data streams. Indeed, the newest and most 

advanced computer networks, such as asynchronous transfer mode (ATM), are not so 

much concerned with providing the maximum amount of bandwidth, but rather with 

providing a consistent quality of service to the nodes on the network. Bandwidth 

reservation protocols such as RSVP are being retrofitted to existing networking protocols 

and devices. The placing of voice and other time-critical communications on computer 

networks is currently one of the most active areas of focus in networking. An additional 

motivation for this work is therefore the need to build such systems within real-world 

constraints such as cost, ease of implementation, and the ability to upgrade the system to 

new technology as it appears. 

In the context of this thesis, data falls into one of two hndarnental 

categories: data for which time is a relevant dimension and data for which time is not 

relevant. Traditional computer networks such as 802.3 Ethernet do not consider time to 



be of paramount importance. However- in real-time applications, many temporal and 

quality restrictions are placed on the data stream. In real-time applications, for example, 

data must be guaranteed to transmit at the correct time, data must amve intact, and the 

transmission process must not garble or damage the data being transmitted. Data must 

also amve by a certain deadline; data that arrives after or before the cor~ect time window 

cannot be used by the system. The data is also constrained by order: each datum has a 

place in the stream and data cannot be transposed without destroying the integrity of the 

stream. 

1.1 Terminology 

Terms used in this thesis have specific meanings that should be clarified 

in the context of the above discussion. 

Real-time computer systems worm calculations that must be completed 

before a specific time deadline or else the results of the calculation are useless and the 

system has failed. In general, real-time systems are non-terminating; that is, they have a 

set of tasks to perform in each time period and have been designed to perform that set of 

tasks continuously. 

An examples of this type of system is a continuous data collection and 

analysis system such as SCADA, used in nuclear plant monitoring. These systems must 

run continuously and must continually perfom a set of tasks within a series of time 

intervals. The time constraints in the "real world" are the important aspect of the tasks 

that have been assigned to real-time systems. 

It is common to distinguish between sop and hmd real-time systems. Soft 

real-time systems must perform a variable list oftasks by a specific deadline. One 

example of this is a system running a control application that occasionally inserts a task 

to perform system maintenance without violating the real-time aspects of any of the 

running tasks. Hard real-time systems must perform a set of invariant tasks, and must 

meet stricter timing deadlines than those found in soft systems [Kopetz:93]. 

Einbe&d computer systems are not general purpose computer systems; 

rather, they are computer systems suited to one or a small number of predefined tasks. 



Embedded systems, as their name implies, are usually part of a larger device, such as 

control systems inside consumer electronic products- The computers inside a celld ar 

phone, or those that control anti-lock braking in an automobile, are examples of 

embedded computers. Embedded systems also usually deal with activities in the "real 

world" in that they interact with people and objects that have a physical presence. 

Because embedded computer systems are often placed in consumer electronic devices 

and other devices that have high production volumes, expense is a very relevant concern 

for the designers and producers of these systems. 

Many embedded systems are designed to work unattended for an 

extended period of time, and as such, they need to have failure recovery built into their 

design. Gracedid failure is a design plan whereby if one component of the system fails, 

other components can take over responsibility for the fhctions of the failed component 

without user intervention. To avoid a single point of failure, it is common to add 

redundant, idle components to a system to take over from any failed parts. 

Networkprorotucois are the rules expressed in a mixture of software and 

hardware that allow computers to communicate with each other. Latency, bandwidth, 

reliability, and robustness are all aspects of computer networks that are of particular 

interest to this project. Larency is a measurement of the time (from start to completion) 

of the transmission of a data packet. Latency can be variable or constant, bounded or 

unbounded. l h d w i d h  is the amount of data that can be sent on the computer network in 

total and the amount of the network that can be used by individual stations in a unit of 

time. Reliability is the guarantee or probability that a datum that has been sent from a 

node will arrive at its destination. Robustness is the probability that corrupted data will 

be detected and recovered. Another important issue is the need for data to arrive at its 

destination in the same order that it was transmitted. 

&z$ety-ticai systems are systems that put peoples' lives or well-being at 

risk if they fail. Some examples of safety-critical systems are air M t c  control systems, 

anti-lock brakes in automobiles, nuclear plant control systems, and medical applications. 

Such systems are normally very carefully constructed so that they do not fail. In the 

event of failure, they have been designed to fail gracefirlly, meaning that redundant 

components or other "non-critical" systems can take over for the critical system 



@udhiraja:93]. Designers of safety-critical systems must prepare for the failure of 

components, or even the complete system, through either a manual backup or by 

buiIding redundancies into the system. Any failed part of the system should recover 

automatically, without user intervention. 

1.2 G o d s  

The primary goal of this thesis is to develop a suitable protocol for 

implementing distributed real-time systems that provides precise, predictable, and 

constant values for network bandwidth, latency, reliability, and robustness. While 

meeting the requirements as defined, the design should be as simple as possible. In this 

thesis, I offer a demonstration of the network protocol and describe an implementation of 

the protocol that can be tested and experimented with on an embedded system. Because 

the target applications of this work are embedded systems, this project has also 

considered the need to minimize both the development effort and the cost in deploying 

the functioning system. As part of this effort, the design attempts to use as much existing 

off-the-shelf hardware and software as possible to minimize development time and cost. 

The example use of this protocul comes from the domain of air traffic 

control (ATC). The requirements for ATC systems are extremely precise. Each 

controller requires a "position" from where he or she may listen and talk to a variable 

number of inputs aad outputs. For example, each controller may simultaneously listen to 

adjacent controller zones, several aircraft radios, and one or more ground lines 

(telephones). Moreover, each audio source may be listened to at different volumes and 

through a variq of speakers at the position. The combination of audio sources and 

mixing parameters is also highly dynamic; the controller can change the parameters of 

what he or she is listening to and to whom he or she is talking by using a graphical user 

interface (GUI) that is part of the system. This very complex situation requires the 

transmission and reception of large amounts of time-sensitive data that needs to be 

managed effectively b w e e n  a large number of systems. ATC systems are also safety 

critical: their failure could put people in harm's way. 



13 Structure 

In the following chapter, I survey relevant literature in the field and 

describe the areas of computer science used to address the problems encountered in the 

development process. In Chapter 3, I examine current developments in computer systems 

networking, with a particular emphasis on real-time networks. Chapter 4 describes the 

networking and embedded systems requirements of the protocol that has been developed. 

In Chapter 5, I provide the details of the implementation that was done to demonstrate 

the protocoi and to determine experimental values. Chapter 6 describes the results of the 

performed experiments and provides an analysis of the dle!cted values. Finally, in 

Chapter 7, I present the conclusions of the thesis. 



Chapter 2 - The State of the Art 

This thesis synthesizes several different areas of computer science, 

including network protocols, time synchronizaoion, and embedded, safety-critical, and 

red-time systems. In Chapter 3, I discuss networking protocds and systems, with an 

emphasis on real-time attributes. In this chapter, I focus on the state of the an in various 

areas of computer science that are relevant to the goal of this project, and I describe 

some recent developments of interest. 

In complex network computer systems, such as those being suggested by 

this thesis, accurate and precise time synchronization between nodes is very important. 

The proposed application requires that the system work with a high degree of 

synchronization. This chapter examines the way that time is manipulated by computers 

and discusses the ability to synchronize computer systems within a local area network. 

This chapter also summarizes the hardware, operating systems, and 

software techniques in use for embedded and real-time systems. Embedded, real-time, 

and safety-critical systems are an increasingly important area of study as the world 

becomes a more digital place. Embedded computer systems are part of larger devices and 

are usually small, inexpensive, and limited in their function. Real-time systems are 

computer systems that have the concept of time in the real world embedded in their 

calculations. Fault-tolerant or safety-critical systems are taking on greater importance as 

computer systems are relied on to perform functions that, in the event of failure, will 

place people in danger. Embedded, real-time, and safety-critical systems are all active 

areas of research and development work; this chapter discusses some of the relevant 

literature and projects that are being undertaken in these areas. 

2.1 Time Synchronization. 

The concept of a universal, synchronized time is important in distributed 

systems in general and is of fimdamental interest in distributed real-time systems. Time 

synchronization is the process that distributed computer systems use to maintain their 



clock progressions at the same rate as that of the other clocks in the network. The 

relative amount of synchronization that can be achieved is called the granularity of the 

clock system. There are two main classes of synchronization algorithms: those of 

network agreement (or averaging) and those of a client-sewer design where 

synchronization is to a master clock. Advanced systems such as Cesium Spray are hybrid 

designs that use features of both network agreement and master clock synchronization 

werissimo:97]. 

2.1.1 Time and R d t i m c  Systems 

Real-time computer systems depend upon knowing the time, or at the 

least, lcnowing the time interval between events. Time can be defined in terms of the 

relative frequency of recurring events [Fuller75]. In the case of an occurrence of a real 

world event, the real time system may need to take action by a specific deadline. Events 

in real-time systems may be generated by external stimuli or by time itself. The 

granularity of the local clock and the synchronization of the distributed time represent 

how closely events in the system can be scheduled next to each other. Variances in the 

time between synchronized systems is known as jitter. Jitter happens when clocks of 

poor quality are resynchronized often, causing the time on a system to "jump" back and 

forth in a seemingly random fashion. Large jitter is a condition that is to be avoided, and 

distributed real-time systems work to minimize it or its eff-. One effect of jitter is that 

time-triggered events can go off before or aAer they have been intended. 

2.1.2 Universal Time 

Clocks in computer systems are of notoriously poor quality and normally 

can drift as much as a few percent in the space of a month potorola:96b]. After the 

clocks in a distributed system are synchronized, each of the systems begins to driA; 

occasionally, re@ ar resynchronization can bring them into agreemmt with each other. 

However, a collective drift in the distribued system can result in the overall system 



drifting from universal time. Universal (or reference) time was originally provided as 

radio time signals such as those of the NEST (National Institute of Standards and 

Technology) in the U.S., CHU in Canada, and RBU in Russia kichtenecker:97]. The 

accuracy of these signals as related to the Coordinated Universal Time (UTC) is a few 

microseconds. Time synchronization is also available over the Internet tiom a number of 

sources, such as NASA the NIST, and the U.S. Navy. By using the network time 

protocol (MP), it is possible for a computer system to be synchronized within a few tens 

of milliseconds of universal time wlls:92]. 

For synchronization of even greater accuracy a Global Positioning System 

(GPS) receiver can be used. GPS is a satellite-based location system that uses very 

precise and accurate clocks onboard satellites orbiting the earth. With this system it is 

possible to obtain a clock reading that is within a few hundred nanoseconds of UTC. 

GPS time synchronization is considered to be the current "state of the art" in 

synchronizing time in distributed computer systems [Schmid:9fl. 

Table 1: Rdative Accuracy of Time Systems 

2.2 Network time synchronization systems 

Synchronization 
Method 

Internet 

Radio 

GPS 

It is possible to build complex distributed systems that do not have 

synchronized time. The Internet is a good example of this. Using operating system 

concepts such as critical sections, semaphores, monitors, and time-outs, one can design 

and build systems that are highly coordinated. However, these systems cannot be real- 

time systems because there is a possibility that a resource will be deadlocked or 

unavailable, making it impossible to meet real-time constraints. In real-time systems, the 

Accuracy 

milliseconds 

microseconds 

nanoseconds 

- 
Relative measure 

0.001 

0.00000 1 

0.00000000 1 



system must have an intimate knowledge of the local time, and in distributed real-time 

systems, each system must use the same time. Real-time systems need to know what 

time it is, when events happen, and by what time they must respond to an event. The 

same constraints are true for distributed real-time systems. 

The most wmmody used network time synchronization system, NTP, 

can typically achieve synchronization in local area networks of a few milliseconds and of 

a few tens of milliseconds in wide area networks w l s : 9 2  and Mills: 85 3. NTP is now a 

de facto standard in use around the world; client and saver s o h a r e  is f m l y  available 

and can provide highly accurate synchronization. For the greatest possible accuracy, a 

GPS synchronization system such as Cesiumspray can achieve clock synchronization in 

the range of a few hundred microseconds fiom UTC ~erissimo:97l. 

Two hdamental aspects of time synchronization are relevant to real- 

time systems: synchronization of the system to absolute time and synchronization of 

events within a system to a relative time from other events in the system. Many 

distributed systems only require that the relative time between the systems be 

synchronized, such as with distributed file systems or internal mail transactions. So long 

as the system is independent of outside infiuences, the absolute time is not relevant. If 

the system is interacting with other systems outside its local domain, the simplest 

approach is to synchronize both systems to a third reference time. There are a number of 

public domain, freeware, shareware, and commercial packages capable of providing this 

service. NIST, for example, provides a list of sixteen cwrent vendors wST:98]. 

2.2.1 GPS Time synchronization 

Time synchronization is currently an active area of research. As a case in 

point, "The Journal of Real Time Systems" recently dedicated a full issue to this subject 

[Schmid:97]. The editor, Ulrich Schmid, indicates that the advent of GPS-based time 

synchronization systems has, by an order of magnitude, increased the accuracy that time 

synchronization systems can achieve. GPS can be used to synchronize systems on a scale 

never before possible. 

Schmid sees it as interesting to attempt to revise and improve on existing 



"old" time synchronization systems that were initially proposed in the 1980s 

[Halpern:84, Lundeliu:84, Lamport:85, Mahaney:BS, and Schneider:85]; such as 

reported by Alari [Alari :973 and Fetzer Fetzer971. Schmid sees the availability of 

highly accurate and inexpensive GPS receivers as an enabling technology that will allow 

systems that are separated by vast distances to take action in a highly coordinated and 

synchronized fashion. This order-of-magnitude increase in the accuracy and precision of 

time synchronization ability has spawned new research in this topic. Schmid also 

identifies the failings of GPS, and external time synchronization in general, for safety- 

critical systems. 

Navigation has always depended on knowing the precise time: the 

development of accurate mechanical clocks allowed for precise worldwide navigation 

[Quill:66]. The GPS is a satellite-based planet-wide location system that can also be used 

to determine universal time. An objective of this system is to allow people using an 

inexpensive GPS receiver to accurately locate their position anywhere on the planet 

(recent prices for "consumer grade" systems have fallen below $200.00 (US.)). The 

system uses highly accurate time signals from several satellites that are in the receiver's 

line of sight By noting which satellites provided the signals and the relative differences 

in the times provided, it is possible to calculate the location of the receiver. The satellites 

carry highly accurate cesium and rubidium atomic clocks, and as a side effect of the 

location algorithm it is also possible to very accurately determine the universal time to 

within a few hundred nanoseconds. Peter Dana provides an o v e ~ e w  of GPS technology 

pana:97]. 

Figure 1: GPS and satellite Interaction 



GPSs for both time synchronization and location require a clear line of 

sight to at least four, and preferably five, satellites. There are many places on earth where 

it may take several minutes for enough satellites to be "over the horizon" for an accurate 

fix to be obtained- Other factors can affect the usefirlness of GPS as a means to 

synchronize time in computer systems; for example, GPS signals can be affected by 

buildings and other landform inwerence. There is also a hardware cost to implementing 

GPS time synchronization. While the minimum cost of a GPS may only be a few 

hundred dollars, for embedded and other systems tbis extra cost may make them 

prohibitively expensive. The basic unreliable nature of GPS does not make it suitable for 

safe@-critical systems that require a consi stenti y up-to-date time. 

The GPS is a system provided essentially for and by U.S. military 

organizations. There have been historical cases where the system has been "degraded" 

worldwide and in other cases turned off because of milimy or political considerations. 

The use of GPS for location or time synchronization is essentially at the discretion of the 

U.S. Many uses of advanced time synchronization cannot allow their time source to be 

controlled by outsiders. However, for many other applications, the advantages of GPS 

outweigh the disadvantages. 

CesiumSpray represents the archetype of a GPS-based time 

synchroniration system that is suitable for worldwide area networks. CesiumSpray 

~erissimo:97] is a hybrid system that uses GPS receivers to synchronize master clock 



systems within local areas in a global network. 

Figure 2: CESIUM Spray 
The essence of the CesiumSpray system is that selected nodes in a local 

area network collect the universal time from their GPS time receivers and spray that time 

information out to other nodes on the local area network. In this way, accurate time 

information is transmitted to all nodes of the global network as quickly as possible. The 

creators of CesiumSpray claim the accuracy and precision of the system to be in the 

order of a few hundred microseconds across the entire system. 

Another hardware-based time synchronization system called UTCSU, 

suggested by Schossmaier, Schmid, Horauer, and Loy [Schossmaier:97], is a very 

precise and accurate system for disseminating time in a computer network. Its goal is 

dso to disseminate a highly accurate time source, such as a GPS receiver, across a 

network. This system represents an effective method of synchronizing time in a 

computer network, but it also requires custom hardware and represents a complex 

approach. 

Mang and Wannemacher wang:97]  propose a series of hardware 

improvements to allow computer systems to more effectively deal with the constraints 

placed upon them in hard real-time systems. The basis of their approach is to exploit the 

underlying parallelism that is inherent in these systems by assigning a piece of dedicated 

hardware to the timekeeping tasks. Normally, the single CPU in the hardware system 



would addnss these tasks in a time-sharing feshion, but the use of dedicated hardware 

(as they describe) allows for a more precise modeling of the real wodd within the system. 

To achieve high-precision timekeeping within their system they employ a 

GPS receiver which allows for a synchronization of 1 00 microseconds to UTC. The GPS 

unit they use has a retail price of O 100 (U. S.) for the receiver and $70 (U.S.) for the 

antenna. The GPS antenna, however, must remain in the line of sight of the GPS 

satellites, reducing the number of g e n d  plrpo~e applications that this device may be 

used for. 

The most common system used for synchronizing time in distributed 

systems, and that which is claimed to be the most successful distributed system ever, is 

NTP (network time protocol) wlls:92, MiIls:85, and Mills:8 11. NTP is credited to 

David Mills of the University of Maryland, who has published about a dozen papers on 

this topic. NTP is a point-to-point protocol where each client contacts a server to 

ascertain the current time. Mills believes that there are now in excess of 100,000 time 

servers available on the Internet. NTP is a software-only system that provides 

synchronization in local area networks of a millisecond or two and of a few tens of 

milliseconds in global wide area networks. Using servers and clients available on the 

Internet, it is possible to achieve synchronidon to within a few tens of microseconds of 

"global" time across the Internet from the NIST or NASA. NTP is currently a version 3 

revision and is enshrined in Internet RFC 1305. Mills is planning enhancements for NTP 

version 4, such as secure time servers and the ability to encrypt time messages. NTP is a 

robust and elegant protocol suitable for a wide variety of environments, and it has 

allowed for the inexpensive and reasonably precise synchronization of systems around 

the world. 



Figure 3: NTP ClientServtr Interaction 
The close synchronization of time in many computers located on a local 

area network is not only hdamentai to making them work together effectively in a 

traditional network operating system such as UNIX or Windows NT, it is also an 

important step in making the system work as a coordinated cluster of systems. 

Figure 4: NTP Feedback loop 
While NTP is suitable for making real-time systems with modest 

Clock 
Clock ~ i l t e r t )  Network 4 Combining 

synchronization requirements; such as to coordinate systems to exhibit behavior within 

I 

Loop Filter I * 

a second or two of each other. For finer-grained synchronization it is not a viable 

NCO 

mechanism. IP (Internet Protocol) is typically the underiying protocol of the system on 

which NTP is used, and IP does not guarantee that delivery will occur within a specified 

period or even guarantee delivery. For highly coordinated, sub-millisecond real -time 

systems, the synchronization of NTP is not sufficient. 



DCE, the Distributed Computing Environment, is a system that allows a 

number of computer systems to behave in consort with one another ~ossenberry:92]. 

This system is based upon RPCs (Remote Procedure Calls) which are typicaily carried 

across TCP/IP computer networks. DCE was incorporated into the OSF/l operating 

system to k c t i o n  as its method of distributed and remote computing. It is as much a 

product as a methodology for writing distributed programs. 

DCE is an OSF (Open Software Foundation) standard and it has been 

adopted by several vendors, such as IBM, DEC, and HP- It is used in Microsoft 

Windows NT as a tool for deploying distributed systems. A complex distributed system 

that supports network authentication and resource replication, DCE can also provide for 

a highly managed computing environment. DCE itself is implemented with secure RPC 

calls and it allows large, complex, and highly distributed systems to effectively appear as 

a single computer system. DCE can also support the replication of resources such as 

disks so that in the event of hardware or communications failure, the system can 

continue to provide service. 

Highly distributed, reliable systems such as those provided for by DCE 

have a notion of a single reference time. Without highly synchronized time it is 

impossible for distributed systems to effectively replicate transactions. DCE includes a 

time synchronization system called DTS, the Distributed Time System. 

NTP and DTS have some hdamental  similarities, as well as differences. 

The following table compares the two systems: 



Table 2: Comparison of NTP & DTS 

DTS is a commerciai product supported by large companies, and as such, 

it is considered to be more of an industrial standard than its public domain relative, NTP. 

For distributed real-time systems, the same features and drawbacks can be noted for DTS 

as for NTP. For highly coordinated systems, the unreliable nature of the underlying 

protocol make either of these two schemes inappropriate. 

Distributed computer time synchronization is currently achieved in a 

networking environment with a number of different architectures. It is possible in a 

complex computer network to synchronize all the times on the systems without 

synchronizing to an external reference time. It is also possible to include a number of 

reference time servers in a computer network to allow for both accurate and precise time. 

Using current technology, time synchronization in a computer network can be within a 

few milli seconds. 

Feature 

Accuracy 

Internet Servers Available 

Basic Transport 

Co-operative with each other 

23 Embedded Computer Systems 

Embedded systems are computer systems that have been incorporated into 

a larger device. They can vary from simple feedback-control circuits to complex systems 

incorporating long-tenn storage and networking facilities. Embedded systems share 

many similar components with standard computer systems, such as a CPU and memory 

uerry:96]. However, they do not usually include disk or networking capabilities and 

often have rudimentary, if any, human interactive displays. The design ofthe embedded 

system is usually a fbction of the overall device's design and as such is incorporated 

NTP 

10s of milliseconds 

Yes 

UDP 

No 

DTS 

Configurable 

No 

RPC 
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directly (or embedded) in the device of which it is a part. Common sense states that for a 

device to be inexpensive and robust, the number of parts used to make that device should 

be kept to a minimum. 

2.3.1 Microcontrollers 

To keep the number of components to a minimum, but still retain f d l  

hctionality, embedded systems are commonly implemented on m i c r ~ ~ ~ n t r o l l e r s .  A 

microcontroller is a chip that integrates a CPU, memoq, and interface hardware into a 

single package. This results in a system with a single major component, the 

microcontroller, and for most applications, a minimum of required additional hardware. 

It is possible, however, to  construct complex computer systems around such devices, but 

they are constrained by the limitations built into many microcontroller designs. 

Typically, microcontrollers have a smaller address range and the technology used to 

implement them may be "a step behindw that which is currently state of the art btel:97]. 

Virtually all CPU manufacturers have a line of microcontrollers designed for embedded 

applications. Devices can range from the relatively simple, such as the Motorola 

MC68HC11, which sells for a few dollars at the time of this writing, to the IBM/ 

Motorola PowerPC line which costs several hundred dollars. The following table 

summarizes the capabilities of some commonly available units. 



Table 3: Comparison of Available Embedded -Us 

Depending upon the required application, a systems designer can choose a 

device with the right combination of processing power and features. 

Name & 
Manufacturer 

PowerPC - IBM/ 
Motorola 
wM:98] 

StrongARM - 
Digital @lEC:%] 

Coldfire -Motor- 
ola wotorola:97] 

68HC 1 1 - Motor- 
ola ~otorola:96] 

2.3.2 Embedded Systems Design 

Most consumer devices that use electricity now incorporate some 

electronic components. Evetything from the smallest devices, such as watches and 

children's toys, to large items like automobiles incorporate microprocessor control. 

While these control units are usually physically small and require only a modest amount 

of power, they have dramatically increased the utility of some types of electronic 

devices. In order to be usefirl, embedded systems need to be incorporated into a larger 

device; they are not usually a usefbl device on their own. 

Embedded systems must be engineered and designed carefidl y, because 

many of the applications that they are to be put into will require them to operate for an 

extended period without outside maintenance or monitoring. They must be robust and, in 

TW 

32/W bit 
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32/64 bit 
RISC 

32 bit 
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8 bit 
CISC 

Features 

High performance Power PC processor 
Floating Point Unit 
Large cache memory 

Good Performance Processor 
Cache Memory 

68030 CPU Core 
Small cache Memory 
On Chip Timers 
Serial Interface built in. 

Small amount of RAM, EEPROM and 
ROM on board 
Serial & Parallel interfaces 
Rd-Time timers 
Digital I 0  Ports 

Cost 
( 1998) 

$250.00 

S 50.00 

$25-00 
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the event of failure, they must fail in a manner that does not endanger people or property. 

If an embedded system is to be used in a consumer electronics application, the design of 

the system must support mass production and be a cost-effective solution to the problem 

at hand. 

One issue in embedded systems design that does not nonnally occur in 

general purpose computer systems is deciding whether to use dedicated hardware or 

implementing the required fuactionality in software. Some work of embedded systems 

can be carried out by hardware and other aspects can be carried out in soha re .  The 

design of the embedded system must account for the work best done in each of the 

paradigms. The introduction of programmable hardware, arch as Programmable Gate 

h a y s  (FPGAs), has fimher blurred this distinction [Olukotun: 941. Embedded systems 

are available in a variety of designs, including single processors, closely coupled 

multiprocessors, or distributed systems. The embedded system may be built to handle a 

specific problem domain or it may be designed for general purpose applications. The 

hardware architecture of the embedded system will depend on the application in which it 

is being used. 

233 Embedded Systems Applications 

Consumer electronics is an area that has benefited from the development 

of embedded computer systems: televisions, kitchen appliances, and household goods all 

use these types of systems. The development of small and powerful computer systems 

has also led to new classes of products, such as active noise control systems, that would 

simply be impossible or too expensive to build without embedded systems. 

Embedded systems have also allowed for the development of "smart" 

devices. A smart device is capable of making decisions about the environment it is in, 

and altering its behavior based upon those inputs. Streetlights are a simple example of a 

"smart" device. They take into account the time of day, the level of darkness, and the 

cost of electricity and then decide how and when to  turn themselves on and off. We have 

recently seen the dramatic use of military "smart" weapons such as missiles, bombs, and 

other munitions that can identitj. an enemy target, attack, and destroy it with a minimum 



of outside intervention [Clancy:97]. Whether one agrees or disagrees with the use of 

such devices for military applications they do demonstrate just how effective self- 

controlled devices can be. The use of powerful embedded systems has also permitted the 

development of autonomous and semiautonomous robotic systems. These robotic 

systems can explore areas that are dangerous, difficult, or inconvenient to get to, 

allowing humans and machines to work together effectively. Embedded systems that can 

make decisions about their environment need to be able to gather data fiom that 

environment. Such systems are called sensor-enabled. A wide variety of electronic 

sensors are available for such stimuli as light, radiation, acceleration, heat, pressure, etc. 

Embedded systems are usually part of a device in the "red worid, " and 

the devices that incorporate them are interacting with other devices and aspects that 

occur in real time. Many embedded systems are real-time systems, which means that 

calculations must occur by specific deadlines imposed by factors outside of the computer 

system- 

2.4 Survey of Real Time Computer Systems 

Real-time systems are a subclass of general purpose computer systems. 

While a real-time system can perform general purpose tasks, a general purpose computer 

system may not necessarily be suited to real-time computing. Real-time computer 

systems perform computing tasks that have time completion deadlines in the real world. 

These types of systems are used for control, data acquisition, or any application in which 

time is a parameter of the computation. Real-time systems can be applied to any 

computational situation that involves doing something where time is a relevant metric of 

success. Examples of real-time systems that most people are familiar with are the 

computational parts of automobiles such as anti-lock brakes, plant automation, and 

timekeeping. However, much of the "advanced" technology that has recently been 

produced, such as speech and handwriting recognition, also has real-time aspects. It 

would not be particularly useful or interesting, for example, if a recognition system took 

a long time to interpret the input. Other systems, such as advanced machine control, 

computer vision recognition systems, and other human computer interface systems, all 



have to work in real time with either other computer systems or humans. Real-time 

systems can be loop or event based, and the fhdarnent.1 structure of the software is a 

list of tasks that must periodically be run or events that must be serviced within a defined 

time scale [Artesyn:98]. 

Real-time systems are divided into hard and soft systems [Kopetz:93]. 

Hard real-time systems must complete computations within a set period of time. The 

computational load is invariant and the system must guarantee it to be completed; the 

failure of the system to complete those tasks within the specified interval is deemed to be 

a complete failure of the system. These types of real-time systems are also called 

deterministic. Soft real-time systems often have a variable task list that must be serviced. 

If the computer system cannot service the tasks within the specified interval, the tasks 

are deemed to have failed but the overall system is still considered to be fhctioning. 

These types of real-time systems are called nondeterministic. Hard real-time systems 

are used in safety-critical applications or whenever failure is not an option. Soft real-time 

systems can be used in environments where flexibility is preferred over determinism. 

The developer of real-time systems can choose to implement all of the 

hnctionality required fiom the hardware up, without the support of an operating system. 

However, it is more wmmon for the hardware to support a real-time operating system 

that will assist in the development of the final system. Several variants of real-time 

operating systems are available with certain characteristics that make them more or less 

suitable for any given project The operatting systems considered in this survey have been 

selected to highlight their range and to demonstrate how the systems are used and made 

available to the development community. 

The following brief overview of some common real-time systems outlines 

the options that are available to systems designers. 

Rtems - Real-time exccutivt for missile systems 

Rtems is a publicly available real-time operating system developed by the 

U.S. Department of Defense. The primary objective of this system was to be a small, 

highly robust operating system suitable for embedded applications such as autonomous 

missile control systems. Rtems has proven to be a good multipurpose real-time operating 



system. It is small, highly portable, and does not introduce a high overhead onto the 

system. It features a kernel that is capable of performing both time-sharing and priority 

task queuing, with high priority tasks being given preference in the e x a t i o n  cycle. 

Rtems does not normally include support for devices ouch as displays, long-term storage 

such as a disk or networking interfaces. Since Rtems is not a "supported" system, 

designers will have to either find or implement their own device support as required. 

Because of its small "footprint" and high portability, Rtems is suitable for embedded 

applications [www.rtems. arxny .mil]. Development environments for Rtems are also 

publicly available in the fonn of a GNU cross-compiler for the architecture of the target 

system. Rtems is suitable for both sofi and hard real-time applications. 

a s - 9  

0s-9 is a commercial and highly portable operating system suitable for 

embedded systems. It is available for a variety of pro-sors including PowerPC, 

Motorola 68000, Intel X86, and the Digital ARM. 0s-9 supports common devices such 

as networking interfaces, LCD screens, and other devices that are found in embedded 

computer systems. Microware of Iowa implements, supports, and sells 0s-9.0s-9 was 

designed as a real-time operating system specifically for use in embedded applications. 

A suite of development tools (such as Java, C, and C*) for developing applications for 

0s-9 is also available from Microware [www.microware.com]. 0s-9 is suitable for both 

soft and hard real-time applications. 

Q N X  

QNX is a commercial, PC-based real-time operating system that is also 

currently available on PowerPC and MIPS platforms, although this is a relatively recent 

development in its history. QNX is available fiom the QNX Corporation of Ottawa, 

Ontario. Using standard PC hardware, QNX implements a real-time operating system 

and supports standard PC devices such as video cards, networking interfaces, and storage 

devices. QNX is suitable for soft real-time applications and some hard real-time 

applications. Typical applications for QNX include data acquisition and automated 

control systems, like those found in a factory automation environment. QNX 

Corporation provides development tools such as editors and language compilers, as well 



as general purpose tools such as window systems [www.qnx.wmJ. 

Real-time Linux 

Real-time Linux is based upon the popular and freely available Linux 

operating system- While Linux is available on a variety of hardware platfoxms, it is 

normally found on Intel-based personal computers. Linux was developed by the Internet 

community as an "alternativen operating system to commercial systems, and is largely 

the work of a single individual, Linus Torvalds. Real-time extensions, such as the ability 

to pre-empt the kernel, have been added to a real-time variant of Linux. Similar in 

abilities to  QNX, it is suitable for soft real-time systems and some large-grained hard 

real-time systems. Real-time Linux benefits from the many features of Linwr that it has 

inherited, such as  device support and a suite of public domain development tools. L inw 

is available from a large number of sources but is easily obtained fiom the Red Hat 

Corporation [wvw.redhat.com]. 

Real-Time Windows NT 

Real-Time Windows NT is based upon the standard Windows NT system- 

Incorporating similar features as real-time Linux, such as timers and a kernel that can be 

preempted, Real-Time Windows NT can be used to implement soft real-time systems. 

Real-Time Windows NT is a product of Microsoft Corporation of Redmond, 

Washington. It includes support for a wide variety of devices and many features. A large 

amount of overhead in the system is given to supporting system tasks. Because of the 

complexity of this system, Real-Time Windows NT should only be considered for soft 

real-time applications Bpplin:98]. 



Table 4: Comparison of R#l-Time Operating Systcms 

2.4.1 Programming Real-time Systems. 

Characteristic 

General purpose 
operating system 

Suitable for 
embedded sys- 
tems 

Commercial 

Public Domain 

Soft Real time 

Hard Real time 

There is essentially no consensus on howso develop embedded real-time 

applications. The traditional model of a structured approach is still popular 

[Bohannon:98], although there are a significant number of researchers working within 

the object oriented paradigm [Clohessy:97, Gullekson:%, and Kirn:97]. There is also a 

large community of researchers who propose system development shells and other 

techniques that are not strictly object oriented or structured [Ghose:97, Gomaa:86, and 

Schneider:95]. Kopetz proposes a more rigid engineering approach [Kopetz:9 1 ] and 

Sridhar provides a useful checklist for designing real-time communications systems 

Operating sY stem 

W~ndows NT (RT) 
RT Linux 
Qm 

Rtems 
0s -9  

Windows NT 
Qm 
0s -9  

RT-Li nux 
Rtems 

RT - Linux 
Windows NT (RT) 

Rtems 
QNx 
0s -9  

Comments 

Operating systems that in addition to sup- 
porting real time features are also capable 
of supporting general pwpose computing 
demands. 

Operating systems that have the required 
size and portability to  be placed in the 
smaller memory size typical of embedded 
systems. 

If the operating system is available from a 
commercial source, as well as being sup- 
ported. 

Operating systems that are available to the 
public at large, these systems, may be of 
very high quality but will not normally be 
supported. 

Operating system is suitable for soft real 
time applications only. 

Operating system is suitable for both soft 
and hard real time applications. 



[Sridhar:98]. 

The motivation for moving into an object oriented paradigm for 

embedded systems is precisely the same as the motivation used to justify object oriented 

design in other applications: namely, the advantages of abstraction, reuse, and more 

effective modeling of the problem. However, some of the traditional advantages of 

object oriented design can certainly affect the bdarnentd aspect of real-time 

programming. The most significant constraint in real-time systems programming is 

knowing and llly understanding the execution time model of the prognun. The use of 

inheritance, method chaining, and polymorphic methods can result in programs that have 

a complex execution timing model. The issue of memory garbage collection in languages 

such as Java and Smalltalk can result in the system spending a large amount of time, at 

what appear to be random i n t e d s  to the system, away from dealing with the critical 

real-time tasks - these types of issues can be dealt with but the developer must be aware 

of many things that the system normally handles. One can still use object oriented 

languages to implement real time systems; the developer must be aware of a more 

complex timing model. 

Structured techniques may be more effective at modeling the computer 

system and responding effectively to its needs. However, this approach precludes taking 

advantage of the many recent developments in software techniques. The essential issue 

in developing embedded real-time systems is the need to  apply the correct technique to 

the situation at hand. There does not seem to be, at this time, a magic bullet for all real- 

time applications [Cox:86). 

No matter which programming paradigm is chosen for a real-time system, 

the architecture of the system can be further classified into different aspects. The system 

may poll its sources of input continuously, it may wait for an interrupt to be generated 

externally, or it may introduce an interrupt internally from a timer. Real-time systems 

may interface with the world using any, or all, of these techniques 



Chapter 3 - Computer Networks 

Networking protocols allow computer systems to exchange and share 

data. A great deal of effort has been made to make these systems fast, reliable, and 

sensitive to timing constraints. Some computer networks are for general purpose 

applications and others have been specifidly designed to solve particular problems. 

In this chapter, I describe the history and background of wmputer 

networks. I discuss networking protocols and describe and evaluate how well they can 

perform in a real-time environment. Then, I examine the protocols that have been 

speci fical 1 y created by others to address real-ti me and safety -critical applications. 

Several types of local area computer networks are in common use, and 

these are generally differentiated by their topology. Topology is the manner in which the 

cornputen are connected with each other, the usual configurations are fully connected, 

star, bus, or ring. Infilly connected nerwwh, each computer has a dedicated link to all 

other computers in the netwok; some closely coupled networks used in high- 

performance systems employ this type of connection. In a s t m  network, each of the 

nodes is connected to a central node or switch that performs t r a c  management. Bus 

networks share a common communications medium and each computer is capable of 

transmitting and receiving at the same time; the most common computer network 

implemented with this is Ethernet. Finally ring networks occur when each wmputer in 

the system is only connected to its neighbors on the "left" and "right". 

Arguably the first practical local area network was invented at Xerox 

PARC. Ethemet was originally developed by Xerox at the Palo Alto Research Center in 

the late 1970s as a 2.94-megabit per second CSMA/CD designed to connect 

approximately I00 workstations wetcalfe:76 1. Ethernet was a success at Xerox. An 

IEEE standard, 802.3, was dram up by Xerox, Intel, and DEC. The result of this work 

was the development of lemegabit per second Ethernet. Ethernet is now in very 

widespread use and the standard has been moved from an implementation on coaxial 

cable to an implementation on twisted-pair wires. Recent advances have increased the 

bandwidth from 10 megabits to 100 megabits, and the I-gigabit per second version is 



curently in the final stages of standardization. To address some of the performance 

limitations of standard Ethernet it is now possible to  implement an Ethernet network as a 

star using a device d l e d  an Ethernet switch hub of the star. At the same time that Xerox 

was developing Ethernet, other companies were investing resources and research into 

other networking systems such as token ring manenbaum:96] and ARCnet 

[Contemporary:98]. 

Switched networks such as switched Ethernet, switched token ring, and 

ATM use a central node for w&c management. This central node ensures that there are 

no collisions and a minimum amount of bandwidth is allocated to each connected node. 

Switched networks are typically used in modern high-performance LANs. 

Network protocols are combinations of software and hardware that allow 

computer systems to communicate with each other. The goal of network protocols is to 

communicate with other systems with a known amount of bandwidth, latency, reliability, 

and cost. Some types of computer networks have made design trade-offs for these 

factors. For example, a protocol that has a very low latency transmits small packets very 

often, which will result in a loss of available bandwidth on the medium. Figure 1 shows 

those aspects of network protocol design that can be traded in various ways to achieve 

specific design goals. 

The seven-layer OSI model is often used to describe network protocols. 

OSI has developed a standardized method for classifying different aspects of network 

protocols ranging from a physical description of how data is transmitted to describing 

how applications behave and communicate with each other. An excellent reference work 

in this area is Andrew Tanenbaum's "Computer Networks" nanenbaum:96]. Networking 

protocols and systems are commonly identified by which layers in the protocol model 

they cover. 

Application - Control of attributes of the data stream specific to the application; an 

understanding of what the data means. 

Presentation - Control of the format of data being sent on the network; abstract data 

management. 



Session - Enhanced services for the transport layer, such as synchronization and dialog 

control. 

Transport - Acceptance of data from the session layer, and if necessary, the 

reformatting of  that data for the netwok layer. 

Network - Control of the operation of the local subnet; congestion control. 

Datalink - Recognition cf h e s ,  boundaries, and emor conditions and error detection. 

Physical - How the mechanical, electrical, or other physical parts of the network 

interact with one another. 

Typically when a protocol is referred to  it is referring to handling one or 

more of the layers of the OSI model. 

3.1 Tbcoretid basis 

Computer networks deal with channels of data. A channel is an 

abstraction of t w ~  nodes wmmunicating. There are two important theoretical 

considerations when dealing with computer networks, the maximum amount of data that 

may be sent across the channel and the manner in which the channels are allocated. 

The maximum amount of data that may be sent across a channel is a well 

understood phenomenon [Tanenbaum:96d]. H. Nyquist in 1924 developed an equation 

that places a strict upper Iimit on the amount of data that may be sent across a channel. 

Shannon later refined lnquests work to include noise. Shannon's result is the maximum 

data rate of a channel whose bandwidth is H Hi, and whose signal to noise ratio is S M  is: 

This result imposes a strict upper limit on the amount of data that may be 

sent over a channel. 

Static channel allocation schemes such as time division multiplexing 

divide the available channel into discrete parts. A perfect channel, such as queue has the 



following time model. With a mean time delay, T, a channel of capacity C bps, with an 

arrival rate of 1, each frame having a length drawn from an exponential probability 

density h c t i o n  with mean 1/p bitdfiame [Tanenbaum:96e] 

If this channel is firither divided into N independent subchannels, such as 

would be found in time division multiplexing, each with a capacity of C M  bps. The 

mean input rate on each of the subchannels will now be If we recompute T we 

now get: 

In essence we have now reduced the capacity of the channel by a factor of 

N. For bursty traffic that would normally be found in computer networks this can be a 

limitation - the W l  capacity of the network is nwer available to any station. As we will 

see this limitation will become an asset for real time tmfEc. 

3.2 General Purpose Computer Networks 

General purpose computer networks are available in two basic variants: 

those that are part of the 802 standard and those that are not. The 802 series of standards 

makes up the majority of local area networks in use. They cover Ethernet, token ring, 

and FDDI. Other networks that do not fall under the 802 standard include ARCnet and a 

number of networking systems developed for telecommunications, such as ISDN and 

A T ' .  

3.2.1 802 Standard Networks 

Aloha is the starting point for the development of all the 802 protocols, of 

which Ethernet, token ring, and token bus are a part. Aloha is a simple protocol 



developed at the University of Hawaii by Abramson [Abrarnson:85 and 

Tanenbaum:96b]. A transmit and collision detect system that uses a common medium, 

Aloha's original purpose was to allow remote data collection. The fundamental issue in 

Aloha, and in subsequent shared media systems, is the allocation of the transmission 

channel. The solution used by Aloha is to l a  all users transmit at any time, detect any 

destroyed w garbled frames, and then wait a random amount of time before 

retransmitting. 

Figure 5: ALOHA systems art permitted to transmit at arbitrary times 

One result of the work done on Aloha was the development of Ethernet at 

Xerox PARC in 1972. wetcalfe: 761. This development was followed by the 

standardization of Ethernet with Xerox, Intel, and DEC developing Ethernet hardware. 

802.3 Ethernet was the standard eventually developed. Using a media access and the 

collision detection protocol CSMNCD, it is possible to use Ethernet to deploy local area 

networks of several systems. Subsequent advances in Ethernet technology have seen the 

development of 100- and 1000-megabit versions as well as the development of switches 

that reduce or eliminate many collision issues. 

In some settings, Ethernet is nearly as ubiquitous as telephone wiring. 

While Ethernet has many positive attributes, it is generally not considered to be suitable 

for real-time applications. Ethernet makes absolutely no quality of Jenice guarantees, 

and because the collision avoidance system is open, a station may never be given the 

opportunity to transmit. With the coming convergence of telephony and computer 

systems; and the importance of the reliable delivery of time-sensitive data, attempts have 

been made to update or advance Ethernet so that it can compete with systems such as 



ATM. Isochronous Ethemet and the development of the RSVP protocol are two efforts 

that share this goal. The Ethernet model has proven to be a highly flexible base to build 

on. 

Ethernet uses differentiai Manchester encoding at the physical layer to 

encode data. When it was first developed, Ethernet required the use of either "thick" or 

"thin" coaxial cabling and supported only 10-megabit transmission. This type of cabling 

was found to be expensive and somewhat prone to failure. As the technology matured 

new cabling systems for Ethernet have been developed. Modern Ethernet networks use 

simpler, less costly, and much more robust twisted-pair cabling. 

Token ring networks, specifically the 802 token ring developed by Il3M 

and later incorporated into the 802 standard, have good real-time properties jKamat:95]. 

Token ring is a collision-free protocol where access to the network medium is arbitrated 

by the protocol so that it is impossible for more than one station to transmit at a time. A 

complete description of the protocol is contained in the 802 standard, and Tanenbaum 

provides a high-level description [Tanenbaum:96a]. 

In a token ring network, a special frame (called the token) circulates 

around the ring. The station that has last received the token is permitted to m s m i t ,  and 

after the transmission, the station passes the token to the next station in the ring. Token 

ring does have some very interesting characteristics, but under a low " bursty" load, token 

ring performs poorly. Stations that have data to transmit may wait a significant amount 

of time before they possess the token, and stations with nothing to transmit may be given 

the token unnecessarily. However, in high load situations, where every station has data 

to transmit, the round robin nature of the system allows for virtually ttll utilization 

without the dangers of thrashing or overloading the network. 



Figure 6: Token Ring Network 

A station that loses or drops the token can compromise the reliability of 

token ring networks. If the station in possession of the token "crashes," the token will be 

lost and no station on the network will be able to transmit 

The real-time properties of token ring networks are in general shared 

between all types of token networks. Bandwidth on the network is effectively partitioned 

between the stations and as the token is passed between stations, each is given access to 

the network. While the token ring protocol guarantees that each station will eventually 

be given the opportunity to transmit, it does not guarantee the interval between 

opportunities to access the network. This may be unacceptable for certain types of real- 

time systems. 

802 token ring networks are medium independent; they have been 

implemented on a variety of mediums including IBM Type-1, Category 3, and Category 

5 UTP cabling, and they can be physically deployed using a ring or a star cabling 

pattern. 802 token ring is available in 4megabit and 16-megabit per second 

implementations. 

The 802.4 token bus system has also been used in real-time environments 

such as machine shop automation. Deveioped in the 1980s by General Motors, the basic 

premise of token bus is that the network physically uses a bus topology, but logically, 



each node has an upstream and downmeam neighbor. Again, a token is passed around 

the nodes of the network and the station in possession of the token has exclusive access 

to the network. Token bus is a complex protocol that has not achieved widespread use. 

3.2.2 FDDI Fibre Distributed Data Interface 

FDDI is a token ring protocol that is implemented on a fiber optic 

i nfkasbucture, providing a theoretical bandwidth of 1 00-megabits per second. Fiber optic 

networks can span great distances (200 km in the case of FDDI) and are invulnerable to 

electromagnetic interference. It has been shown that FDDI networks can be used for real- 

time traffic peng:96, Feng:95, Chen:95, and Malcolm:94]. 

FDDI, like the 802 token ring, is a collision-free protocol. Perhaps FDDI 

is best understood as a series of point-to-point networks in which each station in the ring 

is attached to its neighbors. The FDDI token is timed and each station holds the token for 

a specific period of time. The advantage is that by injecting multiple tokens into the ring, 

more than one station can transmit at a time and station-to-station latency is bound to a 

specific value according to the size of the ring. The FDDI ring can be viewed as a delay 

Iine where stations are responsible for removing their own data from the ring- Designed 

to be consistently under firll load, FDDI is suitable as backbone architecture, but not as a 

station-to-station burst protocol. 

Although single-attached FDDI is vulnerable to the failure of a single 

node in the ring, two practical solutions can address this problem. The first approach is 

an optical bypass: simply, when a node fails, the data remains as bits of light and is 

passed over the failed node. Secondly, and more commonly, FDDI can be configured as 

m o  concentric and counter-rotating rings. For example, an FDDI ring operating under 

normal circumstances may 1 ook like the following: 



Figure 7: FDDI Ring 
However, in the event of the failure of a node or link in the network, the 

ring automatically degrades into a single-attached ring, avoiding the failure. 

Figure 8: FDDI Ring with failed link 

The practical issues with FDDI involve high latency and the partitioning 

of bandwidth when deployed in a large system. A typical problem in a large FDDI 

network is the relatively high latency and low bandwidth available to each node. 

Available FDDI bandwidth decreases linearly with the number of stations present on the 



ring. Digital Equipment has developed an FDDI switching unit, marketed as the 

Gigaswitch, which is targeted at solving this problem pEC:97]. This technology has 

been successful in addressing the shortcomings of FDDL 

Many people view FDDI as a technology in decline because it is 

expensive, complex, and fra%ile when compared with competing systems that are 

cheaper, faster, and more robust. However, FDDI is a proven technology that has known 

real-time properties, and it has been successfblly deployed in mission- and safety-critical 

environments. 

3.2.3 ATM 

Asynchronous transfer mode (ATM) is a relatively recent development in 

computer systems networking. It was developed for the telephone industry, which saw 

the need for a digital system to carry voice, real-time data, and video signals. The 

fimdamental unit of data in ATM is a cell which is a 53-byte data packet (of which 5 

bytes are the header and the remaining 48 bytes are the payload or data). ATM provides 

a ~0~ection-Ofiented transport layer, each station that wishes to transmit requests its 

ATM switch to set up a virtual circuit between itself and the receiving station. This 

technique is called bandwidth reservation. The 5-byte header in the ATM cell contains 

the routing information for the cell across these virtual links. The ATM switch only has 

to maintain a list of input connections to a list of output connections. While ATM was 

designed for constant bit rate applications such as telephony and video transmission, the 

technology has also proven itself adaptable in computer networking systems barsan:95]. 

ATM systems are available fiom a variety of vendors for both switch 

devices and interface cards for computer systems. In comparison to existing competitive 

systems, such as 100 megabit Ethernet, ATM is expensive. However, there is growing 

acceptance of ATM for use as a guaranteed service computer network m g : 9 7 ] .  ATM 

is a modem guaranteed quality of service netwok and is suitable for real-time 

applications ma:96] .  Past attempts to develop computer network systems with similar 

properties have resulted in real-time applications such as data gathering and machine 



control. In guaranteeing a quality of service, the network provides a minimum amount of 

bandwidth to each end of the connection and guarantees that the amount of time taken 

for data to traverse the network is limited. Some earlier systems that attempted to 

achieve this are ARCnet and token bus, and other systems, such as isochronous Ethernet 

and Ethernet using a reservation protocol (RSVP) have attempted to reengineer existing 

common technoiogies. 

ARCnet (Attached Resource Computer) is a networking protocol that has 

been used for real-time systems. Developed by Datapoint in 1 968, it is suitable for small- 

to medium-sized networks [Contemporary:98]. Each station in an ARCnet is allocated a 

station number ranging from 1 to 25 5. A token-passing mechanism controls access to the 

network and the receiver acknowledges each transmission by stations on the network. 

The QNX operating system is an example of a network operating system that utilizes the 

abilities of ARCnet. QNX is a UNIX-like operating system with very good real-time 

properties. The addition of ARCnet to QNX has allowed the development of complex 

real-time network systems. ARCnet can be implemented as either a bus or star topology, 

or as a hybrid of both designs. There are two versions of ARCnet: a relatively slow 2.5- 

megabit per second system that can support up to 256 stations on a network and a f m e r  

version of 20-megabits per second that can support 2048 stations in a single network. 

While it is possible to use ARCnet to implement and deploy general purpose computer 

networks, the relatively slow speed and expensive cabling requirements mean that it is 

not used for general purpose applications. However, for distributed real-time systems 

requiring complex processing at the stations, QNX and ARCnet are an excellent 

combination 

3.2.5 ISDN 

ISDN is a networking technology that was developed to address the 



increase in digital traffic on telephone networks. It has had some limited success in use 

for that market. For high bandwidth applications, it is superseded by ATM and for lower 

bandwidth applications, it is being replaced by other technologies such as ADSL 

(Asymmetric Digital Subsriber Line). 

3 3  Computer Networks -designed for nrl time perConnince 

Real-time protocols are of particular interest to this work and there are 

networks that have been designed to provide real time performance. The primary issues 

in real-time computer networks are to provide reliable data service and to ensure that 

data is delivered on a timely basis. There are specific purpose protocols, such as 

SAFENET m - H N B K - 8  18A], MIL-STD-1553 m - S T D -  1 5533, and 802.4 token bus 

~anenbaum:96c], that have been designed to address real-time and safety-issues. As we 

have seen, general purpose protocols like token ring and FDDI have some real-time 

properties. There have been additional attempts to extend other protocols such as 

Ethernet and provide them with real-time properties. 

A real-time network must provide a guaranteed amount of bandwidth and 

a guaranteed maximum delay for access to the network- These two aspects are referred to 

as the quality of service and the latency of the network. 

Quality of service refers to the guaranteed performance that the network 

can offer its users. The reliable delivery of data is obviously hdamenta l  to the quality 

of service provided by a network, but the time required for the network to transmit the 

data fiom point to point is also fundamental. This delay is called the latency of the 

network. Particular types of data transmissions are very sensitive to long or variable 

latency in networks. The simplest and most commonly affected type of data is voice. 

Human conversation requires that the round-trip time not exceed a delay of 200 

milliseconds. For interactive media applications, it is generally accepted that the 

maximum latency in the communications channel can be 200 milliseconds. Addressing 

these issues is of fbndamental importance to interactive media-carrying systems (such as 

satel li te-based phone systems produced by Iridium, Globalstar, and Teledi sc) 

[Teledisc:98> 



Latency and bandwidth are closely related concepts. In static conditions, 

changes to the requirements for one will directly affect the other. 

Bandwidth 

Figure 9: Latency vs. Bandwidth 

Bandwidth is simply the number of bits that two stations using the 

network can transmit between them per unit time. There are physical and protocol-based 

limits on how effectively the medium may be used. In a guaranteed bandwidth network, 

each station is given a separate section of the bandwidth to transmit on. Time and 

frequency multiplexing are the two fundamental bandwidth assignment methods. 

Time division multiplexing divides the time that is available to transmit 

into discrete units; each station is given at least one unit. Frequency division 

multiplexing divides a portion of the transmission spectrum into many channels and each 

transmitter in the network is then assigned a unique channel. 

The fbndamentai characteristic of guaranteed quality of service networks 

is that bandwidth is allocated and guaranteed to the transmitter before it is needed. 

Computer networks that have good real-time properties must be able to 

guarantee timely delivery of data within the network. The applications of these types of 

technologies are for the control of complex machines and the gathering of data within 

those machines. Many of the most complex machines ever built are for military 

purposes, and the technology used in these systems is usefbl for understanding computer 

networks designed for real-time systems because they were developed with cost as no 

object. Since the applications of these systems also tend to be quite narrow, there is little 

subtlety in their design and implementation. In the following section, I examine 

technologies that are specifically designed as networking protocols for real-time and 



reliable delivery systems, and the applications of such systems 

33.1 MIL-STD-1553 

Modern military hardware such as tanks, ships, and aircraft need to 

transmit data around their respective systems. For example, the USAF uses MIL-STD- 

1553 in F- 15 and F-18 fighter aircraft. The standards used for these systems are rigidly 

defined by the military so that multiple vendors can supply equipment that operates 

seamlessly together -ST.- 1 5531. ms standard has bem developed for military 

avionics but has seen diverse applications including use in the London Underground. 

MIL-STD- 1 5 5 3 networks are centrally controlled data bus systems. Control of the data 

bus is handed by the bus controller module, which initiates all transmissions on the 

network. With this central control mechanism, bus contention is avoided. In comparison, 

the ARINC 429 - which is used in commercial passenger aircraft - specification calls on 

each transmitter in the system to have a dedicated data bus allocated to it, making bus 

contention a moot point [SBS:98]. The disadvantage of this system is that once in place 

it is difficult to modify and expensive to deploy. MIL-STD-1553 is a time division 

multiplexing system. The bus master device allows each station in turn to transmit 

idonnation and provides command information to nodes in turn. The maximum number 

of stations on a bus is 30, with the 0 and 3 1 positions reserved for the bus master device 

and broadcast address. 

33.2 FBRN - FDDI Based Reconfigurrble Network 

Zhao has proposed FBRN based upon FDDI for fault-tolerant real-time 

communications [Zhao:94]. This system uses multiple redundant FDDI connections 

between nodes and an advanced message routing protocol. 



Figure 10: FBRN Network 
The failure of single or multiple links in an FBRN network can 

automatically be re-routed around. 

Figure 11: FBRN with failed links 
The routing protocol that Zhao proposes uses fault detection and 

retransmission, and multiple message transmission, to meet real-time constraints. FBRN 

is the precursor to reliable computer networks for applications in r n i l i ~  real-time 

applications. 

Systems such as those found onboard navy ships require higher 

performance than would normally be found in an office environment. Currently, the U. S. 

rnilitaxy is using MIL-STD-2204, or SAFENET (Survivable Adaptable Fiber Optic 

Embedded Network), in this role m - H D B K - 8  18AJ. SAFENET is physically 

implemented using FDDI hardware and other aspects of the system are specified as 

interface layers. The aspects of SAFENET that make it appealing for its applications are: 



*Flexibility - The only interface restriction in SAFENET is the use of FDDI, and there 

are no restrictions on the implementation of higher levels of the protocols. The 

interface can be implemented as pan of a larger computer system or as part of an 

embedded singlepurpose system. 

*Profile Options - There are many options available to systems in a SAFENET network 

because the protocol is designed so that devices or systems only have to meet a 

minimum requirement, but at their option may implement "higher" parts of the 

protocol. 

*Survivability - Building on the automatic fault isolation and avoidance inherent in 

FDDI, SAFENET adds additional redundancy by using bypass units, which allow the 

network to bypass multiple failed stations. 

*Fiber Optics - Fiber optics are lightweight, carry a high bandwidth, and are insensitive 

to eiectromagneti c interference 

*Multiple Vendors - Because SAFENET is based upon commercial standards, there is 

limited propriety hardware and technology in the system. This allows components to 

be sourced fiom many vendors. 

*C+existeacc - Legacy systems that use point-to-point interfaces can be used in 

conjunction with SAFENET systems with no interference fiom SAFENET. 

*Pedormancc - The undedying technology of FDDI has a bandwidth of 100-megabits 

per second, which provides adequate performance for most applications. 

The typical application of SAFENET is in warship computer support, 

such as that found on large naval vessels (including fiigates, aircraft carriers, and 

submarines). Yet even with the performance derived fiom using 100 megabit FDDI 

hardware, there are some applications where performance levels are not sufficient. 



SAFENET has been superseded in these areas by HPN (High Pcrformane Network), 

which is implemented using ATM technology by:98]  

33.4 Isochronous Ethernet 

Isochronous Ethernet is an attempt to use Ethernet infiascructure to 

address some real-time issues [Worsley:97]. Isochronous Ethernet incorporates a 

standard lo-megabit per second Ethernet channel and 96 64-kilobit per second ISDN B 

channels. The design supports the use of the 10 megabit channel for data 

communications as a regular Ethernet segment. Other services that require a guaranteed 

quality of service would utilize the ISDN circuits. There are many advan%es of using 

Isochronous Ethernet as it can inter-operate with existing Ethernet equipment and 

cabling as well as current ISDN and telephone equipment Isochronous Ethernet has not 

been well received by the commercial community; it is an example of a technology that 

has not interested users 

3.3.5 RSVP 

Not strictly an addition to Ethernet, RSVP i s  a protocol used in 

conjunction with IP that instructs the networking systems t o  sustain a particular quality 

of service between two points. It works in the following manner: 

The source sends a Quality of Service (QoS) requirement suggestion 

through the network to the receiver. 

If the receiver accepts the request, it generates the QoS paramaen for the 

network and sends these back to the sender. 

The networking components allocate sufici ent resources to guarantee 

the required quality of service [Gou&:98]. 



3.4 Research Networks 

Nakajima and Tokuda have developed a real-time networking system 

suitable for microkernel-based real-time systems (Nakajima:91]. The applications that 

they envision for their system are those of real-time multimedia systems such as the 

delivery of video and voice. However, this system has several inherent limitations that 

prevent its use as an &&ve real-time operating system; in particular, the networking 

protocol cannot guarantee a specific quality of service to the nodes in the network. 

"The limitation of the cumnt design is that NPS provides UDP as a 

transport protocol. UDP/IP enables packets to be scheduled 

adequately, but does not provide quality of senice support for 

applications. Thus, the system cannot control the bandwidth of 

respective applications. " FJakaj ima:98] 

The networking protocol implemented results in introduced latencies of 

120W milliseconds- For interactive multimedia, a latency of this length results in 

unnatural and unacceptable delays. 

MARS (Maintainable Real-Time System) is a systems model, 

programming environment, and operating system suitable for implementing distributed 

real-time applications Kopetz:89]. The stated primary goal of the system is to provide 

predictable performance under peak loading conditions. MARS components are 

connected to each other via a common bus and access to this bus is controlled by a 

TDMA, time division multiple access, algorithm. The synchronization betwem nodes is 

achieved with a clock-averaging algorithm [Kopetz: 871. MARS provides actively 

redundant nodes in the n ~ o r k  to support fault tolerance, and if the system fails, it will 

fail silently. The n m r k  and task management in MARS systems is scheduled off-line. 

Kopetz describes a variant of Moduld2, known as Modula/R, that is suitable for 

programming systems running MARS Eopea:92]. 



3.5 Networking Techndogy Summary 

This chapter has examined a number of different networking techniques, 

topologies, and technologies. As we have seen, there are trade-offs in network protocol 

and hardware design, and important issues must be considered when dealing with time- 

sensitive data. 



Chapter 4 - Protocol Requirements and Design 

In light of what has been discussed about real-time systems, the next step 

is to sketch a protocol that is characterized by bounded latency, guaranteed bandwidth, 

robustness, and reliability. The protocol will meet both networking and embedded 

systems requirements. In this chapter, I first describe the requirements for the required 

real-time network protocol and examine the requirements of the embedded systems. I 

then evaluate possible design alternatives with respect to these requirements and select 

an overall design idea. 

4.1 Networking Requirements 

The protocol needs to support time-synchronized distributed real-time 

multimedia applications and must provide an inexpensive and effective real-time 

networking protocol for embedded systems. It must also support bidirectional 

multimedia data. There are therefore many constraints that limit design decisions. The 

network protocol must guarantee that all stations in the network have &cient network 

access, transmitted data must arrive reliably at its destination, and the network must 

handle data so that time constraints can be met. An ideal solution would allow the 

implementation to "tune" for desirable attributes. For example, in some applications it 

may be advantageous to trade bandwidth for a decrease in the latency of the system. A 

flexible solution that allows for these types of changes is therefore preferable to one that 

does not. 

Multimedia applications contribute a large steady stream of data (such as 

audio) to the network, and delays in transmission or  the loss of data result in "clicks" and 

"pops" being introduced into the playback. In computer networks, the data stream is 

normally modeled as a "burstn; each station does not generally require access to the 

network, but fiom time to time it requires virtually exclusive access. For example, in a 

file-sewing application, the workstation node will request a file, process it, and return 

the file to the server. This type of transaction will result in a burst of read requests, a 



long period of no network activity, and finally, a burst of write requests. 

The types of applications I am addressing here do not fall into this 

pattern. Media applications such as co~~tiguous audio and video have constant data 

requirements. For non-interactive systems, using the "burstw model will suffice; the 

media file is requested from the server and then played at the station. Introducing a long 

latency into the playing of the media can create the illusion of a contiguous data stream. 

For interactive media applications, however, this model does not work. In interactive 

media, such as in a telephone or videophone, the end-to-end latency in the system must 

be kept very small and large buffering of data is not an acceptable option [Teledisc:97]. 

To achieve acceptable interactive performance in multimedia applications, the latency in 

the system must be kept to a minimum. 

In a media application such as a telephone, each station must also gain 

sufficient access to the network or risk losing data or falling out of sync with the remote 

station. As each node in the network collects data, it must transmit that data to the 

receiving node. If access to the network is blocked for some reason; or if the network 

medium is incapable of carrying all of the data, the buffering on the node will either 

result in an unacceptable delay being introduced or data loss. Neither of these situations 

is acceptable. Nodes in an interactive real-time network must also have contiguous and 

sufficient bandwidth on the network so that they can transmit the required data when 

necessary. 

If any of the minimum conditions of the networking protocol are not met, 

unwanted artifacts occur in the data stream. Artifacts such as "clicks" and "pops, " 

missing or late data, or the unsynchronized playback of data must be avoided. These 

types of artifacts result in unacceptable audio quality. In the case of safety-critical 

applications, they may be disastrous. Users of safety4ticd systems are expected to 

interact with each other over the system using natural conversation, and interaction 

happens very quickly. Humans have a very low tolerance for delays introduced into 

conversation, as anyone who has experienced a poor-quality long-distance line can attest. 

In contrast to traditional computer applications, where, due to the data 

bursts, stations have random high data requirements, media applications have continuous 

and steady data flows. They also have various (but wide) bandwidth requirements. 



Acceptable audio may require as little as a few tens of kilobits per second, whereas high- 

quality video may require several hundred megabits per second of bandwidth. The 

networking protocol design should be able to support the bandwidth requirements for a 

complete range of applications. The latency of the protocol should be low enough that 

there is no perceived echo or delay in the system, since humans can perceive latencies of 

a few hundred milliseconds as an undesirable echo (in applications where the 

participants interact with each other, this leads to broken speech and disorientation). For 

safety-critical applications, the loss of natural speech rhythm is a serious issue. 

The protocol design should also address safe tyai t id  applications. 

Guaranteeing service in the event of a node failure is a necessary requirement in 

designing the protocol. It should be possible to detect the failure of a node in the 

netwok and to replace the failed node without operator intervention. The creation of 

safety-critical distributed real-time systems will require this type of hctionality before 

they can be used in situations where peoples' lives may be at risk. 

In summary, this network protocol must meet numerous requirements. It 

must have low latency, and the streams of data coming to and from positions must be 

steady and of good quality. The bandwidth provided to each station has to be sufficient 

to support multimedia applications at data rates of a few kilobits per second to several 

megabits per sewnd. The ability to send and deliver data on time must be guaranteed. If 

possible, this protocol should meet the requirements of safety-critical applications. The 

protocol must be able to detect the failure of nodes and provide a means for other nodes 

to take over; avoidance of single points of failure should be built into the design. 

4.2 Em bedded systems requirements 

This protocol is to be applied to embedded systems where cost is often an 

issue. Cost in embedded systems can be measured in many ways. The cost of design and 

implementation is represented by the complexity of the design and the amount of time 

required to implement it. The choice of hardware and soffware is also important; for 

example, in systems that use off-the-shelf components, the cost of the design and 

implementation may be quite small, but the purchase of sufficient licenses to produce 



large quantities may make the software cost too high. 

Quite often, the most expensive component of an embedded system is the 

processor. If the CPU requirements can be kept low enough, designers can use a lower 

performance unit and reduce the overall cost of the system. 

Finally, the cost of maintaining the system over the long term includes the 

availability of components and the ability to upgrade components used in the 

implementation. Both software and hardware must be maintained. Good software design 

will allow the software to be maintained over an extended period, and the design should 

be flexible enough that designers can select specific hardware technology as late as 

possible in the design process, enabling them to choose the most cost-effective 

a1 ternative. 

To summarize, in order to be usefirl for embedded systems, the protocol 

must be simple, cost effective, and effective in the use of resources. 

4 3  Networking protocol design alternatives 

Many protocols have been designed specifically for real-time networking. 

In this section, I examine the competing paradigms in order to choose a design paradigm 

for the embedded system and real-time networking protocol to be implemented. 

When designing a protocol, you need to examine competing paradigms to 

determine where the requirements of the system are most closely aligned. The basic 

families of computer networks are collision detection multiple access (CDMA), 

Frequency division multiple access (FDMA), time division multiple access (TDMA), and 

star networks [Tanenbaum:96]. These possible paradigms need to be examined in 

relation to the real-time networking problem. 

Collision detection multiple access networks are common. Ethernet is 

probably the most commonly used local area networking technology. With Ethernet, 

each of the computers shares a common medium and transmits whenever it has data, and 

specialized circuitry in the network hardware detects when two stations have transmitted 

at the same time. These systems have the merits of being simple and inexpensive. 



Frequency division multiple access is a system in which each of the nodes 

in the network is assigned a particular part of the frequency spectrum for its exclusive 

use. This type of multiplexing is widely used for the distribution of analog media arch as 

radio and television- Computer systems do not nonnally use FDMA because it does not 

support the burst data model well. FDMA does have an advantage over CDMA and 

TDMA in that more than one station can transmit at a time. 

Time division multiplexing is a networking standard in which only one 

station on the network is allowed to transmit at a time. TDMA systems impose an order 

on the systems in the network and each station i s  given explicit permission to transmit 

and explicitly releases the resource of the network. TDMA has many advantages for real- 

time applications, and most real-time networking systems in use are TDMA based. 

Star networks are also commonly used for time-critical applications. 

These networks give a dedicated channel to each node in the network and employ a 

complex switch in the center of the network to manage the -c. Examples of this type 

of application are ATM and switched Ethernet. 

ARINC 429 is a star networking system used in embedded systems such 

as those onboard aircraft. Each transmitter has a dedicated bus that it may transmit on 

with up to twenty stations listing on that bus. Obviously, the amount of wires and cabling 

required to achieve this can be massive. 

43.1 Properties of CDMA 

The most common example of CDMA technology, as has been 

mentioned, is Ethernet. Ethernet will remain a viable method for interconnecting 

computers on a LAN for the foreseeable future. With some care, it is possible to build 

Ethernet networks so that they are robust in the event of the failure of one or more 

components. The Ethernet standard also supports the concepts of broadcast and multicast. 

Ethernet has not been a success for  real-time networking; many of the 

properties that make it ideally suited as a networking standard for computers are 

precisely the reasons that it is poorly suited as a networking standard for real-time 



systems. Ethemet handles bursts of data vcry well, but is not very successll at handling 

continuous data streams. The Ethernet standard allows data to be lost and compted, with 

the recourse being retransmission or letting the higher levels of the protocol deal with 

data recovery. This means that data may never arrive (or amve with an unknown latency 

from the sauce) or that data in a stream arrives out of order. These types of problems 

will pose fatal problems for real-time applications. 

In an Ethernet network, each workstation is capable of using the complete 

bandwidth of the network; however, tbis also means that none of the workstations have a 

guaranteed bandwidth. One interesting property of Ethernet is that it supports the 

concept of multicast, a broadcast that is only processed by a select set of nodes on the 

network- 

Ethernet, and CDMA networks in general, are an ideal standard for 

allowing a relatively small number of computers to share data over a LAN. However, for 

supporting real-time applications, it fails on all of the selection criteria. Each 

transmitting station in an Ethernet network is responsible for properly arbitrating the 

shared network. 

Figure 12: Shared Bus Ethernet Network 
Ethernet has some properties that make it good for embedded systems 

development. Ethernet is ubiquitous and is available for virtually every platform. 

Support for Ethernet is part of many operating systems, including many real-time and 

embedded operating systems. The hardware and soAware required to implement it is 

very well understood, and the hardware required to implement Ethernet is very 

inexpensive for the potential performance it offcrs. Ethernet can provide a variety of data 



transmission levels in the form of lo9 100, or 1000-megabit interfaces, allowing the 

embedded systems designer to choose appropriate cost and performance levels for the 

specific task at hand. Bus networks, such as Ethernet, are very robust in the event of the 

failure of a single node in the system. 

43.2 Properties of FDMA 

Frequency division multiplexing uses a common medium to carry 

multiple signds at the same time with a specific frequency range allocated to each 

signal. This bandwidth reservation guarantees quality of service connections. A highly 

effective means for sending large amounts of analog data fiom a central host to a number 

of stations, this system is used for television and radio. FDMA technology has not been 

exploited into a LAN environment. While it is suitable for real-time applications in that 

the signals are continuous and have low latency, it is difficult to recover from a failed 

node. There is little or no digital hardware available to exploit this technique, so building 

an embedded system with it would be an extremely expensive and time-consuming 

enterprise. In the FDMA paradigm, the receiver controls the arbitration to the medium. 

B 
Figure 13: FDMA Multiplexing 

RlMA is not considered to be a viable option for connecting systems 

transmitting digital data over a local area network. Because of the static nature of the 

bandwidth allocation, it performs very poorly in an environment that has burst data 

requirements. In a bandwidth switching scheme, such as that used in digital cellular 

telephones, each station is not guaranteed timely access to the network- 



Time division multiple access techniques are also bandwidth reservation 

techniques, in which each station on the network is given an interval during which it 

may transmit. Each node must have a means to ensure that it does not transmit at the 

same time as other nodes in the system. One possible method of solving this problem is 

to have the stations pass a "token" around. For example, in an 802.5 token ring, each 

station is only allowed to possess the token for a specific period of time, and only 

stations that possess the token are permitted to transmit. These types of networks have 

very good real-time properties. Latency is bounded and since each station gets to 

transmit in tunr, each station can utilize the 1 1 1  bandwidth of the network. As well, since 

only one station can transmit at a time, data delivery is guaranteed. However, the failure 

of nodes and links can be a problem in token ring networks, and if the token is lost, its 

regeneration can be time consuming. The hardware to implement token ring networks, in 

comparison to Ethernet, is quite expensive. Token ring networks have good high load 

bandwidth capacity, but it is at the expense of imposing a comparatively high latency on 

the network. 

The other common implementation of the token ring method of TDMA is 

FDDI. FDDI has some of the advantages of token ring and has been used for real-time 

networks. However, it is expensive and latency is variable between nodes. Because 

FDDI is actually a series of point-to-point wmections and not truly a ring, the latency 

between any two nodes depends on the number of nodes between them. The nature of 

token ring systems prevents broadcast and multicast frorn being implemented since each 

station is aware only of its neighbors and not of the complete network. Ring networks 

are also susceptible to a single node failure, and in this event, the ring may break and the 

network may fail. The transmitting station controls access to a TDMA network. 



Figure 14: TDMA Network - Token Ring 

It is possible to implement TDMA on other topologies such as a bus. In 

these cases, as in an 802.4 token bus, the systems have been implemented primarily for 

real-time machine shop control, and the resulting standard is very complex. The token 

bus standard is over 200 pages long and the implementation of the protocol is very 

complicated; fhther, the physical layer implementation is incompatible with Ethernet. 

Token bus is reliable in the event of node failure, aithough a significant amount of time 

may be required for token regeneration 

Figure 15: TDMA Network - Token Bus 

43.4 Properties of Star Networks 

Star networking is a reservation method accomplished by brute force. 

Each system in the network has a dedicated cable providing the hrll bandwidth of the 



network, and the center of the network consists of a large, powerful, and dedicated 

system that manages the traffic between nodes. Systems such as this, like ATM or l l l y  

switched Ethernet, have many advantages for real-time applications including low 

latency, guaranteed bandwidth, and very high reliability of packet delivery. The central 

hub station controls arbitration and access to a star network. 

Figure 16: Star Network - Switched Ethernet 
A disadvantage to star systems or cable multiplexing is that if the central 

node fails, the entire system fails with ic the only way to achieve automatic failure 

recovery in the system is to provide redundant links to each system in the network. 

Moreover, it would also be difficult for any station, other than the central one, to 

passively detect a station's failure and replace it automatically. 

4.4 Design Decisions 

It is now possible to describe the requirements and desirable properties of 

the real-time network protocol that is to be implemented. The requirements call for a 

system that has low latency, is reliable and robust, has sufficient bandwidth for each 

station to support multimedia applications, and can guarantee the ability to send and 

deliver data on time. The protocol should also address safety-critical applications and 

failure recovery. 

Frequency division multiplexing would be an appropriate real-time 

networking paradigm, since it allows for low latency between sender and receiver. As 

each station has been assigned a part of the spectrum, the bandwidth is guaranteed and it 



is possible to passively detect when a node has failed. However, this paradigm has not 

been implemented as a local area network and new technology and hardware w d d  have 

to be developed, resulting in a very high cost. 

Most of the system's real-time attributes could be met with a conventional 

TDMA system such as token ring, with the very important exception that latency in a 

token ring network is not constant. Stations that are far apart on the ring have large 

latency as the trammission of data must wait for, and in some cases pass through, all 

intermediate stations. The one constraint that could be met with a conventional TDMA 

system is the equality of stations, where each station would have suflicient bandwidth 

using a 16-megabit per second token ring or 100-megabit per second FDDI. But TDMA 

fails to meet other constraints, notably cost, robustness in the event of failure, and 

keeping the latency of the system low enough for interactive media applications. The 

other method of TDMA, token bus, is too expensive and too complex to be considered 

for the application here. 

CDMA systems such as Ethernet do not, in general, meet the real-time 

requirements of guaranteed access to each system on the network and reliable data 

delivery. However, CDMA systems can meet many of the other requirements, such as 

low cost, low transmission latency, and high bandwidth. They can also detect a node that 

has ceased to transmit. 

Star networks have many real-time advantages and many modem 

telecommunications and local area networks are built in this fashion. They allow each 

station equal bandwidth and have very low latmcy &om station to station. However, the 

failure of the central switch node would result in the collapse of the network, and 

because it is not possible to passively determine that a particular node has failed, node 

replacement is difficult The cost of the central switch node also makes this type of 

network prohibitively expensive for small systems. 

The following table compares the most important features of the 

competing networking paradigms for this project: 



TaMe 5: Comparison of Networking Paradigms 

From this analysis of possible options, we can conclude that none of the 

existing networking paradigms meets all of the constraints proposed for our networking 

system. Given this situation, we could relax the constraints until one of the competing 

paradigms is able to meet our requirements. The first constraint that could be relaxed is 

the safetycritical requirement, since this attribute is not necessary for the initial system. 

Yet even with this constraint removed there is still no clear winner. 

An alternative paradigm approach to the problem is to attempt to 

implement a hybrid solution. The only system that has low enough hardware costs is 

CDMA (in the form of Ethernet) so we are compelled to choose it as the hardware 

platform. Ethernet at its lowest form is merely a method of putting information onto a 

wire and retrieving that information. It should be possible to use Ethernet as a low-level 

means to move data around and to implement a TDMA protocol on top of it. The 

selected solution is therefore a hybrid design that uses the l o w a s t  hardware of Ethernet, 

but abandons the CDMA paradigm in favor of TDMA. This will result in a low-cost 

solution that has the appropriate real-time and safety -critical characteristics. 

Several advantages are gained by using Ethernet hardware, such as the 

ability to choose lo-, 100-, or 100emegabit mediums and the ability to broadcast o r  

multicast on the medium. 

FDMA 

TDMA 

CDMA 

Star 

Real Time 

Yes 

Yes 

No 

Yes 

Safety Critical 

Yes 

No 

Yes 

No 

Low Cost 

No 

No 

Yes 

No 



4.5 Higb Levd Protocol Design 

The primary challenges for this network protocol are to ensure that no 

two stations transmit at the same time and that each station gets a timely opportunity to 

transmit. There are two basic methods for achieving these goals. 

First, a token may be passed around the network and whichever station 

possesses the token is given exclusive access to the network. This is an effective system 

for sharing network resources and is, for example, the system used by 802 token ring and 

FDDI networks. The drawback is that token passing introduces an unbounded latency 

into the system. The initial generation of a token, and the regeneration of a lost token, 

can take a long time and can be complex. Since a stated goal of the desired system is that 

it have bounded latency, this solution is not acceptable. 

The second approach to the transmission issue is to divide the network 

into a series of time slots, with each station being given a set of slots in which it may 

transmit. The system can be controlled by i n t m p t  generating timers, which are 

commonly found in computer systems. This does not result in system overhead in 

processing a token, or in the additional complexity of token generation or regeneration. 

While the token-passing method does guarantee that each station will get 

the opportunity to use the network, there is no guarantee concerning how long a node 

will have to wait before it has access. The windowing method, on the other hand, does 

guarantee that every station on the network will get a specific amount of bandwidth 

within a latency. However, there is a limit on the number of stations that can be present 

on the network. In the windowing method, the individual systems in the network do need 

to have precisely synchronized clocks. The clock synchronization algorithms discussed 

in Chapter 3 are not appropriate for this type of environment because the class of 

broadcast and average algorithms do not provide sufficient accuracy to synchronize the 

transmission of packets in the microsecond range. Systems that can synchronize clocks 

to the required precision, such as those based upon using a GPS receiver, would require 

expensive hardware at each node and are not reliable enough to be used in safety-critical 

applications. The solution to this dilemma is that since the clocks in the stations only 



need to be in sync relative to one another, the absolute time scale, as is provided by a 

GPS-based system, is not relevant for the application of these systems. A single node on 

the network that broadcasts a synchronization or "mark" pulse on the network. This will 

cause all stations to reset their intemal timers to a relative time of zero is all that is 

required. 

Given that the intewal between mark pulses is the latency of the network, 

it is now possible to construct a model of the network There is a relationship between 

?he latency, bandwidth, and maximum number of time slots available, and therefore the 

number of stations. 

Notation: 

S - Slots available on network 

L - Latency (frequency of mark pulse) 

& - Total Bandwidth of network (bits per second) 

C - Sample per slot 

D - Bit length of samples 

A central or master node that sends out a synchronization or "mark" pulse coordinates the 
nodes. Each node in the network is given a specific and fixed time period (after the mark) 
in which it may transmit. 

Figure 17: Example Mark Pulse and Assigned Windows 
Each node accesses the network by being given exclusive access to the 
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, 

shared medium. Since the total amount of bandwidth is limited, and because each node 

time 
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in the network is pre-assigned a specific amount of bandwidth, the total numbs  of 

transmitters in the network is also limited. By changing the mount of delay between 

mark pulses and the amount of time that each node is permitted to transmit, the latency, 

bandwidth, and number of stations that can participate in the network can be controlled. 

The desired properties of the protocol are that it have bounded latency, 

guaranteed bandwidth, robustness, and reliability. The protocol described here meets 

these criteria. 

Bounded Latency 

The frequency of the mark pulse describes a window in which each 

station has aa opportunity to  transmit. This tiequency also represents the maximum 

delay that a station will have to wait to access the network. 

Guaranteed Bandwidth 

Each station in the network is given a window of time (between each of 

the mark pulses) in which it may transmit, and no other station is permitted to transmit in 

that window. Thus the station is guaranteed a specific bandwidth on the network. 

RO~USQ~SS 

Because there is no opportunity for stations to interfere with one another, 

the transmitted data cannot be corrupted by collision. 

ReIia bility 

The data transmitted on the network will reliably arrive at the destination. 

Two types of stations participate in the network: a master station that is 

responsible for periodically issuing a mark pulse, and the nodes that participate in the 

communication. The control loops of each of these types of nodes can be described in 

pseudo-code. 

Master Node - p code. 

Task 1. 
On the event of the mark timer going off. 
Reset mark pulse timer. 
Send mark pulse 
Repeat 

The client node can similarly be described: 



Participating Node - p code. 

Task 1. 
Wait for mark pulse to amve 
From the local node number calculate time of transmission 
window 
Set transmission timer for window. 
Task 2. On the event of the transmission timer going off 
Send data. 

By giving a cemtral controIler responsibility for coordinating the 

participating nodes we have altered the access wnaol model of standard broadcast 

mediums such as Ethernet. This centralized control allows us to impose the necessary 

real-time properties on the protocol. 



Chapter 5 - Design of Required System 

This protocol is suitable for the development of a complex audio system 

to be used as an air traffic control (ATC) simulation system, with the expectation that the 

paradigms developed here could also be used as a template for an operational ATC 

system and other interactive mdtimedia systems. Air traffic controllers have very 

demanding roles. Even under relatively simple circumstances, they need to listen to and 

communicate with a wide variety of scnirces. For example, is not uncommon for a 

controller to listen to several air traffic radios and to communicate with other air traffic 

centers over ground lines. Each audio source needs to be presented to the controller 

clearly and in a timely fashion. Moreover, there can be no delay and there must be a 

minimum of interference over the audio channels. 

The protocol that is to be implemented is meant to support ATC voice 

terminals. ATC voice terminals must support a user interface of some kind and must be 

able to transmit and receive audio data fiom uther terminals and sources. ATC systems 

need to provide telephonequality audio to each station. There can be no perceivable 

delay in communication between any combination of systems on the network and the 

system must not introduce artifacts into the audio. For a minimal system, each station 

must be able to handle at least eight audio sources. In addition, the system must: 

Support bidirectional 8 kHz audio (56 8-bit samples, each of 7 milliseconds) 
at each position; 

Have a maximum latency of less than 200 milliseconds; 
Provide for the guaranteed delivery of data as well as guaranteeing that 

each node is serviced frequently enough so that the latency requirements are 
met; and, 
Be deterministic, in that the calculated values must not change in the face 

of system load. 

This is a real-world problem that this work is attempting to address. As 

with many real-world problems, cost is also an issue that needs to be considered. In 

addition to the cost ofthe time required to implement and integrate the solution, there is 

the cost of maintaining and improving the solution and, in the case of commercial 



devices, there is the cost of building and deploying the solution. These wst  factors must 

ail be taken into account in the design phase. 

To summarize, these are the networking requirements of an ATC audio 

network: 

Bandwidth per station 

8 lcHz per station bidirectional constant data 

Be1 ow 50 milliseconds end-to-end. 

Reiiability 

Data must not be lost or corrupted in the transmission process. 

Must be possible to detect the failure of either the position node or the central master 

node. 

Time windows available on a 10-megabit Ethernet 
with a 7ms mark & 128 byte packets 

The system design uses a central node to provide the synchronization 

pulse that is broadcast on the network; this node is also responsible for combining or 

mixing the required output audio signals. Excluding cabling delays, which are negligible, 

the relative time on each of the position nodes will then be precisely synchronized. Each 

station will be allocated a selection of time slots during which it is expected to transmit, 



and series of time slots that data for it will be available from the network. The initial 

synchronization pulse is called the "mark" pulse, which indicates the beginning of a new 

time window and the tetmination of the previous one. The window of time between two 

successive mark pulses is the latency for a packet in the system; for example, a mark 

pulse generated at 8 kHz will result in latency of 7 miiiiseconds for a station to have the 

opportunity to both transmit and receive, Each transmission and receive window is 

guaranteed bandwidth to each of the stations. Thus both latency and bandwidth become a 

function of the frequency of the mark pulse. 

A significant advantage of this protocol for real-time systems in general, 

and for safgr-critical systems in particular, is that the failure of individual nodes can be 

passively detected, even if it is  the failure of the central node providing the mark pulse. 

Merely by collecting a profile of the network, an extra redundant station can detect the 

failure of a station and take over for it without user intervention. 

Mark Data From Positions Data To Positions 
Mark 

Figure 18: Network Trace 
Several practical issues emerge when looking at this protocol design. 

There are two distinct types of nodes in the network: a master node that provides the 

synchronization "mark" pulse to all other nodes in the netwok and nodes that receive 

the pulse and then select an appropriate window in which to transmit. The arbitration of 

which node transmits in what time slot is predetermined, with each node in the system 

having a position in the network indicated by a small integer value. For example, the 

station given the third position in the network would receive the third set of transmission 

windows. The best way to determine how this protocol will work in practice is to 

time 

imagine fiames being put onto the Ethernet wire over an interval between mark pulses. 

The theoretical model outlined above does not, however, allow for some 

I I . 
I 



real-world concerns. Ethernet hardware normally detects the occurrence of a collision, 

and in order for it to do this, there does need to be a brief period of network silence at the 

end of each packet. This value will be determined experimentally in Chapter 6. The 

additional practicai factor is jitter. Jitter is the delay in processing an intempt on the 

system, and af'fects how closely the packets can be placed together on the network. The 

jitter in the network pmtoc01 is the summation of a number of factors, including the drift 

in the timers, whether the intemrpt handlers are in cache memory, the length of cable 

between nodes, and the design of the code. Jitter in the system does significantly affect 

the performance of the protocolI 

Jitter 

Figure 19: later packet Gap and Jitter 

The theoretical calculations have included the practicaI m a m s  of inter- 

packet gap and jitter. 

Notation: 

S - Slots available on the network 

L - Latency: time between start of mark pulses (seconds) 

8 -Total bandwidth of network (bits per second) 

C - Payload per slot (bits) 

J - Jitter in system (seconds) 

G - Required gap between packets (seconds) 

M - Mark pulse length (bits) 



0 - Overhead length per slot (bits) 

N- 
S - Slob available aa network 

C-SarpkPaSla 
XB = BT x XD D - Bit kagth of Samples 

Jn - J i i  in syl(cm (Secoadr) 

s = [(B+-M* - G ~  -oB)/( L 
JB - J i i  in syrtrm (Bit ~cngth) 

c , - ~ C i r p ~ ~ ~ ~ ( ~ ~ ~ ~ )  
MD - M.rk P u k  (Seanrdr) 
M , , - ~ P u b t m l ~ g l b )  
% - Bit Length of Overhead per k k e !  

The safety-critical features of the system also need to be designed at this 

point. The primary type of failure that the safety-critical aspects of the system are 

attempting to cover is the complete failure of a node. Because of the broadcast nature of 

Ethernet and the highly structured nature of the network protocol it is possible to 

passively detect when a station has gone off-line. In the same manner, it is also possible 

to detect the failure of the master node. To ensure the safetycritical features of a system 

implemented with this protocol, it is necessary to design nodes that merely listen and 

wait for a node of a particular type to go off-line and then step in and take its place. 

In an ATC system, each of the p s i  tion nodes collects audio data and 

sends it to a central node where it is processed and mixed together- The central node then 

sends out all of the resulting audio to the position nodes, where the audio is played on a 

corn binati on of speakers and headsets. 

In the network model we have designed here, there is no direct data 

transmission between position nodes; data is only transferred between the central mixing 

node and the position nodes. To that end, the time window has been divided in half, with 

the first half for the position nodes to transmit data to the mixer, and the second half for 

the mixer to send the output data back to the positions to be played. 



Figure 20: Network Trace of ATC system - Photograph 
From a high ievel, the design of the ATC voice network looks like this: 

1 Mixer I 

Figure 21: Data Flow in ATC system 
The central rnasterlmixing node coordinates the actions to the position 

nodes, controlling when they are permitted to transmit. The position nodes each receive 

an individual data packet for each interval from the central node. 

The detailed design of the system is presented in the form of pseudocode. 

There are several different tasks outiined and they will all run on a variety of nodes in 

the system. There are detailed designs for the tasks on the master and position nodes, as 

well as designs for the backup master and position nodes. The design of the actions of 



the nodes in the system w best be understood in the tasks that they have to perform. 

ATC Master Node - p code. 

Task 1. 
On the event of the mark timer going off. 
Reset mark pulse timer. 
Send mark pulse 
Repeat 

Task 2. 
On the event of the mark pulse going off 
Set transmission timer for 1/2 of the mark 
period 
Repeat 

Task 3. 
On the event of the transmission timer going 
off 
Send all fiames to position nodes. 

Task 4, 
Do any necessary housekeeping h c t i  ons. 

ATC Position Node - p code. 

Task 1. 
Wait for mark pulse to arrive 
From the iocal node number calculate time 
of transmission window 
Set transmission timer for window. 

Task 2. 
On the event of the transmission timer going 
off 
Send m e  to audio mixer node 

Task 3. 
Perform any necessary housekeeping func- 
tions. 

ATC Backup Muter Node - p code 

Task 1. 
Wait for mark pulse to arrive 
Re-set watchdog timer for slightly longer 
than mark period. 

Task 2. 
On the event of the watchdog timer going off 
Restart node as master node. 



ATC Backup Position Node - p code 

Task 1. 
Wait for mark pulse to arrive 
Examine node mask for say missing nodes 
If any are missing, restart self as that node. 
Set node mask to clear. 

Task 2. 
On the event that data is received fiom any 
node 
Set mask bit for node to on. 

Each node will be allowed to  meet the real-time constraints that have 

been laid out for it. The primary challenge for this type of system is to ensure that no two 

stations transmit at the same time and that each station has an opportunity to transmit. 

The design presented here meets this challenge. It has also been seen that the broadcast 

nature of Ethernet can be an advantage for the purposes of synchronization and 

redundancy. This design requires that at least two different types of nodes be used in the 

network. The master node is responsible for providing the synchronization or mark pulse 

to the network. The position nodes use the reception of the mark pulse to synchronize the 

relative times between them and to select unique transmission windows. The tasks 

required for each type of node to implement the network protocol have been outlined. 

Each type of node can be backed up by listeming for the failure of a running node. The 

design of the backup nodes also addresses the safety-critical aspects of the system. 



Chapter 6 - Details and Results of implementation 

In the previous chapters we have seen the evolution of this system from 

needs specification and paradigm selection to system design. This chapter presents the 

details of the implementation. The task for this implementation is to transmit and receive 

56 bytes of audio data every 7 milliseconds. Each of the position nodes is to send the 

data to a central node, where it is processed, and then sent back to each node in the 

system for it to play. As seen in Figure 22, the pipeline of three layers in the central node 

results in a total latency of 3 x 7 milliseconds (21 milliseconds) in the system. The 

human "threshold" for detecting noticeable echo in a communications channel is in the 

order of a few hundred milliseconds. If the system meets these performance 

requirements, the audio will be deemed to be without delay and the system will be a 

success. 

1 
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Figure 22: Data Pipeline in Mixer 
The computational tasks on each node, in addition to the networking 

requirements, are complex. The position stations run a graphical user interface. The 

mixer node is required to cumbine multiple audio sources, at different volumes, and to 

provide the results in a timely fashion. 

6.1 Previous Attempts 

The system described here was not the first attempt at such a system. The 

initial attempts at designing this system were to implement it on a standard PC using 

standard audio hardware. Lioux was chosen as the operating system pla~orm because of 



its excellent progamming interface and the ability to get very close to the hardware and 

still maintain a good high-level interface for the user. This first attempt did demonstrate 

the proof of concept of the implementation and it initially appeared that the audio quality 

would be acceptable. However, with fhther testing it became apparent that the network 

was chaotic and that traffic could not be effectively managed with more than a trivial 

number (2) of transmitting nodes on a network. 

In an attempt to deal with the tr-c management problem, the system 

was re-deployed as a star ~ 0 ~ e C t e d  network. This solved the traffic management issue, 

although the processing time imposed by the central node increased the latency to an 

unacceptable level. It was considered that a more advanced central node, such as a 

dedicated Ethernet switch, could be an effective solution. The investigation of the 

capabilities of such devices was illuminating. The highest-performance unit examined, 

the Cisco Catalyst 5000 (Mandeville:%], had a worst case switching time on the order of 

a few tens of milliseconds (70), which induced an unacceptable additional 140 

milliseconds round-trip latency into the system. In addition, the cost of the Ethernet 

switch would make the system unacceptably expensive. The realization was that the 

802.3 Ethernet protocol was designed for carrying a significant amount of data that did 

not have specific timing requirements. In parallel to this, it was determined that the PC 

platform was not appropriate for this application. While it is possible to implement real- 

time systems on PC platform systems, the granularity involved in this system drove the 

hardware too far. The complexity of the modem PC was the limiting factor: many of the 

actions in a PC are taken by the hardware directly and cannot be effectively disabled. 

These actions may only require a few milliseconds, but taken together, they were enough 

to violate the real-time requirements of the system. 

From these initial attempts, it was concluded that general purpose 

computers have too many variables in them to be effective fine-grained real-time 

systems, and that for the application outlined above, the general purpose platform would 

not be cost effective. Conventional networking technologies, while able to carry the 

bandwidth, could not meet all of the real-time requirements. 



6.2 Implemented Hardware 

It was decided that custom hardware was needed to achieve the necessary 

real-time hardware requirements and that a custom communications medium was needed 

to achieve the real-time sohare requirements. Several people undertook this project, 

with the author of this work assigned the task of designing and implementing the real- 

time network system. Others in the group were responsible for the high-level s o h a r e  

and the design and implementation of the hardware. The high-level software is not 

relevant to the description of the implementation, so it is not included in this discussion. 

Since the real-time aspects of the software are closely tied to the hardware, a brief 

outline of the implemented hardware is warranted. 

The design requirements for the hardware in this project were those of 

simplicity, cost, and performance. The design had to be simple enough that it could be 

implemented and easily understandable. It also had be a low-cost solution, so the cost of 

the components was a major concern. Finally, the computer system had to be p o w d l  

enough to accomplish the task set out for it. 



Figure 23: Annotated Photo of  Hardware 
The core of the computer is the microcontroller; a Motorola Coldfire. It 

consists of a 68020 CPU core, two serial ports, several timers, and a small amount of 

memory. In addition, much of the required hardware for interfacing to memory and 

computer buses are built into the package. With this type of device, computer systems 

can be implemented with a minimal amount of additional hardware. The computer 

system did have to carry out some computationally difficult tasks, such as mixing 

multiple audio channels on the central node. It is possible to implement these tasks in 

software, but the required computational power would have made the system 

impractical. The design therefore uses a Programmable Gate Array (FPGA). 

An FPGA is a hardware device that is programmed once it is installed in a 

computer system. FPGAs in development systems replace custom Application Specific 

Integrated Circuits (ASICs). Carefully programmed, the FPGA can do complex 

calculations very quickly, and in this design, allowed us to off-load the complex 

computational tasks fiom the CPU. 

The position nodes are responsible for collecting audio data and playing 



audio data on either of two speakers- To that end, a pair of audio codecs is included in 

the design. These are memory-mapped devices, which means that they can be accessed 

by either writing to or reading fiom specific memory locations. The codecs chosen for 

this system can record and play back audio fiom 8 kHz (AM radio quality) to 44 kHz 

(CD quality). The design was to be for a compfetely embedded system that did not 

require a complex user interface. A touchscreen interface was therefore included in the 

design instead of the traditional screen and keyboard interface. While the hardware 

supports the addition of a touchscreen interf-, it is not currently implemented. 

The most important element of the hardware for the purposes of this work 

is the communications interface. As described above, we chose to implement a TDMA 

interface on top of Ethernet hardware. The hardware chosen for this is the AMD- 

79C940BKC-MACE Ethenlet Controller. This particular chip offers several advantages: 

it is a fully functional and very inexpensive Ethernet interface chip, and it can drive the 

Ethernet interface in an interrupt-based fashion, which results in highly time-efficient 

processing that places minimal CPU load on the system. 

In implementing the network protocol, we used 802.3 (Ethernet) 

compliant packets. However, some simplifications were applied to the design. Packet 

sizes were fixed to carry 56 bytes of data, and no additional protocol information was 

included except for the minimum that was required. As described above, the features of 

Ethernet such as collision detection and retransmission were not used. However, the 

design also had to avoid the error conditions generated by the Ethernet hardware. 

Two hardware errors are of concern: the detection of collision and jabber 

conditions. The collision resolution method used by standard Ethernet is to have each 

station retransmit the corrupted data after waiting a random and arbitrary amount of 

time. Obviously, this is not appropriate behavior for real-time systems. The protocol, by 

design, avoids collision conditions. Coliisions, if they do happen, cause data to be lost 

and there is no recovery built into the protocol. Jabber conditions occur when stations on 

the network transmit for too long. Ethermet packets have a maximum length; they can at 

most carry 1500 bits of payload data. Packets that exceed this maximum are considered 

to have "jabbered" on the network. An improperly implemented Ethemet driver, a 

hardware fault, or more likely, the packing too close of packets on the network medium 



can cause jabber. Between each of the packets there must be a minimum period of rest, 

as packets placed too close together will cause the packets to blend together and the 

network to jabber. 

In the protocol designed here, the advanced features of Ethernet are not 

used. In many ways, the features that Ethernet provides to "simplifj." the transmission 

and reception of data over the network would almost certainly violate the real-time 

constraints that we are attempting to meet. This protocol design attempts to be as 

hardware independent as possible and views the network merely as a method of getting 

data between points. 

6.3 Dcvclopmcnt Environment 

This description of the protocol implementation would not be complete 

without describing the development environment The goal of the development system 

was to provide a quick turnaround of the edit-compile-run cycle commonly used in 

incremental software development. Linux is a free variant of the UNM operating system 

that provides a 111 suite of sobare development toois, editors, and code revision 

management systems. It runs on low-cost hardware and has proven to be a well- 

supported development platform. In addition to Linux, GCC and G++ are f i e ,  and C and 

C* compilers are available for a multitude of pladorms. A cross-compiler based on 

these technologies supports the Coldfire processor. 

The development of this type of time-dependent software required 

debugging tools that were unusual for standard software development. The development 

of time-critical systems requires monitoring tools that have a notion of time built in, and 

subtle timing issues cannot be debugged with tools that instrument a running program 

and therefore change its timing properties. The use of a digital oscilloscope and logic 

analyzer allowed the joint monitoring of the network aod parts of the computer system 

and provided the means to do carefbl, passive measurement of the running systems. The 

oscilloscope proved to be an invaluable tool in developing the hardware and in 

debugging the timedependent portions of the software. 



While the oscilloscope's ability to determine subtle timing issues with the 

network system was important, it did not allow us to see the data on the network and 

debug such issues as buffer overruns. For that task, an Ethernet "sniffer" was used- This 

allowed us to plot and reconstnrct the transactions on the network in a post-mortem 

fashion. The "sniffer" is a very uJeful and required tool when developing software that is 

accessing the network because it allows the actual data to be examined for errors. The 

final tool, and perhaps the most effeaive, is the human sense of hearing: many of the 

most subtle errors in the system were detectable only by listening very carefblly to the 

other voices and synthetic signals placed into the system. 

The advantage of using Ethernet-compliant packets was that standard 

Ethernet " sn i f ig"  tools could be used as effective debugging aids. The packet design 

also allows for the addition of higher-level protocol information, such as IP addresses, 

that should become a design requirement later on. 

The implementation of the software consists of three different levels. At 

the lowest level there is a wre  of s o h a r e  that deals with sending and receiving data to 

and fiom the Ethernet hardware. This part is called the Ethernet core. The core includes 

interrupt handlers for data reception and routines to classifjf the data as it comes in off 

the wire. There are also handlers for error conditions that in normal circumstances are 

not called Finally, there are routines to handle sending data to other nodes. 

At a slightly higher level, there is the code that describes how the higher 

level tasks in the master and position nodes run and interact. The code for these parts of 

the system is directly based upon the pseudoaxle described in the previous chapter. 

The layout of the code for development purposes also represents the 

logical relationships between the different elements. The communications core is stored 

in and maintained as a library, and as much as possible, time and space efficiency are 

considered to be critical design requirements. A great deal of care was taken in 

implementing the system so that it would be simple to understand and sensitive to 

performance issues. For the initial implementation, it was decided that the safety-critical 

aspects were not going to be implemented in this version of the system. 



In the calculations outlined in the previous chapter, values had been 

assumed for the required inter-packet gap and the jitter in the system. Given that we now 

have an implementation of this system we can measure these values directly. 

6.4.1 Methodology 

The measurements of the real-world values discussed here were taken on 

the prototype system. The method used to collect the measurements was similar to 

methods used when debugging the system. The system was set to nm, monitoring 

equipment was attached, and measurements were taken directly off of the hardware. The 

challenge in making the measurements was to do so passively, without affecting the state 

of the running system. 

Successive versions of the program used smaller and smaller delay loops 

to transmit packets; eventually, the minimum value was found. Jitter in the system was 

measured by letting the system run for a period of time and tracking how much variance 

there was in the transmission time of packets from the position nations. After it became 

ciear that the system would not jitter beyond the current value, that value was declared 

the jitter. 

Using the oscilloscope, the minimum inter-packet gap was measured to be 

zero. Within the Ethernet standard, the inter-packet gap is optional [AMD:97]. The 

application controls timing carefblly enough that it was possible to set this value to zero. 

This figure represents the closest that two packets may be safely placed next to one 

another on the network before they are detected as a collision. 

The jitter in the system is the variance in time that the system shows over 

a number of iterations. This was measured as 0.023 milliseconds. In the system as 



implemented, this is the amount of variability that needs to be allowed for so that the 

systems can stay in synchronization. If this allowance is violated, there is a possibility 

that two stations may transmit at the same time, which could result in a fatal network 

collision. 

We may now revisit the calculations concerning jitter and minimum inter-packet gap. 

The sefetyaitical features of the system were not implemented. It should 

be apparent fiom the scope trace that it would be possible to detect the failure of a node- 

From this, we can conclude that the planned design for implementing node replacement 

is possible. 

The result of this design and development effort is a reliable, simple, and 

inexpensive protocol for dealing with time-critical data streams. The protocol guarantees 

bandwidth for individual nodes, latency, and the reliable delivery of data. We can 

surmise fiom the design that the protocol is also robust in the event of a node's failure. 

The protocol is aiso extendable. Several enhancements could be made to 

the design that would significantly improve its utility and not violate the desirable real- 

time properties. Enhancements fall into two basic classifications. First, there is  the 

improvement of the existing features of the protocol. The extensions to the system could 

support faster networking mediums such as 100-megabit and 1OOemegabit Ethernet 

standards. This would allow for a sigruficant reduction in latency or an increase in 

bandwidth or both. The protocol is not constrained to Ethernet; any bidirectional 

broadcast medium will do. The extension into a wiretess or non-Ethernet optical system 

is also reasonable. We have seen that the design supports the dynamic replacement of 



failed nodes, although this was not implemented as part of this project. Second, the 

protocol cwld be integrated into more standard systems. TCP/IP could be implemented 

on top of the Ethernet layer, providing the ability to participate with standard TCP/IP 

devices. At this time, systems implemented with this pratocol cannot -xist with 

"regular" 802.3 Ethernet; however, it would be advantageous in many ways to integrate 

these real-time systems into non-real-time networks. A suggested implementation would 

add an additional Ethernet port to the master node and implement an 802-3mCP/IP stack 

on that interface. This would allow the system to be controlled and monitored using an 

industry-standard protocol. 



Chapter 7 - Conclusion 

This thesis describes the successftl design and implementation of a 

protocol with good real-time proper!ies. The protocol reliably delivers data with a known 

latency and provides b c e  to dl nodes in the network. The protocoI developed here is 

adjustable, in that it is possible to change the parameters of the protocol and trade one 

positive aspect f a  another. For example, by increasing the latency in the protocol you 

can increase the data bandwidth available to each node. We can also increase the latency 

or decrease the bandwidth to increase the number of permitted nodes on the network. 

The experimental data wllected in this work provides real-world values 

for the constants in the equations used to describe the protocol. We can now, with a 

degree of confidence, enter the desired features of the protocol and get a believable 

model of the real-worid results. A simple robust design can support the structures placed 

upon i t  A fundamental characteristic of good design is that it should be no more 

complicated than it needs to be. An unnecessarily complex design is much more likely to 

fail simply because there are more parts that can fail. The protocol detailed here is an 

example of a design that is sufficiently complex to solve the task laid out for it, but does 

not suffer from features that could interfere with its operation. 

7.1 Additional Results 

The netwarking scheme presented here can achieve much higher average 

utilization than standard Ethernet. It can approach Ethernet' s theoretical maximum; 

normally, in estimations of "standard" Ethane  the expected utilization is only 3% 

[Molaro:93]. Here, the scheme allows the utilihoa to reach 65%. The values used 

were: B=10 Megabits , C=56 bytes, J=2.9 milliseconds, 0=0 milliseconds M=84 bytes, 

and -26 bytes. M and 0 are large because we pass some control information for the 

GUI in this portion of the packet- This results in a network utilization of 65% when L=7 

milliseconds. The graph of network utilidon versus latency is shown. 



This work develops a real-time networking scheme and provides a sample 

implementation. Measured real performance was compared to theoretical values for the 

particular network hardware that was used, confirming the implementation of many 

aspects of the hardware. 

The contribution of this work is a simple, welldesigned, largely media- 

independent network protocol that meets real-time requirements, and a fimctioning 

implementation on cost-effective hardware suitable for embedded systems. The protocol 

allows distributed computer systems to participate in real-time. 
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