STRESS
TESTED

The cuv&n 19 Pandemic an
Canadian National Securlt

AN

EDITED BY
Leah West, Thomas Juneau,
and Amarnath Amarasingam



STRESS TESTED






UNIVERSITY OF CALGARY
LCR Publishing Services

STRESS
TESTED

The COVID-19 Pandemic and
Canadian National Security

EDITED BY
Leah West, Thomas Juneau,
and Amarnath Amarasingam



© 2021 Leah West, Thomas Juneau, and Amarnath Amarasingam

LCR Publishing Services

An imprint of University of Calgary Press
2500 University Drive NW

Calgary, Alberta

Canada T2N 1N4

press.ucalgary.ca

This book is available as an ebook which is licensed under a Creative Commons
license. The copyright owner should be contacted for any commercial use which falls
outside the terms of the following license: CC NC-ND (Creative Commons: Non-
Commercial No Derivatives).

LIBRARY AND ARCHIVES CANADA CATALOGUING IN PUBLICATION

Title: Stress tested : the COVID-19 pandemic and Canadian national security / edited by
Leah West, Thomas Juneau, and Amarnath Amarasingam.

Names: West, Leah, editor. | Juneau, Thomas, editor. | Amarnath Amarasingam, editor.

Description: Includes bibliographical references and index.

Identifiers: Canadiana (print) 20210320273 | Canadiana (ebook) 20210320311 |
ISBN 9781773852430 (softcover) | ISBN 9781773852447 (Open Access PDF) | ISBN
9781773852454 (PDF) | ISBN 9781773852461 (EPUB)

Subjects: LCSH: National security—Canada. | LCSH: Intelligence service—Canada. |

LCSH: COVID-19 Pandemic, 2020-—Canada.

Classification: LCC UA600 .S83 2021 | DDC 355/.033071—dc23

The University of Calgary Press acknowledges the support of the Government of Alberta
through the Alberta Media Fund for our publications. We acknowledge the financial
support of the Government of Canada. We acknowledge the financial support of the
Canada Council for the Arts for our publishing program.

Adeotos  Canadil & s gws

The editors gratefully acknowledge the support of the Social Sciences and Humanities
Research Council Partnership Engage Grant and the Mobilizing Insights in National
Defence and Security Targeted Engagement Grant.

Copyediting by Ryan Perks
Cover image: Colourbox 10514414
Cover design, page design, and typesetting by Melina Cusano



Contents

List of Figures and Tables VII
Introduction 1
Leah West, Thomas Juneau, and Amarnath Amarasingam

PART I: THREATS 13

1 They Got It All under Control: QAnon, Conspiracy Theories, 15
and the New Threats to Canadian National Security
Marc-André Argentino and Amarnath Amarasingam

2 Exploiting Chaos: How Malicious Non-state Actors Leverage 33
COVID-19 to Their Advantage in Cyberspace
Casey E. Babb and Alex S. Wilner

3 Supply Chains during the COVID-19 Pandemic 51

Stephanie Carvin and the Students of the Infrastructure Protection
and International Security Program, Carleton University

4 Getting the Politics of Protecting Critical Infrastructure Right 73
Bessma Momani and Jean-Frangois Bélanger

PART II:RESPONSES 87

5 A Health Intelligence Priority for Canada? Costs, Benefits, 89
and Considerations
Jessica Davis and Alexander Corbeil

6  Canadian National Security Operations during COVID-19 107
Stephanie Carvin



7  Collection and Protection in the Time of Infection:
The Communications Security Establishment during the
COVID-19 Pandemic
Bill Robinson
8  COVID-19 as a Constraint on the CAF? As Always, the
Mission Matters
Stephen M. Saideman, Stéfanie von Hlatky, and
Graeme Hopkins
9  Defence Intelligence and COVID-19
James Cox
10  Reviving the Role of GPHIN in Global Epidemic Intelligence
Kelley Lee and Julianne Piper
11 Privacy vs. Health: Can the Government of Canada Leverage
Existing National Security Surveillance Capabilities to Stop
the Spread?
Leah West
12 Enforcing Canadian Security Laws through Criminal
Prosecutions during a Pandemic: Lessons from Canada’s
COVID-19 Experience
Michael Nesbitt and Tara Hansen
13 Untangling Deportation Law from National Security: The
Pandemic Calls for a Softer Touch
Simon Wallace
14 National Security Lessons Regarding the Disproportionate
Impact of COVID-19 on Migrant and Refugee Communities
in the United States and Canada: A Bilateral Approach
Adham Sahloul and Diana Rayes
Conclusion
Thomas Juneau
Index

Vi

Contents

127

145

161

177

193

211

231

245

261

273



List of Figures and Tahles

FIGURE 1.1:  QAnon group and page membership as of 8 22
August 2020

FIGURE 1.2:  QAnon group and page posts as of 8 August 2020 24

FIGURE 9.1:  Outline of CFINTCOM organization 168

FIGURE 13.1: Immigration detention and COVID-19 239

TABLE 13.1:  Removals: 31 March to 26 November 2020 236

TABLE 13.2:  Motions to stay a scheduled deportation decided 237

by the Federal Court of Canada

TABLE 14.1:  Comparison of foreign-born populations in the United 247
States and Canada

TABLE 14.2:  Cases and deaths of COVID-19 in the United States and 250
Canada (as of 23 September 2021)

TABLE 14.3:  Breakdown of migrants employed per service sector 251

vii






Introduction

Leah West, Thomas Juneau, and Amarnath Amarasingam

The role of Canada’s intelligence and national security community has
been widely debated since the onset of the COVID-19 pandemic. Some de-
scribe its emergence as an intelligence failure or a failure of early warning.
Those in this camp argue that Canada should expand the mandates of its
security and intelligence agencies to monitor and respond to global health
threats. Others argue that the role of intelligence and national security in
health matters is and should remain limited. Pandemics have traditionally
been considered a public health issue with national security consequences,
not a national security issue in and of itself. Tasking security and intelli-
gence agencies with a health intelligence mandate might cause more prob-
lems than it solves, duplicating existing capabilities and overstating the
utility of early warning to policy-makers.

While this debate continues, traditional defence and security threats
have evolved rapidly during the pandemic. We have seen a rise in extrem-
ist violence, foreign interference, economic and political espionage, and
civil unrest in Canada and around the world. What is more, conspiracy
theories related to the pandemic, sometimes perpetuated or augmented by
adversarial nations seeking to undermine democratic states, have made it
harder to get the virus under control.

All of this raises important questions. How ought we prioritize nation-
al security threats during a public welfare emergency? Should Canadian
intelligence agencies engage in “health intelligence”? Do our defence, sec-
urity, and intelligence agencies have the appropriate tools and mandates to



take on new roles or adapt their existing missions in a pandemic? How are
threats evolving in response to the global crisis, and what are the challen-
ges in countering them in a pandemic? What limits are Canadians willing
to accept on their privacy, rights, and freedoms to counter those threats?
How well did Canada’s security and intelligence community balance the
increased demands on its workforce tied to working in a pandemic en-
vironment, and did those demands compromise operational effectiveness?

Our collective effort to break down and answer these questions is the
result of a Partnership Engage Grant funded by Canada’s Social Sciences
and Humanities Research Council. Additionally, the funding to ensure
that this work is available in an open access format results from a Targeted
Engagement Grant from the Department of National Defence’s Mobilizing
Insights in National Defence and Security (MINDS) program. We thank
both organizations for their funding and support.

Our partner in this grant was the Privy Council Office’s Intelligence
Assessment Secretariat (IAS). The IAS is a central unit tasked with pro-
viding non-partisan, all-source analysis to the Prime Minister, cabinet,
and the broader federal government. It produces intelligence assessments
on a wide range of topics, including, since March 2020, those that help
inform the government’s response to the pandemic. The need for this re-
search was obvious. Not only is Canada facing an unprecedented health
and economic crisis, but when we started this project there was virtu-
ally no rigorous academic research explicitly focused on the role of the
Canadian intelligence and security community in monitoring public wel-
fare emergencies and managing their consequences. Furthermore, there is
limited literature on health intelligence from national contexts other than
the United States. This work seeks to add to this small body of literature,
not only to expand its scope, but also to offer workable policy solutions
for lawmakers and security and intelligence practitioners in Canada and
across like-minded states.

In the summer and fall of 2020, the editors worked with the IAS to
hold a roundtable with senior officials from across the national secur-
ity and intelligence community to discuss the challenges they faced six
months into the pandemic. Following this broad conversation, and as the
situation evolved, several chapter authors continued the discussion with
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relevant government officials on a direct basis. Ultimately, these discus-
sions spawned the research questions that each author set out to answer.

Not only is the interdisciplinary team of experts assembled in this text
highly esteemed, but it is also rare to have such a diverse field of expertise
analyze a single, timely, and relevant issue that has a direct impact on the
lives of Canadians. Each author employs the methodology best suited to
answer their specific research question, which is rooted in the project’s
overarching question: How well did Canada’s national security and intel-
ligence community respond to the COVID-19 pandemic? We are proud
that this team is not only diverse in terms of the fields of study and aca-
demic lenses they bring to bear on their topics, but it is also gender-bal-
anced and includes scholars from the Black, Indigenous, and People of
Colour (BIPOC) community. Many of our contributors also had signifi-
cant practical experience in the national defence, security, and intelligence
community, whether in government or the private sector, before joining
academia.

The result combines insights from intelligence studies, political sci-
ence, international relations, sociology, public health, and law. Together,
the chapters in this book provide a deeper understanding of how the in-
telligence and security community can improve and better integrate its
capabilities into federal efforts to prepare, identify, manage, and respond
to public health and welfare emergencies. By improving and refining the
conceptual and methodological study of the links between security and
public health, this work also represents a significant advancement in the
broader security and intelligence studies literature.

Plan of the Book

We have arranged this book in two parts. The first contains four chapters
and examines some of the new challenges facing those working in Canadian
national security. The first chapter, by Argentino and Amarasingam, looks
at the interplay between COVID-19 lockdowns, conspiracy theories, and
political violence. Using social media data across multiple platforms,
arrest records, and digital ethnographic research, they show the ways
in which the pandemic has impacted individuals and movements, how
they are mobilizing, and what future threat trajectories may look like. The
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second chapter, by Wilner and Babb, examines how established extremist
and terrorist groups have become emboldened worldwide, including in
Canada, finding opportunities to exploit the situation, incite hate, (re)mo-
bilize, and promote their ideologies online in new and novel ways.

The following two chapters focus on the nexus between the national
security and economic realms. The third chapter, by Stephanie Carvin and
students from the Infrastructure Protection and International Security
Program at Carleton University, explores the heavy strain placed on supply
chains in Canada by the pandemic. They analyze the policies and market
dynamics that guide the production and distribution of goods and essen-
tial components in Canada and find that supply chains are still not suffi-
ciently resilient against future disruptions. Their chapter calls for Canada
to re-examine its food, manufacturing, and distribution policies, and pot-
entially reshape the landscape to improve resilience. The final chapter in
part 1, by Momani and Bélanger, examines how the pandemic has shed
light on the vulnerabilities related to Canada’s critical infrastructure. They
argue that the digitalization of critical infrastructure—including energy
and utilities, the financial system, food systems, transportation, health
systems, etc.—combined with the pressures of the pandemic expose these
systems to cyber attacks and therefore needs added policy attention.

The second part of the book contains ten chapters and looks at how
several sectors of the Canadian government responded to the pandemic.
Davis and Corbeil, in chapter 5, examine the use of intelligence collection
and surveillance techniques against the pandemic, and explore the ethics
of this type of surveillance. They conclude by delving into the potential
utility of a health intelligence priority for Canada. In the next chapter,
Carvin examines how the pandemic and subsequent lockdowns impacted
national security operations. Based on interviews with individuals who
work in the intelligence community, Carvin explores how national sec-
urity agencies managed the need to revolutionize the way they do busi-
ness while facing an unprecedented surge in demand for security advice
and assistance. She concludes by examining the lessons learned and the
implications for the future. Robinson, in the next chapter, examines the
impact of the pandemic on the Communications Security Establishment
(CSE). One of the challenges, he notes, was the urgent task of ensuring
the electronic security of the Government of Canada as public servants
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shifted overwhelmingly to working from home. Additionally, he describes
how protecting the country’s health system and research institutions from
pandemic-related cyber threats became a top priority.

Moving on to the impact of the pandemic on the Canadian Armed
Forces (CAF), Saideman, von Hlatky, and Hopkins compare and contrast
domestic and international operations, noting that while the pandemic
dramatically influenced how the CAF operates within Canada, the exter-
nal effects varied based on the type of unit involved and what they were do-
ing. They conclude the chapter by examining some of the implications for
present and future CAF operations. Cox, in the next chapter, examines the
Defence Intelligence Enterprise, which provides strategic and operation-
al intelligence to deployed CAF military missions at home and abroad.
With the pandemic, authorities imposed decisive health-care restrictions
across the Department of National Defence and the CAF. Initially, de-
fence intelligence activity was dramatically slowed and reduced. By the
end of the summer, 2020, Cox argues, the Defence Intelligence Enterprise
had found its “sea legs” and, thanks to several procedural and workforce
adjustments, returned to a more comfortable, but no less hectic, level and
pace of activity.

In the next chapter, Lee and Piper delve into the Global Public Health
Intelligence Network (GPHIN), an initiative launched two years after the
2003 SARS outbreak. GPHIN, Lee and Piper argue, underwent political
and financial challenges just when such a network was needed most. They
identify key lessons learned and ways forward for reviving GPHIN’s role
as a critical component of Canada’s core public health capacities and
global health security. In the next chapter, West unpacks the debate about
whether existing legal authorities and emergency legislation permit the
Canadian government to retool state resources—especially the surveil-
lance apparatus—to help with public health demands, such as contact
tracing and enforcement of public health measures.

Nesbitt and Hansen, in the next chapter, take a close look at how the
pandemic “stress-tested” the criminal justice system in Canada. The re-
sult, they argue, is that the system has been asked to show its capacity
to respond to increased national security threats—be they foreign espio-
nage and disinformation campaigns, politically or ideologically motivated
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extremism, and pandemic-specific enforcement actions—all while operat-
ing with a reduced capacity to respond and prosecute.

Next, Wallace looks at the impact of the pandemic on the Canada
Border Services Agency. He argues that while the pandemic all but re-
quired a total suspension of the agency’s deportation program, things will
not simply go back to normal after the pandemic is over. According to
Wallace, there are real legal and practical impediments to deportation that
will emerge as the pandemic fades. In the last chapter, Rayes and Sahloul
argue that should another large-scale disease threaten the health and safe-
ty of the global community, the national security apparatus of the United
States must work closely with its Canadian counterparts as well as the
global community at large to engage BIPOC communities. The goal, they
argue, is to create best practices that reduce the disproportionate impacts
of any disease, as such action is key to maintaining the economic strength
and security of marginalized and vulnerable communities.

Finally, in the conclusion, Juneau provides an overview of the key ques-
tions this edited collection sought to answer: the extent to which Canada’s
national security and intelligence community was ready to face the pan-
demic at its onset; how the threat environment changed during the pan-
demic; how the community adjusted; and the longer-term implications.

Recommendations

We conclude this introduction with a series of recommendations for the
Canadian national security and intelligence community on how it could
better prepare for future public health emergencies. These recommen-
dations, based on the more detailed analysis in the following chapters,
are divided into three categories: threat assessments, tools, and lessons
learned.

Threat Assessments

This collection demonstrates that many of the threats Canada faced dur-
ing the pandemic were not new but rather arose from the intensification
of pre-existing trends. This is especially true in the online space. Wilner
and Babb thus recommend that Canada’s national security and intel-
ligence community should continue to pay close attention to online ac-
tivities seeking to undermine the Government of Canada, to recruit new
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members to terrorist organizations and extremist groups, and to incite or
motivate acts of violence. These threats are proliferating worldwide, and
Canada is no exception.

The 6 January 2021 insurrection at the Capitol in Washington, DC,
as well as multiple other acts of violence since March 2020, also make
clear that the spread of disinformation and conspiracy theories represents
a threat to national security. Canadian policy-makers should therefore
consider how to take a more proactive approach to fostering critical think-
ing and digital literacy. Amarasingam and Argentino emphasize that the
pandemic may, in hindsight, be a practice run for other disasters to come.
As aresult, they recommend that the government take an inventory of the
lessons it has learned.

Critical infrastructure can be particularly vulnerable to cyber at-
tacks. Of course, this exposure existed before 2020, but it intensified as
the pandemic accelerated the shift to the digitalized world. As Momani
and Bélanger explain, some of these risks are further complicated by the
fact that Canada’s critical infrastructure has shifted from public to pri-
vate ownership and control, adding new actors to the equation. Momani
and Bélanger therefore argue that there is a need for better coordination
among these multiple actors, both public and private, since a lack of in-
formation sharing and co-operation often represents a vulnerable point in
cyber attacks on critical infrastructure.

Additionally, the pandemic intensified pre-existing concerns about
the security of supply chains and, more broadly, about the links between
the economy and national security. Carvin and a group of her students
thus raise the thorny question of the appropriate role of governments in
protecting elements of the economy with strategic or national importance,
especially the manufacturing of personal protective equipment and the
security of food supplies. They argue that the federal government must do
more to prepare supply chains for long-term global disruptions in an era of
adversarial geo-economic strategies. In particular, they recommend that
the government implement initiatives to increase the economy’s resilience
and self-sufficiency in specific sectors. More broadly, they recommend
that, given the likelihood of future disruptions of the type seen during the
pandemic, future national security discussions should give greater weight
to concerns around the management of supply chains.
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Tools

To date, Canada has not employed national security tools and practices
to track the spread of COVID-19. However, the pandemic has provided
further impetus for the national security and intelligence community to
intensify a trend of recent years: increased collaboration with non-trad-
itional partners elsewhere in the federal government, in sub-national lev-
els of government, and in the private sector.

There has been much media attention on GPHIN in particular, a
Canadian initiative to gather and disseminate epidemic intelligence.
According to critics, including scientists within the federal government,
GPHIN’s role became steadily less prominent over the years until the
Liberal government reallocated its resources in 2019. However, as the
chapter by Lee and Piper explains, the pandemic demonstrated the need
for renewed investment in an epidemic intelligence system. Moreover,
they recommend that such a public health intelligence system be better
integrated with the Canadian health system and other parts of the govern-
ment, including the intelligence community.

Similarly, Davis and Corbeil argue that greater integration and in-
formation-sharing between the traditional security and intelligence
community and the health intelligence community could produce earlier
warning and, by extension, lead to better policy responses in future public
health crises. Nevertheless, they remind us that there are real concerns
with a possible expansion of the Canadian intelligence community’s man-
date to include health intelligence. These concerns include already existing
resource shortages, the need to identify the right use of tools and technol-
ogies, and questions of proportionality and privacy. Therefore, they con-
clude that a wholesale adoption of health intelligence as a national security
and intelligence priority might be premature, and they argue instead for
better integration and information-sharing.

The chapter by Rayes and Sahloul explains how the pandemic has high-
lighted the public health, social, economic, and political challenges facing
minority communities in the United States and Canada. They assess how
these outcomes could have been mitigated with higher-quality data, and
how data can be integral to preventing future national and global security
threats. In this context, they recommend that the Canadian government
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engage in more thorough and transparent data collection on how public
health emergencies affect minority communities.

Looking forward, the federal government should also reflect on the
legal tools at its disposal. Two key debates that emerged during the pan-
demic were whether Canada’s surveillance apparatus could be leveraged
in a public health crisis and whether the federal government could man-
date that individuals or telecommunication service providers share loca-
tion data generated by wireless devices with health or security agencies. In
her chapter, West argues that the answer in both cases is negative. Should
lawmakers ultimately determine that it is appropriate to leverage the tools
and techniques developed by CSIS and CSE to face future public health
emergencies, West recommends, among other initiatives, that they con-
sider amending the federal Emergencies Act to authorize the collection of
information in a public welfare emergency or expanding CSE’s assistance
mandate to include provincial health authorities.

For their part, Nesbitt and Hansen explain how Canada’s criminal
justice system was put under significant stress by the pandemic, notably
because of increases in certain types of criminal behaviour, such as cyber
scams. In addition, Canada saw an increase in ideologically motivated ex-
tremism, particularly on the far right. As a result, they recommend the
development of a strategy to better prioritize criminal investigations and
prosecutions. This exercise should, in their view, include critical think-
ing on how to investigate and prosecute emerging threats, especially
online criminality, financial crimes, fraud, and the spread of mis- and
disinformation.

Lessons Learned

As the national security and intelligence community adapted to the pan-
demic, it learned useful lessons. Some of them, clearly, will be of limited
value once the pandemic is over. Others, however, can be applicable,
even if only partially, in the post-pandemic world to help the community
improve its performance. At the very least, we therefore strongly recom-
mend that the community commit to a serious lessons-learned exercise.
This should provide an official record—some of which should be made
public—of how the community adapted its operations, and where it suc-
ceeded and failed. To be most effective, this effort should be led by the
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National Security and Intelligence Advisor and include participation from
the heads of all relevant departments and agencies. The two main review
and oversight bodies, the National Security and Intelligence Committee
of Parliamentarians and the National Security and Intelligence Review
Agency, should also consider examining the community’s performance
during the pandemic.

This lessons-learned exercise—similar to after-action reports pre-
pared by the military—could include, in particular, how working from
home can—and cannot, as the case may be—continue after the pandemic.
As discussed in many chapters—notably by Carvin, Cox, and Robinson—
there are some benefits to continuing this practice, albeit arguably in a
limited form. Similarly, because so many of the intelligence community’s
employees have been working from home on at least a part-time basis,
the pandemic has forced agencies to intensify their use of open-source
information and analysis. Here, too, there are potential long-term benefits
to incorporating these valuable lessons.

Finally, the pandemic forced difficult choices onto the community.
Working at a reduced capacity, departments and agencies had to choose
which activities they needed to stop or reduce. As discussed, for example,
in the chapter on CAF operations by Saideman, von Hlatky, and Hopkins,
the military was forced to determine which of its activities were vital pri-
orities that could not be curtailed. The temptation here will often be to
simply resume all or most of these activities as the pandemic subsides in
2021 and 2022. This would be a wasted opportunity. Vested interests and
inertia often make it difficult for bureaucracies to jettison or significantly
downsize programs. The gradual end of the pandemic presents a golden
opportunity to engage in a comprehensive review of the community’s pri-
orities and to reallocate resources to tackle the next generation of security
threats.
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They Got It All under Control: QAnon, Conspiracy
Theories, and the New Threats to Canadian
National Security

Marc-André Argentino and Amarnath Amarasingam

Introduction

On 4 December 2016, Edgar Maddison Welch drove from North Carolina
to the Comet Ping Pong pizza restaurant in Washington, DC. He had with
him an AR-15 rifle and a .38 revolver, and he wanted the owners of the
restaurant to show him their basement, believing that children were being
sexually abused and trafficked through the restaurant. On the drive there,
he recorded a video for his daughters. In it, he says, “I can’t let you grow up
in a world that’s so corrupt by evil, without at least standing up for you and
for other children just like you” (Miller 2021). Years later, on Christmas
Day 2020, Anthony Quinn Warner detonated a bomb in Nashville, killing
himself and injuring eight people. In the days before the attack, Warner
mailed packages to several individuals containing nine typed pages and
some flash drives. These writings evince a deep interest in 9/11 con-
spiracy theories, theories that the moon landing was a hoax, as well as
a belief that reptilians and lizard people secretly control the world (Hall
and Wisniewski 2021). These isolated cases, and others like them, began
to worry many researchers and law enforcement officials that conspiracy
theories were no longer just circulating in dark corners of the Internet, but
were starting to mobilize people to commit violence.
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On 6 January 2021, protestors violently breached the US Capitol with
the intent of disrupting the certification of the 2020 presidential election.
As a result of the insurrection, five individuals, including US Capitol
Police officer Brian Sicknick, were killed. Another hundred people were
injured. According to analysis by the National Consortium for the Study
of Terrorism and Responses to Terrorism (START), thirty-one QAnon fol-
lowers, as of 1 March 2021, were charged for participating in the Capitol
insurrection (Jensen and Kane 2021). However, this was not the first in-
stance of violence of this kind. On 29 August 2020, ideologically motiv-
ated violent extremists, QAnon supporters, and anti-lockdown protesters
attempted to storm Germany’s parliamentary building, occupying the
steps leading up to the Reichstag (Felden et al. 2021; Bennhold 2020).

The Capitol Hill insurrection and the storming of the Reichstag is evi-
dence not only of the increasingly global reach of QAnon, but also of how
conspiracy theories and disinformation about the pandemic have rapidly
evolved into threats to democratic institutions, extremist violence, threats
against elected officials, and attacks against critical infrastructure.

This chapter will closely examine the impact of the global pandemic
on conspiracy theories and how this may prove to be an ongoing security
concern. As we note in the short literature review below, much of the re-
search so far has focused on the broader social impact of the pandemic—
on social trust, on vaccine hesitancy, and misinformation. Less attention
has been paid to how the pandemic and measures taken by the government
to limit its spread have contributed to the unprecedented rise in conspir-
acy theories and the merging and blending of different conspiracies. There
is probably no better example of this than the QAnon movement, which
grew in popularity partly because it rode the wave of COVID-19-related
conspiracies after March 2020.

In this chapter, we first provide a short introduction to some of the
recent research on COVID-19 and conspiracy theories before delving into
the QAnon movement, how the pandemic helped its rise in popularity and
impact, and how this cocktail of beliefs and grievances has pushed some
individuals to violent activity.
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COVID-19 Conspiracies and Their Social Impact

Past research makes clear that pandemics and other moments of social
crisis are often accompanied by conspiracy theories (Van Prooijen and
Douglas 2017). As Imhoff and Lamberty (2020, 1110) note, for almost all
major events over the last several decades, the “official version of why these
came about were confronted with various conspiracy allegations that pro-
posed an explanation involving plots hatched in secret by powerful agents
instead.”

The COVID-19 pandemic was no different. From the start, theories
were floated about whether the launch of 5G technology in China pro-
duced the virus, whether the virus was actually a bioweapon, and whether
it was a political ploy to bring about a new global order (Argentino and
Amarasingam 2020). Several important studies soon followed, gauging
not only the public health impact of COVID-19 conspiracies but also the
broader social impact this kind of misinformation is likely to have on
democratic institutions in a post-COVID-19 world.

Daniel Romer and Kathleen Hall Jamieson (2020) conducted a na-
tional survey of 1,050 adults in the United States in the second half of
March 2020 and a follow-up survey with 840 of the same individuals in
July 2020. They found that conspiratorial thinking has a significant im-
pact on whether individuals took preventive measures related to the virus
and whether they are open to taking the vaccine. Significantly, they found
that “conspiracy beliefs early in the pandemic continued to be related to
subsequent behavior and intentions four months later” (6). Tomasz Oleksy
and colleagues similarly looked at whether the presence of conspiratorial
beliefs impacted whether people engaged in preventative measures rec-
ommended by public health officials. Based on two studies conducted
in Poland with a sample of 2,726 participants, they found that belief in
COVID-19 conspiracies was correlated to acceptance of xenophobic poli-
cies. They also discovered that conspiracy theories arguing that govern-
ments were using COVID-19 for nefarious purposes were positively cor-
related with the dismissal of public health recommendations (Oleksy et
al. 2020).

Other studies explicitly focused on social media platforms and their
role in spreading COVID-19-related misinformation. Daniel Allington
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and colleagues (2020) conducted three surveys related to social media use,
conspiracy beliefs, and health-protective behaviours related to COVID-19
among residents of the United Kingdom. Like the previous studies men-
tioned here, they found a positive association between COVID-19 con-
spiracy beliefs, the “use of social media as a source of information about
COVID-19,” and people’s willingness to engage in protective behaviours
recommended by public health officials (6). Interestingly, they found
that people who received most of their COVID-19 news from traditional
broadcast media were more likely to adopt protective measures.

The larger sociological literature on conspiracy theories also notes
how important they can be with respect to the notion of theodicy, or the
question of why evil exists in the world if God is good, all-knowing, and
all-powerful. Conspiracy theories permit the development of symbolic re-
sources that enable humans to define and address the problem of evil. As
Michael Barkun (2013, 4) notes, “not only are events nonrandom, but the
clear identification of evil gives the conspiracist a definable enemy against
which to struggle, endowing life with purpose.” The essence of many
COVID-related conspiracy theories lies in their attempts to delineate and
explain evil (the pandemic and its multiple negative impacts).

In his influential work on conspiracy theories, Barkun argues that
a conspiracist world view implies a universe governed by design rather
than randomness. Barkun highlights three characteristics of conspiracy
theories:

1. nothing happens by accident: the world is governed by
intentionality, there are no accidents or coincidences, and
whatever happens is by design.

2. nothing is as it seems: evil forces are constantly trying to
deceive the world, and so what may appear as benign is
actually a cosmic threat.

3. everything is connected: building on the first two
characteristics, it follows that seemingly disconnected
events and occurrences across human history form a
seamless pattern that can be unearthed through diligent
research. (2013, 3-4)
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The core of most COVID-related conspiracy theories is linked to an in-
tentionality behind the origin, spread, and duration of the pandemic (e.g.,
the virus was human-made, an elite group of individuals orchestrated the
virus, or the virus is being used to control the population through quar-
antine and lockdown), and to the secrecy behind the plans to achieve an
evil goal. Thus, the conspiracy theorist is not simply engaging in mind-
less sleuthing; they are a warrior in an ongoing battle between good and
evil. Those who believe in COVID-19 conspiracy theories hold to a world
view whereby humans can and do direct the course of history according
to their own will and intentions.

Thousands of studies look at the causes and consequences of con-
spiratorial thinking, and our discussion here only scratches the surface.
However, for this chapter, it is sufficient to set the stage for our exam-
ination of how COVID-19 conspiracies could impact Canadian national
security. We do this by looking closely at the QAnon movement as a case
study. First, we examine how it rose to prominence during the COVID-19
lockdown period, and second, we look at how it has contributed to several
instances of violence and civil unrest.

The QAnon Movement

QAnon is a decentralized ideology rooted in an unfounded conspiracy
theory that a globally active “Deep State” cabal of satanic pedophile elites
is responsible for all the evil in the world. Adherents of QAnon also believe
that this same cabal sought to bring down President Trump, whom they
saw as the world’s only hope in defeating it. The name “QAnon” refers to its
followers’ belief that “Q” is a military intelligence operation geared toward
supporting President Trump in his efforts to root out and eliminate the
“Deep State” (GNET 2020).! The QAnon conspiracy emerged in October
2017, on 4chan’s? /pol/ (politically incorrect) page in a thread called “Calm
Before the Storm,” when an anonymous user signing off as “Q” stated
that “Hillary Clinton will be arrested between 7:45 AM-8:30 AM EST on
Monday—the morning on 30 October, 2017.” Q claims to have special gov-
ernment access, which is a strategy employed in the past by 4chan users and
is part of a wider “anon genre” of individuals claiming to be government
officials with top secret information they need to share with the public.?
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QAnon has become a master narrative capable of explaining in simple
terms various complex events. The result is a world view characterized by
a sharp distinction between the realms of good and evil that is non-falsi-
fiable. No matter how much evidence journalists, academics, and civil
society offer to counter the claims promoted by the movement, belief in
QAnon as the source of truth is a matter of faith—specifically faith in
Trump and “Q”. Though it started as a series of conspiracy theories and
false predictions, over the past three years, QAnon has evolved into a reli-
gio-political ideology.

Why do people believe in conspiracy theories like QAnon? It is because
they offer a way to make sense of a world in crisis. Where others see chaos,
violence, and suffering, QAnon adherents see patterns and intentionality
behind the pandemic, child abuse, political strife, war, etc. By rejecting
coincidence and connecting the dots others do not—by “doing your own
research,” as the saying goes—an individual adherent can build an answer
that provides a coherent explanation for the pandemic that attributes ma-
licious intent to an enemy toward whom they can channel their efforts.

The “do your own research” ethos and the crowdsourcing of answers
to otherwise inexplicable questions makes QAnon adherents resilient to
official messaging from governments, medical experts, scientific studies,
journalists, etc. Many of these individuals do not trust traditional sources
of information, such as science, the media, or academics—who are either
deluded or part of the conspiracy—and so they have no choice but to cir-
cumvent traditional sources of expertise and attempt to uncover the truth
themselves. This exercise is deeply meaningful for many; they feel they
have been vested with a purpose and are part of a global movement to
awaken a sleeping world.

A popular explanation for why conspiracy theories are attractive is
what scholars call “proportionality bias,” defined as the tendency to as-
sume that major events must have major causes (Leman and Cinnirella
2007). The pandemic, arising suddenly and having global consequences,
seems to invite a kind of proportionality bias: something so major that
brought the world to a halt could not possibly be caused by a random ser-
ies of events thousands of miles away. This produces what Timothy Melley
(2000) has termed “agency panic”—a sense of anxiety arising from not
being in control of events that impact you or your loved ones. COVID-19
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conspiracy theories and QAnon identify various culprits behind the
pandemic while also offering adherents the possibility of reversing these
events and preventing similar ones in the future. For QAnon followers
who believe that COVID-19 is a hoax perpetrated by sinister conspirators,
exposing these conspirators will mean waking the world up to the truth.
Under this world view, their actions are righteous. Targeting individ-
uals, institutions, or infrastructure responsible for the pandemic, along
with pedophiles and those seeking to destroy the world, means that their
actions are not problematic; they are revolutionary.

How COVID-19 Impacted QAnon: Evidence from Online Spaces

The 6 January 2021 insurrection at the US Capitol is a stark example of
how offline violence can occur when online conspiracy theories are left
to foment unchecked during a crisis. Although January 6 is the culmina-
tion of years of misinformation and disinformation, the leading cause of
the spike in conspiracy theories, especially for the QAnon movement, was
the pandemic and government policies to stem the spread of the virus.
By mid-2019, the QAnon movement struggled to sustain itself, especial-
ly after the 15 March 2019 Christchurch attack in New Zealand, the 3
August 2019 shooting in El Paso, Texas, and the 4 August 2019 shooting
in Dayton, Ohio. Because many of these attackers had posted manifestos
and other content on 8chan, the page was taken down on 5 August 2019
(Robertson 2019; Mezzofiore and O’Sullivan 2019). At the time, 8chan was
the only place where “Q” posted. A key concept from QAnon is “no out-
side coms,” which implies that “Q” will only post on 8chan and nowhere
else—a deliberate strategy to prevent copycats. After its service providers
and domain host took down 8chan, there were no posts from “Q” until
8chan re-emerged as 8kun four months later (Glaser 2019).

The news of a new virus spreading in Wuhan, China, in January
2020 caught the attention of certain QAnon influencers, who began to
amplify various conspiracy theories about the disease. It started with
these influencers—who also peddle alternative health information and
sell cure-all products to their followers—promoting and selling a product
known as Miracle Mineral Solution as a way of warding off COVID-19
(Sommer 2020). As the pandemic began to spread around the world, so

1| They Got It All under Control 21
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@ QAnon International Groups
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FIGURE 1.1: QAnon group and page membership as of 8 August 2020

did conspiracy theories about the virus. QAnon theories about the virus,
as well as QAnon ideology more broadly, followed closely behind. This
time, though, they were not relegated to the fringe image boards of 8kun,
but rather were being pushed on mainstream platforms like Twitter,
Facebook, and Instagram.

The turning point for QAnon’s mainstreaming was March 2020, when
the United States, along with many other nations, closed its borders to
control the spread of COVID-19. Taking a close look at the data related
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to QAnon Facebook pages, it is clear how much QAnon grew during
this period.* The authors collected Facebook data from 406 QAnon and
QAnon-aligned Facebook groups and pages. The graphs shown in figure
1.1 demonstrate that QAnon groups before March 2020 had approximately
220,600 members, whereas QAnon pages had 558,800 likes. By 7 August
2020, QAnon groups had approximately 1,516,100 members and QAnon
pages had 1,610,200 likes.

Not only did group membership increase, but levels of engagement
within these groups and pages grew drastically after March 2020. There
are similar patterns of behaviour with respect to the number of posts,
whereby posting increased following the March 2020 border closures in
the United States and the dramatic impact of COVID-19 in Spain and
Italy in March and April. Posts between March 2020 and August 2020 ac-
counted for 65 per cent of all QAnon posts ever made on Facebook.” With
respect to overall activity, posts on international group pages were almost
as high as the US-based groups following the impact of COVID-19 and the
prolonged lockdowns (see figure 1.2). This increase immediately followed
the growing anti-lockdown movements in Europe.

It is important to highlight that, based on a qualitative assessment of
the groups and pages collected, not all groups reflect a “canonical” treat-
ment of QAnon. Within the aggregate of these QAnon ecosystems, ideo-
logical elements of QAnon have mixed with other movements and con-
spiracy theories linked to the pandemic. In Canada and globally, QAnon
has latched on to anti-mask, anti-vaccine, anti-lockdown movements, as
well as groups who believe that COVID-19 is a hoax. What all of these
ideas have in common is that they are inherently anti-establishment and
anti-government. Since QAnon served as an umbrella conspiracy theory, it
grew in popularity as other conspiracies also came to prominence. QAnon
was, for example, involved in spreading viral disinformation campaigns
about the pandemic and where it came from, as well as fake cures for the
virus (Brown 2020; ADL 2020; Frenkel, Decker, and Alba 2020).

Additionally, the mainstreaming of QAnon in the American political
arena during the 2020 US election cycle was significant. Reporter Alex
Kaplan noted that 2020 was the year “QAnon became all of our problem,”
evidenced by the fact that 97 US congressional candidates publicly showed
support for QAnon (Kaplan 2020a, 2020b). Lastly, 2020 was the year that
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@ QAnon International Groups @ QAnon International Pages @ QAnon USA Groups
@ QAnon USA Pages
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QAnon USA Pages 55.0K 3.34% 0

FIGURE 1.2: QAnon group and page posts as of 8 August 2020

former President Donald Trump finally gave QAnon supporters what they
always wanted: respect. Since the start of the pandemic, Trump recognized
the QAnon community in a way its followers could have only fantasized
about when the movement started over three years ago. Trump is perceived
as a messianic figure among QAnon adherents. He plays a central role in
QAnon’s prophetic belief that he will lead its followers to victory over the
Deep State and usher in a promised golden age of peace and prosperity.
Therefore, when Trump acknowledged QAnon by repeatedly boosting
or “quote tweeting” QAnon-related material, the movement’s followers
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perceived this as Trump sending them coded messages in response to sig-
nificant events. Not only did this reinforce belief for QAnon adherents,
but reporters, even those who were not on the QAnon or extremism beat,
created a Streisand effect, bringing QAnon further into the mainstream by
reporting about how Trump was boosting QAnon during his presidency.

Conspiracy Theories and National Security in Canada

There have been several attacks over the last two years in Canada, seem-
ingly spurred on by conspiratorial thinking (Amarasingam 2019). With
the onset of the COVID-19 pandemic, conspiracies related to the virus
became quite prevalent and started to push some individuals toward
criminal activity (Argentino and Amarasingam 2020). On 2 July 2020,
for instance, Corey Hurren drove his truck into the gates of Rideau Hall,
where he believed Prime Minister Justin Trudeau would be staying, armed
with several loaded firearms and multiple rounds of ammunition. Hurren
penned a two-page letter before the incident in which he expressed despair
at how his life was turned upside down by the virus and the lockdown and
how Canada was “now a communist dictatorship.” Event 201 is also briefly
mentioned by Hurren, suggesting that he was consuming conspiratorial
content. Event 201, a real pandemic tabletop event conducted in October
2019 and funded by the World Economic Forum and the Bill and Melinda
Gates Foundation, is now one of many examples used by conspiracists to
claim that COVID-19 was planned in advance.

Hurren’s case highlights many of the second- and third-order effects
of the pandemic that many who research political violence feared: an in-
dividual loses their business, financial consequences follow, and conspir-
acies come into the picture to provide clear explanations. Hurren recently
noted in an interview with a psychiatrist that he believed he would be
shot and killed as soon as he drove up to Rideau Hall, and he wanted his
death “to be his message of discontent with the government’s response to
COVID-19 and gun control” (Humphreys 2021). According to reports, the
consumption of COVID-19 conspiracy theories arguing that global elites
planned the pandemic “indirectly aggravated” Hurren to attack because
it meant that “all the misery it unleashed in his life didn’t have to happen”
(Humphreys 2021).
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QAnon adherents in Canada are heavily invested in COVID-19-
related conspiracy theories, such as the idea that 5G causes COVID-19,
that the pandemic is a hoax used by the government to control the
Canadian population, and that preventive measures are an example of
government overreach. QAnon believers have also moved their narratives
offline in the form of political action centred on the anti-mask, anti-lock-
down, and anti-vaccine movements. Moreover, between July and August
2020 in Quebec, conspiracy theories about the pandemic played a role in
on- and offline violent behaviour targeting journalists and elected officials
(Monpetit 2020).

On 28 July 2020, police arrested a twenty-six-year-old man from
Saint-Placide, Quebec, for allegedly making online threats against a
journalist. His Facebook page had links to conspiracy videos about the
pandemic and content from QAnon supporters. On 30 July 2020, police
charged a twenty-seven-year-old man from Gatineau, Quebec, with in-
timidation, obstructing an officer, and three counts of uttering threats
against Premier Francois Legault, Public Health Director Horacio Arruda,
and Prime Minister Justin Trudeau. His Facebook page featured links to
far-right content, videos by Radio-Québec, and various other conspiracy
videos about the pandemic. This incident was related to one of Quebec’s
most prominent QAnon advocates and COVID-19 conspiracists, Alexis
Cossette-Trudel. A forty-seven-year-old Montreal man with past ties to
Quebec’s Far Right, Cossette-Trudel is one of the leading figures of the
anti-mask movement, broadcasting conspiratorial web journals rejecting
the gravity of the pandemic (Remski 2021).

Radio-Québec is a collection of hour-long videos by Cossette-Trudel.
Facebook removed Cossette-Trudel’s personal page, which had about forty
thousand followers at the time. The media channel gained a large follow-
ing by translating into French QAnon’s groundless claims about a secret
cabal of child-sex traffickers that control world events. Since March 2020,
Cossette-Trudel’s videos have focused almost exclusively on COVID-19
and the pandemic. Like many QAnon followers, he believes the dangers
of the disease are exaggerated as part of a plot to undermine Trump. He
has become a leading figure in the movement to protest Quebec’s public
health rules, which include the wearing of masks in stores and on public
transit. Cossette-Trudel has spoken at several anti-mask demonstrations
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alongside Stéphane Blais from the Fondation pour la défense des droits et
libertés du peuple. He has demonstrated a capacity to mobilize QAnon be-
lievers and anti-maskers in Quebec, and his Radio-Québec videos played
a role in exporting QAnon to France, Belgium, Spain, and Italy, where his
radio show has also been translated into Spanish and Italian.

There are also a few other, comparatively less serious, incidents related
to QAnon and COVID-19 conspiracies. On 4 August 2020, a man in his
sixties from Sainte-Brigitte-de-Laval, Quebec, was arrested for allegedly
making online threats against both Legault and Arruda. The arrest came
shortly after a Facebook account that circulates QAnon conspiracies pub-
lished Arruda’s home address. On August 7, a forty-five-year-old man
from Drummondville was charged with intimidation and two counts
of uttering threats, reportedly against Arruda. Along with conspiracies
about the pandemic, his Facebook page also featured racist and antisem-
itic content.

Conspiracy theorists also targeted critical infrastructure in the
United Kingdom and Canada due to conspiracy theories about 5G caus-
ing COVID-19. Over Easter 2020, there were twenty attacks on cell tow-
ers in England, Wales, and Scotland (Kelion 2020). A month later, seven
cell towers were set ablaze in the Greater Montreal area. Jessica Kallas,
a twenty-five-year-old Laval resident, and Justin-Philippe Pauley, twenty-
eight, of Ste-Adele, have since gone on trial for these crimes (Thomas
2020). According to reports about the court proceedings, Pauley and
Kallas believed that their lives depended on the destruction of 5G cell
towers (Lacroix 2020; Nguyen 2021).

Though mobilization by QAnon adherents and conspiracy theorists
in Canada is on a small scale, all of these efforts have occurred during
the COVID-19 pandemic. The QAnon and conspiracy theory commun-
ity in Canada is strong, with top influencers living in Canada and large
and active communities online. The transnational relationship between
QAnon in Canada and QAnon in the European Union and Australia also
presents a transnational threat different from QAnon in the United States.
While QAnon as a movement accelerated with the COVID-19 pandemic,
the long-term consequences are still unknown.
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Conclusion

Historically, the Canadian government has rarely viewed conspiracy
theories and misinformation as national security concerns. But times are
changing. As a May 2019 FBI bulletin noted, it is probable that “anti-gov-
ernment, identity based, and fringe political conspiracy theories very
likely motivate some domestic extremists, wholly or in part, to commit
criminal and sometimes violent activity” (FBI 2019). The same report
went on to note that conspiracy theories “very likely encourage the tar-
geting of specific people, places, and organizations, thereby increasing the
likelihood of violence against these targets” (FBI 2019). As our discussion
above makes clear, ideas that used to live and die in the dark corners of
the Internet are now making their way into the mainstream, pushing
people to commit violent acts and impacting their overall commitment to
democratic society.

The 6 January 2021 Capitol insurrection, as well as multiple acts of
violence over the past twelve months, demonstrate that the spread of dis-
information and conspiracy theories are a threat to national security and
public safety more broadly (Amarasingam and Argentino 2020). Policy-
makers should take a more proactive approach to foster Canadians’ critical
thinking and digital literacy and to help individuals cope with the second-
and third-order impacts of the pandemic and lockdown. COVID-19 may,
in hindsight, be a practice run for disasters to come—and the government
should take an inventory of these hard-won lessons.

NOTES

1 There has been a fair amount of speculation about who “Q” is since the inception
of the movement. There is no conclusive evidence as to who Q was, though there is
ample evidence to suggest that the account was controlled by different individuals
over the years. In an investigation for NBC News, Zadrozny and Collins (2018) found
that the theory can be traced back to three people who sparked some of the first
conversations about QAnon: 4chan /pol/ moderators, Pamphlet Anon (Coleman
Rogers), BaruchtheScribe (Paul Furber), and minor YouTube celebrity Tracy Diaz. Some
have inferred that the early Q account was controlled by these individuals; however, no
one has yet to prove this conclusively. Presently, Q is believed to be either Jim or Ron
Watkins, according to multiple media reports. In March 2021, “Q: Into the Storm,” a
six-part HBO docuseries by filmmaker Cullen Hoback, argued that Q is Ron Watkins,
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the son of 8chan founder Jim Watkins. Though this is the most common narrative,
there is so far no conclusive evidence that this is the case. What can be confirmed is that
Jim and Ron Watkins facilitated the continued existence of Q up until the last post on 8
December 2020.

2 4Chan is an anonymous image board broken up into threads in which users can discuss
and debate different topics. Moderation was minimal, and, as such, vile content—
including child pornography—flourished on the site in its early days.

3 Before Q, several 4chan posters asserted they had special government access, including
FBIAnon and HLIAnon in 2016, and CIAAnon and WHInsiderAnon in 2017. QAnon
devotees, many of whom may be familiar with this “anon genre,” are familiar with Q’s
apparent need for anonymity and presumably take it as a sign of credibility.

4 The data was collected using CrowdTangle, a social media analysis tool owned by
Facebook. It provides an aggregate count of group membership. For example, if a
user would join fifty of the QAnon groups or pages identified by the authors, this user
would be counted fifty times. This provides a measurement of the mainstreaming of the
QAnon movement on Facebook, rather than a real count of unique members.

5  Posts on Facebook were collected between 27 October 2017 and 8 August 2020.
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Exploiting Chaos: How Malicious Non-state
Actors Leverage COVID-19 to Their Advantage in
Cyberspace

Casey E. Babb and Alex S. Wilner

Introduction

Since the beginning of 2020, while societies and economies around the
world have struggled to cope with the realities of the COVID-19 pandemic,
cyberspace has given governments, businesses, and general end-users the
ability to work, play, and connect in new and innovative ways. With every-
thing from workspaces and classrooms to family gatherings and exercise
routines forced online, the Internet has enabled people across the globe to
carry on and maintain a sense of normalcy during very abnormal times.
However, at the same time, while the world has been focused on the
health, economic, political, and social ramifications of the pandemic, ter-
rorist organizations, fringe groups, and extremist communities around
the world have become emboldened, finding opportunity to exploit the
situation, incite hate, (re)mobilize, and promote their ideologies online in
novel ways. These groups—which we loosely classify as malicious non-
state actors for the purposes of this chapter—have been primarily focused
on exploiting and contributing to the diffusion of information during the
pandemic for their own strategic gain. These actors are not primarily in-
terested in for-profit criminal activities, but rather seek to weaponize the
information environment toward other objectives. From synagogues and
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Jewish organizations worldwide being “Zoom bombed” with antisemit-
ic messages (Schiffer 2020), to the Islamic State and al-Qaeda suggesting
online that martyrs are immune to the virus (Hunter 2020) or that the
coronavirus is a divine punishment targeting non-believers (Hanna 2020),
to white supremacist groups using platforms such as Telegram and Gab to
spread propaganda (Perrigo 2020), COVID-19 has added a new dimen-
sion to malicious online activities. Indeed, the European Union’s counter-
terrorism chief, the US Department of Homeland Security, the US National
Counterterrorism Center, and the Federal Bureau of Investigation (FBI),
among others, have all issued statements warning of the potential ways
militant and extremist groups are leveraging the pandemic to their advan-
tage (Baker 2020; Bertrand 2020; FBI 2020).

Surprisingly, aside from a handful of senior-level government speech-
es highlighting these trends, comparatively little has been said about these
challenges in Canada, despite the government having become increasing-
ly concerned with individuals and groups who espouse extremist views,
spread propaganda, and promote violence online (CSIS 2019; Vigneault
2021; Public Safety Canada 2019). The current situation compels us to ex-
plore a central question: How are malicious non-state actors using cyber
space to exploit the pandemic for their own strategic gain, and what might
these trends mean for Canada’s national security over the coming years?
Informed primarily by international trends, the intent of this chapter is
threefold. First, it will serve as a primer on how various types of danger-
ous non-state actors are manipulating the information environment and
exploiting increased user connectivity for strategic gain. Specifically, we
have homed in on three distinct yet overlapping online trends that have
proven to be particularly detrimental to national security: delegitimation,
recruitment, and incitement. Second, we provide a concise snapshot of
what these trends may mean for Canada, and how some of these online
activities have or could take shape domestically. Third, we hope our an-
alysis will support the Government of Canada in the years to come as it
assesses the national security implications and fallout from the pandemic
and develops appropriate policy responses and mitigation strategies for
addressing nefarious online activities.
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Hostile Cyber Activities: Types and Trends

On 15 February 2020, Tedros Adhanom Ghebreyesus, Director General of
the World Health Organization, noted that the world was not only fighting
an epidemic—it was “fighting an infodemic” (Ghebreyesus 2020). Indeed,
since the onset of COVID-19, the Internet and social media have facilitat-
ed the global circulation and proliferation of an unprecedented amount
of problematic information. “Crisis informatics”—which is the interdisci-
plinary academic study of how people rely on technology to cope with and
respond to uncertainties—suggests that to a degree, this is to be expected
(Starbird 2020). When information is sparse or conflicting, it is natural
that people will look to fill the information gap, ease their anxieties, get
answers, and participate in a sort of “collective sensemaking” (Stephens et
al. 2020). However, the extent to which we are witnessing disinformation,
misinformation, and individuals intentionally capitalizing on the infor-
mation void is unique, both in terms of volume and in the ways in which
this online discourse has been injurious to national security. In part, this
is a result of worldwide social distancing measures and a surge in user
engagement with online technologies. This has led to a proliferation of
online groups and communities dedicated to COVID-related conspiracy
theories, anti-science discourse, and fighting government regulations
during the pandemic. In some cases, the distinction between anti-lock-
down measures and broader anti-government rhetoric has been blurred,
with deadly consequences. The storming of the United States Capitol on 6
January 2021—seemingly instigated, abetted, and encouraged by former
President Donald Trump—is a case in point: dis- and misinformation
mixed with real and perceived individual and group grievances led to
physical altercations, violence, and mayhem.'

That said, for the purposes of this chapter, we have identified a num-
ber of distinct yet complementary and overlapping types of information
circulating online during the pandemic, which academics, health-care
professionals, and policy-makers should monitor and study further as the
pandemic drags on and, perhaps more importantly, once it ends. Doing so
may enable the government to better understand the long-term residual
effects of these activities while also providing online users and consumers
with greater knowledge with which to identify and combat inaccurate and
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potentially dangerous information during future large-scale crises and
disasters. In this context, what follows is a discussion of three different
forms of pandemic-related (or pandemic-induced) extremist information
and activity, categorized as delegitimation, recruitment, and incitement.

Delegitimation
Throughout the last year, governments and authorities around the world
have faced extraordinary pressure. Not only have they had to deal with con-
taining the virus, they have also had to defend their public health measures
and the subsequent economic repercussions those measures may have cre-
ated. In some instances, governments have failed to (expeditiously) recog-
nize the seriousness of the virus, while others have struggled to cope with
the fallout. Either way, authorities everywhere have faced unprecedented
scrutiny. As a result, various types of malicious non-state actors have used
social media and messaging apps to capitalize on the situation and further
delegitimize governments. In some cases, they have provided goods and
services where the state has failed, while in other instances they have pro-
vided support for people and communities affected by strict public health
measures (Hegazi 2020; Heffes and Somer 2020). Strategically, this type
of activity serves at least two primary purposes. First, it delegitimizes and
undermines trust in governments and authorities in affected areas, sow-
ing distrust, chaos, and division. Second, it legitimizes whichever group
has stepped up to provide support while also reinforcing their extremist
narratives and recruitment strategies (Binetti et al. 2020; Daymon 2020).
Ilustrations of this kind of activity abound; consider these dispar-
ate examples. Al-Shabaab, al-Qaeda’s branch in Somalia, used vari-
ous platforms to blame the African Union Mission in Somalia and the
“international crusaders” for bringing the virus to Africa (Joscelyn 2020).
Likewise, Nigeria’s Boko Haram has suggested through audio record-
ings disseminated online that “infidels” such as Muhammadu Buhari,
the President of Nigeria, Idris Deby, the former President of Chad, and
Muhammed Issoufu, the President of Niger, are responsible for the virus,
which is God’s punishment against non-believers and secular Muslims
(Campbell 2020). In Afghanistan, the Taliban have taken a different ap-
proach, launching a public-health-awareness campaign, publicly signal-
ling via Twitter their willingness to co-operate with international health
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organizations, and using other online platforms such as WhatsApp to
share images of government health-care workers assisting patients (Kapur
and Saxena 2020). The Islamic State of Iraq and Syria (ISIS or Daesh, in
its Arabic acronym) has also tapped into social media and online pub-
lications to discredit governments, arguing that these governments have
intentionally withheld information on the virus from citizens, while
presenting themselves as a better alternative to imposed public health
measures (Phelan et al. 2020). Similarly, in Mexico, international criminal
groups and syndicates, such as the Gulf Cartel, have distributed aid boxes
in territories they control or seek to control bearing labels with the names
and logos of the different groups; these efforts are then promoted on so-
cial media (Binetti et al. 2020; Cordoba 2020). Similarly, videos showing
Alejandrina Giselle Guzman Salazar, daughter of drug lord Joaquin “El
Chapo” Guzman, providing aid packages to those in need were widely
circulated on Facebook (Jorgic 2020).

Far-right groups in Italy, Germany, the Netherlands, Austria, Spain,
Belgium, France, and elsewhere have undertaken similar strategies,
using social media to publicize their alternative economic support ef-
forts while espousing anti-government rhetoric, which in many cases is
also being supported by far-right nationalist parties to which they have
links (Youngs 2020). In the United States and Canada, far-right extremist
groups like the Proud Boys, the Three Percenters, and the Oath Keepers,
as well as other loosely organized or affiliated organizations, have used
social media and other fringe platforms like Telegram and Gab to fuel a
range of anti-government conspiracy theories. On the Telegram messen-
ger app, experts have also identified “accelerationists”—those who seek
to erode liberal democracy in order to develop white ethnostates—and
“ecofascists”—who extol genocidal solutions to environmental problems.
Both groups continually and openly discuss recruitment strategies, white
supremacy, and anti-government ideologies (Wilson 2020). That said,
conspiratorial messaging, hate speech, and extremist rhetoric is not ex-
clusive to the far right. During the pandemic, far-left movements—who
use the same social media, encrypted networks, and messaging apps to
spread their messages—have also capitalized on increased Internet usage
and pandemic-related hardships and anxieties to aggressively push popu-
list, anti-government, and anti-elite narratives. Often, this messaging is
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antisemitic, conspiratorial in nature, and rooted in pre-existing beliefs
that predate the pandemic. These include suggestions that Jews are part
of a white majority establishment set on exploiting people of colour, or
that Jews (and Israel) were involved in creating or spreading the virus and
profiting from the vaccines (Schwartz 2020; Rowe 2020).

While the majority of damaging and disruptive online discourse re-
lated to the pandemic is conspiratorial in nature, its underlying anti-gov-
ernment messaging not only suggests that government responses to the
pandemic are malevolent, but also that these fringe groups know the “real
truth” about the pandemic. As Neil MacFarquhar (2020) has written, the
pandemic has become a “battle cry” for US extremists: “various violent in-
cidents have been linked to white supremacist or anti-government perpe-
trators enraged over aspects of the pandemic,” including public health
measures ranging from mask wearing and curfews to stay-at-home orders,
state-wide lockdowns, and vaccine mandates and passports. Evidently,
undermining trust and confidence in governments has been a key strategy
of various groups who purport to be able to provide an alternative option.

Recruitment

Many of these same groups also use the pandemic as an opportunity to
recruit new followers to their cause, movement, and organization, recruits
who perceive these groups and their ideologies as “more capable or more
honest than . . . governments” (Bloom 2020). Echoing this theme, the
Soufan Center argued in April 2020 that “the fallout from the coronavirus
pandemic is likely to provide a boost to extremists from across the ideo-
logical spectrum. COVID-19 is a rare event that offers a range of terrorist
and extremist groups with an opening to bolster or promote their ideolo-
gies and narratives,” expanding their base as a result (Soufan Center 2020).

For instance, the ISIS-affiliated Al-Qitaal Media Center shared a mes-
sage in its online magazine suggesting that the virus is a divine punish-
ment and that only true believers are immune (Binetti 2020). Likewise,
ISIS has implied online that the virus is God’s punishment for anyone
who does not adhere to the group’s interpretation of Islam, suggesting that
individuals who join ISIS will develop a form of immunity (Qandil 2020).
In Indonesia, Malaysia, and the Philippines, reports suggest there has
been an uptick in ISIS propaganda and online recruitment efforts during
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the pandemic, with one expert explaining that “the group is actively re-
cruiting and indoctrinating supporters through online platforms such as
Facebook” (Lee et al. 2020). Al-Qaeda has also claimed the virus is an ex-
pression of God’s wrath, and a message to non-believers to turn (or return)
to Islam (Qandil 2020).

Far-right extremists are likewise trying to capitalize on the pandemic
for recruitment purposes. Groups including the Hundred-Handers and
the Nordic Resistance Movement in Europe have been spreading con-
spiracy theories, hate speech, and xenophobic propaganda to attract new
supporters (Dodd 2020). In fact, authorities in the United Kingdom have
suggested that right-wing extremist groups, even more so than religiously
inspired terrorist organizations, “have been much more pro-active during
the lockdown to try and reach young people” (Smith 2020). In July 2020,
the United Nations Security Council’s Counter-Terrorism Committee
Executive Directorate, whose member states include the United States, the
United Kingdom, Ireland, France, Norway, and Estonia, among others,
wrote in a “Trends Alert” that “extreme right-wing terrorist groups and in-
dividuals have sought to co-opt the pandemic, using conspiracy theories to
attempt to radicalize, recruit and inspire plots and attacks” (CTED 2020).
In Canada, researchers have also noticed a significant spike in engagement
with far-right extremist material online, with weekly searches for “violent,
far-right keywords” increasing by nearly 20 per cent following lockdowns
across a number of major Canadian cities (Britneff 2020). Researchers at
the UK-based Institute for Strategic Dialogue concur, finding nearly seven
thousand right-wing extremist channels, pages, and individual accounts
linked to Canadians across seven social media platforms, designed to
mobilize, recruit new members, broadcast disinformation, and harass op-
ponents, among other activities. Cumulatively, this content reached over
eleven million users worldwide (Davey, Hart, and Guerin 2020).

In sum, the pandemic’s toll since early 2020—reflected in such things
as economic turmoil, job losses and unemployment, physical and social
isolation, psychological, individual and communal hardship, political un-
certainty and instability, and increased online activity and engagement—
has created an ideal recruitment opportunity for many different types of
malicious non-state actors. Taking advantage of our collective situation,
various groups across the globe are broadcasting their message to an
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expanding online community, hoping to identify and attract potential
followers, broaden their appeal, and recruit new members along the way.

Inciting Violence and Intimidation

Finally, in addition to online efforts to delegitimize governments and re-
cruit new members, many of these same groups have also used cyberspace
during the pandemic to incite violence and intimidate opponents. For
example, ISIS has publicly urged supporters to carry out attacks on “over-
burdened health care systems in various Western countries” (CEP 2020),
while right-wing extremist groups in the United States and Europe have
used social media to encourage biological attacks using the virus itself,
with specific emphasis on the targeting of medical centres and minority
communities (Avis 2020). Early reports also suggest that much of the vio-
lence that occurred during the January 2021 Capitol riots in Washington,
DC, was openly and deliberately planned on far-right conspiratorial web-
sites and forums such as Parler, Gab, TheDonald, and MeWe. Analysis
conducted by Advanced Democracy found that over 80 per cent of the
top posts on TheDonald the day of the riots featured calls for violence
(Wamsley 2021). Likewise, the same researchers found that nearly fifteen
hundred posts during the week leading up to the riots were from QAnon-
related accounts. QAnon is a pre-pandemic, international, and largely far-
right conspiracy theory that suggests that a cabal of Democratic-leaning,
Satan-worshipping pedophiles are mobilized against President Trump
(see Argentino and Amarasingam, this volume). Many of these posts had
violent connotations and promoted acts of aggression. Similar videos
shared via TikTok generated hundreds of thousands of views (Wamsley
2021). Anna Schecter has suggested that “right-wing extremists” were
“using channels on the encrypted communication app Telegram to call
for violence against government officials on January 20 [2021],” the day
of President Biden’s inauguration, “with some extremists sharing know-
ledge of how to make, conceal and use homemade guns and bombs”
(Schecter 2021).

Research and reports suggest similar online discourse is also es-
poused in Canada, with a number of cases illustrating the dangerous,
sometimes deadly linkages between violent language online and physical
harm and attacks offline. For example, in Toronto in March 2020, Derek
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Soberal, a founder of the Occupy Canada activist group, filmed himself
on Facebook speaking about his political views before stabbing himself
multiple times and setting himself on fire near a gas station. Evidence
suggests his self-immolation was the result of his becoming engrossed by
COVID-19 conspiracy theories (Bell 2020). In another episode, in July
2020, Corey Hurren, a reservist in the Canadian Armed Forces, breached
the grounds of Rideau Hall with a loaded firearm; his intention was to
arrest and/or harm Prime Minister Justin Trudeau. Hurren had appar-
ently become fixated with QAnon conspiracy theories circulating online
and had expressed an inability to cope with the government’s lockdown
measures (Brewster 2020; Tunney 2021). Hurren, who pled guilty to seven
charges, was sentenced to six years in prison in March 2021 (Canadian
Press 2021). In addition, in December 2020, a Toronto man who regularly
posted antisemitic and racist conspiracy theories related to the pandemic
was arrested in what the Toronto Police Service described as their “biggest
single-day drug and firearm seizure” (Collen 2021). In his apartment, the
suspect, Daniel Dubajic, had nearly fifteen thousand rounds of ammuni-
tion, sixty-five firearms, and millions of dollars’ worth of narcotics. Also,
in January 2020, a Quebec man linked to social media accounts that re-
ferred to COVID-19 as a “scamdemic” urged Canadians to “start shooting
the police,” and he spoke about storming Parliament to “clean up house.”
He was arrested with eighteen firearms in his possession (Bell 2021). There
have also been other incidents in Western Canada with an apparent nexus
to online conspiratorial and fabricated information: a Calgary man used
Facebook to threaten purposefully spreading the virus to Indigenous
communities (Fletcher 2020), and a Vancouver man attacked a ninety-
two-year-old Asian Canadian (suffering from dementia) while shouting
anti-Asian slurs related to COVID-19 (Young 2020).

These and other incidents point to the potential for online hate speech
and conspiracy theories to motivate extremists to conduct or participate
in acts of violence, a trend that long predates the pandemic. The differ-
ence today, however, is the way the pandemic itself, along with societal re-
sponses to COVID-19, have seemingly amplified these concerns. Indeed,
the sheer volume of extremist content available online and the number of
platforms used to spread it grow daily.
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Potential Impacts on Canada’s National Security

Over the last number of years, the Government of Canada has undertaken
a range of efforts designed to address and curb dangerous online activ-
ities. These include supporting initiatives like Tech Against Terrorism—a
consortium designed to create a digital repository to notify companies
when new terrorist content is detected—as well as the Youth Summit on
Countering Violent Extremism Online. More recently, and specifically in
response to COVID-19, the federal government also allocated $3.5 million
in funding to “amplify the current efforts of eight organizations supporting
citizens to think critically about the health information they find online,”
with an emphasis on identifying mis- and disinformation as well as racist
and misleading information related to the pandemic (Canadian Heritage
2020). We also know that Canada’s security and intelligence community
is aware of and continuously tracking these emerging and evolving threats
and the risks they pose. An April 2020 briefing note, for instance, pre-
pared by the Canadian Security Intelligence Service (CSIS) and obtained
by Global News noted that “ideologically motivated violent extremists and
others are using the COVID-19 pandemic as an opportunity to promote
disinformation and alternative narratives regarding both the cause of the
pandemic and potential societal outcomes” (Bell 2020). Furthermore,
CSIS Director David Vigneault said in February 2021 that “COVID-19 has
created a situation ripe for exploitation by threat actors seeking to cause
harm or advance their own interests. With many Canadians working from
home, threat actors are presented with even more opportunities to con-
duct malicious online activities” (Vigneault 2021). Likewise, the Canadian
Centre for Cyber Security recently wrote that “cyber threat actors are tak-
ing advantage of people’s heightened levels of concern and legitimate fear
around COVID-19, trying to spread misinformation and scam people out
of their money or private data” (CCCS 2020).

And yet the actual national security implications of these online
activities during the pandemic are still not well understood. This is no
fault of Canada’s security and intelligence community; rather, it simply
reflects the fact that the threat environment (including the pandemic it-
self) is evolving and unfolding in such a way that it risks outpacing the
government’s ability to assess, act, and preempt emerging concerns. What
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is more, COVID-related conspiracy theories and the online (and physical)
activities that stem from them are far from having run their course. These
and other as yet unforeseen security challenges will continue to emerge in
the coming months and years. Also, while Canada’s security and intelli-
gence community does have a vital role to play in investigating and sup-
porting broader government and law enforcement efforts to counter sec-
urity threats stemming from the various challenges explored in this chap-
ter, these same agencies cannot (and should not) counter the expression
of public or individual opinion, however disagreeable these opinions may
be to the vast majority of Canadians. As other contributors to this volume
have noted, Canada’s response to the social, political, and ideological chal-
lenges spurred by COVID-19 requires activities that go well beyond those
reserved for the security and intelligence community, including providing
counter-narratives, supporting marginalized communities, establishing
deradicalization programs, and otherwise facilitating activities that ad-
dress the underlining factors that contribute to individual discontent and
the growth of extremist mindsets, including systemic racism, economic
inequality, and polarizing electoral processes.

In terms of Canada’s national security—and in light of the govern-
ment’s prioritization of curbing the spread of the disease and launching
large-scale inoculation campaigns across the country—terrorist organiza-
tions, right- and left-wing extremist movements, and criminal syndicates
will not only continue pursuing the online strategies identified in this
chapter, but will also likely continue developing, improving, and adjusting
their activities in order to capitalize on the post-COVID environment.
In other words, as the pandemic evolves, so will the online narratives
peddled by various threat actors. Regardless of the situation, malicious
groups will find ways to pivot, adapt, and exploit people’s insecurities, the
unknown, human suffering, and other epistemic, existential, and social
factors that contribute to individuals’ susceptibility to destructive and in-
accurate information. That said, Canada’s security and intelligence com-
munity should pay particular attention to online activities engineered to
undermine the Government of Canada, to recruit new members to ter-
rorist organizations and extremist groups, and to incite or motivate acts
of violence. These online trends are proliferating worldwide, and Canada
is no exception.
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The Internet will remain a favoured domain for dangerous non-state
actors and individuals to carry out their work and achieve their objectives.
From our perspective, these are still early days in terms of dealing with the
pandemic and addressing its collateral damage, including its effect on ma-
licious online activity. There have already been numerous arrests across
Canada of individuals who have made online threats against journalists,
politicians, and public health officials (Montpetit 2020), and the environ-
ment remains rife for increased extremist activity and real-world physical
attacks. Furthermore, exogenous factors, including a fragile Canadian
(and global) economy, continued lockdown measures across the country,
a seemingly permanent shift to the amount of time we all spend online,
and a new and untested US administration, point to a range of potential
trigger points that could lead to heightened levels of malicious online ac-
tivity. In our view, the key themes covered in this chapter—delegitima-
tion, recruitment, and incitement—represent the three most common and
deleterious trends related to extremist use of the Internet to have been
exacerbated by the COVID-19 crisis. Ongoing and more comprehensive
research and analysis will be required to fully understand and respond to
the ways in which the Internet has been weaponized during the pandemic.
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(# 50658-10054), and one from the Department of National Defence’s
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NOTE

1 Generally speaking, the term “disinformation” is used to describe intentional —
often strategically designed—attempts to shape the information environment and
to mislead and confuse individuals. Similar to, but distinct from, disinformation
is “misinformation,” which tends to describe untrue or misleading information
disseminated without the intent to deliberately mislead people or maliciously shape the
information environment.
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Introduction

Recent years have brought attention to the relationship between the econ-
omy and national security. Canada experienced an era of protectionism
in the 1960s and ’70s before turning to free trade from the 1980s to the
2000s. However, concerns over the security implications of state-owned
enterprises, foreign investment, and joint ventures have increasingly
raised questions over the appropriate role of Western governments in pro-
tecting elements of the economy with strategic or national importance. In
this context, the security of supply chains was already under discussion
before the COVID-19 pandemic reached Western countries in early 2020
(CSE 2018; Farrell and Newman 2019; Williams, Lueg, and LeMay 2008).

The sudden shortage of supplies experienced in Canada during the
pandemic, especially in the first few months, reveals shortfalls in how the
country manages its supply chains, both domestically and internationally.
Experiencing a surge in demand for certain products but cut off from
many of its sources abroad, Canada struggled to maintain food security
and protect vital workers in the health sector. Importantly, these issues
represent more than an inconvenience—they show that supply chains are

51



vital lifelines upon which Canada’s well-being and national security in-
creasingly depend.

This chapter explores these issues using two case studies to understand
the pandemic’s impact on supply chains—one where adaptation challen-
ges proved difficult (manufacturing personal protective equipment) and
another where the sector proved to be more resilient (food and agricul-
ture). The chapter then evaluates Canada’s policy response to supply chain
disruptions and makes preliminary policy recommendations. It concludes
by noting that in an era of adversarial geo-economic strategies, both the
government and private sector must do more to prepare supply chains for
additional long-term global disruptions.

Supply Chain

Generally, “supply chain” refers to the production flow of a good or ser-
vice, starting from raw components and ending with the delivery of the
final product to the consumer. To maintain this production flow, a com-
pany will create a network to move the components from suppliers to the
end-user (adapted from IBM n.d.). The advantage of the supply chain is
that when done efficiently, it helps both manufacturers and retailers re-
duce excess inventory, which in turn reduces costs associated with pro-
duction, shipping, insuring, and storing goods and services (Perkins and
Wailgum 2017).

As the nature of the supply chain is globalized, critical infrastructure
systems are vulnerable to shocks from global events such as natural dis-
asters, accidents, national instability, and, of course, epidemics and pan-
demics. A disruption in a single country may seriously impact a well-inte-
grated, “just-in-time” approach to supply chain management worldwide.
Governments recognize the security risks to such global vulnerabilities
and incentivize local companies to make their supply chains more resilient.

We define resiliency in this chapter as a capacity for successful adap-
tation in the face of disturbance, stress, or adversity. One way to achieve
this is to create redundancies (being able to obtain key components from
more than one source or stockpiling others). Some democracies, such as
Denmark, Japan, and the United States, encourage their domestic firms
to return to producing goods in their home countries (Nuttall 2020). In
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other cases, states are placing limits on certain activities, such as pre-
venting takeovers by foreign companies in areas deemed strategic. For
example, in April 2020, the Government of Canada announced that it
was now subjecting “certain foreign investments into Canada to enhanced
scrutiny under the Investment Canada Act” (ISED 2020). These invest-
ments include those into Canadian business related to “public health or
involved in the supply of critical goods and services to Canadians or to
the Government” due to national security risks. However, efforts to pre-
vent further takeovers of Canadian companies should be understood as
an emergency stopgap measure to prevent further weakening of sectors in
disarray, rather than a genuine effort to promote resilience in Canadian
supply chains and manufacturing.

Regardless of the steps taken before COVID-19, analysis of the supply
chains in the following case studies reveals that Canadian supply chains
struggled to adapt once the pandemic hit for five key reasons: a lack of
manufacturing and production capacity; short time frames; non-diversi-
fied sources for materials and consumers; vulnerabilities to global disrup-
tions; and a lack of redundant systems in place. Nevertheless, the pan-
demic did not impact all sectors evenly Indeed, while Canada struggled
to obtain personal protective equipment, the agriculture and food sector
managed to adapt faster and more comprehensively. The following two
sections outline the experience of both sectors and provide a brief com-
parison to help inform future policy decisions.

PPE: Health and Manufacturing Sectors

The outbreak of the COVID-19 pandemic in Canada caused an extra-
ordinary surge in demand for personal protective equipment (PPE) that
domestic and international suppliers could not match. As a result, many
Canadian health-care providers, front-line workers, and vulnerable popu-
lations lacked sufficient quantities of PPE as the pandemic took hold. This
section explores why.

Manufacturing Capacity

At the onset of the pandemic, no factories produced N95 masks in Canada
(Tumilty 2020). As a result, foreign restrictions and competition impact-
ed Canada’s access to the supply of this needed resource (Silcoff 2020).
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Moreover, pre-COVID-19, Canada’s international supply chain for PPE
relied primarily on a few manufacturers based in the United States and
China and did not have the mechanisms in place to counter disruptions
(Dyer 2020; Linton and Vakil 2020). Canada could only procure 0.2 per
cent of its required PPE from domestic sources, placing tremendous pres-
sure on the country’s health-care sector (Blatchford 2020).

To address the domestic shortage, both federal and provincial govern-
ments turned to emergency measures, investing in domestic companies
to retool and develop Canadian PPE manufacturing capacity to meet de-
mand. For example, investments from the federal and Ontario govern-
ments helped open a 3M production line to manufacture new N95 masks
in Brockville, Ontario, which reportedly will supply 100 million masks
annually over five years (Canadian Press 2020). Similarly, Medicom, a
Quebec-based mask producer that previously had no manufacturing cap-
acity in Canada, received funds from the federal government to produce 20
million masks in Canada (Blatchford 2020). As a result of the above invest-
ments, in September 2020, Navdeep Bains—the Minister of Innovation,
Science and Economic Development—remarked that Canada is now buy-
ing almost half its PPE from domestic manufacturers (Blatchford 2020).

Another challenge was certification: just because a factory switches
from producing cars or shirts does not mean it can produce medical-grade
PPE. Certifications ensure that PPE meets specific standards and ensures
that it does not allow blood and other liquids through the fabric. As such,
certifications are not easily given, particularly in non-certified plants
(Oved 2020). However, on 18 March 2020, the government announced
that it was expediting authorizations at no cost to manufacturers (PHAC
2020). However, while these efforts brought more PPE manufacturers on-
line, access to materials needed to make PPE remained a problem.

Lack of Diversity for Supply and Source Material

Pre-COVID-19, Canada’s international supply chains for PPE prioritized
cost over potential supply disruptions. This choice resulted in a concen-
tration of suppliers that could not meet the country’s needs after the onset
of the pandemic. Canada’s heavy reliance on single-sourcing methods
in a small number of factories, primarily based out of China and the
United States, was arranged to save costs. The disruptions experienced in
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China-based supply chains in the early weeks of the pandemic demon-
strate the downside of prioritizing cost over reducing risk. Procurement
and supply fulfillment took on a “Wild West” nature, whereby confirmed
orders of PPE were redirected to higher bidders (Flanagan 2020).

Importantly, however, it was not just masks that were affected, but
also the materials used to produce them. With the shortage of N95 masks,
states turned to importing polypropylene meltblown non-woven fabric
(commonly referred to as meltblown fabric), a polypropylene resin prod-
uct. Indeed, the shortage of this product was arguably the biggest con-
straint in the procurement process for masks.

Canada was forced to outsource meltblown fabric for two reasons.
First, Canada’s production capacity of polypropylene is not high; this was
not necessarily due to a lack of local resources, but rather to a market-driv-
en cost-cutting decision resulting in an increasingly asymmetrical trade in
polypropylene. Second, the production of meltblown fabric is an exacting
and complicated process. A single machine needed for the manufacturing
process takes five to six months to produce and another month to assemble
(Feng and Cheng 2020; Oved 2020). Considering these constraints, most
companies choose to import polypropylene and polypropylene-related
products from foreign countries. Unfortunately, the Chinese government
banned the exports of meltblown fabric in early February (Subramanian
2020). Thus, countries like Canada were left without masks or the ma-
terials to make them. This supply shortage suggests that a close trading
relationship may serve short-term economic interests, but it hinders the
manufacturing sector’s ability to be self-reliant in an emergency.

China was not alone: at least sixty-seven other countries placed restric-
tions on the export of PPE and materials needed for PPE production in the
first weeks of the pandemic (Reynolds 2020). This included the European
Union, which followed Taiwan’s lead and banned all exports of PPE in
March 2020, impacting hospitals in Toronto and southwestern Ontario
that relied on one 3M plant in the United Kingdom for masks (which,
despite Brexit, was still subject to EU rules at the time). This move raised
concerns that by the end of March 2020, some areas of Canada would be
down to two weeks” worth of PPE (Oved 2020).

Canada narrowly avoided another major disruption when the
Trump administration reversed a halt order placed on the export of
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3M-manufactured PPE to Canada and Latin America under the Defense
Production Act (BBC 2020). While 3M appears to have argued against the
order, media reports indicate that the Canadian government resorted to
threatening US supply chains by cutting off Canadian exports in the event
the country is cut off from American PPE (MacCharles 2021). Had these
steps not worked, Canada would have had very few mechanisms left to
meet the demand for PPE.

Short Time Frame

Canada’s dependence on international suppliers operating with short lead
times on order fulfillment meant that when countries enacted policies to
halt exports and stockpile supplies, Canada could not respond to supply
disruptions. Somewhat ironically, several disruptions were caused by at-
tempts to ensure quality. For example, complaints from some Western
countries about the poor quality of PPE from China resulted in the
Chinese government clamping down on exports, requiring manufactur-
ers to obtain certification through a national registry and documentation
proving it meets the importing country’s standards (Reynolds 2020).

Finally, even when internationally based PPE and manufacturing sup-
plies were available, transportation to bring these goods into Canada was
also disrupted. In the early days of the pandemic, the cost of air cargo rates
doubled and, in some cases, tripled. This increase was due to plummeting
travel demand, and the fact that passenger planes often carry freight as well
as passenger luggage (Reynolds 2020). High prices continued throughout
2020 due to both an increase in e-commerce and, in the later part of the
year, shipments of vaccines throughout the world (Nebehay 2020).

Lack of Redundancy

Finally, it is worth noting that once international options were no long-
er available, Canada did not have alternative options or redundancies in
place that could have helped to manage the transition from importing to
manufacturing its own PPE. On paper, the most important alternative
is the Canadian National Emergency Strategic Stockpile (NESS), a gov-
ernment-managed PPE stockpile dispersed across numerous warehouses
and depots in Canada (Dyer 2020; Laing and Westervelt 2020; Leo 2020).
Importantly, NESS is not considered part of the regular PPE supply
chain; rather, it is part of an emergency stockpile intended to temporarily
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provide critical sectors and key customers with PPE in case of a disruption
at the manufacturing or distribution levels. While the NESS was activated
in early 2020 to counter the supply shortage and demand surge caused
by the COVID-19 pandemic, it was immediately apparent that it could
not fully meet the PPE demands of the health-care sector and vulnerable
populations.

There are numerous reasons why this failure took place. First, NESS
was clearly unprepared to cope with an event like COVID-19. The stock-
pile, created in 1952 in a Cold War context, was designed for natural dis-
asters and violent extremist attacks, not backing up provincial health-care
systems in the event of a major and sustained pandemic (Tumilty 2020).
Moreover, the NESS has a regular staff of only eighteen people, and an
annual budget of about $3 million, although both the Harper and Trudeau
governments reportedly routinely failed to spend that much (Dyer 2020).

Finally, in recent years, the Public Health Agency of Canada (PHAC)
decided to shrink the NESS from eleven warehouses in nine cities to eight
warehouses in six cities. As part of this this downsizing, PHAC threw
away 2 million N95 masks and 440,000 medical gloves that had been
expired for years (Leo 2020; Tumilty 2020). This suggests that officials
had not only stored expired equipment for sustained periods—they also
lacked any plan to cycle supplies out of the stockpile prior to expiration
(Leo 2020). This was likely complicated by the lack of a comprehensive
inventory management system capable of monitoring incoming and out-
going supplies, meaning that exact stock levels and needs were at times
unknown (Laing and Westervelt 2020; Leo 2020).

Agriculture and Food Sector

The COVID-19 pandemic exposed both the fragility and resiliency of
Canada’s food supply chain. The pandemic changed consumer purchasing
behaviours, which in turn created challenges in agriculture production,
food processing, and distribution. In addition, Canadian producers and
businesses had to adapt to the Government of Canada’s protective meas-
ures, which caused significant disruptions in the accessibility and afford-
ability of food products. In this way, both domestic and international
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factors contributed to disruptions in the food supply chain, although the
majority of the disruptions were domestic in nature.

Manufacturing/Production

When provincial governments imposed mandatory closures on busi-
nesses, the demand for some products quickly diminished (Israelson
2020). For example, what would usually be a steady demand for potatoes
suddenly dropped as restaurants no longer regularly served french fries
(Israelson 2020). Instead, as consumers were largely at home, there was in-
creased demand for comfort foods such as peanut butter (Israelson 2020).
Additionally, with growing concerns about outbreaks in meat packaging
and processing plants, some consumers began to purchase meat directly
from local farmers (Tucker 2020). To manage the shift in demand, the
Canadian Food Inspection Agency made a number of temporary changes
to the regulations surrounding the labelling and packaging of food, mak-
ing it easier for items originally destined for restaurants, hotels, and other
entertainment venues to be sold at retail (Hobbs 2020). In addition, some
farmers quickly adjusted to what consumers wanted: fresh local produce
and meat rather than their usual products, which they may have lost con-
fidence in due to the pandemic (Hobbs 2020; Tucker 2020).

Some international factors contributed to a change in supply as well.
For instance, border restrictions between the United States and Canada
directly affected the availability of temporary foreign workers during the
2020 growing season. The restrictions put in place by both countries at
the onset of the pandemic created confusion among these workers about
whether they were permitted into the country (MacGregor 2020). The
noticeable decrease in human labour affected Canadian harvesting. The
government ultimately permitted temporary foreign workers entry into
Canada and put in place measures to expedite the screening process
(Statistics Canada 2020). Those measures included waiving some recruit-
ment requirements, prioritizing key positions, and increasing the employ-
ment duration from one to two years for workers in the low-wage stream as
part of a three-year pilot (Statistics Canada 2020). These proved to be a suc-
cessful remedy to labour shortages among Canadian farms (Sheldon 2020).
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Lack of Diversity

There is a lack of diversity in Canada’s food chain in at least two respects.
First, Canada is heavily dependent on both exports and imports from
the United States. In 2016, that country accounted for 50 per cent of all
Canadian agriculture and agri-food exports, as well as approximately 60
per cent of the value of Canadian food imports (Agriculture and Agri-
Food Canada 2020; Hobbs 2020). The United States is a net importer of
Canadian beef and cattle, while Canada imports seasonal food, such as
fresh produce, from the United States and Mexico. For this reason, border
closures posed a serious risk to the food supply chain, particularly in the
first weeks of the pandemic. By the end of March 2020, the Canadian Food
Inspection Agency (CFIA) activated its business continuity plan, prioritiz-
ing activities related to food safety to facilitate trade across the closed bor-
der. These activities include food safety investigations and recalls, animal
disease investigations, inspection services, export certification, import
inspection services, emergency management, and laboratory diagnostics
in support of the above (CFIA 2020; Hobbs 2020).

The second issue is the small number of large food manufacturers
within Canada. A concentration of production left few alternatives when
there were outbreaks of COVID-19 in these production facilities, which
made it challenging to meet the demand for perishable items and frozen
foods (Aday and Aday 2020; Holland 2020). Holland (2020) specifically
points to the concentration of meat processing plants as an example of
this issue. She notes that two plants in Alberta are responsible for over 70
per cent of Canada’s beef processing capacity. Writing in June 2020, she
observed that

Cargill’s High River facility closed on 20 April for two weeks,
reopening with reduced production levels, and the JBS plant
in Brooks has cut its production by half. Potential shortages
are anticipated to be only short-term for consumers but this
decrease in beef supply has already led major buyers, like
McDonald’s Canada, to begin importing beef to meet their
needs. (4-5)
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Short Time Frame

Concentration in the agriculture and food sectors within Canada is a con-
cern not only for food trade and production, but also for distribution. As
Hobbs (2020) notes, the food retailing sector in Canada “is dominated
by large, concentrated supermarket chains with significant buying power
and an emphasis on cost efficiencies.” Those chains rely on “just-in-time”
approaches to delivery, which have increased efliciencies but resulted in
short-term problems during the pandemic. For example, transport logis-
tics were also disrupted by the pandemic, as companies could not deliver
certain food items on time or in large quantities, hampering companies’
ability to ensure food accessibility for their consumers. Given the geog-
raphy of Canada and its dispersed population, food supply chains tend to
be long and heavily dependent on well-functioning, long-distance road
and rail transportation networks (Hobbs 2020). For the most part, how-
ever, Hobbs assesses that these supply chains were able to adjust rapidly
“to the demand signals from consumer markets with increased product
flows,” and as such, the short-run problems of shortages eased.

Domestic disruptions in production also lead to disruptions in the
international market. Typically, trucks travelling to the United States are
full of Canadian-manufactured goods, such as automotive and meat prod-
ucts (Reuters 2020). However, Canada’s largest beef, cattle, and automotive
plants temporarily closed to prevent COVID-19 outbreaks, and, as a result,
drivers drove empty trucks to the United States to import fresh produce
(Castaldo 2020; Hill 2020; Neustaeter 2020).

Lack of Redundancy

Ultimately, the agriculture and food sector was able to adapt to the chal-
lenges posed by the pandemic faster than the manufacturing sector.
Unfortunately, this does not mean that Canada is protected from future
disruption or pandemics. Nor does it mean that Canada’s agriculture and
food sector has the necessary redundancy built into its systems to with-
stand other disruptions. When dealing with perishable foods over short
time frames, there are vulnerabilities in this heavily concentrated sector
that may yet manifest in future emergencies or crises.

Although food resiliency is not truly redundancy, it is worth noting
that Canadians who are food insecure cannot be resilient. Unfortunately,
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food banks were severely affected by the pandemic due to an increase in
demand and the above-noted challenges with food distribution and sup-
ply. In response, the Canadian government released a $100-million emer-
gency fund to support food banks, transport food to distribution centres,
and provide basic necessities to food-insecure households (Agriculture
and Agri-Food Canada 2021). While this is an effective strategy to sustain
food bank operations, not all communities have the capacity to take full
advantage of these funds (Leblanc-Laurendeau 2020). Specifically, some
people have expressed concern that many communities are not part of
“strong local and regional food systems,” nor do they have the logistical
support required to supply food among their citizens (FEHNCY 2020).

Analysis and Sector-Specific Recommendations

Although major disruptions impacted both the manufacturing and the
food and agriculture sectors during the COVID-19 pandemic, they did
not impact them evenly. The agriculture and food sector was affected, but
not to the same extent as the manufacturing sector. What explains this
difference? Some reasons are readily apparent. For example, while each
supply chain was disrupted, we also saw a sudden surge in the demand for
PPE. Additionally, farmers and grocery chains familiar with the environ-
ment and with Canadian consumers had the knowledge and capacity to
adapt to the new market within weeks. PPE suppliers and manufacturers,
however, found themselves in a geopolitical competition; products were
sold and sent to unknown highest bidders at a time when global transpor-
tation logistics were in disarray.

There are no doubt other explanations, such as the level of government
involvement in each sector. The federal government regularly intervenes
in and regulates supply chains within the agriculture and food sector, and
it is familiar with its operations. This familiarity likely assisted the govern-
ment in making changes to rules and regulations, such as those surround-
ing foreign workers and product packaging. In contrast, the evidence pre-
sented in this chapter suggests that, before the pandemic, the government
was unfamiliar with the manufacturing sector as it relates to PPE, despite
the SARS pandemic that hit Canada seventeen years earlier. In this sense,
it could neither make quick changes nor understand the impact of certain
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decisions (such as those related to quality management) concerning access
to PPE and related materials. If there is a success in the PPE story, it is that
Canadian officials were able to lean on their international counterparts to
ensure some level of supply—but we can hardly attribute this to govern-
ment knowledge of, or familiarity with, the manufacturing sector.

All of this suggests that the government needs a better understand-
ing of the manufacturing landscape in industries where disruptions—no
matter how remote the possibility—could seriously impact the health and
well-being of Canadians and the Canadian economy. It should work with
industries to develop an awareness of the production capacity of compan-
ies that can produce critical products within our borders and their limita-
tions (Dai, Bai, and Anderson 2020). It should also work with stakeholders
to map risk in the form of dependencies and interdependencies. Businesses
should be encouraged by government authorities and regulators to look
beyond local and domestic factors toward their entire supply chains
(Sodhi and Tang 2009) and cross-sector relationships like transportation
(Golan, Jernegan, and Linkov 2020). Finally, Canada would benefit from
developing international standards for PPE and other medical equipment
(Ciuriak 2020). Such standards would not only assist in the rapid procure-
ment of goods and materials in an emergency, but they could also help
improve the production of PPE and medical devices worldwide.

Despite its relative success, the federal and provincial governments
should take steps to enhance the security of the agriculture and food sec-
tor as well. Governments should work with industry to improve storage
options that could keep a supply of food items that do not expire quickly
and are likely to be in demand during a crisis (Aday and Aday 2020). They
should also diversify Canada’s export market (Farm Credit Canada 2019;
Knutt 2020). In addition, Canada should maintain pressure on its trading
partners to ensure they uphold trade agreements and that borders remain
open, even in a crisis (Holland 2020). Finally, governments must better
understand which areas are experiencing food insecurity generally and
are consequently most likely to be hardest hit by another major disruption.
The attempt to build such knowledge should start with an improvement in
the way Canada collects data on food insecurity. Currently, provinces and
territories are not required to collect statistics on food insecurity, leading
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to inconsistent data upon which to make decisions (Pollard and Booth
2019; PROOF Food Insecurity Policy Research n.d.).

The Wider Context and Policy Recommendations

While the previous section provided some recommendations for each sec-
tor, this section outlines key lessons and issues that the federal government
should consider to secure Canada’s supply chains in a post-pandemic but
still uncertain future.

Recognizing the Limits of Co-operation

As noted in the introduction to this chapter, even before COVID-19,
Western countries have been rethinking supply chains and encouraging
their domestic companies to move manufacturing back home from over-
seas. There has also been discussion about Western countries working
together to create an alliance of democracies that can provide an alterna-
tive to countries like China when it comes to securing supply chains, par-
ticularly in relation to emerging technology (The Economist 2020; Reuters
2020). In this sense, Canada may be able to seize opportunities to work
with its allies on securing and diversifying its supply chains in key areas.

Unfortunately, Canada’s experience during the COVID-19 pandemic
suggests that its ability to depend on its allies in the crunch is decidedly
mixed. In the agriculture and food sector, Canada engaged in co-oper-
ation with its partners in terms of bringing in temporary foreign workers.
Additionally, in the early weeks of the pandemic, Canada signed an agree-
ment with twenty-two other countries, representing 63 per cent of global
exports and 55 per cent of global imports of agriculture and agri-food
products, to ensure that international co-operation and trade continued
(Global Affairs Canada 2020; World Trade Organization 2020). Although
there were problems, there appears to be a certain level of willingness to
work through food and agriculture issues at the international level.

The same cannot be said for PPE. This chapter makes clear that
Canada’s closest allies—the United States and the European Union—were
willing to turn their backs on Canada and restrict PPE exports. There is
no evidence that Canada would not have done the same were its position
reversed. However, the restrictions imposed do raise questions about the
strengths of Canada’s international treaties and agreements. Indeed, it
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would not serve Canada’s interests to see a surge of nationalist or isolation-
ist economic policies in the post-COVID-19 world. However, Canada’s ex-
perience suggests that when it comes to supply chains, policy-makers need
to rethink some of the assumptions about trade and global co-operation
the country has relied on for the last four decades. For example, appre-
ciating that international agreements may not hold up in a global crisis
should inspire more long-term thinking about emergency preparedness,
stopgap measures, and redundancy in security and supply chain strategies.

Planning for More Long-Term Global Disruptions

Although government departments and agencies have business continuity
plans, it is clear that they never anticipated worldwide disruptions lasting
for two years. Nor did these plans consider supply chains. These assump-
tions are not entirely unreasonable—few (if any) countries appear to have
had adequate policies in place for a pandemic like COVID-19. For now, it
is more important to consider whether governments and private indus-
try need to be more creative in their business continuity and emergency
planning. Predictions that pandemics may become more common in the
future (BBC 2021; Tollefson 2020) suggest that both governments and
businesses should be considering plans for long-term disruptions. Indeed,
beyond pandemics, given the anticipated changes in weather patterns due
to climate change, an increase in geopolitical rivalries, and vulnerabilities
coming from dependencies and interdependencies in our increasingly on-
line and interconnected societies, Canada and its supply chains will face
greater levels of uncertainty in the future. All of this speaks to a need for
both the public and private sectors to take a much more coordinated and
ambitious approach to conducting “all-hazard” risk assessments that can
estimate the level and likelihood of events that may cause disruptions in
the future as a result of natural hazards, accidents, and deliberate mali-
cious acts.

Appreciating the Potential and Limits of Technology

Part of the effort to create more resilient and agile supply chains will in-
volve investments in technology. Advances in artificial intelligence and
robotics mean that the factories of the future will feature higher levels
of automation, resulting in the need for less employees working in close
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contact. These changes should result in a more hygienic production of
goods, as is needed during a pandemic.

In the future, artificial intelligence and machine learning will also
help companies adjust their supply chains, improving their overall agility
and ability to respond to disruption (Momani 2020). For example, com-
panies may be able to sense and understand changes in market demand
earlier. It is also likely that the pandemic will bring about changes in the
way Canadians order and receive online goods. The food supply chain
may change with the creation of highly autonomous food warehouses
that deliver groceries and other goods directly to customers. Additionally,
some studies estimate that automation could increase productivity by 25
per cent by automating tasks like loading/unloading, placing, and pack-
aging goods (Igbal, Khan, and Khalid 2017). Finally, more automation
would have helped to manage Canada’s outdated and woefully inadequate
NESS—and, if implemented, could help prepare the NESS for future emer-
gencies and crises. Indeed, the application of technology to the NESS may
help better align it with Canada’s emergency-management framework.

At the same time, planners in government and business need to ap-
preciate the limits of technology. Had such developments been in place
in early 2020, it is unlikely that Canada’s situation would have been con-
siderably better. Canada experienced challenges due to closed borders and
limits on supplies—something automation and artificial intelligence may
help to predict but not necessarily remedy in a hurry. Further, while tech-
nology may improve the agility of Canadian businesses, it likely cannot
fix a situation in which sixty-eight countries impose export restrictions on
needed goods at the same time.

Economic National Security Strategy

As noted at the beginning of this chapter, the Canadian government has
sought to extricate itself from business for decades, believing that the
market should resolve key supply, demand, manufacturing, and produc-
tion questions. However, in the last decade, thanks to concerns arising
from foreign investment and from acquisitions by foreign state-owned
enterprises, there is growing awareness of how economic decisions affect
Canada’s national security interests (CSIS 2021). Any such discussion of
Canada’s national security posture or emergency planning post-pandemic
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must consider supply chain management. The best way to accomplish this
is to develop an economic national security strategy, one that identifies
those elements of the economy that are most relevant to national security
and establishes what level of state involvement in the economy govern-
ment and businesses will accept.

Conclusion

Generally, the literature on supply chains emphasizes the need for com-
panies to fully map and diversify their supply chains and create redun-
dancy to manage economic and financial risks. This risk management
approach should consider these issues in terms of both economic and
national security and emergency management. Ideally, a resilient system
should be able to maintain essential functions despite the double shocks of
a pandemic and the severe disruption to supply chains in the short term,
and to adapt and transform in the long term (Kruk et al. 2015). Policy-
makers need to create a platform for inter-sectoral dialogue, encourage
the transparent sharing of information about manufacturing capabilities
and bottlenecks, and stress test the system to identify vulnerabilities, fos-
ter innovation, and provide incentives for investment. These moves are
necessary to build and support resilient supply chains that will help secure
Canada’s vital supplies in an increasingly unpredictable world.

NOTE

1 This chapter is based on research conducted during the fall 2020 term by students in
the Critical Infrastructure Protection: Issues and Strategies class in the Infrastructure
Protection and International Security Program at Carleton University. It was compiled
and edited by Stephanie Carvin with the assistance of Jessica Davis.
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Getting the Politics of Protecting Critical
Infrastructure Right

Bessma Momani and Jean-Frangois Bélanger

Introduction

Canada has generally not been the target of cyber attacks, but these types
of threats must become a concern in the post-COVID-19 digitized world.
The digitalization of critical infrastructures should eliminate any sense
of complacency the country once had. Critical infrastructures include
energy and utilities, financial systems, food systems, transportation, gov-
ernment, information and communication technology, health systems,
water, emergency services, and critical manufacturing (Public Safety
Canada 2014); these are all vital components of our daily lives. Our move
to a digitalized world has been rapidly accelerated by COVID-19, pushing
Canada’s national security and intelligence community to be even more
vigilant about foreign and domestic cyber attacks. We note in this chapter
that critical infrastructure can be particularly exposed to cyber attacks
and therefore needs added policy attention. Some of these risks are further
complicated by the fact that Canada’s critical infrastructure has shifted
from public to private ownership and control, thereby adding multiple
operators, varied corporations with their own shareholder interests, and a
vast number of asset owners. As the federal government often shares the
public responsibility for keeping Canadians safe, getting the politics of
critical infrastructure protection right falls in its remit.
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A Case for Better Protection of Critical Infrastructure

Like many other aspects of our economy and society, critical infra-
structure is increasingly hyperconnected and now vulnerable to malicious
cyber attacks. While the universal challenge for many organizations is to
secure their information technology systems, the added and most import-
ant concern from a critical infrastructure perspective is to ensure that the
operational technology systems that effectively control their equipment
become smart and remote-enabled. Moreover, these operational tech-
nology systems are now reliant on software and hardware that are more
accessible and therefore penetrable by hackers (WEF 2020). Relying on
hyperconnected operational technology systems is problematic when some
critical infrastructure does not have manual backups. In a global survey of
approximately a thousand businesses, academics, and government experts
in 2020, cyber attacks on critical infrastructures ranked fifth on the list
of global risks (WEF 2020). Moreover, in a survey of nearly two thousand
global utilities’ technicians and administrators, more than half expected
a cyber attack on their systems within the year, a quarter reported having
been attacked, likely by a state actor, and nearly a third noted that cyber
attacks on their operational technology often goes undetected (Siemens
and Ponemon Institute 2019). In other words, the increased connected-
ness of critical infrastructure to the Internet of Things and other digitized
infrastructure will complicate things further (Khari et al. 2016). Critical
infrastructure has become the soft underbelly of cyber attacks, with dis-
proportionate impacts on citizens’ lives.

The Canadian Centre for Cyber Security (often known as the Cyber
Centre; see Robinson, this volume), in its 2020 National Cyber Threat
Assessment, made a direct risk assessment of Canada’s critical infra-
structure (CI) and found that “foreign state-sponsored cyber programs are
probing our critical infrastructure for vulnerabilities” (CCCS 2020a). The
same assessment noted that CI operators may be willing to pay millions
in ransom to resume operations—a not-so-subtle warning that CI systems
are indeed being attacked. The Cyber Centre report goes further and notes
that state-sponsored actors are “very likely attempting to develop cyber
capabilities to disrupt Canadian critical infrastructure, such as the supply
of electricity, to further their goals” (CCCS 2020a, 5). While the threat is
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constant, the Cyber Centre notes that the likelihood of state-sponsored
cyber attacks against critical infrastructure is low as long as “international
hostilities” are kept at bay (CCCS 2020a, 5). This is a crucial point. When
international conflict flares or escalates, as has been the case recently be-
tween Canada and China over the arrest of a senior Huawei executive, the
threat of an attack is then elevated. While state actors may not necessar-
ily want to target Canada, they are acquiring the capability and know-
how in case they need it in the future for political leverage. In light of
increased global tensions, especially between the United States and China,
and the rise of populist-nationalist regimes that have eroded international
co-operation and multilateralism, one cannot discount the fact that such
an uneasy context could spur a cyber attack on Canadian CI from venge-
ful state or state-sponsored actors (CCCS 2020a).

Cyber attacks by malicious states or non-state actors on critical infra-
structure could be catastrophic, potentially impacting millions. For ex-
ample, Russian-sponsored cyber attacks attempted to penetrate American
electrical systems in 2019 and have been tied to power outages in Ukraine
in 2015 and 2016. Iranian operatives were reportedly able to infiltrate the
computer system of a dam in New York in 2013. Perhaps the most famous
cyber attack on CI is Stuxnet, a joint US-Israel effort that successfully in-
serted malware in Iranian nuclear infrastructures, damaging many cen-
trifuges (Zetter 2014). The energy sector is not the only target, of course.
North Korea, for example, attacked the SWIFT banking system, leading
to millions of stolen dollars (Buchanan 2020). In late 2020, many news
outlets reported that the United States suspected Russia had gained access
to several US federal agencies’ systems, which included access to a power
grid. Russia was able to do so by operating a back door placed in a software
widely used in the federal US government (Sanger, Perlroth, and Schmidtt
2021).

It is important to keep in mind that cyber attacks can have widely
diffused consequences. Stuxnet’s impact, for example, included Iranian
critical infrastructure, but its spread infected other global systems as well.
Even companies like Chevron in the United States found the same worm in
their system (Kushner 2013). Stuxnet is not the only computer worm that
spread beyond its intended target. NotPetya, the malware developed by
Russia in the cyber attack against Ukraine, spread all over Europe, forcing
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Denmark’s largest export company, Maersk, to briefly shutdown its entire
operation. In the end, the virus’s path was wide, causing about $10 billion
dollars (McQuade 2019). As nation-states increasingly use cyber weapons,
we should therefore expect more spillover and collateral damage. As such,
the thinking behind the defence of critical infrastructure cannot rest sole-
ly on expecting a direct attack from technologically capable adversaries
or rivals.

While the most capable threat to CI comes from state actors, there is
increasing concerns that cyber criminals are also interested and willing to
attack CI for ransom. Sadly, a US Defense Information Systems Agency as-
sessment noted that when they conducted war games to test the resiliency
of their systems, only 4 per cent of operators had realized there was an
attack, with just 1 in 150 reporting the attempted attack; more often than
not, the phishing attempts were successful (Congressional Record 2000).
This led Congressman Rob Andrews, Democrat of New Jersey, to conclude
that

a properly prepared and well-coordinated attack by fewer
than 30 computer virtuosos, strategically located around the
world, with a budget of less than $10 million, could bring the
United States to its knees. Such a strategic attack mounted by
a cyber-terrorist group, either sub-state or non-state actors,
that is to say either terrorist groups that are not part of any
state or terrorist groups that are sponsored by a rogue state,
would shut down everything from electric power grids to air
traffic control centers. (Congressional Record 2000)

Canada and the United States are increasingly adept at tracing the origins
of an attack after the fact. The Cybersecurity and Infrastructure Security
Agency (CISA) and the US Department of Defense (DoD), for example,
are confident that they are able to trace back any cyber attack to its source
if asked to do so by the relevant state actors and agencies.

The question remains, however: What to do once the attacker is iden-
tified? Would Canada mount a counterattack against state or non-state
actors? Even if the damages were significant, how to disentangle the web
of actors involved? China, North Korea, and Russia, for example, use
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various proxies in the form of state-funded hacking groups (Stevens 2021).
While state agencies can likely pinpoint the origin of an attack, the chain
of certainty breaks down afterwards as to whether it was an independent
action from the group or commanded by state officials. When there is a
high chance of plausible deniability, as is often the case with cyber attacks,
states are less likely to want to counterattack.

As technological advancements in cyber capabilities progress and are
increasingly available to non-state actors, vulnerabilities in Canada’s CI
increase (Majot and Yampolskiy 2015). This is further complicated by the
move toward emerging technologies like quantum computing. While ex-
isting encryption methods can at times resist traditional cyber attacks,
the future of quantum computing, which follows the rules of quantum
physics, is making computers and cyber attacks more robust (Chen et al.
2016; Alagic et al. 2019). Quantum computers are faster and more sophis-
ticated, speeding up the process of decoding security measures such as
security keys. As some states develop their quantum capabilities sooner
than others, this technology will represent a powerful advantage. Our
critical infrastructure, and invariably our public safety and sense of na-
tional security, will be threatened by the “supercomputers” capable of
quantum cyber attacks by either state adversaries or malicious actors
(Herman and Friedson 2018). For example, if China or Russia develop
quantum computers able to dismantle cybersecurity measures, Canada’s
CI system will be exposed. Patching these vulnerabilities through new
and sophisticated cryptography will take considerable resources, exper-
tise, and political commitment. Moreover, much of Canada’s CI ecosystem
is further exposed because its designs are retrofitted for connectivity and
can be outdated (Ellinas et al. 2015, 5-6). In other words, these old sys-
tems are increasingly exposed in the era of quantum computing. While
the risks are high, it is also essential to be mindful of an important and
yet neglected concern that CI assets are often owned and supervised by
multiple stakeholders with varied regulatory responsibility and governing
authority (Slayton and Clark-Ginsberg 2018).

While citizens require access to critical infrastructure, the increasing
complexity of these systems requires improved government coordina-
tion. Ensuring technical resilience to a potential cyber attack requires a
multi-stakeholder approach synchronizing multiple levels of government,
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policy-makers from difference agencies, scientific and academic experts,
and the private sector. Indeed, Canadians’ well-being, as well as the
Canadian government’s effectiveness and cyber defences, are locked in
relationships of interdependence.

The pandemic provides the necessary disruption to attract policy-mak-
ers’ attention and to challenge conventional thinking about threats to
critical infrastructure. We have already seen that the pandemic has ex-
posed how the health sector is subject to cyber attacks, thereby noting the
gaps in the security of vital systems and information. Canadians expect
governments to be well-coordinated when responding to potential cyber
attacks and well-prepared to prevent exposure to critical infrastructure
systems’ technical vulnerabilities (CIRA 2018). Canadians presume that
they will have reliable and uninterrupted service and that governments
will maintain the integrity of CI systems. If a CI sector is disrupted,
the negative economic, political, and socio-psychological impact on
Canadians would be broad and impact millions (see Dynes, Goets, and
Freeman 2008, 15-16, for an American study of this issue). Officials need
to bridge the potential gaps in preparedness to withstand a cyber attack
on Canadian CI by working better with diverse communities of technical,
policy, and industry professionals. This includes identifying vulnerabil-
ities and developing intervention opportunities to pre-empt malicious
actors who would use cyber attacks to harm people living in Canada.

Getting the Politics of Protecting Critical Infrastructure Right

Canada’s history of governing critical infrastructure is unique and unlike
our southern neighbour, where many tend to look at the federal govern-
ment with skepticism. As Boyle and Speed (2018) note, Canada’s consti-
tutional framework has empowered the federal government to be more
active in coordinating a response to emergencies and external attacks.
This is an advantage Canada has over other federal systems. In this con-
text, Canada’s national security and intelligence community has an im-
portant role to play in ensuring the resilience of its interconnected critical
infrastructure.

Public Safety Canada is tasked by the National Cross Sector Forum’s
2018-2020 Action Plan for Critical Infrastructure and by the Emergency
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Management Act to take the lead. Public Safety has the necessary legis-
lative authority and is in the process of reviewing CI resilience, as per
the 2018-2020 Action Plan. However, it is hobbled by the fact that the
National Strategy for Critical Infrastructure was published in 2010 and
is, therefore, outdated. One way to secure Canadian infrastructure would
be to take stock of the rapid advances in technology and techniques de-
veloped in the last ten years and to revise the strategy accordingly.

Protecting critical infrastructure is also riskier because of the challen-
ges of policy coordination among multiple government agencies, gaps in
varying levels of authority and responsibility, and the information asym-
metry among various stakeholders. As former Assistant Deputy Minister
Andrew Graham, writing on Canadian critical infrastructure, put it, “re-
search to date would indicate that the federal government, while trying to
provide a form of general leadership and sharing platforms, lacks most of
the policy and operational clout to impose solutions, even when they are
known. It therefore tries to provide leadership in partnership with many
actors, a nascent effort” (Graham 2012, 2). In other words, there are limits
to what a solely technical solution can provide, as stakeholders often face
imperfect information, cognitive biases, and attribution and detection
failures. This is further complicated when stakeholders such as CI oper-
ators experience two-level problems, whereby organizational preferences
to stay quiet can be incompatible with the need to alert authorities (Bellé,
Cantarelli, and Belardinelli 2018; Head and Alford 2015).

In addition to the threat of cyber attacks by state adversaries and ma-
licious non-state actors, the complex network of stakeholders and deci-
sion-makers with varied levels of responsibility and authority also creates
vulnerabilities in Canada’s CI ecosystem (Bernstein 2009). This is com-
pounded by the diffuse nature of responsibility and authority over many
systems, as there is no centralization of control over a wide number of
stakeholders, from private industry owners/operators to provincial and
federal governments and regulatory bodies. This division of authority and
the multiple layers of responsibility challenge Canada’s emergency pre-
paredness to prevent and respond to cyberattacks (Boyle and Speed 2018).

Critical infrastructure insecurity also opens the door to cascading
failures. These governance challenges can further undermine Canada’s
ability to prevent and respond to cyber attacks. This is where the national
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security and intelligence community needs to ensure that gaps in gov-
ernance do not expose systems to foreign attacks. While citizens require
access to critical infrastructure to live secure and prosperous lives, the
increasing complexity of these systems means that stakeholders cannot
respond to threats without proper coordination. Moreover, threats are
distributed asymmetrically: some groups and communities are more vul-
nerable to critical infrastructure failures than others. Only governments
can best protect the most vulnerable from these failures.

COVID-19 and Critical Infrastructure

The COVID-19 pandemic, and the digital transformation it has accelerat-
ed, means that policy-makers must contend with a new landscape in which
non-state actors, both violent and peaceful, have access to technology that
can disrupt social, political, and economic life. Moreover, the pandemic
makes it necessary for the Canadian government to further assess the im-
pact of exogenous shocks on critical infrastructure, the opportunities this
type of event creates to attack CI, and the proper tactics to maintain secur-
ity. Large-scale disasters are often exploited for cyber attacks, for example,
and COVID-19 is a case in point. Recent meta-analyses have demonstrat-
ed a significant increase of cybercrimes and more advanced attacks since
the start of the pandemic (Aladenusi 2020; Williams et al. 2020). Attacks
on banking infrastructure have multiplied, for example, since the UK gov-
ernment announced relief funding for its citizens (Lallie et al. 2020, 6).
The health-care system in Canada, as in other nations, has been the target
of ransomware attacks during the pandemic (CCCS 2020b). Given the ser-
iousness of the situation and what it would mean for patients to delay their
treatments and the potential reputational damage hospitals would accrue,
many hospitals opt to pay the ransom (Hijji and Alam 2020, 7160; Lallie
et al. 2020, 13).

As cyber capabilities advance and as the connectedness of critical
infrastructure opens new vulnerabilities, threats increase. Some of these
risks are further complicated by the fact that Canada’s critical infra-
structure has shifted from public ownership and control to more private
control, adding multiple operators, varied corporations with their own
shareholder interests, and a vast number of asset owners. Private-sector
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operators, for example, may agree to pay small ransomware requests to
get their data returned or to access their systems if, from their perspec-
tive, the cost-benefit calculation makes complying with the demands
less costly. Moreover, there is an impulse in the normative shift toward
building resiliency by encouraging operators to self-govern. Governments
are increasingly investing in raising awareness and self-reporting but are
less interested in playing a heavy hand in terms of enforcement. As Boyle
(2019) explains, since Public Safety Canada started its Regional Resilience
Assessment Program, CI operators are asked to voluntary self-assess their
operations using a US-designed critical infrastructure resilience tool
(CIRT). This CIRT helps operators measure their own security, prepared-
ness, and mitigation strategies, and then compare these to other operators,
who could see how they measure up without disclosing potentially em-
barrassing vulnerabilities (also see Quigley, Bisset, and Mills 2017, 66-70).

The COVID-19 pandemic has also highlighted other difficulties in
securing and governing CI. Specifically, it has made salient the issue of
low-tech methods putting infrastructure at risk. The pandemic has forced
a massive and rapid shift of work and operations online for most private
and public entities. Companies, like Zoom, that were previously rela-
tively unknown outside of the business world are now household names.
Concurrently, this has led to an increase in the use of social-engineering
techniques to access critical infrastructure through the most vulnerable
access point: individuals operating from home. These are techniques where
the user, rather than the system, is the primary target (Carrapico and
Farrand 2020, 1111-12). Almost 80 per cent of known cyber attacks during
the pandemic have involved social-engineering techniques, which include
phishing and other email scams (Hijji and Alam 2020, 7153). The most se-
cure system is only as secure as the computer literacy and digital hygiene
of its operators. In other words, the more access points that cyber attackers
have to inflict damage on CI operators, the more the Cl is at risk. Platforms
like Zoom and Microsoft Teams, for example, have been targeted in part
due to the lack of users’ vigilance (Matthews 2020). Other factors are at play
as well. Online video conferencing such as Zoom, for example, have a lot
of their traffic directed through Chinese servers. This has raised Western
government and corporate fears that using Zoom might expose their data
and information to the Chinese government or corporate espionage.
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Conclusion

The federal government is in charge of, and accountable for, keeping
Canada’s critical infrastructure safe. In this context, there is a need for
better coordination across departments and agencies within the national
security and intelligence community, and between the public and private
sectors. A lack thereof has proven time and again to be the vulnerable
point in many attacks on critical infrastructure.

The COVID-19 pandemic has rung the alarm bell: we are, willingly or
not, moving online (Murugesan 2020). We are already at the next frontier;
it is now a question of how the Canadian government, and others, will
react. Another recommendation is, therefore, to leverage the pandemic to
reorganize how national security and intelligence departments and agen-
cies engage with the private sector. Canadians as a whole have a tendency
to think of cybersecurity in remote terms, something that is applicable
elsewhere but not here. Yet too many Canadians have been the victim of
Canada Emergency Response Benefit (CERB) fraud, for example, or have
had their information stolen from their banks. Cyber attacks are no longer
a faraway or speculative threat: they are now affecting us in the present
(Quigley, Bisset, and Mills 2017, 187). The current trend toward greater
privatization, on the one hand, and the distrust of government action, on
the other, must be bridged. Moreover, moving toward a more coordinated
and centralized cyber-response capability may be even more necessary
moving forward, given the reluctance of the private sector to adequately
invest in risk management (59-60). Lastly, we recommend the mandatory
use of tabletop exercises on attacks against CI to better inform operators
and governments of gaps in preparedness. While these are voluntary for
now, a greater uptake and involvement of CI operators would help keep
Canadians safe.

NOTE

1 This was discussed by officials from both agencies during the 2020 Homeland Defense
Academic Symposium, held by the North American Aerospace Defense Command and
US Northern Command from 1 to 3 December 2020.
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A Health Intelligence Priority for Canada?
Costs, Benefits, and Considerations

Jessica Davis and Alexander Corbeil

Introduction

International responses to the COVID-19 pandemic have been mixed.
Some states have responded effectively and proactively, while others have
lagged in their policy responses, with devastating consequences. A few
of these responses have incorporated surveillance techniques usually as-
sociated with national or international security in an effort to stop the
spread of this deadly disease. In Canada, to date, national security tools
and practices have not been used to track the spread of COVID-19 or re-
spond to the pandemic. While there have been some calls for expanding
the scope of Canada’s intelligence activities to include health intelligence,
the question remains whether Canadian intelligence institutions should
treat health events as intelligence priorities. Greater integration and in-
formation sharing between Canada’s traditional security and intelligence
community and its health intelligence community could yield earlier
warning, and by extension better policy responses.

At the same time, there are very real concerns about a possible expan-
sion of the Canadian intelligence community’s mandate and practices to
include more of a focus on health intelligence, including proportionality,
the right use of tools and technologies, and privacy. Further issues with ex-
panding that mandate include the limited resources Canada currently has
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to respond to and engage with security threats. While a wholescale adop-
tion of health intelligence as a national security and intelligence priority
might be premature, better integration and information sharing are cer-
tainly warranted. In this chapter, we canvas these arguments and ultim-
ately propose that Canada’s existing health intelligence capabilities could
be better resourced and supported, both domestically and internationally.

Intelligence in Canada

Michael Warner defines intelligence as “secret, state activity to understand
or influence foreign entities” (2002). In the intelligence literature, this
broad definition is often broken down into component parts, such that
intelligence is defined by specific intelligence actions, such as collection,
analysis, and dissemination. The practice of intelligence is best, although
imperfectly, understood through reference to the intelligence cycle. Under
this model, intelligence is conceptualized in five phases: planning and
coordination; collection; processing; production and analysis; and dis-
semination and feedback (Johnson in Gill, Marrin, and Phythian 2008).
Underpinning the intelligence process are four constants: activity—gath-
ering and exploitation of information; subjects—the targets of intelligence
gathering; product—converting unprocessed data into an informative
intelligence product; and function—to understand relevance, seek truth,
and provide useful information to decision-makers (Herman 2001).

This definition applies in Canada, where intelligence is often employed
against threats to the security of Canada and in support of Canadian in-
terests (Canadian Security Intelligence Service Act, RSC, 1985, ¢ C-23).
Canadian intelligence agencies provide different kinds of intelligence to
the Government of Canada, including strategic intelligence, warning in-
telligence, and security intelligence. For instance, several departments and
agencies produce strategic intelligence products, including the Financial
Transactions and Reports Analysis Centre of Canada (FINTRAC 2018),
the Privy Council Office’s Intelligence Assessment Secretariat (Barnes
2020), and CSIS (SIRC 1997), while other departments and agencies pro-
duce intelligence tailored for their specific operations. Canadian intelli-
gence also includes foreign, criminal, and defence intelligence (PCO 2021,
21).
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In this chapter, the authors conceive of threats to the security of
Canada as primarily emanating from individuals, states, and non-state
actors. Events such as pandemics and natural disasters can compound
the threats posed by these actors. While some may conceive of events as
threats in and of themselves, it is important to remember that threat is, in
most commonly understood definitions, a combination of intent, capab-
ility, and opportunity (Riehle 2013). Events have no intent; their capacity
to be disruptive or cause destruction is a function of the type of event. As
such, these events can certainly shape and impact threats and national
security, but in and of themselves are not threats. However, some govern-
ments have an incentive to both underplay the extent and impact of events
within their jurisdiction, such as pandemics, and oversell the effectiveness
of their responses, as we have seen with the COVID-19 pandemic (N. P.
Walsh 2020). This is not to say that events like pandemics and natural
disasters should necessarily be excluded from intelligence collection, but
rather that there are limits on what intelligence and threat assessment can
offer. Focusing on the (in)actions of governments in relation to an event,
whether it be a pandemic or natural disaster, may hold the most promise.
In addition, risk assessment, done by the appropriate agencies with spe-
cialized knowledge, has much to offer Canadian preparedness.

As the COVID-19 pandemic progressed, traditional Canadian intelli-
gence activities expanded to include enhanced cybersecurity and outreach
to the private sector to protect intellectual property, such as vaccine de-
velopment (CSE 2020). While there is a clear role for intelligence agencies
to play, the question remains whether health events such as pandemics
should be intelligence priorities and whether Canada’s intelligence re-
sources should be divided among traditional threats and health events.
Ultimately, Canada should review its existing early warning processes and
pandemic alert systems to see where our response can be improved. Once
a full assessment of these tools is complete (and utilized), there may be
scope for expanding the intelligence community’s mandate to include a
limited health intelligence priority. However, we should not view health
intelligence as a panacea to solve problems generated by current gaps in
early warning systems, lack of response, or under-resourced programs
in other departments. The following discussion on this topic also has
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implications for Canada’s approach to other global events, such as climate
change and related instability and forced migration.

Global Health Environment

The global health environment is rapidly changing, as evidenced by the
current COVID-19 pandemic. We have now entered the “Pandemic Era”
(Lancet Planetary Health 2021). A convergence of factors has created the
conditions for an increase in the frequency of future global pandemics,
to which Canada will not be immune. Four interrelated global trends
are at the centre of this change: climate change, income growth, urban-
ization, and globalization (Wu et al. 2017). Increasing the likelihood of
the emergence and re-emergence of new zoonoses' is climate change,
which negatively impacts ecosystem processes and functioning, making
disease more likely. Income growth is associated with an increase in the
consumption of animal protein in developing countries, resulting in the
expanded transfer of land to livestock production. Increased interaction
between humans and animals enhances the likelihood that diseases will
spread from one species to another. Urbanization—the greater clustering
and interaction of people in dense urban environments—increases the
speed at which disease spreads. Globalization ensures that such diseases
are not contained within national boundaries but instead proliferate from
one internationally connected urban centre to another. Together, these
trends have increased the probability of the emergence and global spread
of zoonoses. These trends have made outbreaks of new zoonoses difficult
to control, even with significant increases in international co-operation,
including through the World Health Organization (WHO).

It may be tempting to focus on China as the source of many of these
global health security challenges, given the current COVID-19 pandemic
and other historical influenza pandemics originating in that country.
However, the convergence of climate change, income growth, urbaniz-
ation, and globalization presents similar risks in other countries. India,
Indonesia, and Nigeria are a few examples of countries with similar pre-
disposing socio-ecological risk factors. As stated by Wu et al., these coun-
tries all have “large and growing human and livestock populations, high
levels of interaction between species, and large-scale ecological change”
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(2017, 25). Unlike China, these and other countries are increasingly at risk
of zoonosis transmission while simultaneously facing public health condi-
tions that increase vulnerability to disease (Wu et al. 2017).

India, Indonesia, and Nigeria, among other countries, are also experi-
encing the negative ecological impacts of climate change. The warming of
the climate is a principal driver of the loss of species diversity, reducing the
resiliency of ecosystems and the flora and fauna contained within. Stressed
ecosystems that encounter expanding livestock production can lead to the
development of new zoonoses, as shown by epidemiologists studying the
roots of disease in South Asia (Lustgarten 2020). Urbanization and global-
ization then provide the conduits through which such emergent diseases
become global pandemics.

Health Intelligence

Health intelligence, a specific brand of intelligence focused on health sur-
veillance (Mykhalovskiy and Weir 2006), generally falls into the category
of early warning or warning intelligence, which is meant to provide the
government with decision advantage and create options for policy action.
In the United States, the National Center for Medical Intelligence (NCMI)
is partially responsible for early pandemic warning. Located in Fort
Detrick, Maryland, the NCMI is home to around a hundred epidemiol-
ogists, virologists, chemical engineers, toxicologists, biologists, and mil-
itary medical experts trained in intelligence tradecraft (Riechmann 2020).
It uses all-source methods, from communication intercepts to satellite
imagery, social media, and classified intelligence, to gather information
on public health issues for its primary consumer, the US military. This
includes information relevant to overseas troop deployments and health
threats to the homeland. In addition to efforts to identify emergent and
re-emergent zoonoses, the NCMI also assesses whether foreign govern-
ments are forthcoming and truthful about public health crises and the
effectiveness of their responses (Dilanian 2020). In November 2019, the
NCMI released its first warning that a contagion was sweeping through
China’s Wuhan region, concluding that it could become a cataclysmic
event, according to a source familiar with the assessment (Margolin and
Meek 2020). NCMI reporting continued into December, culminating in a
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detailed analysis in the President’s Daily Brief in January 2020 (Margolin
and Meek 2020). Furthermore, on 25 February 2020, the NCMI shared its
conclusion that COVID-19 would become a pandemic within thirty days;
a conclusion that came fifteen days before the WHO declared COVID-19
a global pandemic (Riechmann 2020). It is unknown whether the Trump
administration received the NCMTI’s conclusion that COVID-19 would be-
come a pandemic, though we know a briefing provided to the Joint Chiefs
of Staff included such an assessment (Riechmann 2020). The United States
likely shared this information with the Canadian military's medical intel-
ligence unit through the Quadripartite Medical Intelligence Committee,?
which began issuing warnings about COVID-19 in January 2020 (Brewster
2021).

Unlike the United States, which has an established intelligence agency
dedicated to emerging public health issues, Israel turned its intelligence
apparatus to the COVID-19 pandemic once it had taken hold globally. In
March 2020, Israel declared a national state of emergency, which included
a decision to leverage the capabilities of its intelligence community. Three
national intelligence agencies were instructed to help with the national
response to COVID-19: the Military Intelligence Directorate, the Israeli
Security Agency (Shin Bet), and the Mossad (Kahana 2020). Unit-8200 and
the Research Division of the Military Intelligence Directorate engaged in
data collection and research for civilian medical needs within Israel. This
included upgrading antiquated Health Ministry computer systems, estab-
lishing the Information and Knowledge Centre to study the effectiveness
and dynamics of other governments’ responses to the crisis, and liaising
with international intelligence partners. Together, Unit-8200 and Unit-
269 of the Israeli Defence Forces also assisted in monitoring COVID-19
testing. Until a recent Supreme Court ruling, the Shin Bet took responsib-
ility for digital tracking (Kahana 2020). Using both a national ID and cell
phone number, it tracked every individual exposed to COVID-19, trans-
ferring this information to the Ministry of Health. For its part, the Mossad
supported the Israeli Ministry of Health in securing medical equipment
by leveraging its international contacts. This included 1.5 million surgical
masks, tens of thousands of N-95 masks, testing kits, protective clothes,
medications, and expertise for the domestic manufacturing of ventilators
(Kahana 2020).
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While it is unknown whether the Trump administration received the
NCMT’s assessment that COVID-19 would become a pandemic, we also
know that the administration continually received an abundance of infor-
mation and projections underlining the severity of the pandemic and the
danger posed to Americans, as highlighted by the inclusion of the NCMTI’s
January analysis in the President’s Daily Brief (Mangan and Breuninger
2020). However, for political gain, former President Donald Trump, most
of his staff, and surrogates continually downplayed the gravity of the situ-
ation, mischaracterized the effectiveness of his government’s response,
and provided mixed and at times contradictory public health guidance
(Summers 2020). Given the politicization of the COVID-19 response and
incompetence of the Trump administration in its attempt to address the
pandemic (Reuters 2021)—dynamics that were beyond the influence of the
US intelligence community—it is difficult to assess whether early warning
would have been beneficial to the US COVID-19 response had the country
had more effective leadership.

Unlike the Trump administration, the Israeli government used its in-
telligence community to great, although at times controversial, effect. In
Israel, the intelligence community leveraged its traditional activities and
tools to combat the pandemic. These tools included data mining and an-
alysis, technological monitoring, covert operations to obtain medical sup-
plies, and recommendations for national decision-making (Shapira 2020).
One Israeli intelligence commentator and former practitioner sees the
response of the Israeli intelligence community as an extension of Israeli
national intelligence culture. This culture can be described as a culture
of practice, friction, initiative, and adaptation that favours reflection after
the fact, including questions about whether the intelligence community
should play a role in medical issues (Shapira 2020). From the evidence
provided through public reporting and academic analysis, it seems that
the Israeli intelligence community’s most significant contributions came
at the beginning of the pandemic. At that time, Israel did not have a clear
understanding of the disease and its global spread or whether the effect-
iveness of specific health measures employed by other states required
updates to its domestic health infrastructure, and it needed to procure
crucial medical supplies (Kahana 2020). Israel used this information to
manage its response to the pandemic and adjust existing intelligence tools
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(Huggard and Sachs 2020) to track coronavirus disease spread (with lim-
ited success).

Intelligence Priorities in Canada

In Canada, the collection priorities of security and intelligence services
are set at the highest levels of government and direct the types of intelli-
gence that the government needs, which in turn dictates the capabilities
and products of the intelligence community (NSICOP 2019, 34). They
are established at two-year intervals by a cabinet committee through a
Memorandum to Cabinet (MC). The priorities are broad, unranked, and
meant to direct the intelligence community’s focus “to the issues of great-
est importance to the Government of Canada, but do not provide specific
activities or entities of interest” (PCO 2021, 2).” These priorities remain
classified. Even the broader subjects of these priorities are classified, so it is
unknown if health intelligence is currently a priority for the Government
of Canada or a standing intelligence requirement for one (or more) of the
members of the security and intelligence community.

Despite this lack of information, some academics have called for
Canada to adopt a “health intelligence mission” (Wark 2020). Wark
suggests that “communications intercepts, satellite imagery, diplo-
matic reporting, open-source information and even traditional spying
(HUMINT)” should be deployed to create health intelligence reporting.
Wark further argues that assessment of this intelligence reporting could
be done through Canada’s existing assessment capability at CSIS, the
Privy Council Office, the Department of National Defence, and Global
Affairs Canada. The main argument supporting the idea of an enhanced
health intelligence mission for Canadian security and intelligence agen-
cies suggests that early warning of the pandemic would have created de-
cision-making advantages for Canada. Moreover, it would have allowed
the Canadian government to proactively address the pandemic through a
series of policies geared toward stopping the spread of COVID-19.

There are several issues with this argument that require exploration
of the counterfactual. First, early warning does not necessarily equal early
action. Government officials could well have received better early warning
of the emergence of the pandemic; the question remains what they would
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have done with that information. Indeed, this was the case with the NCMI
in the United States; they had intelligence earlier than the WHO, but the
US government did not respond to the pandemic in an effective manner.

In Canada, with more warning, government officials could have per-
haps ordered more personal protective equipment (PPE) or provided the
intelligence to health officials to better understand how the virus works,
or perhaps had more time to design better policies to combat the spread of
COVID-19, but this is not a given. The US and Israeli examples highlight
that the intelligence community can play important early warning and
response roles during global health events like pandemics. However, as
shown by the US example, political leaders must be willing to listen to and
act upon information provided by intelligence institutions as part of an ef-
fective response. The politicization or plain ignoring of intelligence high-
lighting the severity of a global health event and other states’ responses
diminishes the effectiveness of this early warning role.

To facilitate a successful early response to a global health event, the
Canadian government would have to receive those warnings and act on
them. Additionally, the intelligence would have to provide sufficient detail
to allow for better interventions, and the federal government would have
to be successful in implementing better policies federally and convincing
its provincial counterparts to do the same. Given the different responses
from various levels of government in terms of accepting and acting on
intelligence in managing the pandemic, these are significant hurdles to
overcome when reacting to such an event.

At the same time, intelligence priorities are not just about national
security—in fact, those priorities need to be broader and support a range
of policy actions by the government, including foreign, defence, security,
and public safety policy. Indeed, the aims of intelligence in Canada are
to avoid strategic surprise, provide long-term expertise, and support the
policy process (PCO 2021, 20). As our experience with COVID-19 has
demonstrated, health issues like a global pandemic can impact all aspects
of society, including what we see as traditional national security issues. For
instance, the pandemic is believed to have increased radicalization among
ideologically motivated violent extremists and encouraged the spread of
conspiracy theories (see Argentino and Amarasingam, this volume; Babb
and Wilner, this volume; CTED 2020). Indeed, global pandemics, along
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with other international events, can certainly impact Canadian national
security (Carvin and Davis 2020).

Health issues like disease outbreaks are a collective-action problem
and require the international community to track the spread and use data
collected to benefit the general population (Youde 2012, 83). While clas-
sified intelligence may provide early warning of an impending pandemic,
and this information could easily be shared among the Five Eyes (P. F.
Walsh 2020, 598), the classified nature of that information may hinder the
global sharing necessary for a successful response. This hesitation stems
from the need to protect sources and methods, while states are also reluc-
tant to share information that could provide decision advantages to their
adversaries. Still, states have a moral and legal international obligation to
share this information broadly and quickly (WHO 2016; Youde 2012, 83).
For this reason, health intelligence collected through classified means has
some utility.

Privacy and Health Intelligence for Canada

There are other concerns about adopting health intelligence as a priority,
ranging from the practical (like Canada’s limited intelligence resources)
to the ethical. As Buzan, Waever, and de Wilde note, successfully label-
ling an issue a security (or intelligence) issue removes it from the realm of
ordinary political discourse and permits the undertaking of exceptional
actions (1998, 24). The exceptional circumstances created by the pandemic
(and other crises) enable emergency measures and allow the suspension
of normal politics (Kamradt-Scott and McInnes 2012, 96). A number of
countries, such as Singapore, China (Kharpal 2020), Russia (Rainsford
2020), and Israel (Davis 2020), have used their intelligence-collection ca-
pabilities in an attempt to limit the spread of the pandemic within their
borders. These actions have raised significant concerns about privacy, the
lawful use of these powers and information collected through these mech-
anisms, and the authority used to collect that information, etc. (Davis
2020; see also West, this volume).

For instance, it has now come to light that the Singaporean govern-
ment has and will continue to leverage its TraceTogether contact tracing
program for law enforcement investigations after previously stating that
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data would only be used for tracking COVID-19 exposure (Illmer 2021).
In Israel, the Shin Bet’s role in contact tracing came under scrutiny after
civil rights organizations brought a petition before the Supreme Court and
a state comptroller’s report showed that the Shin Bet app is not effect-
ive enough when compared with investigations carried out by the Israeli
Health Ministry (Bandel 2020). The Shin Bet is now only permitted to use
digital tracking to find contacts of coronavirus patients when they refuse
to take part in epidemiological investigations (Estrin 2021).

Certainly, surveillance systems are necessary to detect the spread of
infectious diseases, but it is also critical to note that these systems can be
used in discriminatory ways, such as to abrogate freedom of movement
and speech (Youde 2012, 83). As intelligence scholars Omand (2006) and
Bellaby (2012) note in their respective work on ethics, surveillance and the
recourse to secret intelligence should be a last resort.

So, the question becomes: Do we really need health intelligence, or
is this a solution looking for a problem? Certainly, the intelligence com-
munity has a role to play in providing any relevant intelligence to deci-
sion-makers on a host of intelligence issues, including those that relate
to public safety, as intelligence relating to a pandemic clearly does. But
are there better mechanisms to collect and share information about pan-
demics and to respond to this type of international event, both with our
close allies and the wider international community?

The Way Forward

It is difficult to argue that states would not benefit from better early warn-
ing of a pandemic or other natural events and the associated responses
by other governments that will have an impact on national security. As
other chapters in this book illustrate, Canadian security and intelligence
agencies’ work has clearly been impacted by the pandemic, both in terms
of their day-to-day function and the threats that they are investigating,
mitigating, and disrupting. While it is still early to assess the federal gov-
ernment’s performance during the pandemic, there are a few points of
near universal agreement when it comes to assessing how Canada could
have better managed the pandemic.
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Adequate PPE

The Canadian government had insufficient levels of PPE during the ear-
ly days of the pandemic, and little in the way of a plan to secure more,
particularly in a competitive environment (Dyer 2020; Carvin et al., this
volume). While early warning could help Canada gain a competitive ad-
vantage in terms of securing PPE when a pandemic is imminent, that pre-
paredness could also be maintained on a continual basis. In addition, as
other states adopt early warning systems for pandemics, any advantage
that a Canadian system would have on this front would be diminished by
increased competition.

Implementing or Bolstering the Capabilities of the Global Public
Health Intelligence Network

Scientists within the Global Public Health Intelligence Network (GPHIN)
accused the government of placing a higher priority on information pro-
vided by China and the WHO than the information held by GPHIN dur-
ing the early days of the COVID-19 pandemic (Robertson 2020; Lee and
Piper, this volume). Information provided by the intelligence community
to GPHIN and public health decision-makers could have been used to ver-
ity, provide context for, or clarify information held by other government
departments and agencies regarding the situation in other countries and
the responses of other governments. Reviving a 2004 proposal to develop a
mechanism that would allow the Public Health Agency of Canada, which
houses GPHIN, to incorporate classified intelligence would be an appro-
priate place to begin (Brewster 2021).

Increased Coordination and Engagement with the Global Health
Security Agenda

Launched in February 2014 and endorsed by the G7 in June of that year,
the Global Health Security Agenda (GHSA) was established to address
the global threat posed by infectious diseases such as SARS and COVID-
19.* Among the GHSA’s objectives are enhancing countries’ capacities to
address infectious disease, emphasizing global health security at the na-
tional level, and promoting multi-sectoral collaboration. As a member of
the GHSA, Canada has committed to a number of 2024 targets, including
investing in health security to strengthen national and global responses
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(GHSA n.d.). Through the GHSA, Canada has also committed to distrib-
uting $5 million to international partners to bolster capacity in the area
of global health security. An improved public health capacity in Canada
could enhance Ottawa’s contribution to the GHSA, and Canada’s support
to international institutions and developing countries.

Conclusion

Since the outset of the global pandemic, commentators have criticized the
Canadian response to the crisis on various grounds. One of the proposi-
tions to improve our response to future pandemics and similar events is to
include health intelligence as an intelligence priority. Certainly, enhanc-
ing existing Canadian health intelligence institutions such as GPHIN and
contributing to international initiatives like the GHSA would improve
the possibility of a more coordinated and proactive Canadian response.
However, expanding health intelligence into the mandate of the broader
intelligence community may not yield the desired results of early warning
and better response. Warning intelligence, to be effective, must be listened
to and acted upon by decision-makers. To be credible, that warning needs
to come from experts who work within Canada’s existing health intelli-
gence infrastructure.

Without a doubt, better coordination and information sharing be-
tween health intelligence actors and the intelligence community would
improve Canadian warning and policy responses. Whether Canada needs
to dedicate some of its intelligence-collection efforts, such as its limited
HUMINT and SIGINT capacities, is another question entirely. This prop-
osition has not been sufficiently supported, particularly in the absence of
a robust review of Canada’s existing tools and responses to the COVID-19
pandemic. Pandemics certainly have national security implications.
However, a move to broaden the scope of the Canadian intelligence com-
munity’s collections efforts, dilute existing collection on national secur-
ity threats, and duplicate efforts within the existing health intelligence
framework may not lead to better warning and policy responses.
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NOTES

1 Diseases or infections that are naturally transmissible from vertebrate animals to
humans. For more information, see WHO (2020).

2 The Quadripartite Medical Intelligence Committee was established during the Second
World War and facilitates the sharing of military medical intelligence between member
countries Canada, the United States, Britain, Australia, and New Zealand.

3 This unclassified, for-official-use report was released by the PCO to the authors upon
request in January 2021.

4 P.F. Walsh (2020) has put forward the idea of linking the work of the GHSA to the Five
Eyes intelligence community. Others, such as Bowsher, Bernard, and Sullivan (2020),
have argued that this should be expanded to include NATO countries.
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Canadian National Security Operations during
COVID-19

Stephanie Carvin

Introduction

The COVID-19 pandemic hit shortly after a profound period of change
for the Canadian national security and intelligence community. Between
2017 and 2019, the Trudeau government engaged in the most extensive
overhaul of the community’s architecture since 1984. In this sense, many
departments and agencies were still coming to grips with new authorities,
legal regimes, and requirements as the lockdown took hold in March 2020.

This chapter uses interviews with members of the Canadian national
security and intelligence community (or what I refer to as “the commun-
ity”) to examine how departments and agencies managed their operations
during the COVID-19 crisis. It provides insight into how the community
dealt with and responded to changes in the work environment and the
threat environment. It concludes by examining how senior-level members
of the national security and intelligence community think the pandemic
experience may affect their future operations.

Methodology

This chapter is based on semi-structured interviews with ten senior
management-level individuals in the Canadian national security and in-
telligence community, ranging from the Director General to the Assistant
Deputy Minister levels. The advantage of interviewing senior managers is
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that they were generally familiar with the organization-wide response of
their department or agency. Four interviewees were part of their organiz-
ation’s COVID-19 task force, established to manage employee safety while
ensuring the continued operation of their organization’s critical functions.
The organizations represented in this study include the Canada Border
Services Agency (CBSA); the Communications Security Establishment
(CSE), including its outward-facing entity, the Canadian Centre for Cyber
Security, or “Cyber Centre”; the Canadian Security Intelligence Service
(CSIS); the Privy Council Office’s Intelligence Assessment Secretariat
(PCO IAS); and Public Safety Canada (PSC).!

Limitations

For reasons of time and availability, this study has certain limitations that
the reader should bear in mind. First, I did not interview working-level
employees of the agencies. Thus, it is essential to note that these individ-
uals’ experiences may be different from that of management. Second, I
conducted interviews for this project in January and February of 2021. At
this time, a second wave was cresting in Ontario and Quebec, where all of
the organizations in this study are headquartered; this fact was captured
in the interviews. However, the National Capital Region was also hard
hit by a third wave in April and May 2021. Therefore it is important to
note that the information in this article reflects the views of interviewees
during a specific time during the pandemic, which may have evolved later.
Finally, the small number of interviews means that this study provides
a window into how national security organizations managed this crisis
rather than a comprehensive overview.

National Security Organizations in “Phase Zero”

Unsurprisingly, one of the first significant challenges for the community
as they turned to face a radically new working environment was their in-
ability to access the classified networks necessary to send or receive intelli-
gence products. This restriction made it impossible to hold basic conversa-
tions about classified or sensitive issues as regular telephone and internet
communication channels are not secure. Even when employees could
work in a secure compartmented information facility (SCIF), they often
did so with reduced staff operating on a rotating schedule. These rotations
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meant that urgent messages sent to employees might not be read as soon
as necessary if they were not scheduled to work in the SCIF that day. This
section looks at how the community dealt with these challenges and the
rapidly evolving technology issues by adapting business continuity plans,
managing staffing, and addressing the stress and anxieties of employees.

Business Continuity

The majority of interviewees indicated that their department or agency
had some kind of business continuity plan (BCP) in the case of a major
disruption. Unfortunately, such plans proved to be inadequate almost im-
mediately. In particular, many BCPs assumed that incidents preventing
access to classified networks would be temporary, and that it would be
possible to establish themselves at an alternative location within a few
days or weeks. No organization had plans for a long-term disruption of
employee access to classified networks or spaces to hold secure conversa-
tions. Therefore, as employees were sent home on the evening of 13 March
2020, plans to adapt existing BCPs to new realities were set in motion.

Even if existing BCPs were inadequate, organizations with BCPs bene-
fited from the fact that their plans clearly identified which employees are
“critical” and “essential.” As one interviewee noted, at the very least, BCPs
are good at “identifying critical systems and critical services.” Therefore,
while existing BCPs were often “not the correct playbook,” the work of
designating the agencies’ critical functions was already complete. Other
organizations seem to have relied on their ability to assess a worsening
situation. Two interviewees reported situations where managers took it
upon themselves to begin purchasing cleaning supplies by early March.
As one interviewee noted, “Managers went out to find hand sanitizer at
Walmart to ensure that critical staff had it.”

After identifying the inadequacy of existing BCPs, organizations took
various approaches to managing the business of national security in the
early days of the pandemic, or, as several organizations referred to this
period, “Phase Zero.” CBSA, CSE, CSIS, and PSC interviewees reported
that their organizations quickly set up a pandemic management commit-
tee, often including representatives from human resources, occupational
health and safety, IT security, and senior executives. While most inter-
viewees added that they incorporated the advice provided by the Public
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Health Agency of Canada (PHAC) and the Treasury Board, some felt that
the advice about procedures was “very slow” in terms of dissemination,
leading them to establish their own processes to keep critical functions
operating. One interviewee expressed frustration that there was some-
times an effort to ensure that things were done evenly across agencies,
even if responsibilities may differ across units. In one case, an interviewee
noted that there was pressure to conform to universal policies, even if
units had vastly different tasks, responsibilities, and operating environ-
ments, or had put in place their own mitigation measures to reflect the
working conditions in their office. In this sense, the interviewee felt that
senior leadership wanted managers to “be creative,” “but there was not a
lot of serious options given.”

Interviewees indicated that some organizations also turned to their
international partners to exchange information on best practices. In par-
ticular, two interviewees noted that CSIS stayed in contact with inter-
national allies to “compare notes” as to how to function and maintain
operations. As one observed, “We’ve stayed in close touch with all of our
partners around the world. And I would say that all of us are tracking with
the same challenges and the ways of being able to address them.” CBSA
stayed in contact with its “Border 5” (Five Eyes) partners to share advice
on border management.

Staffing

Interviewees indicated that the most immediate critical task was figur-
ing out staffing. According to one interviewee, maintaining “critical”
functions at CSIS required 25 per cent operational capacity. Maintaining
this capacity did not require 25 per cent of staft in the building at once,
but over shifts, including evenings and weekends. Ultimately, every or-
ganization represented in this study adopted some kind of shift/rotation
approach to staffing as it allowed staff to more safely access classified net-
works. Beyond this, individual organizations adopted other unique ap-
proaches to overcome this problem. One interviewee reported they were
able to use their personal contacts with other government entities to use
their SCIFs, augmenting the number of people that could access classi-
fied systems at one time. PSC looked at the jobs performed by staff and
recombined them according to those that could be done entirely at home
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in an unclassified environment and those that required access to classified
networks. Relocating tasks in this way allowed PSC to reduce the number
of individuals who required access to a SCIF to do their work.

Managing Stress and Anxieties

Beyond being physically safe, a major concern reported by all interviewees
was the mental health and well-being of the employees in their organiza-
tions. As one interviewee noted, individuals in the intelligence commun-
ity “are used to uncertainty. But this was about their own circumstances
and their work environment.” Another noted, “it’s not like a sustained
crisis where it’s a terrorism attack . . . and youre working on adrenaline.
It’s something outside our control.”

Of course, the national security and intelligence community is not
exceptional in this regard. Many of the issues and concerns are the same
as those faced by other Government of Canada employees. These include
anxieties about whether their workplaces were safe and having to work
while home-schooling their children. However, the nature of some em-
ployees’ work, especially those who needed to continue in-person meet-
ings with sources or clients, raised additional concerns, particularly if
they lived with vulnerable people at home.

Additionally, employees working on highly classified files still needed
to come into the workplace. As one interviewee noted, sensitive discus-
sions around cabinet conversations and most national security issues are,
at a minimum, classified at the secret level. While top secret phones exist,
interviewees described them as limited in their usefulness and connectiv-
ity. Moreover, some employees, such as client relations officers, have jobs
that require them to meet with different people in secure locations across
the government. This facet of their work increased their risk of coming
into contact with someone who may have COVID-19. In such cases, inter-
viewees indicated they needed to make sure that individuals undertaking
this work did not put their families at risk.

Employees who were not coming into work also felt stressed.
Interviewees from three organizations noted that staff told to stay home
felt anxiety about their inability to do their jobs. Indeed, while their work
may have been important, it was not required for the most critical func-
tions of their respective agencies. “Some people were feeling like ‘T need to
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get into the office. I need to do my job.” And they were really not feeling
happy about being told, ‘No, stay at home until we call you in.””

On the other hand, some employees were “resentful” of their critical
status. For example, there were cases where administrative assistants to
senior managers were deemed critical, but senior managers overseeing
high-level counterterrorism operations were not. In describing this issue,
one interview said, “Even though you were essential in the BCP, we don’t
really need you. And even though you are not essential in the BCP, we do
need you. That was a really, really tough thing to manage.”

Different organizations took different steps to at least partially address
these issues. Within the first few weeks of the pandemic, leadership sent
frequent messages to staff about what was happening in the organization
and different plans and procedures for moving ahead. CSIS set up un-
classified speaking events and workshops on various topics, such as the
1918-19 Spanish flu, cyber vulnerabilities that come from working at
home, and food supply chains, and child psychologists address how to
handle working at home with kids and dealing with home-schooling. PSC
reportedly surveyed individual employees about their personal circum-
stances and preferences to help re-prioritize and redistribute work. A high
response rate to the surveys “helped us figure out what we have to tackle
to get where we need to be.” Where employees worked in a unionized en-
vironment, managers worked with the unions and labour relations to try
and ensure that employees felt safe.

IT Services

Of note is the fact that almost all interviewees commented on the efforts of
their IT teams to get individuals set up with equipment that allowed them
to work with at least a very basic level of security. This equipment included
phones, safes, secure video links, and computers secure to the “Protected
B” level in most cases, and to the “Secret” level in others. One interviewee
remarked that 99 per cent of their organization is now working with a pro-
tective device. “Once the pandemic hit, [IT Services] were shovelling out
laptops very quickly. . . . It was a phenomenal ramp-up that worked really
well.” However, beyond being secure, these devices also meet archival re-
quirements for oversight and review, so there continues to be a record of
activities and decision-making while employees are working remotely.
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It is not possible to come to definitive conclusions about the success
of the efforts made to adjust to working in a pandemic environment.
However, certain organizations appear to have been able to quickly re-
turn to a level of normalcy. PCO IAS returned to between 50 and 60 per
cent capacity in the office within a month of the initial shutdown. CSIS
reported that they returned to 80 per cent capacity by the beginning of
January and, as noted above, a quick IT response meant that the Canadian
Centre for Cybersecurity was able to adapt to a work-from-home environ-
ment within a few weeks.

A Different Kind of Threat Environment

As the pandemic continued, intelligence and national security agencies
found themselves having to adjust to a new operating environment that
impacted how they collected and assessed intelligence, raised new intelli-
gence questions, and brought about a sudden surge in threat-related activ-
ities. In the words of one interviewee, the pandemic “amplified” vulner-
abilities in Canada’s critical infrastructure. Therefore, departments and
agencies had to adapt quickly to an evolving threat landscape.

Collection Challenges

Intelligence collection is dependent on a number of sources, including
information exchanged in meetings and via the movement of people and
goods within Canada and across the border. In the immediate aftermath
of the imposition of travel bans and lockdowns, the movement of illicit
goods and intelligence targets slowed considerably. In some ways, these
restrictions were an immediate security benefit: it became very difficult
to engage in threat-related activities as malicious actors and contraband
could not move about quickly or easily. As one interviewee noted, “our
adversaries also dealt with COVID.” For example, targets could not meet
up in person, impacting their capacity to advance their operations. As an-
other interviewee observed, “Certainly, a lot of the adversary behaviour,
whether it’s state actors or terrorists, if you can imagine, they can’t travel.
... That impacts us, and it impacted our adversaries equally.”

However, interviewees pointed out that this positive side effect of the
lockdowns also had two downsides, both of which manifested quickly.
First, it is hard to target individuals who are not doing very much. As one
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interviewee noted, fewer people involved in activities means “that there
is less intelligence. It is harder to fill in patterns and do risk assessments.”
Second, despite initial setbacks, actors involved in threat-related activities
did not waste much time adapting to the new environment. “Eventually,
malicious actors find new ways as a result of the pandemic.” In the view of
one interviewee, there are fewer malicious actors entering the country as
a result of the pandemic. However, there has been an increase in the flow
of many types of goods entering the country, raising a new set of secur-
ity challenges. In particular, a significant increase in the volume of goods
being shipped into the country means there is more to inspect and more
opportunities for contraband to get through. Criminals realize this and
try to take advantage of the situation.

Securing the Supply Chain

Related to the change in the flows of illicit goods is a series of challenges
to the supply chain. In the first instance, there was concern that items
coming into Canada, particularly personal protective equipment (PPE),
were counterfeit. Unfortunately, while CBSA officers are trained in recog-
nizing contraband, in the spring of 2020, they were less prepared to rec-
ognize fraudulent medical and health-related supplies. As one interviewee
asked, “How do you know if PPE and testing kits coming into the country
are fraudulent? We didn’t have this expertise at first.” The second issue
of concern is the integrity of supply chains, especially as they relate to
vaccines. At the time of writing, there was concern that malicious actors
may seek to steal vaccines or damage or destroy them. In addition, given
the urgency under which authorities are trying to bring vaccines into the
country, there is a risk that malicious actors may attempt to exploit this
process and use it to bring in contraband.

Cybersecurity

Most interviewees highlighted the pandemic’s negative impact on cyber-
security as a particularly urgent threat. As one noted, “If there’s a second
pandemic, it is cybercrime.” Importantly, interviewees pointed out that
there was not necessarily an increase in the number of threat actors oper-
ating in this domain, but the methods they employed nonetheless became
far more effective. As many individuals were worried about the pandemic
and shortages, they were more likely to click on malicious links promising
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information on COVID-19, which then compromised their computers,
networks, and/or data. Of particular and immediate concern in the initial
weeks and months of the pandemic were techniques that impersonated
Government of Canada websites and news outlets, and spam emails that
appeared to contain urgent information about the virus, lockdowns, food
and supply shortages, or other pandemic-related information. The effort
to detect false information was complicated by the sudden and unpreced-
ented transformation in how Canadians were now working—remotely,
away from their IT departments and protected systems, on their home
networks with unsecured Wi-Fi devices. This new environment created
more opportunities for individuals to be targeted by malicious cyber ac-
tors while logging on to their work networks from home.

New Partners and Clients

The nature of the threat to medical goods and devices during the pandemic
meant that national security and intelligence departments and agencies
had to work with new and unconventional partners in the government,
research, and private sectors. Although the PHAC has been recognized
as a member of the broader national security and intelligence community
for some time, there were few interactions between it and, for example,
CBSA or CSIS. In addition, some departments that are wholly outside the
community, such as Public Services and Procurement Canada, needed in-
telligence to guide their pandemic response.

Consequently, one of the obstacles to overcome was the fact that some
of the core audiences for intelligence in the pandemic were unfamiliar
with the products and how intelligence might inform policy-making. As
one interviewee noted, “Some partners were very new at trying to manage
this.” Another interviewee noted that many of the new partners in the gov-
ernment sector did not have points of contact with collection agencies and
had few employees with top secret clearance who could be briefed. “There’s
these new [client] departments, but we’re probably not consumers of intel-
ligence five years ago that sure need to be consumers of intelligence now.”

However, working together is about more than providing intelligence
analysis—some departments and agencies were actively involved in man-
aging the transition to operating online. For example, CSE is responsible
for the defence of Government of Canada systems. As such, they were
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responsible for assisting in the acceleration and acceptance of technologic-
al modernization, including cloud computing. They also provided support
to departments and PHAC, who suddenly required a new set of tools and
communication mechanisms.

The problem was arguably worse outside of the government sector.
New threats put industries that had seldom been in contact with national
security agencies and that employ few individuals with security clearance
in the immediate spotlight. Intelligence collected in the early weeks of
the pandemic indicated a surge in cyber attacks and interest from foreign
governments in the biopharmaceutical and health sectors (Lathem 2020.)
Companies and research institutes (both in the private sphere and at uni-
versities) did not understand the extent to which foreign governments
would be interested in or target their work. However, unlike government
departments and agencies, there is little support either in terms of advice
or mitigation for private and academic entities. While the CSE may pro-
vide cybersecurity support to systems deemed critical to the Government
of Canada with certain authorizations, most of the private sector falls out-
side this protection. Moreover, while the Cyber Centre can provide advice
on threat mitigation, small and medium-sized enterprises may not have
the resources to quickly or efficiently implement that advice.

Response

Given the changes to both the physical work environment and the threat
environment, how did the Canadian national security and intelligence
community respond? Interviewees indicated that although there was no
overarching or coordinated strategy for the community, there were simi-
larities in at least three respects: re-prioritization and adjustment, the de-
velopment of new products, and reaching out to new audiences.

“Ruthless Prioritization” and Readjustment

One interesting finding of this study was that interviewees felt that their
organizations had the appropriate mandates and authorities to counter
the main threats posed by the pandemic. Although there was some dis-
cussion of the need for clarification in some respects (discussed below), no
interviewee indicated that their organization required a new or enhanced
mandate to cover their activities specifically related to the pandemic.?
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Instead, interviewees indicated that from an intelligence-requirements
perspective, the authorities to collect intelligence on the pandemic already
existed while requirements shifted in significance. In this sense, the pan-
demic “was a new area to explore in terms of what the government was
interested in . . . so we did shift to that.”

However, the sudden “surge” in pandemic-related intelligence collec-
tion and analysis in a novel area required “ruthless prioritization.” As one
interviewee noted, “we have a whole production line and we had to go
through an exercise of ‘what do we really need’?” ” Another interviewee
noted, “we had to drop certain things because the most important thing
was for senior executives to know what was going on. It went back to nor-
mal as the summer went on.” As an example of such a compromise, PCO
IAS turned a product typically distributed daily into one distributed every
two to three days. CBSA analysts found themselves writing pieces that
were more tactical than strategic, a transition described as “hard” but
necessary.

In addition, to support these new priorities, there were changes in the
kinds of information that clients wanted and, in turn, what units provid-
ed. One interviewee noted that senior clients were not necessarily looking
for highly classified intelligence so much as briefings on what was hap-
pening from people expert at synthesizing information. More than usual,
analytical intelligence units were valued for their skills, not just the intel-
ligence they could provide.

New Products

Given the above-noted difficulties accessing classified spaces, most inter-
viewees indicated that their department or agency developed new open-
source intelligence products for their clients. The first kinds of products
provided synthesized information for consumers. For example, PSC
temporarily designed products to help amalgamate all of the different re-
ports coming from the community to make the information more useful
and accessible. CSIS’s Academic Outreach and Stakeholder Engagement
branch also created an open-source product that was a “two-page” round-
up of think tank reports, podcasts, webinars, and various scholarly sources
called “Need to Know.” After it reportedly “exploded in popularity,” CSIS
turned the roundup into an official product put out every couple of weeks.
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Open-Source Intelligence

However, the real transformation came with the increased use of open-
source information to inform intelligence analysis. Even agencies that
typically work at lower classification levels, such as CBSA, developed new
open-source products. Products included a bi-weekly COVID-19 “snap-
shot,” focused on border issues, written by the strategic intelligence team
for senior management, and shared with partners.

One of the biggest shifts in this area was made by PCO-IAS. As one
interviewee noted, “We had always tried to be all-source,” but “many ana-
lysts believe that if it is not classified it is not an assessment.” The pandemic
forced a cultural transformation on this front: “Our ability to use open
source meant that we had more information and that it was more timely.”
As the interviewee noted, “80 per cent of what we do is well covered in
[open-source]. Twenty per cent of intelligence adds depth and colour to the
understanding of an issue,” but very little is truly unique information. As
such, PCO IAS developed “commentaries” on topics such as the pandemic’s
impact on the economy, geopolitics, “mask diplomacy,” and disinforma-
tion that were well-received and ultimately expanded its client base.

CSIS’s intelligence assessment unit, the Intelligence Assessment
Branch (IAB), was required to go through a similar transformation, par-
ticularly as senior leaders emphasized the need for outreach to the broader
research and life sciences communities and their supply chains to help
mitigate threats. As one interviewee noted, the Branch is very good at pro-
viding classified information or briefings but “they are maybe a little bit
less comfortable doing the open-source stuft.” The interviewee noted that
IAB is “getting really good at [such work],” but that most of the unclassi-
fied briefings ultimately were provided by CSIS’s Academic Outreach and
Stakeholder Engagement branch.

Similarly, the Canadian Centre for Cyber Security worked to produce
more content at the unclassified level. They adopted the “Traffic Light
Protocol” for many of their products. Designed to facilitate information
sharing between the government, the private sector, and other key stake-
holders, the Traffic Light Protocol uses four colours to indicate expected
sharing boundaries for recipients of the information. Used by national
security agencies in other countries, such as the United States, it enabled
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the Cyber Centre to pass on sensitive information. Information flagged
as “red” may not be shared beyond the direct recipient; “yellow” is in-
formation that may be shared within an organization and certain clients
on a need-to-know basis; “green” information may be shared with peers
and partner organizations; and “white” information may be distributed
without restriction. Adopting this protocol enabled the Cyber Centre to
provide more meaningful advice and information to those outside the
government.

Similarly, interviewees indicated that CSE developed lower-classified
products (Protected B) that built on knowledge informed by intelligence
that could be distributed to clients in order “to remain relevant and help-
ful and to really find out where our value added is.” These products have
reportedly received good feedback from clients who are working from
home: “They appreciated it, they could use it, they could communicate
it, they could make decisions based on it. . . . There was a benefit to folks
to receive those things, so absolutely we want to continue that work.”
However, it was also clear that there were limits to the open-source trans-
formation. In the view of one interviewee, the clear and obvious specific
value proposition of CSE for the Government of Canada is the provision of
information from the global information infrastructure. “I'm very mind-
ful that our business is special,” reported one interviewee, “and we should
... make sure we maximize that.”

Educating and Understanding New Audiences

As noted above, most national security agencies made efforts to reach new
audiences within the government and the private sector. An increase in
the number of intelligence products and briefings that are unclassified or
of low classification appears to have helped drive this interest. However,
the process of serving new clients can generate certain challenges.
Interviewees spoke of a need to “educate stakeholders, both in government
but also in the private sector.” According to one interviewee, “Initially, it
was, frankly, ensuring that decision-makers know that intelligence plays
a role. That may not be their first instinct, typically.” As such, agencies
needed to expend time to “better inform key stakeholders, government
stakeholders, of the type of intelligence that can be produced and why it
would play such a key role.”
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Importantly, interviewees stressed that the developing relationship
between national security and intelligence agencies, non-tradition-
al government partners, and the private sector is mutually beneficial.
Interviewees indicated that there were at least three benefits for the com-
munity from these exchanges. First, one interviewee noted, “for us, it is a
two-way street,” meaning that meeting with new partners helped provide
a better understanding of what and where the vulnerabilities are and al-
lowed agencies to tailor their intelligence requirements. Providing threat
briefings also helped intelligence-collection agencies better understand
their policy clients’ needs: “When they see what we can bring, it’s really
a partnership because they explain their processes, the procedures, and
then we can help fill those gaps.”

Second, knowledge from the policy community helped educate and
better prepare the community for certain tasks or fill intelligence gaps.
An example of this is the need to protect the integrity of supply chains. As
noted above, intelligence and law-enforcement individuals did not have
training or expertise in recognizing fraudulent medical devices. Therefore,
a lot of effort in the first weeks of the pandemic went toward finding the
expertise necessary to stop goods at the border, often from non-traditional
or policy partners.

Finally, following briefings and exchanges with non-traditional part-
ners, clients better understood and recognized threat-related activities.
Armed with this new knowledge, clients would often contact intelligence
and national security agencies when they spotted something suspicious.
An interviewee noted that collection agencies were also “getting leads
from those organizations” due to these exchanges. Once educated on what
threat-related activities are and whom they should contact, new partners
were “phoning us because they’ve come across information of concern and
they want our feedback on it. They benefit, we benefit.”

Conclusion: Future Implications

Findings from the interviews indicate that—as is almost certainly the case
in other areas of government—senior managers and executives within the
Canadian national security and intelligence community are evaluating the
future implications of the pandemic in terms of how their organizations
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will fulfill their mandates. This final section provides an overview of these
assessments, beginning with trends in how threat information is con-
veyed, followed by expectations for the working environment, and con-
cluding with challenges the community is likely to face.

Acceleration

One of the most consistent findings is that the pandemic accelerated chan-
ges that were already taking place in the community. As one interviewee
noted, all of the changes planned for 2023 were in place by April 2020. In
the case of the CSE/Cyber Centre, interviewees identified three key areas
of acceleration: accepting and modernizing new technology; the kinds of
advice the centre provides to Canadians; and engagement with critical
infrastructure and private sector stakeholders in the face of sophisticated
cyber threats.

Out of the Shadows

Whether it was interest driven by new open-source, unclassified, or
low-classification products, outreach to new partners in the private sector,
official statements and speeches, or engaging with the media, the com-
munity has arguably never engaged so thoroughly with others. In 2020,
CSIS’s Academic Outreach and Stakeholder Engagement branch gave
threat briefings to over 400 companies, representing over two thousand
people. These numbers include briefings to over forty universities in each
of the ten provinces. The branch also gave an interview to discuss its activ-
ities to the Public Policy Forum (Lathem 2020). In February 2021, CSIS’s
Director gave a speech hosted by the Centre for International Governance
Innovation (CIGI) in which he publicly acknowledged China and Russia as
threat actors engaged in economic espionage and foreign influence activ-
ity (CSIS 2021). This was the first time in decades—if ever—that someone
in his position made such a declaration. Early in the pandemic, CSE also
publicly noted that it was involved in taking down websites involved in
COVID-19 fraud—the first public acknowledgement of this kind of action
(Tunney 2020). Additionally, CSE publicly attributed a cyber-espionage
campaign to Russia (CSE 2020).

There are several reasons for this increase in the level of public inter-
action. First, in recent years, as the targets of threat-related activities
moved from the government to the private sector, there has been a gradual
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recognition that there is a need for the community to be more publicly
engaged and to speak clearly to stakeholders. Building on the point made
above, this, too, has been accelerated by the pandemic. As one interviewee
noted, “The media stuff is just stuff we do now. It’s just life. It’s weird and
we live with it.” Second, interviewees noted that when intelligence agen-
cies make statements or attribute malicious activities, it generates media
attention and interest from members of the private sector, who become
concerned that they may be targeted. This concern makes public outreach
to the private sector easier and more likely to continue.

Exploiting Open-Source Resources

To facilitate more engagement with non-traditional partners and the pri-
vate sector, to augment their capabilities, and to produce products that
can reach a larger number of clients, it is very likely that many parts of the
intelligence and national security community will continue to use more
open-source information. While interviewees noted that there are still
pockets of resistance in intelligence analysis units, open-source informa-
tion means simply having more resources and often more timely infor-
mation since analysts do not have to wait on collection. One interviewee
noted that Canada’s allies are opening centres of excellence to exploit this
information, which will likely increase the incentive to develop similar
capabilities in Canada and to increase the legitimacy of open-source in-
formation as a resource more generally. Importantly, this does not neces-
sarily mean that agencies are switching to producing unclassified prod-
ucts; open-source assessments often remain classified because they have
foreign policy implications. However, this will likely make the sharing of
such products easier. In this regard, the Cyber Centre’s use of the Traffic
Light Protocol may be a model for the rest of the community.

Spying from Home?

An interesting finding is the extent to which most interviewees felt that
national security and intelligence departments and agencies operate will
change. In particular, many of the interviewees felt that the work environ-
ment would be far more flexible in the future. The main reason they gave
for this is that the private sector is heading in a similar direction, and so
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national security and intelligence agencies will need to offer more flexible
conditions to attract and maintain talent. As one interviewee asked, “How
does the service remain competitive? Our Intelligence Officers are prob-
ably going to still come in the door and our analysts, maybe. But human
resources, finance, policy people. . .. How do I recruit a really good policy
person who is getting a similar job offer at the Department of Fisheries
and Oceans and just would prefer to be able to have time to be able to work
from home?”

Indeed, it seems clear that working from home or a more flexible
workday/workweek is very popular in some parts of the national secur-
ity and intelligence community. A survey conducted by PSC in July 2020
found that only 9 per cent of employees wanted to return to working in
an office full-time. As an interviewee noted, “the work situation will never
return to the way it was, and this is a great thing. It will free people to
be more productive.” They noted, for example, that many employees were
spending less time commuting.

However, not everyone interviewed was convinced that this would
happen. One interviewee noted that they were hopeful that the more
flexible arrangements would remain but said that “this experience should
change the way things work, but I am cynical.” Another remarked that
there were advantages to adopting a more flexible approach to work, such
as the ability to recruit talent from across the country more easily, but that
it will ultimately depend on the preferences of high-level officials, such
as Deputy Ministers. Given that many senior managers like having their
people around them, “in a lot of other areas we will see business as usual.”
Of note, even where individuals were optimistic about change, they sug-
gested that the community has been “slow off the mark” because “it does
require a significant investment of resources, time, and energy.” Thus,
while there is a clear desire for change, what the future of work looks like
for the Canadian intelligence and national security community remains
to be seen.

Widening National Security?

A final trend identified through the interviews concerns the belief of many
in the community that the scope of national security and the kinds of
intelligence that they collect should expand. As noted above, all agencies
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interviewed faced new requirements (or a change in priorities) to sup-
port government decision-making and to counter threats related to the
pandemic. Yet, interviewees overwhelmingly indicated that they had the
mandate and authorities to collect the intelligence needed by the govern-
ment. So, what is the case for expansion?

First, information from the interviews indicates that conversations
are taking place within their organizations about the need to change the
way the community is managed. In an age marked by hyperconnectiv-
ity, increasing threats to critical infrastructure, and our dependencies on
the Internet, interviewees argue that the government needs to improve
the integration and enhance the centralization of the national security
and intelligence community. One interviewee noted that the commun-
ity needs to review how it manages early warning, how intelligence as-
sessment informs policy-making, and how the community works with
non-traditional partners. However, the community’s future success also
depends upon whether it can improve the way its intelligence products
inform decision-making. This will require efforts to maintain the ad hoc
relationships and arrangements created during the pandemic so that they
are carried forward into the future.

Other interviewees felt that Canada needs to widen the scope of its in-
telligence activities from a narrow threat focus to one more closely tied to
Canada’s broader national interests. In the words of one interviewee, “the
discussion needs to be about what are, and how do we protect, our nation-
al interests and get away from a security-service mentality to an intelli-
gence-service discussion. What do we want from our intelligence service?
What do we want from intelligence? What do we need as policy-makers
from an intelligence service?” In other words, to be more relevant to gov-
ernment decision-making and to better understand future threats, the
community needs to move beyond its current approach of (mostly) focus-
ing on threat intelligence and instead adopt a wider approach that looks at
future disruptive challenges coming over the horizon.

At What Cost?

As noted above, interviewees confirmed that the pandemic required the
community to collect intelligence and/or develop expertise in new areas or
areas that had not been the focus of much attention in the past. However,

124 STRESS TESTED



they also noted that this came with a price: long-term strategic planning
was dropped in favour of generating immediate tactical information. One
interviewee offered the following observation: “You're just, like ... “We're
going to do the things that are the most important, and that’s the way it’s
going to be.’ ... The downside of that is clearly that those other things, like
nice-to-do things. .. had to drop off because they require time, attention. .
.. I'think those are the things that we had to let drop that folks are anxious
to get back to.” As such, while there may currently be interest in widening
the mandate of the intelligence and national security community to look
at issues such as health intelligence, or other larger strategic issues, if this
is done without community coordination and an allocation of appropri-
ate resources, there may be a cost in terms of losing focus on other more
traditional areas of concern. This may be a positive change for some, but
re-prioritization without care may leave new gaps where old requirements
once existed.

A widened approach that draws the community’s focus away from
threats toward interests—the latter being a more contestable concept
given that the former is defined in law—is a significant, if not radical,
step for Canada. It would almost certainly require new legislation, new
authorities, and, ultimately, a new debate about what we want our national
security and intelligence agencies to do. I have already expressed concerns
that widening the community’s mandate to include areas like health and
the environment could entail the securitization of these issues—polit-
ical problems that require political solutions (Carvin and Davis 2020).
Nevertheless, this chapter’s’ findings are indisputable: a widening of man-
dates is on the minds of community leaders. Although it is far from clear
whether the Canadian government wishes to tread such a path, it will
be an important post-COVID-19 development to observe in the coming
months and years.
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NOTES

1 This project was subject to ethics approval by Carleton University’s Office of Research
Ethics (Project #115056). Interviewees were promised anonymity, but permission was
sought to identify organizations where it was deemed important for clarity.

2 However, it should be noted that in interviews and in public statements, CSIS
officials have indicated that they believe that, generally speaking, their authorities
are increasingly out of date and that this is a problem when it comes to fulfilling their
mandate. In interviews, CSIS officials confirmed they believed they could collect for
the new intelligence requirements related to the pandemic. Nevertheless, they stress
that there are presently challenges that need to be addressed, such as technological
limitations on intelligence collection that was not foreseen by the drafters of the CSIS
Act in 1984. See CSIS (2021).
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Collection and Protection in the Time of
Infection: The Communications Security
Establishment during the COVID-19 Pandemic

Bill Robinson

Introduction

For the Communications Security Establishment (CSE), Canada’s national
cryptologic agency, the COVID-19 pandemic has presented great challen-
ges, but it has also presented opportunities. A free-standing department
housed in the portfolio of the Minister of National Defence, CSE has two
primary missions: protecting the electronic communications, data hold-
ings, and information-processing activities of the federal government and
other designated institutions from theft or interference (known as infor-
mation technology security [[TSEC], or more recently cyber security); and
providing intelligence on the electronic communications, data holdings,
and information-processing activities of foreign governments and other
foreign entities of interest (known as signals intelligence [SIGINT]). Like
all government institutions, CSE has faced the simultaneous challenges of
maintaining essential operations and protecting its workforce from the
pandemic. But COVID-19 also posed the urgent new task of ensuring the
electronic security of public servants across the government who were sud-
denly directed to work from home. Protecting the country’s health system
and research institutions from pandemic-related cyber threats also be-
came a top priority. Meanwhile, the demands for intelligence production
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levied on the SIGINT side of the agency remained as high as ever, while
new pandemic-related intelligence concerns arose and pressure to exploit
the intelligence-gathering opportunities presented by COVID-19 was
probably also high.

This chapter looks at the challenges that the COVID-19 pandemic
has posed for CSE, focusing first on the agency’s cybersecurity role and
then on its signals intelligence role. It then looks at the special problems
of workforce protection posed for CSE by the fact that much of its work
cannot be performed outside the office. The concluding section consid-
ers whether CSE’s experience during the pandemic holds lessons for the
agency’s future operations.

When the COVID-19 pandemic arrived, CSE was already in the midst
of adapting to major changes in its mission and operating environment.
Among other measures, Bill C-59, adopted in mid-2019, included the
Communications Security Establishment Act, a sweeping overhaul of the
statute governing the agency’s operations that added to its mission the
conduct of offensive and defensive cyber operations. C-59 also replaced the
oversight and review mechanisms for the agency, establishing entirely new
organizations with broadened mandates (see Bill C-59, An Act Respecting
National Security Matters, S.C., 2019, c. 13). The agency was also still ad-
justing to the 2018 creation of the Canadian Centre for Cyber Security,
which amalgamated under CSE the IT security branch of the agency and
most of the cybersecurity elements of Shared Services Canada' and Public
Safety Canada (CSE 2018). The Cyber Centre, as it is often called, was still
in the process of consolidating these disparate elements into a unified or-
ganization and moving its core operations to a new headquarters when
the pandemic struck. CSE had to accommodate these changes and adjust
to continuing technological flux across the agency’s mission areas while
absorbing ongoing staff and budget growth in both the cybersecurity and
SIGINT programs. CSE has tripled in size since 2001, and it may still be
growing (Robinson 2021a). The arrival of COVID-19 added an entirely
new set of challenges with respect to operational priorities, operational
tempo, and workforce safety.
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Cybersecurity Operations

The most obvious effects of the pandemic have been on the cybersecurity
side of CSE’s operations. The federal government’s March 2020 decision to
quickly transition as much of the public service as possible to working from
home created an enormous increase in demand for secure online access to
government I'T systems. As the technical authority on cybersecurity issues
for the federal government and operator of its cyber defence systems, CSE
has played a key role in supporting the rollout of pandemic-related online
services for the Canadian public and the efforts of Shared Services Canada
to provide secure and reliable services for online meetings of cabinet, vir-
tual meetings of Parliament, and online access to government IT systems
and databases by public servants at a scale far in excess of anything pre-
viously envisaged. The government provided an additional $114 million
in October 2020 to support these efforts, of which $6.3 million went to
CSE (Treasury Board of Canada 2020, 1-15). The agency also received a
$47 million increase in budget authority in February 2021, but the portion
of that sum that was related to pandemic efforts has not been disclosed
(Treasury Board of Canada 2021, 2-15).

In addition to supporting the activities of the federal government, the
Cyber Centre has provided cybersecurity advice and services to Canadian
public and private health institutions and other pandemic-related pri-
vate-sector activities such as vaccine research and development. The kinds
of threats that such entities face include

« criminal efforts to steal and sell intellectual property (IP)
or to use “ransomware” to encrypt the computer systems
and data of vital institutions and demand payment for
their decryption;

o state-sponsored efforts to steal IP or other confidential
pandemic-related information; and

« efforts by states or other malicious actors to sabotage
Canadian pandemic response efforts.
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In addition to issuing its own public warnings and advisories directed
at the health sector (e.g., CSE 2020b, 2020e, 2020h), the Cyber Centre
issued at least one joint advisory with the Canadian Security Intelligence
Service (CSIS 2020). The Cyber Centre also joined its counterparts in the
United Kingdom and the United States to issue a public warning in July
2020 about the efforts of Russian intelligence services to steal “informa-
tion and intellectual property relating to the development and testing of
COVID-19 vaccines” (CSE 2020a). To help research organizations assess
whether their systems had been compromised, the accompanying advis-
ory included technical details of the tactics, techniques, and procedures
used by the Russian intelligence services. More targeted outreach was also
undertaken. During the first year of the pandemic,

the Cyber Centre established new partnerships with over 100
health sector organizations, including provincial and terri-
torial regional health authorities, patient care facilities, and
organizations involved in the development, manufacture and
delivery of COVID-19 vaccines. . . . Throughout 2020 the Cy-
ber Centre held weekly video calls with over 100 represen-
tatives from the health sector to share practical advice and
answer questions about cyber threats. In 2021, these calls are
continuing on a bi-weekly basis (CSE 2021a).

The Cyber Centre also assisted in the development of a “cyber-survey tool
to provide health sector organizations such as hospitals, doctors’ offices
and long-term care facilities, among others, with an easy-to-use tool to
assess the cybersecurity of their organization” (Standing Committee on
Health 2020, 21).

Since the passage of the CSE Act, the Minister of National Defence has
had the option to designate entities outside the federal government (e.g.,
telecommunications companies, electricity providers, other levels of gov-
ernment) as infrastructures of importance to the Government of Canada.
This designation opens the way for the Cyber Centre to provide additional
services to these entities, such as monitoring the activity on their IT net-
works. However, such assistance can only be provided following a formal
request from the recipient and, if required by the type of assistance sought,
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the issuance of a valid ministerial authorization. Cyber Centre head Scott
Jones has testified that such support is offered only in special cases of par-
ticular importance where commercial cybersecurity services are unlikely
to be sufficient (Standing Committee on Industry, Science and Technology
2020, 15). The government will not confirm whether any organizations as-
sociated with Canada’s pandemic response have received this designation
or are being provided such services.?

Publicly available information suggests that Canada’s health insti-
tutions have weathered these threats quite well. According to the Cyber
Centre, “a Canadian biopharmaceutical company was compromised by a
foreign cyber threat actor almost certainly attempting to steal its intellec-
tual property” in April 2020 (CSE 2020e). The first publicly identified in-
trusion, minor in its effects, hit a hospital network in Montreal in October
2020 (Tu and Freeze 2020). Two months later, CSE reported that “multiple
Canadian hospitals have suffered ransomware attacks in recent months,”
referencing the Montreal case in particular (CSE 2020d). Overall, the
Cyber Centre “issued over 20 cyber alerts to health sector partners and
provided incident response support in more than 85 cases affecting the
sector” in 2020-21 (CSE 2021a). To date, however, no major incidents have
been identified.

Another role of the Cyber Centre is to provide cybersecurity ad-
vice and guidance to the broader Canadian public. Since the start of the
pandemic, this has included advice on avoiding online hazards such as
malicious websites, emails, and texts that seek to exploit COVID-19 con-
cerns to deliver malware or collect personal data, including sites imitating
Government of Canada sites offering COVID-19 information or pandemic
income support and other services (CSE 2020c, 2020d). The Cyber Centre
has also worked proactively with industry partners, including commercial
and international Cyber Incident Response Teams, to shut down such ac-
tivities, and it provides lists of malicious websites to the Canadian Internet
Registration Authority’s “Canadian Shield” domain name server, which
automatically protects users of that service from connecting to them.
Between March 2020 and July 2021, the Cyber Centre contributed to the
removal of “more than 8,600 websites, social media accounts, and email
servers impersonating the Government of Canada” (CSE 2021b). The
Cyber Centre also produced a security assessment of the COVID Alert
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mobile app launched by the government in July 2020 to notify users of
possible exposures to the virus (CSE 2021c).

Active cyber operations (ACO) and defensive cyber operations (DCO)
have been another potential avenue for action by CSE. These could be used,
for example, to interfere with the computer systems of malicious cyber
actors targeting Canadians. The power to conduct such activities, more
commonly called computer network attack or cyber attack operations, is
a new element of CSE’s mandate, granted only in 2019. Each operation
requires specific ministerial approvals (CSE 2020f). CSE has begun receiv-
ing such approvals (NSIRA 2020, 25), but the agency will neither confirm
nor deny that ACO/DCO measures have been employed for COVID-19-
related matters.” Cyber operations have been characterized by the Cyber
Centre as a last-resort measure, and thus their use, if any, has probably
been limited. For now, the agency will state only that it “continues to lever-
age all aspects of our mandate to ensure that Canada is protected against
cyber-threats and that the Government of Canada has access to informa-
tion that can help inform decisions on Canada’s approach to COVID-19”
(Standing Committee on Government Operations and Estimates 2020,
10). CSE’s Five Eyes partners have been more forthcoming on this ques-
tion, with Australia (Australia 2020) and the United Kingdom (Fisher and
Smyth 2020) both confirming the use of cyber attack capabilities against
COVID-19-associated targets.

SIGINT Operations

The SIGINT side of CSE accounts for about 70 per cent of the agency’s staff
and budget resources (Robinson 2021a). Mandated to produce intelligence
in response to Canadian government priorities (and also to conduct cyber
operations), this part of the agency is by necessity even less forthcoming
about the details of its work. However, it is likely that the advent of the
pandemic has led to a rebalancing of the agency’s intelligence-collection
and intelligence-production priorities.

Collecting intelligence in support of the agency’s cybersecurity ac-
tivities—monitoring the plans, activities, and capabilities of foreign
cyber threat actors—was already an important pre-pandemic role on the
SIGINT side. Given the sweeping new vulnerabilities that were created
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across Canada in both the public and private sectors by the shift to work-
ing from home, it is likely that cybersecurity support was given even high-
er priority during the pandemic. Other COVID-19-related intelligence is
also likely to have been a high priority. Probable topics of interest include
pandemic-related developments and plans in other countries, particularly
those suspected of withholding information from the international com-
munity, and intelligence about activities that might undermine Canada’s
pandemic response. In addition to threats to IT systems, the latter might
include theft of intellectual property or disruption operations such as
cyber-enabled influence campaigns that seek to undermine Canada’s
COVID-19 response or leverage concerns about the pandemic to advance
other agendas (CSE 2021a). CSE may also have sought intelligence in sup-
port of Canadian COVID-related procurement activities abroad, such as
information about the availability and quality of supplies of personal pro-
tective equipment and, conceivably, confidential details of foreign vaccine
and treatment technologies.

The likely consumers of intelligence on topics such as these would
include CSE’s primary customers—the Privy Council Office and Prime
Minister’s Office; Global A ffairs Canada; the Canadian Security Intelligence
Service; the Royal Canadian Mounted Police; and the Department of
National Defence/Canadian Armed Forces—but also Innovation, Science
and Economic Development Canada; Public Services and Procurement
Canada; and of course, Health Canada. Even before the pandemic, CSE
had a memorandum of understanding in place with Health Canada gov-
erning the provision of SIGINT to both the department and the Public
Health Agency of Canada. The agreement, signed in 2008, specifically
noted that “A key focus of [Health Canada] is to maintain a pandemic
preparedness plan” (CSE 2008). CSE has not revealed, however, whether
it actually collected and provided Health Canada with any information
useful for pandemic warning or preparedness in the period prior to the
emergence of the COVID-19 pandemic, or whether such information, if
provided, was employed in any way in subsequent decision-making.

In addition to pandemic-related questions, CSE’s pre-pandemic in-
telligence priorities—encompassing permanent concerns such as North
American security, counterterrorism, diplomatic and prosperity issues,
and support to military operations—have remained important. Emphasis
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may have been reduced on some of these priorities as a short-term meas-
ure, but it is also likely that temporary collection opportunities have arisen
across many topics as a result of the global shift to working from home and
other disruptions caused by the pandemic. The agency will have wanted
to seize those opportunities while they existed, not only to collect infor-
mation in the moment but to establish footholds in target IT systems that
CSE may be able to exploit after the return to more normal conditions.
The combination of these factors—new pandemic-related priorities
and persisting priorities with new opportunities—means that pressure to
maintain a high operations tempo on the SIGINT side will have been high.
The agency “reinvented” the way it packaged its intelligence reports in
2020-21 “to provide critical information about the pandemic more quick-
ly, and in a more digestible format. We also adjusted our dissemination
approach to be able to securely deliver timely intelligence to a wider group
of government clients, including clients working remotely.” However, the
number of SIGINT clients served by CSE fell significantly—from 2,100 in
2019-20 to 1,450 in 2020-21—probably reflecting a lack of secure delivery
options for lower-priority clients working from home (CSE 2021a).
Another motive for maintaining operations on the SIGINT side of the
agencyis to sustain the large inflows of data and reporting that CSE receives
from partner agencies. Canadian reports account for less than 10 per cent
of the SIGINT reports typically available to Canadian SIGINT custom-
ers, with most of the remainder coming from CSE’s Five Eyes partners,
primarily the National Security Agency (NSA) in the United States, but
also the United Kingdom’s Government Communications Headquarters,
the Australian Signals Directorate, and New Zealand’s Government
Communications Security Bureau (Robinson 2020, 105). It is also vital
to CSE and the wider Canadian intelligence community that CSE main-
tain its own provision of data and reporting to its foreign partners. The
privileged access that Canada has to the output of its intelligence partners
depends ultimately on the continuing contribution that Canada makes to
the collective intelligence pool. As Canada’s main collector of foreign in-
telligence, CSE is the primary Canadian contributor to that pool, provid-
ing intelligence end product reports and other reporting produced by CSE
and the Canadian Forces Information Operations Group, the military or-
ganization that collects SIGINT for CSE and the Canadian Armed Forces;
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bulk metadata (“minimized” to withhold information about Canadians);
and communications intercepts collected by Canada on behalf of part-
ner agencies. Intercepts acquired for partners are collected using select-
ors (email addresses, phone numbers, etc.) supplied by those partners
and examined by CSE collection managers to ensure they are consistent
with Canadian priorities and directions on intelligence collection and do
not target Canadians or persons in Canada. If approved, they are then
forwarded to Canadian collection systems (CSE 2012, 21). Canada’s Five
Eyes partners would surely sympathize if pandemic response measures
caused some disruption to these activities, but they would also take note,
and the continued operation of these approval, collection, and forwarding
processes has undoubtedly been given very high priority by CSE.

Workforce Protection Issues

Like other parts of the intelligence community, CSE has faced special dif-
ficulties in balancing its need to maintain a high operational tempo with
its need to protect its workforce from COVID-19. Public servants across
much of the federal government have been able to work from home during
much of the pandemic, but this option is not available to those whose work
can only be done in high-security office spaces. A large part of CSE’s work,
especially on the SIGINT side of the agency, cannot be done from home or
even in a normal office, but must be carried out within CSE’s “secure com-
partmented information facility” (SCIF) spaces within its headquarters,
the Edward Drake Building. This is a requirement not just of the Canadian
government, but also of CSE’s Five Eyes partners. As noted above, much
of the SIGINT data and reporting that CSE is able to draw on to support
its Canadian clients originates with those partners, and the sharing of that
material with CSE is contingent on Canada’s continued observance of the
agreed security procedures for its handling.

CSE would not provide information on the extent to which SIGINT
personnel may have been directed to stay at home at various points dur-
ing the pandemic, on the grounds that this would be too revealing of the
agency’s capabilities.* However, some information is available about other
parts of the Canadian intelligence community. The Canadian Forces
Information Operations Group reduced peak-hours staffing at its main
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intercept station at Canadian Forces Station Leitrim in Ottawa by as much
as 40 per cent from late March to May 2020, with occupancy returning
to near-normal levels only in the fall (Robinson 2021b). Similarly, the
Integrated Terrorism Assessment Centre (ITAC), located next door to
CSE in the CSIS building, cut back the number of people working in its
offices by as much as 80 per cent during the early days of the pandemic.
Even by mid-summer 2020, the number of people working in ITAC spaces
was only half the normal level, while by the fall, following renovations to
improve the safety of the centre, around three-quarters of personnel were
back.’ CSIS seems to have followed a broadly similar trajectory with its
own personnel at its Ottawa building (Robinson 2021b).

A comparison with other Five Eyes SIGINT agencies can also be in-
structive. Even in New Zealand, which was highly successful in suppress-
ing the spread of COVID-19, the Government Communications Security
Bureau initially “reduced staffing levels and limited staff numbers around
[its] facilities by moving to shift working, with weekly rotations” (New
Zealand 2020). Similarly, NSA and GCHQ, the American and British
SIGINT agencies, both implemented sharp reductions in workforce at-
tendance around the end of March 2020, followed by a gradual return
to higher occupancy over the summer and fall. Interestingly, the major
COVID-19 waves of the winter of 2020-21 and the spring of 2021 do not
seem to have caused a similar retreat by these agencies, possibly indicat-
ing that modifications to occupancy practices and the workspaces them-
selves were by that time considered sufficient to protect their workforces
(Robinson 2021b). It seems likely, therefore, that CSE applied at least some
reductions in office occupancy during the pandemic’s first wave in the
spring of 2020. CSE may also have made some changes during the second
and third waves (Robinson 2021b).

The problem of secure workspaces is much less acute on the cyber-
security side of CSE, where a portion of the Cyber Centre’s work must
be conducted in a SCIF, but much can also be performed at lower levels
of classification, including, in many cases, the unclassified level. In fact,
when the pandemic hit, the Cyber Centre was in the process of moving
most of its personnel from the high-security Edward Drake Building on
Ogilvie Road to new leased spaces in a commercial building at 1625 Vanier
Parkway. Close to 800 of CSE’s 3,000 employees will eventually be housed
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in this building. Many of these employees have been able to work from
home, communicating with the office and each other over a CSE virtu-
al private network suitable for material up to the Protected B level. Only
when higher-security matters arise have they had to come into one of the
buildings, where they can work on the “high side.” This has also meant
there is spare space in the Vanier Parkway building where other CSE em-
ployees, such as administrative support personnel, can work if they need
office accommodations but not Drake-level security. CSE has acknow-
ledged that it was “very fortunate” to have this space available when the
pandemic arrived.®

The combination of work from home and the shift of Cyber Centre
and other employees to the Vanier Parkway building will have made it
much easier for CSE to provide physically distanced workspaces for those
members of the workforce who do require the Edward Drake Building
for most of their work. SIGINT analysts spend part of their time staying
current with news reports and other open-source information related to
their SIGINT targets, and although they would have to be careful to avoid
revealing those targets, they could in principle read this sort of unclassi-
fied material at the Vanier Parkway offices, or possibly at home. Still, the
great bulk of SIGINT work can only be performed in the Edward Drake
Building. Here, too, CSE argues that it has been fortunate in that the
Edward Drake Building is a new facility (occupied only in 2015) featuring
a modern and efficient ventilation system.” At the time of its construction,
the workspaces in the building were reportedly entirely open concept,
with separate rooms for meetings but no private offices (Weston 2013)
(Pod 1 of the complex, CSE’s high-performance computing centre, may
be an exception as it was constructed as part of a separate project). The
open nature of the building has probably eased the problem of ensuring
appropriate physical distancing of the SIGINT workforce. According to
the agency, among other measures, it has

staggered and reconfigured workstations to ensure two me-
tres of physical distancing. We have significantly increased
cleaning and sanitization of our facilities, focusing on high-
touch surfaces. There are hand sanitization stations through-
out our facilities. We have closed or reconfigured many of our
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common areas. Masks are mandatory any time employees are
not seated at a safely distanced desk.?

Another way to enhance physical distancing within the Edward Drake
Building is to utilize the building more intensively outside traditional of-
fice hours. A portion of the CSE workforce has always been on shift work to
provide a minimal 24/7 operations capability, but this is quite small, leav-
ing the building largely unoccupied during nights and weekends. When
employees currently working primarily at home need to visit the office,
the agency has sought to schedule those visits during these less crowded
times.” CSE has also acknowledged “staggering [its] work schedules” (CSE
2021a), but it is not clear whether the agency made any effort to move a
significant number of traditional day workers to other shifts. Shift work
is never popular and would pose great problems for some employees, but
it might be workable as a relatively limited and short-term expedient. The
collective agreement CSE has with the Public Service Alliance of Canada
enables the agency to schedule shift work when needed to meet its oper-
ational requirements (CSE 2015), and it is possible that it undertook some
effort to transfer work outside of the normal Monday-to-Friday day-shift
hours. Some agencies in the US intelligence community reportedly did
this, moving “their employees and contractors into rotating shifts, where
some worked from 6 a.m. to 2 p.m., and a new group came into the clas-
sified office space to work from 3 to 11 p.m.” (Ogrysko 2020). The NSA
may have been one of the agencies that did this at some points during the
pandemic (Robinson 2021b).

Another workforce-protection measure has been the conversion of
public events to an online format. For example, CSE’s GeekWeek con-
ference, an annual unclassified event designed to “foster collaboration
between the Government of Canada, critical infrastructure partners and
academic researchers to address vital problems facing the cyber security
industry,” was held entirely online in 2020 (CSE 2020g). University re-
cruitment events have also been moved online, as have student internships.
In a typical year, CSE hosts up to four hundred students on three-month
internships, but during the pandemic all interns have worked exclusively
from home.
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CSE’s workforce-protection measures appear to have been successful,
as the agency reported that no cases of workplace transmission of the virus
were recorded during 2020-21 (CSE 2021a). (No information is available
about cases that may have occurred later in 2021, during the third and
fourth waves of the pandemic.)

Work-life balance is another aspect of workforce management that
CSE will have had to address. With the closure of schools and daycares for
extended periods during the pandemic, employees with young children
have had to juggle job requirements with the need to provide full-time
child care, a task that commonly falls disproportionately on women. In
2017-18, women accounted for 37.3 per cent of the CSE workforce, with
approximately half working in “a corporate function” such as policy,
administration, and public communications (NSICOP 2020, 20). Such
jobs are more likely than most at CSE to be at least partly transferable to
home, which could ease the problem for those workers of ensuring that
someone is available to supervise children or other dependents, but it also
increases the probability that this task will fall more heavily to women.
Meanwhile, for those members of the CSE workforce who must work at
the office, flexible hours may ease the problem of meeting dependent-care
requirements somewhat, but for others who may be required to work un-
usual shifts, such difficulties could be exacerbated. CSE will have had to
adjust its expectations of its employees’ productivity to account for the
effect that increased dependent-care responsibilities have had on its work-
force, particularly women. In March 2021, “CSE hosted a virtual panel
discussion where six employees spoke frankly about the disproportionate
impact of COVID-19 along gender lines” (CSE 2021a). The agency will also
have had to consider the mental health needs of its workforce and remain
alert to the consequences of pandemic-related stress. In response to such
concerns, CSE reports that it “held training courses and speaker events
on topics such as self-compassion, managing anxiety and parenting in the
pandemic” (CSE 2021a).

Assessing Performance and Looking to the Future

Whatever the exact menu of measures applied by CSE to maintain its
operations, at the end of 2020 the agency asserted that it had succeeded
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in remaining fully operational during the pandemic (CSE 2020i). The
secrecy surrounding the agency’s activities makes judging the success of
those operations difficult. The COVID-19-related cybersecurity incidents
made public to date have been minor in scope and consequences, with
no evidence of any significant effect on Canada’s federal or non-federal
pandemic response. CSIS has confirmed that the intelligence commun-
ity is “aware of the efforts of state adversaries to spread disinformation
about pandemic responses in an attempt to discredit government efforts
and diminish confidence in vaccine rollout efforts” (CSIS 2021), but these
threats, while concerning, appear to have been marginal in their effects.
Hostile intelligence-gathering activities against Canadian targets are more
difficult to assess. The rapid move to working from home across the public
and private sectors is likely to have opened new opportunities for hostile
exploitation, but many of these intrusions may go undetected or other-
wise remain unreported. The success of CSE’s own intelligence-gathering
efforts is even less likely to be revealed.

In some ways, the COVID-19 pandemic may have served as a preview
of the issues the Cyber Centre will face in the future as work migrates out-
side the traditional office. Are there lessons from the current experience
that can be applied to the design of more permanent, secure remote-work
capabilities? The pandemic period may also have accelerated the agency’s
understanding of how best to operationalize the cybersecurity authorities
it was granted in 2019 to work with entities outside the federal govern-
ment. Was the Cyber Centre’s advice and guidance used effectively by the
organizations that needed it? Is the voluntary participation model laid out
in the CSE Act sufficient for the most vital elements of Canada’s critical
infrastructure?

One lesson that CSE and other essential elements of government might
draw from the COVID-19 pandemic is that they need to develop the infra-
structure and procedures to securely perform work outside of existing
high-security office spaces when emergencies require it. Such an option
would improve the agency’s resilience against a wide range of threats that
might constrain the use of CSE facilities in the future, not just pandemics.
However, it would likely require the relaxation of certain security require-
ments, which would need to be negotiated with the other members of the
Five Eyes partnership. The time to do that is before the next emergency
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arises. The agency might also want to examine greater use of re-
mote work even under normal circumstances, as Gioe, Hatfield,
and Stout (2020) have suggested for the US intelligence community.

NOTES
1 Shared Services Canada is the Canadian government agency responsible for providing
information technology services to the federal government.

2 Christopher Williams, Director General, Public Affairs at CSE, email message to
author, 22 February 2021.

3 Email from Christopher Williams.

4 This information was provided during a 23 October 2020 online meeting between
members of the Canadian intelligence community and authors for this book.

5 23 October 2020 meeting.

6 23 October 2020 meeting.

7 23 October 2020 meeting.

8  Email from Christopher Williams.

9 23 October 2020 meeting.
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COVID-19 as a Constraint on the CAF? As
Always, the Mission Matters

Stephen M. Saideman, Stéfanie von Hlatky, and
Graeme Hopkins'

Introduction

COVID-19 presented the Canadian Armed Forces (CAF) with person-
nel, training, and operational challenges, but there is variation in how
the CAF has responded. While the government and the public’s primary
focus may have been on operations at home, first with the troops re-
placing depleted staffs in long-term care facilities (LTCFs) and later, in
helping with the vaccine rollout, the CAF continued to be involved in
several international missions. These missions varied in terms of how ex-
posed troops were to the virus, and as a result the CAF entirely halted
some operations while adapting others. In this chapter, we discuss the
increased focus on domestic operations and provide an assessment of
international operations, highlighting which ones mainly continued as
planned, which ones were modified, and which ones were largely frozen.
The domestic efforts produced more controversy than the deployments
abroad. For the international efforts, the key variable was how much con-
tact with foreign troops the CAF had, although other factors mattered.
We conclude with a consideration of the implications of the pandemic for
the future of the CAF.
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The CAF Enters the Fight at Home

Domestic operations are integral to what the CAF does and are highlighted
in every defence review as one of its core missions, even if the focus of
politicians, the media, and the budget tends to be more on expeditionary
operations. Before the Afghanistan mission, one of the most prominent
operations on many senior officers’ biographies was the 1998 ice storm
in Ontario and Quebec.? The increased frequency of natural disasters—
floods, fires, extreme storms—has increased the pace of CAF operations at
home. Lieutenant-General Wayne Eyre, then the Commander of the Army,
noted just before the pandemic struck Canada that the pace of domestic
operations had increased, creating challenges and imposing trade-offs for
the CAF (Berthiaume 2020b). Therefore, it should not be surprising that
the government looked to the CAF to respond to the pandemic. Unlike
any other government agency, the CAF has large numbers of trained in-
dividuals who can be quickly deployed to a new mission and who have
experience in planning and coordinating the logistics of complicated and
sudden tasks. Below, we discuss the two key missions—support to LTCFs
and helping with vaccine distribution—before noting how the CAF’s day-
to-day work in Canada has been affected by the pandemic.

As the CAF reacted to the pandemic, it stood up Operation LASER
to protect the force, assist governments at all levels, and maintain read-
iness (DND 2021c¢).> Phase 3 (pandemic response) of Operation LASER
was activated on 13 March 2020 after Phase 2 (pandemic alert).* The most
visible manifestation was the deployment of soldiers into fifty-four elder-
care facilities in Quebec and Ontario after the pandemic depleted their
staffs (Berthiaume 2020c). This effort drew the media’s attention for a few
reasons. It was surprising—the public might expect the CAF to provide
logistical support to distribute protective gear, but replacing nursing staff
was not something most people had anticipated. Soldiers in uniform en-
tering LTCFs provided the media with dramatic pictures. It was also con-
troversial as the soldiers observed neglect and abuse of the elderly in some
of these facilities, ultimately reporting that abuse up their chain of com-
mand; that report eventually made its way into the media (Brewster and
Kapelos 2020; Treble 2020).” Because the provinces are ultimately respon-
sible for these facilities, their request to the CAF to assist civil authorities
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came back to bite them with these revelations (CBC News 2020). At the
same time, the desire by the CAF to pull the troops out as quickly as pos-
sible became a point of contention with the provinces (Canadian Press
2020). While this effort almost certainly gained the CAF goodwill with
the public, it may have created some tensions with the leadership of the
relevant provinces. We further discuss these push-pull dynamics below.

The CAF gained attention again in the fall and winter of 2020-21 as
it played a significant role in supporting the vaccine rollout in the form of
Operation VECTOR. Vaccinating the entire population poses significant
logistical challenges, especially as the first vaccine distributed in Canada
required extremely cold storage. A first move in this effort involved the
CAF delivering five freezers to northern communities in December 2020.
Major-General Dany Fortin also became one of the key players in this ef-
fort in his role as Vice-President of Logistics and Operations at the Public
Health Agency of Canada (PHAC), and CAF personnel assisted PHAC
in planning the vaccines’ distribution.® While there has been significant
criticism of the rollout, with major problems tied to the reliability of sup-
ply chains, none focused on the CAF.

Less visible efforts by the CAF at various stages of the pandemic in-
cluded assistance to more remote communities across Canada. Early on,
for example, Canadian Rangers were asked to do wellness checks, provide
transportation, distribute food and supplies, provide shelter, and assist
emergency operation centres (DND 2021c).® Rangers provided similar
assistance in remote communities as winter approached in November and
December 2021. These latter efforts included more medical assistance and
help with quarantining the sick.

Lastly, the pandemic has affected the daily business of how the CAF
operates in Canada. The need to work from home applied to almost 85
per cent of the CAF, similar to what the Defence Team and the rest of
the government experienced (MacDonald and Vance 2020, 3). Most train-
ing efforts, exercises, and the like were cancelled, altered, or postponed
at the outset of the pandemic. Search and rescue missions had a longer
window to act in the spring before resuming normal alert levels in late
June. Additionally, recruitment was put on hold.

Contagion within the CAF has been relatively limited. Since the CAF
has roughly 100,000 members (including reservists), contagion within the
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force was less than 1 per cent—and therefore less than the rate among
the broader Canadian public. As some troops deployed into what was the
pandemic equivalent of harm’s way—LTCFs—the relatively low contagion
rate can be considered a successful adaptation to the pandemic. By scal-
ing back meetings, exercises, and training, and through the application
of COVID-19 protocols (masks, social distancing), the CAF has mostly
mitigated the direct impact of the pandemic. Harder to measure will be
the impact on service families during school closures and the inaccessib-
ility of the usual forms of assistance (family, base communities), especially
for those with kin deployed abroad. It is also difficult to ascertain how the
pandemic and the CAF’s adaptation has affected readiness and effective-
ness. Could the CAF fight as well in January 2021 as it could in January
2020? The level of activity abroad suggests that the CAF is still capable of
carrying on with its international operations, as we show below. While
readiness is hard to measure even in the best of times, the lack of person-
nel renewal and a reduced training tempo are likely to have lasting effects.

Before moving on to the CAF’s expeditionary efforts, it is worth con-
sidering the politics of the home game. The provinces got more and less
than they wanted from the aid they received from the CAF. Quebec and
Ontario were embarrassed by the CAF’s reports of neglect and abuse in
their long-term care facilities. On the other hand, not only did the CAF fill
vital positions in the LTCFs, but they almost certainly saved the provinces
money. While the CAF can ask for cost recovery—getting reimbursed for
the expenses of giving aid to the provinces—this rarely happens because
of the optics of such a request (Leuprecht and Kasurak 2020). As Minister
of National Defence Harjit Sajjan said before the pandemic, “I also want to
emphasize that the CAF will not be doing any cost recovery and we have
not done so for any disasters” (Global News 2019). Unsurprisingly, like in
past CAF emergency efforts, the provinces wanted the CAF to stay longer.
Ontario and Quebec were saving money by having federally paid troops in
the LTCFs rather than provincially paid nursing staff. This tension arises
frequently when the CAF assists civil authorities. However, in this case,
the key difference is that most CAF assistance to the civil power missions
do not reveal quite so dramatically the extent of provincial shortcomings.
This one did in a very public way and at a time when the pandemic re-
sponse was monopolizing headlines. The conflicting imperatives—bad
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publicity, saved money—means that there may not be clear lessons to be
learned by provincial leaders about whether to ask the CAF for help in
the future. Politicians who are more concerned with budget challenges
will likely be quicker to ask for CAF help. However, those politicians who
are either more concerned about bad news stories or are more politically
vulnerable may find the COVID-19 experience to be a warning against in-
volving the CAF in their province’s affairs. As the CAF was again sending
troops into pandemic hot zones during the first few months of 2021, the
lesson may be that desperation crowds out other concerns.

Capacity-Building On Ice

For the CAF’s operations abroad, the impact of the pandemic has varied.
Maritime and air operations adjusted to the pandemic mostly with mod-
est alterations. On the other hand, land operations were often curtailed
abroad because of their large capacity-building component—training
other countries’ troops—which represented a higher risk of COVID-19
transmission when compared to other mission tasks.

Operations at Sea, Limited at Shore

Canadian maritime operations are the less obvious case of relatively suc-
cessful COVID-19 operations: there were no major COVID-19-related
crises despite ships being perfect breeding grounds for the disease.
Cruise ships were not the only vessels to make the news, as the spread of
COVID-19 disabled the USS Theodore Roosevelt, one of the most power-
ful warships in the world.” The crew’s experience shook the US Navy, ul-
timately leading to the firing not just of the ship’s captain but also of the
Secretary of the Navy (Vanden Brook 2020). The pandemic reveals that
naval vessels present both safety and risk. Alone at sea, a ship is essentially
a bubble that can socially distance for months on end. However, any port
visit risks exposing not just a few sailors but ultimately the entire crew.
As a result, while Canadian naval or joint exercises continued, albeit at a
reduced pace, the port visits that usually go along with such missions did
not. Indeed, crews could no longer go ashore wherever they docked and
were required to stay near their ships. Visitors to these docked ships were
restricted and screened."”
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In 2020, the CAF continued to participate in most multilateral mari-
time exercises as these could proceed with minimal interaction with the
crews of other vessels. Operation CARIBBE, in which Canada assists US-
led counter-narcotics operations in the Caribbean and eastern Pacific,
ended early as the ports in the Caribbean closed in the first months of
the pandemic, making it hard to sustain logistics. Also, Canada’s partners
cancelled some of the exercises, such as the US-led TRADEWINDS. Two
Canadian ships—HMCS Winnipeg and HMCS Regina—also participated
in a slimmed-down RIMPAC 2020 (the largest multilateral maritime ex-
ercise, taking place annually in the Pacific), as the shore-based component
was cancelled. HMCS Winnipeg’s tour continued afterwards, with the ship
participating in Operation NEON, which seeks to deter and detect North
Korean sanction-busting. Operation REASSURANCE, aimed at building
confidence in NATO defence commitments in eastern Europe and mak-
ing more credible deterrent posture towards Russia, has sea, air, and land
components, with the deployment of ships continuing to the Baltic Sea.
HMCS Halifax began its six-month deployment in January 2021 as part of
this operation, and it is the flagship of Standing NATO Maritime Group 1,
the NATO fleet in the Baltic.

Less Friction Above

Compared to the army and navy, the air force was the least exposed to the
risks of COVID-19, with the fewest operations or capacity-building efforts
abroad. The most notable mission is the Air Task Force in Romania, part
of Operation REASSURANCE. Lasting from September to December
2020, the deployment of six CF-18s and a support team, a total contingent
of 135 personnel, made almost no news. The mission’s primary aim was
to take part in the larger NATO activities intended to deter Russia and re-
assure NATO allies. Along the way, the pilots helped train the Romanian
Air Force and participated in several NATO exercises. Because of a con-
current Russian exercise, KAVKAZ 2020, the Canadian contingent was
busier than usual, with more Russian planes approaching allied airspace
requiring interceptions by Canadian CF-18s (Thatcher 2020). However,
the planes and pilots could not participate in as many events, such as air
shows and exercises in the region, that would have required their support
team to move beyond the base in Romania. Keeping the support staff in
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Romania was a COVID-19 mitigation measure, which ultimately limited
the RCAF’s presence in eastern Europe. To prevent the contingent from
contracting COVID-19, they were not allowed to go outside the base un-
less necessary for operations and only with permission. Interactions with
non-Canadians at the Romanian air base were also restricted."

The CAF also had a series of air missions in Africa in support of vari-
ous peacekeeping efforts. In the summer of 2020, Operation FREQUENCE
supported France by helping to transport materiel to the Sahel region via
an RCAF CC-177. Operation PRESENCE was scheduled to provide tactic-
al airlift out of Uganda but was delayed as that country required isolation
for foreign aircrews.

Just as ships at sea from different countries could operate without their
personnel ever meeting, so did these air missions proceed with minimal
contact with personnel from other countries. The planes do not involve
mixed aircrews, unlike NATO airborne warning and control aircraft.
Additionally, most of the interactions would be either on the tarmac of
air bases or in large buildings—where planes are maintained—so that the
risks of infection are much lower. All of this makes it easier to mitigate
risk and continue with training and operations. The concern then shifts to
what happens when personnel are off-duty. Since these missions involve
short rotations, it was less difficult to create policies that kept Canadian
aviators and support crews on base at all times. However, had these been
much longer missions, it would have been more challenging to keep every-
one restricted to base.

A Grounded Army

In a pandemic, the land forces face entirely different challenges from those
operating in the air or at sea. Many of the CAF’s overseas operations are
“capacity-building” efforts, which involve training other countries’ troops.
These missions require sustained interactions with individuals from other
states, with disruptive personnel rotations on the trainer side and turn-
over on the trainee side, as trained units roll out and new units roll in.
As a result, the CAF placed most of these missions on operational pause
during the first stages of the pandemic; some have not been resumed. The
one exception is Canada’s role as a Framework Nation in the Enhanced
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Forward Presence in Latvia, which is not a capacity-building mission per
se but involves a lot of multinational training and exercises.

For Operation UNIFIER, the training mission in Ukraine, Canada
opted to hedge its bets by not replacing all two hundred soldiers training
the Ukrainian armed forces in March 2020 as part of the regular rotation,
deploying only sixty troops instead as placeholders. The training itself
stopped as neither side wanted to expose their forces to the virus. In June,
ninety soldiers went to Ukraine to start again in July, and this training,
with COVID-19 mitigation protocols, has continued since (DND 2021a).

The CAF had already altered its primary capacity-building mission,
Operation IMPACT, before the pandemic due to the American assassina-
tion of Iranian Major-General Qassem Soleimani. Operation IMPACT in-
volves different Canadian missions in the Middle East and Canada’s con-
tribution to the NATO mission in Iraq. On 3 January 2020, a drone strike
targeted Soleimani while he was visiting Iraq. His death led to Iranian
retaliatory strikes and fears of additional attacks on foreign troops in Iraq.
Consequently, most Canadian troops were repositioned outside Iraq be-
fore the pandemic struck. They were in the process of returning to Iraq
when the World Health Organization declared COVID-19 a global pan-
demic, which caused changes to the operation once again. Major-General
Jennie Carignan, the commander of the NATO mission at the time, re-
ported that “We basically had to collapse our train-the-trainers activities
in our satellite sites outside of Baghdad starting on 11 March. ... We had
to take specific actions and adapt to the pandemic context. So, they had to
cease training for a while to protect the force. They had to operate differ-
ently” (Brewster 2020). Ultimately, the CAF trainers returned home. The
CAF also paused Operation IMPACT’s smaller and less visible training
missions in Lebanon and Jordan.!?

Some of the smaller missions supporting peacekeeping operations
were also affected by COVID-19. Operation KOBOLD in Kosovo had a
four-week delay as rotations were interrupted, but then the mission con-
tinued. This effort involves 5 CAF members in the headquarters of the
NATO mission in Kosovo. Operation CALUMET, involving about 55
CAF members participating in the Multinational Force and Observers in
the Sinai, had its rotations interrupted, but now the mission continues.
Operation CROCODILE, with 9 CAF members supporting the United
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Nations in the Democratic Republic of the Congo, was largely unaffected.
For Operation SOPRANO, on the other hand, the 10 CAF members in
South Sudan supporting the UN mission were relocated. Rotations were
later suspended (DND 2021a).

With 540 soldiers in Latvia, the biggest Canadian land operation
has been more like the naval and air operations than the other army
missions.”” That is, since the focus is less on training a series of different
units and more on operating as a single unit, there are fewer interactions
with foreign troops. Even though units from nine countries populate the
base in Latvia, all countries treated the base like a bubble, not unlike the
National Basketball Association’s 2020 summer season. Canadian troops
quarantined both before and after the deployment into the bubble (more
on that below).

According to Colonel Eric Laforest, commander of Task Force Latvia,
“training keeps on going, as you would suspect, with the full battle group
of nine nations” (Berthiaume 2020a). The units cancelled various events
where they would have interacted with the Latvian public and cut off
recreational opportunities such as visits to bars, restaurants, and other
outings. Most interestingly, because the CAF leads a force that includes
soldiers from Italy and Spain, two countries that got hit very hard early
in the crisis, Canadian officers learned quickly and adopted the rules that
Spanish and Italian troops used to minimize the risks of infection. These
measures allow the NATO forces in Latvia, led by the Canadians, to con-
tinue their efforts to train themselves and work together to reassure the
population in the Baltics and Poland and deter Russian forces.

Before arriving, all troops quarantined before they entered the NATO
base bubble in Latvia. In the summer rotation, some Canadian troops vio-
lated these procedures, leading to exposure and their return to Canada
mid-flight (Berthiaume 2021). Toward the end of 2020, there was also an
outbreak, including among the CAF contingent, producing some contro-
versy as the Spanish were displeased with the quarantine arrangements
for those who were exposed or infected. The union representing Spanish
soldiers issued a letter denouncing the COVID-19 containment policies as
insufficient (ATME 2021). While the Spanish media picked up this story
(20 minutos 2021), the Canadian media did not report the complaints. The
scope of the outbreak and its impact on operations has not been publicly
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addressed and remains unclear. Thus, while the Canadian military tends
to present the Latvian mission and its leadership as a success even amid
the pandemic, the mission was not immune from the pandemic nor alli-
ance displeasure.

Conclusion

COVID-19 tends to reveal pre-existing conditions, not just in people but in
governments and societies as well. The reverse is also true—that strengths
become more obvious amid adversity. The CAF has managed to play an
important role at home while projecting force and continuing many, but
not all, of its operations abroad. In times of national emergency, the CAF
is not just the force of last resort but often the country’s early responder.
When the provinces could not act, the CAF sent in their people at the
provinces’ request. With the large but temporary needs tied to the plan-
ning and distribution of the vaccine, the CAF was the obvious solution.
Less obvious at the time of writing are the costs to the CAF and Canada
regarding additional expenses, mental health challenges, and readiness.
The pandemic created more stress for everyone, but it has also altered
how people deal with adversity. This affects military personnel in unique
ways. Sports, visits to bars, and other social activities are reduced or elim-
inated, removing ways to blow off steam. Military personnel and their fam-
ilies usually rely heavily on their base communities to deal with the stress
of military life. However, in this pandemic, these safety nets are largely
missing. Moving forward, then, managing the aftermath of the pandemic
will be a concern for the CAF. Some personnel need to recover from the
physical effects of the disease, while some of the veterans of the deployments
to LTCFs may suffer from post-traumatic stress (Thompson 2020). At the
same time, the CAF response during the pandemic has increased its visibil-
ity among the general population. This profile might inspire Canadians to
consider joining the CAF or improve overall support for the military.
Conversely, decisions regarding expeditionary operations are unlike-
ly to have long-lasting impacts. Resuming training cycles after respon-
sible pauses should not be problematic, with some adjustments. Indeed,
the trainers and the trainees in various capacity-building exercises have
more in common now as survivors of the COVID-19 pandemic. The navy
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and air force can resume port calls and air shows without much difficulty,
and the Latvian mission can increase outreach within the region once it
is safe to do so. By mostly carrying on, the CAF has shown itself to be
resilient not just at home but abroad as well. While there have been cases
of COVID-19, no mission received anything like the bad public relations
hit that the US Navy suffered due to the USS Theodore Roosevelt outbreak.

There will undoubtedly be lessons-learned exercises. The obvious les-
son is that capacity-building is different and more fragile than presence
operations and efforts where the CAF trains itself. The CAF should study
the impact of disruptions on training. At home, the politics of providing
assistance to civil authorities will make it harder to adopt lessons learned.
For instance, academics may think it would be better if the CAF adver-
tised more clearly to the public what it can and cannot do when it is aiding
municipal and provincial governments (Canadian Defence and Security
Network 2020). However, a moral hazard presents itself: being more ex-
plicit about what the CAF can do might result in the Forces being asked to
do more (Leuprecht and Karusak 2020). That said, DND/CAF leadership
has routinely communicated with the Forces and the public about their
domestic operations during the pandemic, notably via weekly messages by
the Chief of the Defence Staff and weekly Twitter threads by the Deputy
Minister."*

Nevertheless, before the crisis, CAF leadership lamented the increased
pace of domestic operations. One lesson from this emergency is that re-
quests for CAF assistance to civil authorities might increase in the future.
The CAF should examine its training cycles and the resources it expends
to re-calibrate in the face of this increased tempo of operations at home.
It is time to reset priorities amid changing realities. While the Strong,
Secure, and Engaged policy includes responding to domestic emergen-
cies as a core mission, the media, politicians, and the Forces themselves
see these missions as less of a priority than overseas deployments.” If the
CAF and DND do not want to invest more time and resources in domestic
operations, an alternative is to develop the equivalent of the American
Federal Emergency Management Agency (FEMA) with a robust reserve
capacity. While other government agencies have some capacity, Canada
has nothing like FEMA. Unless and until this happens, the CAF will re-
main an early responder to major domestic crises.
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The authors are most thankful for the assistance we received from Cornel Turdeanu
of the Department of National Defence’s Public Affairs group. We are also grateful to
Carleton University for its COVID Response Research Assistance funds and for its
Paterson Chair funds.

The Department of National Defence used to post the biographies of all officers at the
rank of colonel/captain (N) and above on an easily accessible webpage. That, alas, is no
longer the case.

For more see chapter 9.
Phase 1 is the normal state of preparedness for a pandemic.

To read the report, see Headquarters 4th Canadian Division Joint Task Force (Central),
“3350-Op LASER 20-01 (COS),” Government of Canada, 26 April 2020, https://www.
macleans.ca/wp-content/uploads/2020/05/JTFC-Observations-in-LTCF-in-ON.pdf.

Fortin was subsequently removed due to an investigation into accusations of past sexual
misconduct.

For more, see chapter 3.

For a good discussion of who the Rangers are and what they have done during the
pandemic, see Moon (2021).

For an assessment of the pandemic’s impact on the ship’s crew, see Malone (2020).

Email with staff of the Department of National Defence’s Public Affairs group, 30
December 2020.

Email correspondence with staff of the Department of National Defence’s Public Affairs
group, 26 January 2021.

There are discussions with the two countries on how to restart those training efforts,
but as far as we can tell, training remained on hold at the time of writing.

This paragraph is based on comments made by a senior CAF officer at an event held
under the Chatham House Rule in December 2020.

For instance, see the Chief of the Defence Staff’s letters of 27 March (DND 2020a)
and 15 May 15 2020 (DND 2020b) announcing the resumption of some of the CAF’s
ordinary business.

Anonymous junior officers have told us that domestic deployments are not as valued as
foreign ones, and the benefits are much less.
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Defence Intelligence and COVID-19

James Cox

Introduction

Did the Defence Intelligence Enterprise ever lose its effectiveness as a re-
sult of constraints imposed during the COVID-19 pandemic? Throughout
2020, the Department of National Defence (DND) and the Canadian
Armed Forces (CAF) conducted over thirty missions at home and abroad.
Some were short-term. Others continue in or near conflict zones around
the world. Many operations were adjusted to varying degrees as a result
of the effects of COVID-19 (Government of Canada 2020c). Despite con-
straints, all missions received effective intelligence support.

This chapter explores the impact of the COVID-19 pandemic on the
Defence Intelligence Enterprise (DIE) active across DND and the CAF at
the strategic and operational levels during 2020. It shows that the DIE,
despite having to adopt novel personnel and systemic work practices to
meet mandated public health requirements, continued to meet all priority
intelligence requirements set by government and delivered operational in-
telligence products to deployed CAF missions. However, such continued
effectiveness was not easy.

The DIE is an enabling function that provides strategic and oper-
ational intelligence to deployed military missions at home and abroad,
and to government decision-making related to the defence of national
interests and pursuit of national objectives. It co-operates extensive-
ly with other government intelligence organizations across the broader
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Canadian intelligence community, as well as with the intelligence agen-
cies of Canada’s closest allies and partners. Canadian Forces Intelligence
Command (CFINTCOM) is the institutional lead of the DIE, but it also
has a corporate role that contributes to defence policy development, pro-
vides all-source intelligence analysis, generates deployable intelligence
capabilities, and conducts training and professional development pro-
grams. Within CFINTCOM, throughout the pandemic, capability gener-
ation enjoyed the same primacy of effort as intelligence production, while
other activities became less urgent.'

In early 2020, when COVID-19 arrived in Canada and authorities
imposed decisive public health restrictions across DND and the CAF,
defence intelligence activity was initially—and dramatically—slowed
and reduced. Nonetheless, DND and CAF attention remained focussed
on what must be done, particularly the provision of intelligence products
to senior decision-makers, ongoing missions, and prioritized intelligence
support to allies and partners. By the end of the summer, the DIE had
found its “sea legs” and, thanks to a number of procedural and workforce
adjustments, had returned to a more comfortable, but no less hectic, level
and pace of activity.

Inthe sections that follow, I first outline the general effects of COVID-19
at the national strategic level within National Defence Headquarters
(NDHQ), which sets the stage for a more detailed look at what happened
within CFINTCOM and the impact of COVID-19 on defence intelligence
generally. Concluding material follows.

There are three principal reasons why the DIE continued to function
effectively during the pandemic. First, it was never a question whether
defence intelligence production would continue, requirements would be
met, or deployed missions supported. Military personnel in particular are
trained to operate in various threat environments, and COVID-19 was
just another threat environment to be tolerated and mitigated. Intelligence
products have continued to flow throughout the pandemic, although their
presentation was not always as polished as had been the custom before.

Second, military doctrine and DND instructions placed a high prior-
ity on workforce protection. Any organization is unlikely to operate at full
effectiveness if personnel fall ill or become subject to unmitigated risks
that divert attention and effort from the main mission. With the warning
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of COVID-19 in early 2020, DND/CAF leaders at all levels set their minds
to implementing force protection protocols that conformed to regional
and local public health measures.

Third, the defence team is well acquainted with adaptation and change,
so DIE leaders at all levels were alert to the need to monitor performance
and change work habits as required. Throughout the pandemic, restric-
tions and practices were modified to meet operational requirements. Some
weeks were slower than others, but local “battle rhythms” eventually sta-
bilized, and work continued.

CFINTCOM is one of a number of military commands headquartered
in Ottawa, and the DIE is systemically integrated in the defence operation-
al planning process, so a general review of the overall NDHQ reaction to
COVID-19 will help understand what happened within CFINTCOM and
how the pandemic affected the DIE.

COVID-19 in National Defence Headquarters

Long before warnings of COVID-19 began to surface in late 2019, the DND/
CAF already had a counter-pandemic contingency plan in place—Contin-
gency Plan (CONPLAN) LASER. It described the intended response to a
worldwide pandemic of an influenza-like disease. This contingency plan
had been drafted as a result of the recognition of a pandemic as one of the
eight modern potential threats to Canadian national security listed in the
2004 National Security Policy (Government of Canada 2004). When acti-
vated, CONPLAN LASER became Operation (OP) LASER (Government
of Canada 2021¢).

The four phases of OP LASER cover measures to protect defence per-
sonnel and reduce the impacts of a pandemic in order to sustain oper-
ational capabilities and readiness in support of national objectives and
requests for assistance. It is important to note that there are two aspects to
this operation. The first is focussed on military force protection, integrity,
and effectiveness. The second provides for military support to civil au-
thorities. Phase 1 (pandemic preparedness) was ongoing in late 2019, with
routine monitoring of world pandemic threats and mitigation planning.
During this phase, in February 2020, the CAF were already supporting
government activity by opening a quarantine centre at Canadian Forces
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Base Trenton to receive Canadians evacuated from Wuhan in China and
Canadian tourists evacuated from a cruise ship in a Japanese port. As
COVID-19 continued to spread and related risks were better understood,
in part due to medical intelligence (MEDINT) reports dealing with prob-
able COVID-19 effects on CAF troops generally and deployed missions
in particular, the Deputy Minister (DM) and Chief of the Defence Staff
(CDS) activated Phase 2 (pandemic alert) on 2 March 2020. This phase in-
volved continued monitoring of COVID-19 and the adoption of protective
measures as directed by local commanders.

On March 4, Prime Minister Justin Trudeau announced the creation
of a Cabinet Committee to lead the federal response to COVID-19 (Prime
Minister’s Office 2020). On March 11, the World Health Organization
(WHO) declared the crisis to be a global pandemic (World Health
Organization 2021). Then on March 13, Parliament agreed to adjourn for
five weeks because of COVID-19. That same day, the DM and CDS activat-
ed Phase 3 (pandemic response) of Operation LASER (Colonel Orest Babij,
pers. comm. 2020). Phase 3 formally recognized widespread and continu-
ous transmission of COVID-19 in the general population and the immin-
ent threat of its impact on military personnel and missions. Responses
to civil authorities’ requests for assistance continued to be received and,
where approved by government, actioned.

Within NDHQ, complementary direction from the DM and CDS
imposed a virtual lockdown. People were sent home and only essential
personnel remained in their offices or at their worksites. Direction was
given to activate command-level business continuity plans. Out of an
abundance of caution, the immediate intent was to adopt force protection
measures based on guidance by regional and local public health officials
(Colonel Orest Babij, pers. comm. 2020; Colonel Steven Desjardins, pers.
comm. 2020).

Two priorities were set. First, a deliberate strategic prioritization of
work ensued so as to identify what must be done. This included responding
to requests for assistance from civil authorities. What should be done was
tackled as best it could be, usually from home offices. What could be done
would be addressed later. Second, staff who were required to do work that
must be done continued to work in their offices in NDHQ. Others worked
remotely from home. According to Marie-Héléne Chayer, the Assistant
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Chief of Defence Intelligence at the time, all operational and deployed
force protection requirements continued to be met, but longer-term, less
important non-operational activity was put off for another day.

Personal routines changed. Those who continued to work in their of-
fices had their work environment regulated by a number of new protocols,
including one-way traffic arrows on the floor, copious amounts of hand
sanitizer located on tabletops, and maximum limits on the number of per-
sonnel allowed on any level, conference room, or elevator at any one time.
Everyone had to wear a mask when not at their desks. Custodial staff in-
creased the frequency with which they cleaned office furniture. Personnel
dispatched to work at home proceeded to organize their home offices and
personal work routines, shaped by family circumstances.

As March turned into April, there was considerable experimentation
with various online video conference platforms and email connections at
the unclassified level. Local commanders and civilian managers adopted
measures that suited their situations. These challenges were interesting
enough within Canada, but with travel being cancelled, international
co-operation brought its own set of problems. Face-to-face meetings with
allies and partners are important for relationship dynamics, but adverse
effects of the pandemic were not as grim in this area as might have been
expected because allies and partners were facing their own pandemic
challenges and force protection restrictions. Mutual understanding and
empathy prevailed.

With over thirty different operations at home and abroad, DND/CAF
had to conduct a detailed analysis of each mission to determine the adjust-
ments required to protect deployed personnel while ensuring the achieve-
ment of critical mission objectives. Adjustments ranged from delaying
deployment of some capabilities and amending the number of military
personnel deployed to modifying operational and training activity within
deployed missions, all of which sought to achieve a balance between ac-
ceptable risk factors for personnel, the ability to sustain the mission, and
the impact any change would have on the mission. In some cases, adjust-
ments came because of a pause in operational activities by host or partner
nations (Government of Canada 2020c). For example, as a result of the
effects of COVID-19, the United States Pacific Fleet restricted the timing
and scope of Rim of the Pacific (RIMPAC) 2020, a large multinational
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maritime exercise usually conducted over two months, to just the last two
weeks of August with no training events ashore (Government of Canada
2020f; see also Saideman, von Hlatky, and Hopkins, this volume). In Latvia,
Canada’s battle group deployed as part of Operation REASSURANCE ad-
justed how it trained and cut most contact with the general public outside
its barracks (Berthiaume 2020).

Throughout April 2020, NDHQ settled into something of a routine.
The to-and-fro of various force protection initiatives abated somewhat but
never completely stopped. On May 1 the DM and CDS were able to issue
their first of many regular DM/CDS Joint Directives that served to control
defence work across the department and throughout all CAF commands,
formations, and units. This first Joint Directive was clear regarding its
applicability

to all employees of the Department of National Defence
(DND employees) [as] an order that applies to all officers
and non-commissioned members of the CAF, and any other
persons granted access to defence establishments in accor-
dance with the Defence Controlled Access Area Regulations,
SOR/86-957 (ref A) and the Inspection and Search Defence
Regulations (ref B). Members of the Defence Team (DT) on
named domestic or international missions will follow the di-
rection and guidance issued in relevant operational tasking
orders. (Government of Canada 2020e)

In early autumn, DND/CAF had accepted that they would have to continue
to function safely in a COVID-19 threat environment for the foreseeable
future. On 22 October 2020, things had settled to the extent that the DM
and CDS could issue a “CDS/DM Directive for Sustained Activities in a
COVID-19 Environment,” which was updated in December 2020. In out-
lining guiding principles, the directive stated that,

Notwithstanding COVID-19 transmission rates, DND/CAF
will ensure unfettered continuity of operations for critical
capabilities and services to include designated operational
force elements . . . military support and advice to government,
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command and control, intelligence. (Government of Canada
2020b)

The directive went on to define enabling priorities, including the direction
to “continue to execute all aspects of the intelligence function.” As well,
given DND/CAF experience adapting to the COVID-19 environment
and the need to enhance its intelligence practices, CFINTCOM was spe-
cifically tasked with “work[ing] with the Privy Council Office and other
intelligence organizations to explore the feasibility of establishing a joint
intelligence fusion team to better harmonize COVID-19 specific require-
ments.” There is no public information on whether or how this last direc-
tion has been actioned, but since cabinet formed a committee to deal with
the pandemic, it would not be unusual for the Privy Council Office to
establish something of a COVID-19 intelligence working group under the
National Security and Intelligence Advisor to the Prime Minister.

CFINTCOM

The Commander of CFINTCOM is the functional authority for de-
fence intelligence and, as such, reports directly to the Chief of the
Defence Staff. Concurrently, he also holds the appointment of Chief of
Defence Intelligence, which reports directly to both the CDS and the
DM (Government of Canada 2020d). CFINTCOM’s principal role is to
provide credible, timely, and integrated defence intelligence capabilities,
products, and services to support Canada’s national security objectives
(Government of Canada 2016). Within that role, CFINTCOM has three
key responsibilities. First, it provides multi-source intelligence analysis,
strategic warning, and threat assessments, while also conducting integrat-
ed collection management and managing the defence intelligence cycle,
including coordination of defence intelligence requirements. Second, in
its “force generator” mode, CFINTCOM trains, prepares, and deploys
intelligence capabilities to meet DND/CAF intelligence requirements.
Third, the command develops policies and directives governing defence
intelligence activities and leads compliance reviews of intelligence activity
throughout the DIE. The detailed organization of CFINTCOM is not pub-
licly available, it is generally organized as shown in figure 9.1:
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(Analysts) (collectors) Development Group (Cyber)

FIGURE 9.1: Outline of CFINTCOM organization

CFINTCOM has an integrated civilian-military staff, one branch of
which is responsible for intelligence production and led by a senior pub-
lic servant. The intelligence production branch includes a Directorate of
Scientific and Technical Intelligence (DSTI), with a senior civilian defence
scientist at its head. A MEDINT cell is located within DSTI, led by a mil-
itary Health Services Officer. Far from being “tucked away on the edges
of the country’s security and defence establishment,” as claimed in some
media reporting, the leader of the MEDINT cell provided frequent input
to intelligence analysis in early 2020 on the existence, effects, and likely
spread of COVID-19 (Brewster 2020; Marie-Hélene Chayer, pers. comm.
2020).

Media stories tended to either misinterpret the role of MEDINT or
misunderstand it altogether. The CFINTCOM MEDINT cell was seldom
more than one person working within DSTTI. Its role was to monitor and
report on disease and other health threats that would impact CAF per-
sonnel, both at home and abroad on deployed missions. It contributed to
CFINTCOM strategic and operational analyses. The cell did not have a
mandate to report findings outside DND/CAE. It is not a “central” intel-
ligence agency.
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The head of the MEDINT cell routinely collected open-source infor-
mation from the WHO, other countries, and relevant public websites, and
she often had classified liaison with equivalent offices across the Five Eyes
and NATO, particularly with US military MEDINT elements. MEDINT
products were not disseminated as sole-source assessments, but were
crafted into all-source intelligence products reported to the DM and CDS,
which enabled effective DND/CAF decision-making, as all intelligence
should.

DND/CAF MEDINT reports would have been shared, as is routine,
among other intelligence assessment offices in government, such as the
Intelligence Assessment Secretariat in the Privy Council Office, or with
Global Affairs Canada. Research found no indication that CAF MEDINT
was requested by, or shared with, the Public Health Agency of Canada,
which had its own pandemic surveillance capability and was regularly in
contact with the WHO and other governments.

When the NDHQ lockdown came in mid-March 2020, the strategic
intelligence production staff immediately prioritized the assessments they
were in the process of completing.? People working on those assessments
that must be done and requiring frequent access to classified information
systems continued to work from the office. Other less urgent assessments
were completed by staff at home, who came back into the office only when
they absolutely had to have access to classified material. Risk-management
decisions were delegated down to mid-level managers, who tweaked staff
working hours to achieve an effective workflow and manage a work/home
balance that was different for every individual.

Somewhat unexpectedly, human resource management became the
most challenging issue. No one questioned the need to continue pro-
ducing intelligence assessments, but trying to manage who was needed
where and when required engaged leadership at all levels. Supervisors had
to remain attentive to a workforce sometimes stressed by complex family
issues at home or nervous about returning to work in a pandemic environ-
ment. The synchronization of work activities needed to meet the different
expectations of missions, clients, and senior leaders (who were now always
in the building), allies, health-care officials, spouses, and kids was tricky,
but eventually found its own rhythm in the different staft offices across
CFINTCOM.
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Over time, supervisors became aware of possible adverse effects on
people’s mental health, perhaps caused by social isolation at home. As it
turned out, many analysts apparently enjoyed working from home, alone,
where they could think and work at their own speed, without undue dis-
traction or interruption, family life notwithstanding.

With their attention directed to the new personnel management
issues, there was less opportunity for supervisors to provide analysts with
the usual detailed instructions for the completion of various assessments.
Some analysts may have momentarily faltered without such direction, but,
in a pleasant surprise, it soon became apparent that many analysts rel-
ished the opportunity to fill the instructional void with their own novel
ideas and inclinations about how to proceed on certain issues. This de-
velopment allowed senior leaders to identify those with talent and poten-
tial who “bloomed” during a stressful period and to “mark” those who
might develop into future effective intelligence managers.

Interestingly, co-operation with intelligence allies seemed to improve
during this period because everyone was in the same boat. Not only were
various parties more inclined to connect online, assessment burden-shar-
ing among partners picked up because, alone, no one could continue to
do what they had been doing at the same level. “Tag-teaming” became
common as co-operative allied groups shared analytical projects to the
benefit of all. For example, in a NATO context, in “normal” times, a work-
ing group of allied analysts might meet to collaborate on a joint analysis
of a certain issue, but now, with time and availability at a premium, close
allies more readily accepted products developed by one nation and sub-
sequently shared with all. The Canadian cadre, being smaller than that
of its principal allies, enjoyed some agility in switching from subject to
subject as prioritization demanded. It was often hectic, but throughout
the year, assessment products remained actionable, relevant, and timely,
even if they were not presented in as polished a format as had been the case
before the pandemic.

Another component of CFINTCOM, the CF Intelligence Group, pro-
vides a range of specialist intelligence collection capabilities, including
imagery from the Canadian Forces Joint Imagery Centre, human intelli-
gence in Joint Task Force X, counter-intelligence in the Canadian Forces
National Counter-Intelligence Unit (CFNCIU), the Joint Meteorological
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Centre (JMC), and the Mapping and Charting Establishment. It also
oversees the CF School of Meteorology and the CF School of Military
Intelligence (CFSMI). The Commander and staff of the CF Intelligence
Group are located in NDHQ, but the units have personnel deployed across
the country and on missions abroad.

Some military officers with command responsibility were unsatisfied
with their ability to remotely exercise command influence. Command is
an intensely personal endeavour and when both commanders and sub-
ordinates are working remotely from a laptop at home, personal presence
and influence are missing. Some found video-teleconferencing useful, but
not everyone had access to such a capability. Not surprisingly, this issue
was felt more acutely by leaders than by their subordinates.

At a personal level, in the course of a day, COVID-19 restrictions
had one senior officer with command responsibilities going from work-
ing in the office all the time, when not travelling, to working from home
exclusively. Within a week it became apparent that he and his key staff
could not effectively continue remote work because communicating
via a Blackberry and the intermittent Defence Virtual Private Network
Infrastructure connection was ineffective. The network was eventually
upgraded (Government of Canada 2020a). CF Intelligence Group leader-
ship initially returned to the office about one to two days a week, then
increased to three to four days when needed. At the time of writing, their
“battle rhythm” remains about two to four days a week in the office, with
some days seeing reduced work hours.

Significantly, in March 2020, as part of the original lockdown, the
CDS decisively ordered the cessation of all CAF training activity. Courses
stopped running and candidates were returned to their home units. Field
exercises were abruptly ended, and units redeployed back to garrisons.
Imperative training for senior officers about to be posted abroad as de-
fence attachés had to be completed via a distance learning module.

At the non-commissioned member level, not only were candidates
already in training at the CFSMI ordered to go home before completing
their training, but personnel waiting to commence training would be held
up for even longer, creating a projected shortage of future junior ranks in
the training pipeline. The situation was not so dire in the junior officer
ranks, which were largely up to strength before the pandemic hit.
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More broadly, when training ceased in March 2020, CFSMI had been
in the middle of a multi-year plan to increase training capacity, with the
objective of bringing the Intelligence Branch up to its permitted manning
level. The plan was set back because of the shutdown. Even when training
was allowed to start up again in the summer, capacity remained lower
than usual because of imposed physical distancing. At the time of writ-
ing, in early 2021, centralized CAF recruit training is still operating at
considerably less than full capacity, so the flow of entry-level personnel to
CFSMI for primary intelligence training also remains low. However, the
reduction in primary intelligence training allowed CFSMI to increase the
number of more senior training courses, a development that is serving
to reduce the backlog, built up in recent years, of those requiring more
advanced intelligence training (Colonel Orest Babij, pers. comm. 2020).?

It can also be noted that while in-house training was suspended,
CFSMI instructional staft turned their minds to adapting training courses
to online formats, which have been subsequently instituted for a number
of courses (Colonel Orest Babij, pers. comm. 2020). This will allow for
more flexible training of more Intelligence Branch personnel in the future.

Between April and June 2020, NDHQ began planning for the resump-
tion of “normal” business activity, and the leadership spent much time
and effort ensuring a safe working environment for those returning to
the office. During this time and later into the summer, the CF Intelligence
Group met all of its force generation requirements. Production, however,
was adversely affected, particularly at the CF Joint Imagery Centre, where
a very high percentage of the work is highly classified, and at the Mapping
and Charting Establishment, where tremendously large data files could
not be efficiently accessed remotely. On the plus side, many analysts at
both units took advantage of newly created online training opportun-
ities provided by Canada’s intelligence allies and sought to adapt as best
they could. The CF National Counter-Intelligence Unit, for its part, took
a hit in terms of its activity. Details are not publicly available, but one
might imagine the constraints experienced by this largely HUMINT-
oriented endeavour. Despite all this, it was “business as usual” at the Joint
Meteorological Centre, where staff continued to provide 24/7/365 meteor-
ological support to the CAF. On balance, though, at the end of 2020, the
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CF Intelligence Group had still not returned to its full, pre-COVID-19
posture or capacity.

Overall, as a force employer, CFINTCOM continued to meet its stra-
tegic intelligence-production requirements, but perhaps with less polish
than it, or its clients, had been accustomed to. It might be that a senior
leader who would normally receive a personal briefing, presented by a
briefer with a practiced script and polished set of PowerPoint slides, might
now get only an email with slides attached, or just the slide deck itself,
or just a verbal briefing without notes or slides. The CFINTCOM force
generation role was slowed somewhat but continued to work to catch up.
At the time of writing in early 2021, defence intelligence at the national
strategic level continued to meet all requirements, and as time goes on,
it moves steadily closer to regaining the operating level it had before the
arrival of COVID-19.

Conclusion

The 2004 National Security Policy recognized a pandemic as one of eight
significant potential threats to Canadian national security. Accordingly,
DND/CAF had a counter-pandemic contingency plan in place when
COVID-19 arrived. When it hit, defence leaders immediately prioritized
essential work and related staffing requirements. DND/CAF also adopted
force protection measures ordered by public health authorities. Those who
did not have to work in the office were ordered to work at home. Despite
the disruption, the DIE continued to meet prioritized intelligence produc-
tion and force generation responsibilities. Mandatory intelligence prod-
ucts were delivered as required, but they were not as aesthetically pleasing
as they once were. In these circumstances, substance trumped looks.
Leaders, managers, and staff alike found the effort to gain effective
balance and rhythm in workflows, at all levels, to be a significant early
challenge, as personnel juggled work in the office or at home—the latter
for some or all of the time, depending on the individual’s role. Family
circumstances influenced who could do how much, and when. However,
as leaders and their staff members settled into workable routines, people
became more comfortable with communications technology and remote
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work. Some staff are keen to continue working remotely where it is appro-
priate to do so.

In the end, it was never a question of whether the DIE could or would
continue to work effectively in support of deployed missions and govern-
ment decision-making requirements. COVID-19 just made the work more
difficult, but it was nothing CFINTCOM and the DIE could not overcome.
In fact, the lessons learned regarding new technical tools and processes
will likely benefit the DIE in the long run (Marie-Hélene Chayer, pers.
comm. 2021).

NOTES

1 Toweadebt of gratitude to Colonel (Retired) Steven Desjardins and Lieutenant-Colonel
(Retired) Greg Jensen, both of whom are experienced military intelligence officers who
now provide contracted intelligence policy advice at both the strategic and operational
level in DND/CAF. Their help in understanding “the big and long picture” is truly
appreciated.

2 I am indebted to Mme Marie-Héléne Chayer, Assistant Chief of Defence Intelligence in
CFINTCOM for the information regarding intelligence production in this section.

3 I thank Colonel Babij for his information about the CF Intelligence Group, and also for
his perceptive insights into the complexities of the CF Intelligence Branch generally.
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Reviving the Role of GPHIN in Global Epidemic
Intelligence

Kelley Lee and Julianne Piper

Introduction

Effective surveillance, monitoring, and reporting are essential pillars in
any global system of disease prevention, control, and response. Identifying
public health events of concern quickly and accurately, to provide ear-
ly warning of outbreaks and new pathogens, is particularly critical.
Epidemic intelligence prompts timely action to prevent such events from
becoming more severe and potentially spreading internationally (Murray
and Cohen 2017).

The World Health Organization (WHO) is mandated with the
responsibility for global epidemic intelligence gathering under the remit
of the International Health Regulations (IHR), an internationally binding
legal instrument that governs how national governments and the WHO
respond to international health emergencies. Historically, this UN spe-
cialized agency relied on paper-based reports from official government
sources. When developed and launched by Canadian public health of-
ficials in the late-1990s, the Global Public Health Intelligence Network
(GPHIN) proved to be a ground-breaking initiative for expanding cap-
acities to rapidly gather and disseminate epidemic intelligence. Within a
decade, however, GPHIN’s role would become less prominent, and was in-
deed downgraded by the Canadian government. Technological advances,
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new data platforms, and a shift in the political climate away from multilat-
eralism led to the sidelining of GPHIN. This decline in support mirrored
WHO?’s struggle with chronic underfunding at a time of increasing risks
from emerging pathogens and outbreaks, notably from zoonotic diseases
(Smith et al. 2014).

This chapter begins by briefly tracing the creation and integration of
GPHIN, as a technically and politically innovative tool for strengthening
outbreak intelligence capacities nationally and globally. We then explain
the factors leading to the decline of support for GPHIN and its neglect
during a period of withdrawal from global engagement and co-operation
under the Stephen Harper government (2006-15). We consider the impli-
cations for the replacement of GPHIN with alternative arrangements for
national and global health security, notably in relation to the emergence
of SARS-CoV-2 and the COVID-19 pandemic. We conclude with lessons
learned for GPHIN and the future role of early warning systems amid
anticipation of new revisions to the IHR (2005) and reform of WHO and
potentially of global health governance more broadly.

Background: Creation and Expansion of GPHIN

Several critical trends at the turn of the twentieth century led to the cre-
ation and refinement of GPHIN, which offered a cutting-edge contribu-
tion to international disease surveillance. First, the rapid transformation
and growth of communication technologies significantly changed how
information could be collected and shared. Second, in response to ac-
celerating globalization, the security sector’s traditional focus on issues
of national economic or military importance expanded to encompass a
wider range of social and political issues. The emerging framework of
“human security” in the 1990s sought to shift focus from the security of
the state to that of individuals and communities, reframing basic human
needs such as access to education and health care as security concerns
(UNDP 1994). Amid the HIV/AIDS pandemic, the reframing of health by
WHO and other global health actors became increasingly common, con-
tributing to the popularization of the concept of “global health security.”
Third, as a prominent voice in the global health landscape, Canada was a
respected champion for both multilateralism and a broadly defined global
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health agenda. It was against this backdrop and at the nexus of security,
global public health, and information technology that the first iteration of
GPHIN (GPHIN I) was established in 1997.

GPHIN I was created by Canadian public health officials with finan-
cial support from the Nuclear Threat Initiative based in Washington, DC.
Initially a prototype, GPHIN was a leader in the yet-to-be-explored field
of Internet-based disease surveillance (Mykhalovskiy and Weir 2006).
It served as a national early warning and situational awareness network
designed to detect potential public health threats worldwide through re-
al-time, events-based monitoring of media reports from around the world
(Mawudeku et al. 2016). In 2000, GPHIN was then integrated by WHO
as one of the centrepieces of its Global Outbreak Alert and Response
Network (GOARN). GOARN was a global “network of networks,” serving
as a repository of global epidemic intelligence and a reserve of experts that
could be deployed by WHO in response to identified public health events.
Supplementing traditional reporting and co-operation with member
states, GOARN enhanced WHO’s ability to detect potential international
public health threats. The historically novel reporting relationship be-
tween GPHIN and WHO prompted comparisons with Canada’s formative
contribution to international peace and security through its championing
of UN peacekeeping (Wenham 2016).

The post-9/11 world saw a broader framing of security issues to in-
clude biological, bioterrorist, and chemical threats, all of which contrib-
uted to the growing prominence of the global health security paradigm.
Amid renewed efforts to further strengthen early warning and rapid
response to outbreaks following the severe acute respiratory syndrome
(SARS) outbreak in 2002-03, GPHIN II was launched in November 2004.
The Minister of Health at the time, Ujjal Dosanjh, exemplified the tone
of Canada’s approach, noting that “such incidents as SARS and avian in-
fluenza have demonstrated the importance of a strengthened network of
international cooperation and communications. GPHIN is an example
of the benefit of this increased collaboration” (Government of Canada
2004). The launch of GPHIN II was among several significant investments
made by the Canadian government in its health emergency preparedness
and response capacities during this period, including the creation of the
Public Health Agency of Canada (PHAC) in 2005. These developments
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coincided with the revision of the International Health Regulations
(IHR) by WHO member states as the international legal framework for
preventing and controlling the international spread of disease. The em-
bedding of non-government information sources in the IHR’s functions,
as provided by GPHIN II and similar systems, was especially seen as a
substantial strengthening of national and global epidemic intelligence in
an increasingly interconnected world.

The prototype of enhancements for GPHIN II was developed in col-
laboration with Nstein Technologies, in recognition of the “need to make
the most of the tools of modern communication . . . for the earliest threat
detection possible” (Ted Turner quoted in Government of Canada 2004).
This second iteration of GPHIN brought a new level of sophistication,
marked by an expansion to operations in seven languages, the adoption
of an all-hazards approach, and a greatly increased data-processing cap-
acity. Maintained by PHAC as a hub of surveillance and response, GPHIN
IT performed secure web-based system searches of news wires with more
than twenty thousand daily news reports and websites, on a wide range
of topics including disease outbreaks, bioterrorism, chemical exposures,
product and drug safety, and natural disasters. Information was then fil-
tered for relevance and made available via electronic international alerts
to GPHIN users, including WHO, government authorities worldwide, and
NGOs, as well as daily reports for use within Canada. If the automated
filtering by the system’s algorithms determined an event met a certain
threshold of significance, an alert would be sent to GPHIN users auto-
matically. Events at a lower threshold of significance, or deemed irrelevant
by the automated process, would be examined by GPHIN analysts from
a wide range of disciplinary backgrounds (e.g., journalism, public health,
medicine, social sciences) to check their accuracy. Any potential alerts er-
roneously dismissed would be actioned appropriately.

The incorporation of GPHIN into global health surveillance systems
was a critical contribution to WHO’s capacity to identify disease events,
sometimes even before states reached a comprehensive understanding
(Davies 2015). In the mid-2000s, GPHIN was providing approximately
40 per cent of WHO?’s early warning information on disease outbreaks.
Perhaps even more significantly, the creation and success of GPHIN helped
revitalize and transform the global impetus for international monitoring
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of disease outbreaks and other health threats (Mykhalovskiy and Weir
2006).

Overall, initially envisioned as an early warning system to strengthen
Canadian responses to potential public health threats, GPHIN became
recognized as “one of the most imaginative and creative additions to
global disease detection . . . [and] a key tool for the detection of signifi-
cant new epidemics, wherever in the world they may occur” (Government
of Canada 2004). Yet while GPHIN’s contributions were celebrated at
the global level, its role remained to inform Canada’s responses to global
health crises including SARS (2002-03), HIN1 (2009) and MERS (2012)
(Dion, Abdelmalik, and Mawudeku 2015). Indeed, in a world of increas-
ingly permeable borders and mobile populations, distinctions between
“global” versus “national” public health risks became somewhat blurred.

The Displacement of GPHIN

The accolades given to GPHIN for its early contributions to addressing
issues of data scarcity and access to enhance global public health surveil-
lance systems through the increased use of open-source and unofficial data
sources have been well earned. The early detection of SARS by GPHIN in
2002, in particular, put it at the forefront of a new era with the coming
into force of the revised IHR (2005). However, two developments since this
period led to the decline of GPHIN. The first concerned dynamics at the
global level. On the heels of GPHIN’s success came the advent of other plat-
forms, such as ProMED and HealthMap. Launched in 2006, HealthMap
is an automated system based on algorithms for data collection, filtration,
and assessment. The HealthMap system expanded open-source disease
surveillance by integrating “disparate data sources, including online news
aggregators, eyewitness reports, expert-curated discussions and validated
official reports, to achieve a unified and comprehensive view of the current
global state of infectious diseases and their effects on human and animal
health” (cited in Roberts 2020). The importance of HealthMap was dem-
onstrated in March 2014 when it issued a health alert regarding a hemor-
rhagic fever in Guinea, which was reported to WHO by the government
nine days later as a rapidly evolving Ebola virus outbreak.
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In principle, these additional platforms should have strengthened
WHO’s GOARN, expanding available intelligence sources. In practice,
GOARN shifted over this period from its original mandate of global co-
ordination of early warning public health intelligence to a stronger focus
on response. One reason for this shift was the increased workload of re-
viewing and analyzing incoming intelligence from a growing number of
traditional and digital sources. This increase in demands on staft coincid-
ed with funding pressures on WHO caused by decades of zero real and
absolute growth in the assessed contributions of member states, policies
upheld amid the global financial crisis (Lee and Piper 2020). The decision
by GOARN to shift focus to response activities led surveillance platforms
to work more directly with governments and each other. As part of their
commitments under the 2005 THR, many States Parties also invested in
strengthening core capacities during this period, including disease sur-
veillance. Many countries began to develop direct relationships with other
countries, often circumventing WHO. Instead of a globally coordinated
network of networks, therefore, epidemic intelligence became increas-
ingly fragmented. GPHIN maintained its close working relationship with
GOARN but found itself operating amid multiple, even competitive, sys-
tems of epidemic intelligence (Roberts 2020).

The second factor leading to the decline of GPHIN stemmed from
domestic policy decisions. The emergence of a more fragmented global
epidemic intelligence environment coincided with rapid technologic-
al change and expanding “big data” sources (e.g., social media), which
required platforms to continually invest in updates. However, amid in-
creased austerity measures under the Harper government (2006-15), the
necessary financing for updates was not forthcoming and GPHIN failed
to keep pace (Carter, Stojanovic, and de Bruijn 2018).

In 2013, an evaluation of epidemic intelligence systems revealed that
the GPHIN “system design did not allow the extraction or collection of
data in a format compatible” with the needs of the Global Health Security
Initiative, a prominent Ottawa-based international partnership formed in
2001 to strengthen global public health preparedness (Barboza et al. 2013).
The impacts of insufficient investment in GPHIN were compounded by
changes in PHAC management. Efforts to align bureaucratic process-
es with other federal departments, and to reduce spending, ultimately
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resulted in an undervaluation of and subsequent departure of relevant
public health expertise from PHAC’s senior management. While these
developments originated under the Harper government, the Trudeau gov-
ernment (2015-) has not reversed this trend. This has contributed to in-
stitutionalized misunderstandings of how to effectively leverage GPHIN’s
capacity. In a renewal process undertaken from 2015 to 2019, driven in
part by efforts to bring GPHIN into compliance with government IT poli-
cies, PHAC and the National Research Council replaced GPHIN with a
“modular platform that incorporates modern natural language process-
ing techniques to support more ambitious situational awareness goals”
(Carter, Stojanovic,and de Bruijn 2018). As noted in the interim report by
the independent review of GPHIN launched by the Government of Canada
in 2020, “while the [renewal] led to some enhancements, some potential
opportunities might not have been realized and not all were satisfied with
the amount of improvement that resulted” (External Review Panel 2021).

However, this description suggests a continued lack of understanding
of the important role played by a system like GPHIN. The renewal resulted
in a significant curtailing of certain GPHIN functions, prompting internal
dissent and resignations. In practice, this meant that GPHIN alerts have
not been issued for public health events in Canada since 2014, and changes
to reporting procedures meant that GPHIN analysts could no longer issue
alerts about detected public health threats without senior management’s
approval (External Review Panel 2021). This requirement undermined
GPHIN capacity to provide rapid early warning. As described in a Globe
and Mail investigation, “as a result of this edict, the alert system went
silent, which had a cascading effect inside the department. Soon after,
international surveillance and intelligence-gathering activities were also
cut back. Analysts were told to focus on domestic issues that were deemed
more valuable to the department” (Robertson 2020a).

Overall, at both the global and domestic levels, governments have
failed to invest sufficiently in up-to-date and coordinated epidemic intel-
ligence systems since SARS-1. GPHIN suffered as part of this broader pat-
tern of neglect. From a flagship platform celebrated internationally, lack
of investment by successive federal governments over time saw it struggle
to keep pace with technological change (PHAC 2018). Most importantly,
at a time when risks of major public health events evolved and grew amid
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intensified globalization, Canada’s epidemic intelligence system became
increasingly neglected.

The Role of GPHIN in Early Warning on COVID-19

The scale of global devastation resulting from COVID-19 is testament to
a collective failure to act on lessons learned from previous global health
emergencies, both in terms of repeated calls from experts to strength-
en the authority of WHO in its global coordination role, and the need
to enhance preparedness and response capacities at the national level.
Unfortunately, GPHIN’s trajectory and the degree to which it was lever-
aged to support national and global responses to the COVID-19 pandemic
are no exception.

Canada’s Chief Public Health Officer, Theresa Tam, confirmed that
GPHIN was the body responsible for informing her of a cluster of corona-
virus cases in Wuhan in late December 2019 (Gilmore 2020). Government
records confirm that data on the outbreak was first shared by GPHIN on
31 December 2019 (PHAC 2020). When questioned on the role of GPHIN
in Canada’s COVID-19 response, Health Minister Patty Hajdu under-
scored that Canadian officials were aware of the risks to human health and
“watching it very carefully” in late 2019 and early 2020. However, she also
acknowledged that greater intelligence provided by GPHIN would have
likely contributed to a better and earlier understanding of the situation
(Gilmore 2020). Indeed, the critical value added of a tool like GPHIN is
that its reliance on unofficial sources like local news outlets and social
media means that it should, in theory, outpace the data-collection and
information-sharing processes of official government sources.

Analyses of the beginning of the COVID-19 pandemic contend that
GPHIN was not leveraged to its full potential in the earliest days and
weeks of the outbreak, nor in the period from early January to mid-March
2020, during which Health Canada’s assessment of the risk of COVID-19
to Canadians was persistently maintained as “low” (Wark 2020). At least
three early warning platforms—BlueDot, HealthMap, and ProMED—
have been credited for alerts on 30 December 2019 regarding a cluster of
“unidentified pneumonia cases” in Wuhan, several days ahead of WHO’s
first public notification of the outbreak via Twitter on 4 January 2020
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(WHO 2020). Key questions surrounding the role of GPHIN in responses
to COVID-19 extend beyond whether or not the threat could have been
identified a few days or weeks earlier. That GPHIN was not issuing global
alerts throughout 2019 and 2020 and, equally importantly, that it was not
being drawn upon for situational awareness as the COVID-19 pandemic
unfolded suggest that critical opportunities were missed. For example, if
GPHIN had been operating at optimal capacity, it is difficult to imagine
that the intelligence network would not have picked up on red flags around
the global spread of SARS-CoV-2 and its impacts, which were being sig-
nalled at escalating rates by late January and throughout February (Wark
2020). Similar questions could be asked about what intelligence informed
Canada’s preparedness and response to the new COVID-19 variants that
subsequently emerged during the pandemic.

There was widespread disappointment with GPHIN’s failure to pro-
vide timely Canadian intelligence or global early warning alerts. Simply
put, “the Global Public Health Intelligence Network was meant to per-
form a critical warning task with regard to the COVID-19 outbreak. This
was its job” (Wesley Wark quoted in Brewster 2020). Considerations of
the role of GPHIN and epidemiological intelligence gathering in nation-
al and global responses to COVID-19 must extend beyond questions of
what information was collected and how, to how this information was
made use of once available. Notwithstanding the potential benefits that
earlier intelligence could have had, why did the early warning signs not
trigger a sufficiently robust national public health response to prevent (or
mitigate) the pandemic? The failure in Canada to prevent the devastating
impacts of COVID-19 suggests deeper structural and institutional chal-
lenges, including an inadequate incident-management system. For future
events, how can Canada better leverage its intelligence gathering capacity
to support timely and evidence-informed decisions? What investments
will be required from Canada and others to sustainably advance global
health security? The next and final section expands on these dimensions,
presenting some of the lessons learned so far with respect to the role of
GPHIN.
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Lessons Learned

According to the 2018 Joint External Evaluation of Canada Self-Assessment
Report, which assessed the country’s core capacities to carry out its com-
mitments under the IHR (2005), “Canada has strong public health sur-
veillance systems in place to detect and monitor existing and emerging
disease and events of significance to human health, animal health and
health security. These systems are able to act upon, communicate and
share information across authorities, jurisdictions and sectors” (PHAC
2018). However, against the backdrop of the COVID-19 pandemic,
many have raised questions about the effectiveness of existing epidem-
ic intelligence to provide early warning from major public health events
(Robertson 2020b). The focus has understandably been on the weakened
role of GPHIN, which “should have been at the heart of a Canadian and
indeed a global early warning system” (Wesley Wark quoted in Brewster
2020). Its neglect and decline over many years points to important lessons
for preparing more effectively for future public health events that pose
major risks to the country’s health and well-being.

First, the exponential increase in data sources, variety, and volume
since GPHIN’s launch in the 1990s has proven both a blessing and a curse.
Improvements to data access and scarcity, through open and unofficial
sources, have undoubtedly strengthened early warning systems. The SARS,
MERS (or Middle East respiratory syndrome), Ebola, and other outbreaks
have been detected using similar sources prior to official government con-
firmation of such events. However, the explosion of “big data” poses new
challenges. The capacity to gather ever more data and identify significant
events amid more “noise” is increasingly difficult. If investments to update
and support epidemic intelligence systems are not forthcoming, more data
can slow down, rather than speed up, required action.

Second, this points to the need to recognize that epidemic intelligence
goes far beyond ever-expanding data gathering. GPHIN and other digital
platforms have continued to increase their data sources. However, it is how
data are processed, analyzed, and shared that determines how useful these
systems are for informing timely responses. These latter functions are in-
variably labour intensive and cannot be replaced entirely by automation.
Some filtering of data is possible, using machine learning and other forms
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of artificial intelligence, but turning data into usable intelligence to guide
action depends on skilled analysts and efficient reporting mechanisms.
These functions must be supported, in turn, by appropriate resources and
systems that include clear protocols for risk assessment. Systems for rapid
reporting of identified risks to appropriate authorities are also essential.
Thus, any failure to act quickly during the earliest stages of the COVID-19
pandemic are unlikely due to a few days’ delay in early intelligence gather-
ing. Rather, analyses of this data and the reporting of the assessed risk to
appropriate decision-makers, along with clear procedures within govern-
ment to act quickly and decisively on this intelligence, is where the delays
are likely to have occurred.

Third, clear structural challenges have hindered the role of GPHIN.
This points to the clear need to prioritize investments in an epidemic in-
telligence system that ensures access to the most up-to-date data sources,
support for data analysts, and upgrading on a regular basis. The cost of
such a system is not insubstantial but it is far less than that incurred from
the failure to act in a timely manner to emerging events. The system for
Canada may draw upon the many platforms now available for gathering
data and need not replicate them. Investment may be focused instead on
analysis of data for Canadian needs. Moreover, public health intelligence
systems cannot be stand-alone operations; rather, they must be integrat-
ed with other parts of the Canadian health system. The decentralized
nature of the health system in Canada, however, poses some structural
problems. For example, variation in data collection and barriers to data
sharing across provinces/territories (e.g., genomic sequencing) appear to
be a hindrance to rapid action (Flood and Philpott 2020). Epidemic in-
telligence must also be better integrated with other parts of government,
including the national security and intelligence community. In its early
years, GPHIN analysts recognized this need and often collaborated, at the
working level, with relevant units in the RCMP and CSIS, for example.
These types of interdepartmental working relationships need revisiting
as part of Canada’s post-COVID-19 reflections. This suggests the need
to consider what type of intelligence is needed for early warning for epi-
demic intelligence. For example, conflict, displacement of populations,
terrorist threats, and environmental factors can be predictive of potential
public health risks. Thus, a whole-of-government approach based on an
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“all-hazards” framework may be warranted to “connect the dots” across
different risks to Canadian interests, including national security.

Finally, the effectiveness of any national-level system of epidemic in-
telligence is dependent on the quality of global health governance. Major
public health events, by definition, go beyond individual countries in
terms of both cause and effect. The chronic underfunding of WHO and,
by extension, the weakening of GOARN’s early warning function also
need urgent attention in the wake of the COVID-19 pandemic (Gostin,
Moon, and Meier 2020; Lee 2020). Any effort to strengthen national-level
systems must thus support, and not undermine, global systems for gather-
ing and sharing epidemic intelligence.

Conclusion

Early warning systems and epidemic intelligence capacities need to be re-
viewed as part of Canada’s post-COVID-19 lesson-learning process. Any
approach to strengthening health emergency preparedness and response
capacities, both nationally and globally, should sensibly leverage existing
knowledge and experience. However, future Canadian contributions to
global public health intelligence gathering, and considerations of how to
integrate these functions across different government agencies, must rec-
ognize the unique and often hidden attributes of GPHIN. First, GPHIN’s
historical successes were a result of the work of highly trained, multidisci-
plinary analysts with prior knowledge, specialized expertise, and judg-
ment skills specific to identifying public health events of potential con-
cern. The broadening of skill sets and professional backgrounds among
PHAC management, to align it with other parts of government, came at
the cost of critically needed specialist public health expertise. A renewal
of these capacities is required, although where such expertise should best
be located remains unclear. Second, GPHIN was as beneficial to Canada
as it was to the rest of the world. A health intelligence system that artifi-
cially delineates between national and global risks fails to recognize the
interconnected nature of such risks and the critical need for coordinated
action within and across countries. Finally, GPHIN initially operated in
an organizational environment that was conducive to the agility, collab-
oration, and technological innovation required to remain responsive in
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a dynamic landscape. National security, encompassing health security
within Canada and globally, will benefit from renewed public health in-
telligence gathering that is independent of partisan politics, sustainably
resourced, and linked to appropriate incident-management systems at the
national and global levels.
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Privacy vs. Health: Can the Government of
Canada Leverage Existing National Security
Surveillance Capabhilities to Stop the Spread?

Leah West

Introduction

In early 2020, as COVID-19 spread across Canada, officials within and
outside the national security community considered how state resources
and capabilities could be retooled or redirected to manage the pandemic.
One of the key debates that emerged—in this country and abroad—was
whether a state’s surveillance apparatus, used by federal security and
intelligence agencies to detect and monitor national security threats,
could be leveraged in a public health crisis. Alternatively, could the fed-
eral government mandate that individuals or telecommunication service
providers share the location data generated by wireless devices—namely,
cell phones—with health or security agencies? This chapter looks at these
questions from a legal perspective and answers them in the negative.
Divided into three parts, the chapter explains that existing legal au-
thorities and emergency legislation do not permit the federal government’s
collection of Canadian location data for public health purposes. Part 1
briefly describes the use of electronic surveillance to limit the spread of
COVID-19 in other countries as well as the contact-tracing application
developed by the Government of Canada. It finds that Canada’s choice to
use a voluntary application rather than some form of mandated collection
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of location data was a less effective contact-tracing tool. The application
also provides no additional capacity for the enforcement of quarantine
orders and public health measures.

Part 2 then canvasses the legal authorities that permit the collection
of cell phone and location data by Canadian state agencies, namely, the
Canadian Security Intelligence Service (CSIS), the Communications
Security Establishment (CSE), and the Royal Canadian Mounted Police
(RCMP). It concludes that, except for in very specific instances, existing
authorities do not permit the mass collection or analysis of data neces-
sary to trace the spread of communicable disease or enforce public health
measures.

Part 3 examines Canada’s emergency legislation, specifically the
Emergencies Act and Quarantine Act. It refutes the arguments advanced
by some scholars that the federal Emergencies Act in particular could
be used to conduct electronic surveillance or allow cabinet to order the
requisition of location data or subscriber information from Canadians or
service providers. To hold otherwise would mean acknowledging property
rights in personal information, a subject of debate for decades. Such a legal
move would have wide-ranging implications far beyond the context of the
existing pandemic and demands the full consideration of Parliament.

The chapter concludes by identifying potential legal reforms that
could permit the government to leverage Canada’s security apparatus to
mitigate or control future public health crises. The normative question
of whether the government should employ state surveillance tools is not
addressed here but is considered by Jessica Davis and Alex Corbeil in a
separate chapter in this volume.

Part 1: Surveillance to Stop the Spread?

In March 2020, the Israeli government passed emergency regulations al-
lowing its domestic security services to conduct digital contact tracing
using a classified database that compiles data provided by every tele-
communications service provider in the country (Shwartz Altshuler and
Aridor Hershkowitz 2020). The names of individuals who test positive are
shared by health officials with the police, who then analyze the data to
(1) identify and notify close contacts, and (2) enforce quarantine orders
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(Landau, Kubovich, and Breiner 2020). Singapore, South Korea, and China
implemented similarly sweeping surveillance measures to identify people
who may be infected and to crack down on those violating public health
measures (Doffman 2020). Ultimately, these measures did not prevent the
spread of the coronavirus in these countries. However, they are credited
with slowing the spread of the virus in Singapore (Ng et al. 2020) and
South Korea (Yang 2021) in the early months of the pandemic, and with
flattening the curve of infection rates in China (Sahin 2020).

Canadian privacy advocates widely decried these programs (see, e.g.,
CCLA 2020), but there was no robust public debate about their appropri-
ateness or potential efficacy for slowing the spread of the virus. Ultimately,
the Government of Canada chose not to implement a form of electronic
surveillance or rely on security or intelligence services to assist in con-
tact tracing. Instead, the government developed an application (“app”),
COVID Alert, that users voluntarily download onto their phones. Once
downloaded, users must enable the app, which then transmits a unique
personal identifier via Bluetooth signal to other users. If a user tests posi-
tive for COVID-19, they can choose to enter a unique key into the app
(only provided if they receive an official positive test result). The app will
then notify other users whose signal crossed paths with the infected user’s
signal, warning them that they have come into close contact with a person
with COVID-19 and encouraging them to self-isolate and get tested. At
the time of its release, the app was commended by privacy experts for its
strong privacy protections (see, e.g., Geist 2020). However, since then, the
app’s effectiveness as a public health tool has been called into question
(Haggart 2020). For one, not every province and territory chose to adopt
the app; the public health systems in Alberta, British Columbia, Nunavut,
and Yukon do not support diagnosis reporting. Second, there is limited
uptake in provinces that do support the app. By September 2020, three
months after its release, less than 10 per cent of the Canadian population
was using the app, and only 514 users (all within Ontario) notified the app
about a positive test result; that is less than 1 per cent of the number of
positive test results in the province during that period (Turnbull 2020). By
March 2021, the app had been downloaded more than 6 million times, and
the number of people who used it to report a positive test had increased to
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20,000, yet that still only represents 5 per cent of positive cases in Canada
(ISED 2021).

What is more, a flaw in the app’s program identified months after its
rollout requires users to ensure that the app is enabled daily. The number
of notifications or contacts that have gone undetected due to the bug in the
app remains entirely unknown (Daigle 2020).

Canada continues to struggle to control the spread of the virus, and
the cost of the pandemic, not only in human life but to the Canadian econ-
omy, is staggering. Across the country, provinces and municipalities have
undergone successive “lockdowns” to keep their health-care systems from
collapsing. When the pandemic is finally behind us, we should expect
policy-makers to seriously reconsider the decision to rely on citizens to
volunteer their information rather than utilizing the more robust surveil-
lance capabilities of Canada’s national security and intelligence commun-
ity. The need for reflection is especially important in light of the World
Health Organization’s warning of the likelihood of even worse pandemics
in the future (WHO 2020; Dangerfield 2020).

Part 2: Canada’s Domestic Surveillance Authorities

The collection of personal information by federal officials is governed pri-
marily by the Privacy Actand the Canadian Charter of Rights and Freedoms
(Charter). Personal information is defined as “information about an iden-
tifiable individual that is recorded in any form” (Privacy Act, s. 3). This
includes a person’s name, address, telephone number, cell phone identi-
fier (or International Mobile Equipment Identity), and location history.
The information necessary to conduct contact tracing and enforce public
health orders, therefore, meets the definition of personal information.
First, under the Privacy Act, the government may not collect personal
information unless it relates directly to an operating program or activity
of the institution (Privacy Act, s. 4). Moreover, the government may not
use personal information without informed consent (Privacy Act, s. 7).
There are, however, exceptions to the use limitation built into the stat-
utes governing Canada’s security intelligence agencies and the Canadian
Criminal Code. These acts give the relevant agencies the legal authority
to collect and use personal information in furtherance of their mandates
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without notification or consent. For example, section 12 of the CSIS Act
stipulates that

The Service shall collect, by investigation or otherwise, to the
extent that it is strictly necessary, and analyse and retain in-
formation and intelligence respecting activities that may on
reasonable grounds be suspected of constituting threats to the
security of Canada and, in relation thereto, shall report to and
advise the Government of Canada.

Second, some—but not all—personal information collected by a gov-
ernment agency is subject to privacy protections under section 8 of the
Charter. Section 8 guarantees the right to be secure against unreasonable
search or seizure. This has been interpreted to mean that the Charter’s
protections are only triggered when there is a search or a seizure that is
subject to “reasonable expectation of privacy” (REP) (R v S.A.B., 2003 SCC
60 at para 38). For example, one cannot reasonably claim a privacy interest
in the collection of their name, the address of their workplace, or their hair
colour. Rather, personal information attracting constitutional protection
is “information which tends to reveal intimate details of the lifestyle and
personal choices of the individual” (R v Plant, [1993] 3 SCR 281 at 293).

Information collected by electronic searches and seizures or through
electronic surveillance will almost certainly meet the REP threshold
(Forcese and West 2021, 435). Indeed, almost thirty years ago, the Supreme
Court recognized that “electronic surveillance is the greatest leveler of
human privacy ever known” (R v Duarte, [1990] 1 SCR 30 at para 22).
More recently, the Supreme Court recognized that a police request for
an Internet user’s subscriber information might engage section 8 of the
Charter where the police seek to link anonymous online activities to that
subscriber information (R v Spencer, 2014 SCC 43). Likewise, collecting
subscriber information or location data either from a service provider or
directly from a user that reveals their physical travel patterns and personal
interactions would certainly trigger the Charter’s protections.

Once triggered, a government search or seizure must be “reasonable”
to not fall afoul of the Charter. A search is presumptively unreasonable if
it is not pre-authorized by a neutral and impartial arbiter capable of acting
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judicially (Hunter et al. v Southam Inc., [1984] 2 SCR 145). We typical-
ly conceive of this as the need to obtain a judicially authorized warrant.
Alternatively, a warrantless search may be reasonable if it satisfies three
criteria: (1) the search is authorized by law; (2) the law itself is reasonable;
and (3) the search is carried out in a reasonable manner (R v Collins, [1987]
1 SCR 265 at para 23).

The statutes governing Canada’s national security and intelligence
agencies set out various criteria for obtaining prior authorization for high-
ly intrusive searches (e.g., police wiretaps under part VI of the Criminal
Code), and the legal parameters for conducting less intrusive warrantless
searches (e.g., intelligence collection under s. 12 of the CSIS Act). None of
these existing authorities permit the collection of personal information
to conduct data analysis or electronic surveillance to stop the spread of a
naturally occurring pandemic.

Before moving on, a note about the Personal Information Protection
and Electronic Documents Act (PIPEDA). PIPEDA regulates private-sector
organizations involved in commercial activities unless ousted by applic-
able provincial privacy legislation. Under the Act, consent is required for
collecting, using, and disclosing a person’s information, particularly where
subsequent use and disclosure is for a purpose other than that for which
the information was collected (Forcese and West 2021, 435). PIPEDA
binds private-sector organizations even when information is requested by
federal and provincial agencies like the RCMP or Public Health Ontario.

CSIS Act

CSIS may collect Canadian datasets under section 11.05 of the CSIS Act.
A Canadian dataset is “a collection of information stored as an electron-
ic record and characterized by a common subject matter” that “contains
personal information, as defined in section 3 of the Privacy Act.” This
data “does not directly and immediately relate to activities that repre-
sent a threat to the security of Canada,” and “predominantly relates to
individuals within Canada or Canadians.” Location data generated from
cellphone users within Canada to conduct contact tracing satisfies each
element of this definition.

However, CSIS may only collect this information if it contributes to
CSIS’s security intelligence mandate under section 12, its security threat
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reduction mandate under section 12.1, or its foreign intelligence mandate
under section 16 of the CSIS Act. The latter is not applicable to this discus-
sion, as tracing the spread of the virus across Canada is also clearly not a
foreign intelligence task.

Importantly, CSIS’s security intelligence and threat reduction man-
dates are tied to the definition of “threats to the security of Canada.”
Section 2 of the CSIS Act defines which “threats to the security of Canada”
may be investigated and reduced by CSIS. They include (1) espionage and
sabotage; (2) foreign-influenced activities; (3) terrorism; and (4) subver-
sion. Here lies the problem: the natural spread of a communicable illness
does not fall into any of these categories, and therefore is not subject to
investigation by CSIS.

Criminal Code

Under the Criminal Code of Canada, law enforcement officers may apply
to judges for orders to have third parties (namely, telephone service pro-
viders) produce large quantities of data. In particular, a judge or justice
may issue orders for the production of (1) “transmission data,” including
information about telecommunications such as the type, direction, date,
time, duration, size, origin, destination, or termination of the communi-
cation, but not including the content of communications; and (2) “track-
ing data,” or data that relates to the location of a transaction, individual ,or
thing (Criminal Code, ss. 487.011, 487.016, 487.017).

However, to issue these orders, a judge must be satisfied that there
are reasonable grounds to suspect that “an offence has been or will be
committed under this or any other Act of Parliament” (Criminal Code, ss.
487.016(2)(a), 487.017(2)(a)). In other words, the data can only be collected
if an officer can establish that there are grounds to suspect a criminal of-
fence has or will occur in advance of requesting the information. Thus,
while such an order may produce evidence of prior violations of public
health measures, they cannot be issued to proactively identify if or when
individuals are breaching their quarantine, gathering in large groups, etc.
Moreover, production orders may not be issued for the purpose of contact
tracing.
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CSE Act

There is little doubt that CSE has the technical capability to collect and
analyze location data generated by Canadians’ cellular devices. CSE also
has a mandate “to provide technical and operational assistance to feder-
al law enforcement and security agencies, the Canadian Forces and the
Department of National Defence” (CSE Act, s. 20). However, when CSE
provides that assistance to these agencies and departments, they are bound
by these bodies’ legal authorities. Meaning, if CSIS or the RCMP cannot
legally collect the information, neither can CSE. There is also no measure
by which CSE could assist other federal or provincial agencies, (e.g., the
Public Health Agency of Canada) with the collection of Canadians’ per-
sonal information.

Having established that there are no regular legal authorities that
would allow the federal government to leverage Canada’s security and
intelligence agencies’ surveillance and analytical capabilities to stop the
spread of an illness like COVID-19, we turn next to emergency legislation.

Part 3: Federal Emergency Legislation

This final part examines the federal Quarantine Act and the Emergencies
Act and concludes that neither may be used to conduct electronic surveil-
lance or order the requisition of location data or subscriber information
from Canadians or service providers.

Quarantine Act

The federal Quarantine Act gives the Minister of Public Health the author-
ity to conduct health screening when it is necessary to prevent the spread
ofa communicable disease. Under the Act, travellers have a duty to provide
any information that a quarantine officer may reasonably require for the
performance of their duties. Additionally, when the Governor in Council
(essentially cabinet) issues an Emergency Order under the Quarantine Act,
that order may subject anyone seeking to return to Canada from abroad
to “any condition.” Arguably, one of those conditions could be the man-
datory download and use of an app that would allow quarantine officers
to track travellers’ movement to enforce compliance with any order issued
under the Act.
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Of course, there are several limits to data collection of this kind. First,
it only impacts travellers coming into Canada from a foreign country.
Second, collection would only be permitted for the duration of the order
a traveller is subject to—for example, fourteen days from the date of their
return to Canada. Third, the app would be ineffective for contact tracing
as it could not capture the personal information of others in a user’s vicin-
ity who were not also subject to a quarantine order.

Emergencies Act

The Emergencies Act contains the stiffest government emergency powers
of any emergency law in Canada. The statute defines a “national emer-
gency” as “an urgent and critical situation of a temporary nature that . . .
seriously endangers the lives, health or safety of Canadians and is of such
proportions or nature as to exceed the capacity or authority of a province
to deal with it, or . . . seriously threatens the ability of the Government
of Canada to preserve the sovereignty, security and territorial integrity of
Canada” and that cannot be addressed effectively under any other law of
Canada (Emergencies Act, s. 3). Importantly, the caveat “any other law of
Canada” means any other federallaw (Roberts v Canada, [1989] 1 SCR 322).

The Emergencies Act anticipates four categories of emergencies: a public
welfare emergency, a public order emergency, an international emergency,
and a war emergency. As is the case with COVID-19, an emergency caused
by “disease in human beings, animals or plants” falls within the defin-
ition of a public welfare emergency (Emergencies Act, s. 5). To trigger the
wide-ranging powers under the Act, the Governor in Council must consult
with the provincial cabinet in the affected provinces. Where the Governor
in Council “believes, on reasonable grounds, that a public welfare emer-
gency exists and necessitates the taking of special temporary measures,” it
may declare an emergency (s. 6(1)). At the time of writing, the Governor in
Council had not declared the COVID-19 pandemic a public welfare emer-
gency, although there is little doubt that the legal threshold has long been
met. Certainly, the spread of the coronavirus disease seriously endangers
Canadian lives, and the consequences, cost, and resources necessary to
manage the pandemic have exceeded the internal capacities of the prov-
inces. However, rather than invoke the Act, the Trudeau government chose
not to take action that encroaches on the jurisdiction of the provinces and
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instead passed new legislation to take measures within its federal jurisdic-
tion to address the crisis.

Nevertheless, the Trudeau government could have, and could still,
invoke the Emergencies Act in response to the pandemic. Should such a
declaration be made, the Governor in Council must identify the state of
affairs constituting the emergency, the special temporary measures an-
ticipated, and the area affected by the emergency. The government may
only implement measures believed necessary on reasonable grounds to
deal with the situation. Those orders or regulations may only pertain to a
closed list of matters set out in section 8 of the Act.

Those matters include:

(@) the regulation or prohibition of travel to, from or within
any specified area, where necessary for the protection of
the health or safety of individuals;

(b) the evacuation of persons and the removal of personal
property from any specified area and the making of
arrangements for the adequate care and protection of the
persons and property;

(c) the requisition, use or disposition of property;

(d) the authorization of or direction to any person, or any
person of a class of persons, to render essential services
of a type that that person, or a person of that class, is
competent to provide and the provision of reasonable
compensation in respect of services so rendered;

(e) the regulation of the distribution and availability of
essential goods, services and resources;

(f) the authorization and making of emergency payments;
(g) the establishment of emergency shelters and hospitals;

(h) the assessment of damage to any works or undertakings
and the repair, replacement or restoration thereof;

(i) the assessment of damage to the environment and the
elimination or alleviation of the damage; and
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(j) the imposition

(i) onsummary conviction, of a fine not exceeding
five hundred dollars or imprisonment not
exceeding six months or both that fine and
imprisonment, or

(ii) on indictment, of a fine not exceeding five
thousand dollars or imprisonment not
exceeding five years or both that fine and
imprisonment, for contravention of any order
or regulation made under this section.

Notably absent from this list is the authority to mandate the disclosure of
personal information by individual Canadians, Canadian entities regulat-
ed by PIPEDA, or other government departments. The Act also fails to give
the government any additional authority to collect personal information
from individuals or third parties.

Some have argued that the government can collect location and sub-
scriber data from telecommunication service providers under section
8(c): “the requisition, use or disposition of property” (Flood and Thomas
2020, 112). Flood, Scassa, and Robertson suggest that this provision could
be used to “access data held by telecommunications companies” (2020).
Nevertheless, they note that an order or regulation made under the
Emergencies Act issued to requisition that data would be insufficient both
to overcome the protections afforded by PIPEDA and comply with section
8 of the Charter. As such, even if the government were to rely on this novel
interpretation of “property” to collect the data, a new law is necessary to
give service providers the authority to share the requested data.

There are three issues with the above argument.

First, while it is true that any order issued under the Emergencies Act
for the seizure of property that is subject to a reasonable expectation of
privacy must comply with section 8, and by consequence, the three cri-
teria for warrantless searches set out by the Supreme Court in Collins.
This much is clear from the statute’s preamble.! However, it is not true
that additional legislation is necessary to overcome the limits set out in
PIPEDA.
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When it comes to sharing or disclosing personal information, there
are two key questions. First, does the entity with the desired information
have the legal authority to share it? Second, does the entity requesting the
information have the legal authority to collect it? If the answer to either
question is “no,” the information may not be shared.

Under the argument advanced by Scassa and Flood, the lawful au-
thority to collect would be an order issued under the Emergencies Act to
administer the Act or any number of provincial emergency regulations
issued to manage a major health crisis. What they appear to overlook is
that PIPEDA sets out several exceptions where private-sector organizations
may disclose personal information without notification and consent. For
example, under section 7(3)(c.1)(iii), an organization may disclose personal
information to a government institution that identifies its lawful authority
to obtain the information and indicates that the disclosure is requested
for the purpose of administering any law of Canada or a province. This
exception is the authority to share; it has already been built into PIPEDA
for situations exactly like Scassa and Flood describe. Consequently, new
legislation would not be required.

Second, under existing law, individuals do not “own” information
about themselves that third parties physically compile. In McInerney v
McDonald, the Supreme Court of Canada determined that doctors, not
patients, own the physical copies of a patient’s medical records ([1992] 2
SCR 138). The paper records or hard drives on which a doctor stores a pa-
tient’s information are the physician’s property. Therefore, a patient does
not have the right to demand access to or receive copies of those records.
The Court noted that, “while the doctor is the owner of the actual record,
the information is to be used by the physician for the benefit of the pa-
tient,” thereby giving “rise to an expectation that the patient’s interest in
and control of the information will continue” (para 22). Scassa herself ex-
plained that “although McInerney dealt with personal health information,
there is no reason to expect that a Canadian court’s decision would be
different with respect to other types of personal information” (2018, 13).

What does this mean in the context of the location data generated by
subscribers so that Rogers, Bell, and Telus can bill customers and provide
them with various GPS-enabled services? For one, it means that the per-
sonal information generated by users and compiled by service providers is
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not the property of individual subscribers. Moreover, while Rogers, Bell,
and Telus may be the physical owners of the hard drives on which they
store our personal information, they do not “own” the information itself
to do with it as they please. The limitations imposed by PIPEDA on the
selling, sharing, and use of personal information held by the private sector
reinforces this fact.

Even before McInerny, in R v Stewart ([1988] 1 SCR 963), the Supreme
Court considered whether confidential information qualifies as property,
such that it could be the subject of theft. The Court held that for anything
to be property, someone must “own” it, and it must be capable of being
taken or converted in a manner that results in a deprivation of its use or
possession by the owner (para 35). The Court held that “except in very
rare and highly unusual circumstances,” information could not be taken
or converted.” Arguably, one such exception is a trade secret. However,
the accumulation of subscriber information or location data is not a trade
secret, nor any other form of intellectual property. It does not satisfy the
criteria to be a trade secret under IP law; it is not a plan or process, tool,
research mechanism, or compound known only to the service provider
and valuable only insofar as it remains a secret (Canadian Intellectual
Property Office n.d.). Nor does the compilation of facts collected by ser-
vice providers into an ever-changing database qualify as a copyrightable
work (Scassa 2018, 7-8).

What is more, Parliament chose to amend the Criminal Code to cap-
ture the taking of trade secrets in 2020. However, rather than amend the
Code so that information would qualify as “property” capable of theft,
Parliament added a separate provision making it an offence to “obtain a
trade secret” by deceit, falsehood, or other fraudulent means (s. 391). Here,
too, bulk subscriber or location data does not satisty the Criminal Code
definition of “trade secret.”?

Third and finally, any move to recognize property rights in personal
information should not be undertaken lightly. This issue is subject to a
long-standing debate and has wide-ranging implications for our modern,
data-driven economy. Currently, none of Canada’s privacy or data-protec-
tion laws expressly define who owns personal information, let alone the
vast amounts of data we generate simply by living in the modern world.
Before we accept that a new property right exists, numerous questions need
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to be considered. As Ritter and Mayer (2018) ask: When does ownership
attach to data? What are the rights, privileges, and constraints vested in
the owner of personal data? Can any of those rights or controls be trans-
ferred, licensed, or sold? These questions demand the full consideration of
Parliament. They should not be brushed aside for the sake of expediency
by fitting the square peg of electronic surveillance into the round hole that
is the requisition of property.

If, however, I am wrong, and location data is property and may be
requisitioned through an order issued under the Emergencies Act, that
order would still need to comply with section 8 of the Charter. This is ex-
tremely complicated. We only need to look to the complex legislation sur-
rounding the collection and use of datasets under section 11 of the CSIS
Act for a sense of what would be required to ensure the reasonableness
of collecting, retaining, and analyzing highly revealing information about
an entire population. Whether such a scheme should or could be imple-
mented via an emergency order issued by the Governor in Council is high-
ly questionable. Moreover, it is arguable that without some sort of prior
judicial authorization, the collection and use of bulk location information
to enforce public health orders would never satisfy section 8 of the Charter.

Conclusion and Recommendations

The preceding discussion establishes that the Government of Canada
has no existing legal means of leveraging the electronic surveillance and
data analytics capabilities of its security and intelligence agencies to con-
duct contact tracing to stop the spread of a communicable illness like
COVID-19. Moreover, only very narrow authorities allow for the collec-
tion and use of personal information to enforce public health measures.
And, to date, reliance on a voluntary application has proven ineffective.
Even if incalculable, the economic and public health costs of this choice
are substantial.

In the aftermath of the pandemic, lawmakers may ultimately deter-
mine that it is appropriate to leverage the tools and techniques developed
by Canada’s security agencies to limit the effects of a global health crisis in
a manner compliant with the Charter. If so, the following recommenda-
tions could serve as a starting point for a discussion on legislative reforms.
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Expand the definition of “threats to the security of
Canada” under section 2 of the CSIS Act to include

the outbreak or spread of deadly epidemics. Such an
amendment would broaden CSIS’s section 12 mandate
and allow for the collection of datasets to assist CSIS in
fulfilling that expanded mandate.

Amend the Criminal Code to authorize the issuance

of a transmission or tracking data production order to
assist in the enforcement of public health measures. The
threshold would need to be sufficiently circumscribed to
satisfy section 8 of the Charter while removing the need
for suspicion of a particularized offence.

Expand CSE’s assistance mandate to include provincial
health authorities where the Minister of Public Safety
makes a written request to the Minister of National
Defence. This request could be triggered when a province
declares a provincial emergency and requests federal
assistance. Under the federal Emergency Management
Act, the Minister’s responsibilities include “providing
assistance other than financial assistance to a province if
the province requests it” (s. 4(1)(i)).

Amend section 8 of the Emergencies Act to include a
measure related to the disclosure of personal information.
Currently, the measures listed in the federal Emergencies
Act largely mirror those available to provincial
governments under provincial emergency legislation,
with one notable exception. Ontario’s Emergency
Management and Civil Protection Act uniquely stipulates
that the Lieutenant Governor in Council may issue an
order “that any person collect, use or disclose information
that in the opinion of the Lieutenant Governor in Council
may be necessary in order to prevent, respond to or
alleviate the effects of the emergency” (s. 7.0.2(4)(13)).
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Each of these recommendations comes at a cost, and that cost is the pri-
vacy of Canadians. Whether the loss of privacy resulting from enhanced
surveillance and contact-tracing capabilities is worth it to stop the spread
of a future pandemic is a question Canadian law and policy-makers should
carefully contemplate.

NOTES

1 The text of the preamble reads: “the Governor in Council, in taking such special
temporary measures, would be subject to the Canadian Charter of Rights and Freedoms
and the Canadian Bill of Rights and must have regard to the International Covenant on
Civil and Political Rights, particularly with respect to those fundamental rights that are
not to be limited or abridged even in a national emergency.”

2 The Court only considered this question in the context of criminal law. But as Scassa
notes, “While the court did not consider whether it might be property in other contexts,
it seems unlikely” (2018, 12).

3 Criminal Code, s. 391 (5). For the purpose of this section, “trade secret” means any
information that (1) is not generally known in the trade or business that uses or may use
that information; (2) has economic value from not being generally known; and (3) is the
subject of efforts that are reasonable under the circumstances to maintain its secrecy.
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Enforcing Canadian Security Laws through
Criminal Prosecutions during a Pandemic:
Lessons from Canada’s COVID-19 Experience

Michael Nesbitt and Tara Hansen

Introduction

Emergencies of all kinds, pandemics being no exception, produce a host
of acute challenges while simultaneously revealing and exacerbating latent
systemic vulnerabilities. This chapter considers Canada’s experience dur-
ing the COVID-19 pandemic, focusing on illuminating those most press-
ing challenges and vulnerabilities associated with enforcing security
threats through the criminal law.

Specifically, the chapter identifies three systemic challenges in crim-
inal law exposed by the COVID-19 pandemic. First, Canada’s criminal
justice system as a whole was stress tested by the COVID-19 emergency,
including through increases in certain types of criminal behaviour such as
cyber scams and frauds, as well as the introduction of novel public health
regulations. Investigators and prosecutors were confronted with both a
broader array of enforcement obligations and an increase in distinct types
of criminality. This combination created new and unforeseen challen-
ges and increased the need for different types of professional expertise
in the field. Second, Canada saw an increase in ideologically motivated
extremism, particularly on the far right, and conspiracy-driven threats
like QAnon (see Argentino and Amarasingam, this volume). This trend
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directly implicates Canada’s national security apparatus, including its en-
forcement wings such as the Royal Canadian Mounted Police (RCMP),
local and provincial police, and prosecution services. Third, this shift in
criminality and extremism was layered on top of a criminal justice and
national security apparatus, showing signs of being stretched to its limits.
Already antiquated in terms of their use of modern technology, Canadian
courts and the criminal justice system found their capacity limited dur-
ing the pandemic, forcing them to make swift judgments and resort to
untested technology on the fly. In the end, police and prosecutors had to
make hasty decisions based on emerging and sometimes shifting informa-
tion about what crimes to prioritize for prosecution, whether prosecutions
could meaningfully deter public health violations, and whether extremist
threats were national security threats.

The result is an uncomfortable one: an already overtaxed system
must respond to increased security threats while operating with a re-
duced capacity to manage and prosecute such serious threats. What steps
Canada takes now to modernize its system, from the process of prioritiz-
ing enforcement matters in a planned and deliberate manner to the use
of technology to assist justice system participants, will go a long way in
determining the system’s capacity to keep a handle on democratic and
extremist threats, future emergency or not.

Problem 1: The COVID-19 Pandemic Seems to Have Resulted in a
Shifting Criminal Offence Landscape

Criminality and criminal-justice-associated tasks stretched resources for
government departments during the COVID-19 pandemic, including that
of the Canadian Security Intelligence Service (CSIS) (Bell 2020; Davey,
Hart, and Guerin 2020), local police (Statistics Canada 2021), the RCMP
(Roberts 2020), and prosecutors. More broadly, new health and safety
restrictions under provincial authorities and federal legislation like the
Quarantine Act required the use of additional police, prosecution, and
court resources that were already heavily taxed before the pandemic
(Statistics Canada 2021; Johnson 2019). Offences such as online fraud
(Deveau 2020), economic crime (McGee 2020), and cyber-related crime
(Canadian Centre for Cyber Security 2020), saw a significant increase
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in Canada (West 2020). However, Canada also saw a decrease in certain
types of opportunistic crimes such as breaking and entering, robbery, and
impaired driving; the most likely explanation for this decrease being that
the implementation of social restrictions diminished the opportunities to
commit such crimes (Statistics Canada 2021).

Rather than saying opportunistic crimes decreased overall, it appears
more accurate to say that the types of opportunistic crimes shifted due
to the social limitations in place due to the pandemic (Watkins 2020;
Bowman and Gallupe 2020). As cities shut down, the trend moved away
from traditional opportunistic crimes (such as petty subway thefts or
home robberies) toward more complex scams and cybercrimes (as people
spent more time working and living online) (Canadian Security 2020;
Almazora 2021). This trend may also indicate a shift in the type of offend-
er, from those with break-and-enter or pickpocketing skills, for example,
to those with a more sophisticated technical capacity needed to engage in
cyber frauds.

As Canada sees shifts in the types of opportunistic crimes and offend-
ers, the skills needed to investigate and prosecute—and the placement of
resources into the correct law enforcement teams (e.g., cyber teams versus
street drug teams)—will also necessarily shift. In particular, fraud, cyber
attacks, and other forms of technology-driven crimes require different
knowledge and skills such as financial and technical literacy, not just to
commit but also to investigate and prosecute. Given that such complex
crimes are by their nature already relatively more difficult and resource-in-
tensive to investigate and prosecute (Russel 2019), an increase in offences
without a corresponding growth in state expertise and resources escal-
ates a pre-existing systemic burden (Canadian Centre for Cyber Security
2020). Government officials would do well to monitor these trends and
avenues so as to align human resourcing, hiring priorities, and skill de-
velopment with the demands of prosecutions in a post-COVID-19 world.

We also see here the need to deliberately form policies around how to
prioritize which criminal files will proceed to trial, including how and on
what basis. For example, does one prioritize the prosecution of low-level
Quarantine Act and drug offences to demonstrate statistical results (more
prosecutions, better success rate), or fewer low-level frauds and extrem-
ism cases with more serious outcomes for individual victims? Prosecutors
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answered this question during the pandemic under the fog of an emer-
gency, with little time for deliberation. Although this may have been ne-
cessary at the time, it is not an ideal situation and is one that Canada
can and should plan to rectify going forward. The pandemic served to ex-
acerbate an already-occurring shift to technological and financial crimes;
it has also provided the opportunity to re-evaluate current prosecution
priorities—and surely offered some lessons on how to do so.

Problem 2: The Pandemic Coincided with, and Almost Certainly
Increased, Various Forms of Extremist Activity

Layered atop the shifting criminality and enforcement landscape was a
corollary increase in extremist activity, including criminal behaviour that
implicates the national security community. The COVID-19 pandemic
resulted in lost jobs (Statistics Canada 2021), restricted freedoms, and a
decreased sense of autonomy for many individuals and businesses (Press
2020). These outcomes, coupled with foundational shifts in political and
social climates, created ideal social conditions for right-wing (and other)
extremist groups to gather support and further their strategic goals (Haig
2021).

Increasingly strict government regulation of day-to-day activities,
together with restrictions on movement, trade, and supply chains, like-
ly made it more difficult for extremist groups to meet or plan in person
(Bell 2020). As a result, they refocused their efforts on online platforms
(see Babb and Wilner, this volume). Similar to the increase in cybercrime,
this extremist move online is neither unexpected nor new. Online plat-
forms have been rife with extremist activities for decades (Conway 2006;
Amarasingam 2015), but this shift to an online presence appears to have
been sped up by the pandemic and its social and political fallout (Al Jazeera
2020; Bell 2020; Davey, Hart, and Guerin 2020). All currently available
evidence suggests that an increase in far-right activity is occurring par-
allel to the pandemic. Seemingly, extremist groups (or at least certain
groups) are taking advantage of uncertain times to try and spread their
ideology (Argentino 2020). In sum, as the shift to a virtual way of living
continues and more people find themselves online more often, extremist
groups have also happened into a situation where society writ large may be

214 STRESS TESTED



more cognitively receptive to their messages. Such groups are, as a result,
capitalizing on the pandemic to spread their strategic goals (Bellemare
2020; UNSC CTED 2020; Amarasingam and Argentino 2020).

However, it would seem that attempts to prosecute these extremist and
far-right groups have proven difficult (Quan 2020). For example, as of the
time of writing, there have been only two far-right terrorism charges in
Canada; the first following the murder of a women in a Day Spa in Toronto
by a youth allegedly motivated by the Incel movement, and the second
following a vehicle attack in London, Ontario that killed four members of
a Muslim family (Nesbitt 2021).

From the perspective of criminal justice, at least two things are ne-
cessary to build law enforcement capacity to tackle this extremism, in-
cluding its online and social media variants. First, a deliberate plan for
prioritizing criminal investigations and prosecutions, particularly how to
balance public health or other emergency-specific actions with extremism
and other serious crime. Second, a re-evaluation of Canada’s criminal an-
ti-terrorism framework, with a specific need to consider the definition of
terrorist activity.

A strategic plan is needed for how public health violations and low-
level criminality by extremist actors—particularly those whose actions
overlap with the ideologies associated with the emergency at hand (such
as the organizers of anti-mask rallies)—should be investigated and pros-
ecuted. As the state cannot prosecute everyone who commits any crime, it
must look at how and when it can meet the criminal law goal of deterrence
associated with those most harmful to society and identify which crimes
fall into this category.

For example, one might advocate for prosecuting all protesters vio-
lating criminal laws or public health orders. However, this strategy would
likely draw unnecessary attention to relatively small protests or groups and
amplify their messages. Moreover, police have learned over the years—
particularly after the G20 Summit in Toronto—that tactics to enforce laws
and make mass arrests, including so-called kettling, can backfire. Such
efforts to prevent or prosecute a few isolated, relatively minor infractions
can result in widespread violence or property damage (Maguire 2016;
Perkel 2017). Finally, tackling public health violators has reverberating
effects; if law enforcement diverts significant resources to enforcing such
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measures, it becomes harder to counter complex cybercrime and the most
dangerous, deliberate extremism or terrorism.

Thus, deliberate choices must be made, starting with politicians who
allocate resources down to agency leaders who help set the agenda for
deploying those resources. This exercise should not take place under the
cloud of an emergency. Rather, Canada must take advantage of the lessons
learned during the pandemic to better plan its enforcement going forward,
both in terms of broader social and criminal trends (see problem 1, above)
and with a view to providing an institutional bulwark against a repeat of
these systemic deficiencies should another emergency arise. A review of
government priorities and resources with the goal of internal reflection
and improvement, coupled with a sustained effort to prioritize how and
when police make arrests and where prosecutors expend resources, would
thus be well-advised post-pandemic.

To be clear, deliberate prioritization of resources is not only about pro-
cedurally identifying trends in criminal behaviour and risks to society
and its institutions; it is also about identifying which resources should
be reallocated. The idea of “doing more with less”—too often the solution
in large organizations and government bureaucracies—is not the solution
here, or is at least far from the only solution. A significant source of re-
allocation could come from moving a portion of Canada’s investigative
and prosecutorial resources away from so-called administrative offences
(e.g., bail violations) (Wade and Zhang 2013; Department of Justice 2017;
Beattie, Solecki, and Morton-Bourgon 2013) and low-level drug activity.
The Public Prosecution Service of Canada (PPSC) announced it was tak-
ing such steps during the COVID-19 pandemic (Tunney 2020).

Administrative offences alone consume a massive amount of court re-
sources. A 2013 study found that these types of cases made up 25 per cent
of those tried in criminal court in Canada, costing taxpayers an estimated
$807 million per year (Wade and Zhang 2013). These resources could in-
stead go to prosecuting crimes that have a systemic impact, such as cyber
scams that prey on vulnerable Canadians and extremist or foreign-in-
fluenced activities that seek to subvert not just the economy but public
health, trust in institutions, and indeed the rule of law and public safety.
An Act to Amend the Criminal Code and Controlled Drugs and Substances
Act, introduced in the previous Parliament, offered an excellent example
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of a step in the right direction. By removing mandatory minimums (par-
ticularly for some drug crimes), promoting earlier trial resolutions, and
broadening the opportunity for conditional sentences, the Act, if reintro-
duced, could create procedural efficiencies, cost savings, and more target-
ed interventions—a winning trifecta by any measure (Bill C-22 2021).

Diverting law enforcement away from mental health checkups is an-
other source of potential resource reallocation. There is already a good
deal of evidence to suggest that police are not well-suited for this role
(Canadian Mental Health Association 2016). Law enforcement agencies
could instead direct these resources toward white-collar crimes, organ-
ized crime, and confronting extremist groups, all of which have a signifi-
cant public safety impact during emergency and non-emergency times.

Similarly, tackling systemic racism is both a moral and security im-
perative, as has been laid (more) bare during the pandemic. Building
trust and understanding across all communities makes law enforcement
co-operation and assistance more robust while simultaneously decreasing
the social discord we have seen during the pandemic. Put another way;,
there is a need for high-level thinking, deliberate prioritizing, and strategic
budgeting to provide a bulwark against the overstretch of Canadian en-
forcement institutions in the years to come. For this to work, the long-rec-
ognized, low-hanging fruit should, at minimum, be addressed in short
order.

Going forward, we have also identified a second, very different need: a
re-evaluation (perhaps better said, a twenty-year review) of Canada’s legal
framework and priorities vis-a-vis terrorism. In particular, the lack of ter-
rorism prosecutions targeting far-right groups, coupled with widespread
social unrest over unfair and/or disproportionate targeting of specific
communities, has made plain a long-standing and uncomfortable dichot-
omy in the application of Canada’s terrorism laws (Nesbitt 2021, 2019). On
the one hand, Canada would seem to need to “extend” its criminal appli-
cation of terrorism laws to ensure that it can and does capture the relevant
actions of far-right groups or new and emerging terrorist threats (Nesbitt
2021). On the other hand, the scope of Canada’s terrorism regime is al-
ready under fire for targeting almost exclusively Islamist-inspired extrem-
ism, while the Black Lives Matter movement and Indigenous protests have
shone a light on so many of the dangers associated with the over-policing
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of specific communities. This reality has served to reinforce the need for
highly circumscribed terrorism offences that are not too easily extended
to new political and social groups and ideologies. This dichotomy is not
unbridgeable, but it does create a genuine conundrum: How does Canada
coherently define terrorist activity such that it can “expand” in a timely
fashion to apply to new and emerging threats regardless of group affilia-
tion, ideological, political, or religious motivation, and simultaneously re-
main properly circumscribed such that terrorism offences do not become
all-encompassing political crimes attached to groups in the political or
institutional disfavour of the day?

To thread this fine needle, it is beyond time to review the past twenty
years of terrorism prosecutions in Canada. One clear place to start is
with the definition of terrorist activity, and particularly “ideology,” in the
Criminal Code (Criminal Code, s. 83.01(b)(i)(B)). While Canada does not
define “terrorism” in the Criminal Code, it does define “terrorist activ-
ity,” which includes the nebulous requirement surrounding the need for
a person or group to act with a “political” or “ideological” or “religious”
motive. However, Parliament failed to define the terms “political” and
“ideological” during the debates leading to the passing of Canada’s ter-
rorism offences in 2001. Not surprisingly, then, no further definition was
given to the terms upon their enactment in the Criminal Code. Moreover,
prosecutors have yet to argue for a coherent definition of either term at
trial or offer policy explanations for how these terms will be treated, for
example, in the PPSC Deskbook (2020). Finally, although proving polit-
ical, religious, or ideological motivation is an element of various terrorism
offences that must be proven in court, courts themselves have yet to define
the terms in any judgment. Unfortunately, the definitions offered outside
the legal system also look to be of little assistance. There appear to be as
many different definitions of ideology as there are those trying to define it.

When Ministers of Justice then offer confusing and arguably incorrect
public explanations about the scope of Canada’s terrorism regime, and
particularly which ideologies do or do not “count” (Mehler Paperny 2015'),
this point of confusion becomes stark. When does a new ideology—for ex-
ample QAnon—become an ideology such that if the other elements of ter-
rorist activity definition are met, terrorism charges can be laid? Without
a clear definition of what constitutes an ideology, or policy guidelines
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around how police and prosecutors will determine what ideologies and
political groups might, in theory, commit terrorist activity, it seems
inevitable that as new groups continue to arise, Canadian law enforcement
will be slow to react to the (possible) terrorism threat. This hesitation may
partially explain the first element of the dichotomy discussed above. In
other words, it might explain why, despite years of far-right threats and
numerous opportunities to do so, there are no known terrorism peace
bonds or criminal terrorism convictions against far-right adherents, while
examples of equivalent measures against Islamist extremism abound.

However, we should not extend this line of reasoning too far, as the
inverse concern (the other side of the above dichotomy) is also well placed.
Namely, if the definition of ideology—and thus the plausible application
of terrorism offences—is too broad, it could easily capture new ideologies,
groups, or movements that should not, in a democratic country, amount
to terrorism. For example, should a protester associated with Black Lives
Matter who commits a serious violent offence with the intent to coerce the
government to recognize the movement (these being the other elements
necessary to prove terrorist activity) bring the whole protest group into
the headlights of Canada’s criminal terrorism regime? There is no legal
assurance that protest groups do not become terrorist entities the moment
one person, being part of that political movement, goes criminally (and
violently) rogue.

In terms of re-evaluating and defining the role of ideology in law or
policy, we should start by asking what exactly the “ideological” motive
requirement adds to the definition of terrorist activity that the require-
ment for a political or religious motive does not capture? The Crown has
to prove three things to prove terrorist activity: (1) the political, religious,
or ideological motive behind the crime (the “motive clause”); (2) that the
offence was committed “in whole or in part with the intention of intimi-
dating the public, or a segment of the public, with regard to its security ...
or compelling a government or a domestic or an international organiza-
tion to do or to refrain from doing any act” (the “purpose clause”); and (3)
that the plan or action cause death or serious bodily violence, endanger
life or cause a serious risk to health and safety, cause substantial property
damage, etc. (the “consequence clause”) (Criminal Code, s. 83.01(b)(i)(B);
Nesbitt and Hagg 2019, 608-13). So, the question posed herein is: When
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is a motive “ideological” but not “political” or “religious”? It is tough to
conceive of a limited definition of ideology that would not already neatly
fall into the political or the religious. At the same time, applying a broad
conception of ideology that is neither political nor religious (a personal
idea or goal driving a crime, for example) almost certainly takes terrorism
into the territory of the mundane or the everyday. Put another way, if the
act of serious violence is neither politically nor religiously motivated, it
is hard to imagine why it should constitute terrorism and thus why the
reference to ideology is needed at all.

The above question is not merely theoretical or posed to suggest a
harmless redundancy between ideology and political/religious motiv-
ations; for, as noted above, at the investigative stage the ideological re-
quirement is arguably causing confusion (including for ministers of jus-
tice) when new extremist groups arise and the state must come to terms
with their ideologies (see the confusion around the decisions not to charge
Minassian, Bourque, Bissonnette, Baine, Souvannarath, as but some ex-
amples) (Nesbitt 2021). If this analysis is correct, then the term “ideology”
results in delays in moving quickly against new and dangerous extremist
movements while offering little to limit the scope of terrorism or help ex-
plain to the Canadian public why some acts count as terrorism and others
do not. If this is true, it is time for a high-level legislative and policy review
of this proposition.

A further, perhaps more fundamental question flows from the above
analysis: If one proves an intent to intimidate the public or compel a gov-
ernment to take action (the purpose clause), as well as the consequence
clause, then what role is played by the motive clause at all, whether it be
ideological, political, or religious?

The reality is that Canada is twenty years into its experience with its
criminal terrorism regime, and some cracks are showing. Canada has been
(arguably) too slow to respond to emerging extremist threats, too muddled
in its public explanations of what is and is not terrorism in Canada, and
has done too little to assuage concerns from minority groups that they will
not be disproportionately targeted. A re-evaluation of Canada’s criminal
terrorism regime should be done deliberately and in the abstract rather
than through reactionary incrementalism. Given the increase in various
forms of extremism that coincided with the pandemic, Canada needs to
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engage in this discussion urgently before the next emergency brings with
it a new extremist threat.

Problem 3: Increased and New Forms of Criminality (Problem 1)
and Extremism (Problem 2) Layered Over an Already
Overstretched Criminal Justice System

The closing of courts due to the COVID-19 pandemic placed a significant
burden on an already strained system. Canadian courts have yet to transi-
tion to a fully virtual method of record-keeping, complicating the sudden
shift to virtual trials (Puddister and Small 2020). There are concerns that
this closure will impact the justice system for years to come, even doub-
ling the amount of time taken to process an accused (Graveland 2020).
Currently, the nationwide number of backlogged cases created by the pan-
demic can only be estimated; however, at the time of writing, provinces
such as Ontario are believed to have about thirty thousand delayed cases
(Stefanovich 2020).

One of the main questions that has yet to be answered is whether the
Supreme Court of Canada’s landmark 2016 decision in R v Jordan, which
sets time limits on bringing a case to trial, will continue to apply to cases
delayed during this or a subsequent emergency (R v Jordan 2016; Brady,
Rosenberg, and Courtis 2016). Justice Minister David Lametti expressed
complete confidence in the system’s ability to deal with these cases. The
Jordan principle already provides for “exceptional circumstances,” which
allow courts (and the state) to extend the so-called Jordan timelines be-
yond the eighteen months allowed for provincial court trials and thirty
months to finish in superior court (Connolly 2020). Nevertheless, Minister
Lametti proposed the introduction of new legislation to provide a guide-
line for what constitutes “exceptional circumstances.” There is, however,
concern that a legislative interpretation may capture cases down the road
never intended to be encompassed by this legislation (Stefanovich 2020).
Without further guidance on how exactly the pandemic will be interpreted
as an exceptional circumstance—or better yet, how we should view excep-
tional circumstances at all—the courts could begin to throw out hundreds
of cases for violating the Jordan principle (Azpiri and Daya 2020).
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More broadly, any emergency—the COVID-19 pandemic included—
brings with it a risk of perpetuating the cycle of backlogged cases (Statistics
Canada 2021b) in the Canadian court system (Senate Committee on Legal
and Constitutional Affairs 2016). There were already eighteen judicial va-
cancies across Ontario courts at the beginning of the pandemic (Smith
2020). Similar shortages exist across the nation. Coupled with the eco-
nomic blow from the pandemic, the courts are not equipped to deal with
the influx of cases expected once the dust of COVID-19 settles.

Engaging with Jordan timelines and system delays only in response
to the pandemic emergency is like bailing water out of a canoe when
one has the tools to plug the leak. Jordan itself was a judicial response to
an overstretched criminal justice system (R v Jordan 2016, para 3) that
saw trials being delayed by years due to lack of resources, including the
timely appointment of judges, physical court resources (buildings, etc.),
staff, the availability of both federal and provincial prosecutors, and other
factors (Smith 2020). In Jordan, the court sought to address the overall
complacency that had developed in the criminal justice system, including
“unnecessary procedures and adjournments, ineflicient practices, and in-
adequate institutional resources [that] are accepted as the norm and give
rise to ever-increasing delay” (R v Jordan 2016, para 40). The case dates
from 2016, but there have been few meaningful legislative responses in
the years since. The idea driving the Jordan decision was always to force
Parliament to do its job and take a broad look at the funding, workings,
and efficacy of the criminal justice system and to make the necessary
changes. Instead, the courts have been further strained post-Jordan. Not
only are we witnessing system and trial delays (Azpiri and Daya 2020), but
some courts in Canada still cannot even access the tools necessary to hold
remote court appearances to perform basic functions. As the pandemic
exacerbates these systemic problems, it is a reminder that politicians need
to act now and not count on the Supreme Court to “legislate” by judgment
when Parliament fails to take action (R v Jordan 2016).

Parliamentary and bureaucratic responses should not, however, be
viewed simply as system upgrades. Creating efficiencies now will provide
a marge de manoeuvre within the system to allow the criminal justice sys-
tem to better counter extremism in the future. Additionally, parliament-
ary responses could create or reinforce innovations necessary to make all
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prosecutions more efficient and effective, terrorism cases perhaps most of
all. A commendable example of this is Bill C-23, which seeks to formally
implement many of the technological and efficiency upgrades introduced
in criminal law practice during the pandemic (Bill C-23 2020).

Still, the government response must be careful to consider the criminal
justice system as a whole rather than merely treat the courts as surrogates
for the entire system—and thus the sole object of reforms. For example,
during the pandemic, prosecutors accessed files from home that required
security that remote-access systems through government and courts do
not necessarily allow. In this way, federal prosecutors are similarly placed
and require the same technological support as many other government
employees who handle sensitive information. Simply put, upgrades should
be prioritized not as a matter of preference or convenience but of security.

Finally, prosecutors must also contend with external systems that feed
into the justice system. Such feeder systems come from institutions on
both the top and bottom of the prosecution sandwich, including prov-
incial courts and associated individuals on the top half and investigative
agencies like the RCMP and provincial and local police forces on the bot-
tom half. Some prosecution offices and evidentiary disclosure processes
have not moved to an electronic filing system, slowing the process down
before files ever get to court.

It is beyond time for the above systems and procedures to move from
antiquated to innovative. The ultimate success of Canada’s criminal jus-
tice response to extremism depends on such innovation, and the federal
government is best placed to recognize the needs of federal prosecutors
and the system as a whole. Adopting more innovative and secure tech-
nology will have up-front costs but will reap downstream savings. It will
also significantly improve access to justice for the very public this system
is meant to serve.

Conclusions

We now have preliminary evidence that intuitively aligns with what one
might assume will happen during a global pandemic: new threat vec-
tors emerge while old ones morph in scope, capacity, and application;
new criminal actors take advantage of the situation while other forms of
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(largely opportunistic) crime fade; and an already strained system will
be stress tested under the weight of new and shifting demands and pri-
orities coupled with greater economic constraints. Though the result of
the story told in this chapter is not surprising, it is stark. There is every
reason to imagine that government agencies must prepare themselves for
a repeat performance during the next emergency, perhaps with an even
more strained economy. As a result, the time to act is now.

Of course, the question is how should we prepare? The problems seem
insurmountable, ever-shifting, and resource-based at a time when resour-
ces are already stretched to sustain the economy and people’s livelihoods.
Although the specifics will have to be negotiated in the years to come, we
offer three recommendations.

First, a deliberate strategy must be in place to prioritize criminal
investigations and prosecutions. Such a strategy will allow decisions to
be made in a clear-headed, prospective fashion, and not under the fog of
an emergency. Deliberate prioritization should include critical thinking
about emerging threats and training for the investigation and prosecu-
tion thereof, which is sure to focus on online criminality, financial crimes,
fraud, and the likely spread of mis- and disinformation. Crime itself tends
to be opportunistic (Clark 1995; Wilcox and Cullen 2018), and as we move
increasingly online, an increase in such crimes is inevitable (Statistics
Canada 2019).

Second, Canada needs to think deeply about extremism and terrorism
in terms of scope, application, and deterrence, particularly during a pan-
demic or subsequent emergency. This includes identifying law enforce-
ment priorities and budgeting accordingly. Prosecutorial prioritization is
also needed that deliberately considers when public health violations are
enforced compared with other criminal laws, and how extremist fallout is
best prioritized and targeted during both emergency and non-emergency
times. Similarly, it is time to revisit the Criminal Code’s terrorism regime,
particularly the definition of terrorist activity. After twenty years of largely
successful prosecutions, a look back at what has gone well and what has
caused problems is in order. In this regard, a close look at the role of the
motive requirement of “terrorist activity” is necessary.

Third and finally, during the pandemic, the effects of a lack of physic-
al, technological, and monetary investment in the justice system became
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more pronounced. Such systemic challenges must be viewed, in part,
through the lens of security. If prosecutors do not have safe and accessible
methods to access and share files from home, if courts are not prepared
for the electronic future (or present), and if system constraints go unad-
dressed, then surges in the system during times of emergency may lead
to blackouts. It is time for Parliament to take steps now to address Jordan
delays and innovate and upgrade the system from investigations to pros-
ecutions to courts. The pandemic has shown that repairing the series of
small cracks recognized half a decade ago in Jordan must be treated as an
integral aspect of maintaining Canada’s security edifice.

NOTE

1 Mehler Paperny describes a 2015 announcement by then Justice Minister Peter MacKay
that a bomb plot of a mall in Halifax was not terrorism because it lacked “cultural
motivation,” which is not a requirement of any terrorism offence in Canada.
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Untangling Deportation Law from National
Security: The Pandemic Calls for a Softer Touch

Simon Wallace

Introduction

There is a significant overlap between national security law and depor-
tation law. Non-citizens, even refugees and permanent residents, found
to be terrorists, members of organized criminal groups, spies, criminals,
or money launders can be declared “inadmissible” and deported from
Canada (IRPA, ss. 34-40). For the government, deportation is a secur-
ity-enforcement tool. As Public Safety Canada explains, “immigration re-
moval is an integral part of the [Canada Border Services Agency’s (CBSA)]
security mandate” (CBSA 2020a).

Moreover, deportation is an often-used tool. Compared to the crimin-
al system, immigration adjudicators are regularly called upon to grapple
with terrorism cases. A recent study showed that between 2004 and 2018,
there were only 15 criminal trials based on terrorism charges (Nesbitt and
Hagg 2020, 597). In contrast, the Immigration and Refugee Board adjudi-
cated 123 national security and terrorism deportation cases in 2018 alone
(Immigration and Refugee Board 2021). There is a practical reason for the
national security community to concern itself with what happens in the
deportation space: the immigration tribunals adjudicate exponentially
more national security cases than do the criminal courts.
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This chapter examines how the COVID-19 pandemic impacted CBSA’s
ability to enforce deportation orders. Contrary to public reports and state-
ments from government officials, I find that the pandemic significantly
compromised CBSA’s ability to deport people. At its core, deportation is
a forceful process (Gibney 2013). Deportations happen because CBSA—
using a network of jail cells, enforcement officers, and coercive tools—gets
people onto planes. The pandemic, work-from-home rules, and reduced
air travel all limited CBSA’s ability to be coercive. As a result, it deported
substantially fewer people.

However, CBSA did not “down tools” in the pandemic; it retooled.
CBSA used the pandemic as an opportunity to assume a more nimble,
effective, and forceful deportation posture for the post-pandemic world.
Going into the pandemic, poor data-reporting practices, a large back-
log of unenforced removal orders, and unclear priorities weighed down
the agency (Auditor General of Canada 2020). The pandemic gave CBSA
an opportunity to clean up its removals operation, enabling it to hit the
ground running and resume deportations once conditions allow. What
does this mean for Canada’s national security community? CBSA will
emerge from the pandemic with more bandwidth and more capacity.

With this framing in mind, it is apparent that Canada is staring down
a crisis in the deportation space. On the one hand, inspired by a secur-
ity-minded ethos, CBSA is about to be a lot more effective at enforcing
the law. On the other, the pandemic produced all sorts of situations in
which the regular enforcement of deportation orders would be inappro-
priate. Divided into two parts, this chapter asks first: What happened to
deportations during the pandemic? To answer this question, I analyze the
publicly available data regarding detentions, emergency court motions to
stop impending deportations, and deportation file closures to assess the
extent of CBSA’s capacities during the pandemic and the type of work the
agency was doing. Second, I ask: What is likely to happen next? As CBSA
resumes enforcement operations, the agency will confront a rights crisis
produced by the pandemic. Put briefly, a deportation order issued before
the pandemic could not have accounted for how individual lives, and the
world at large, would be impacted by COVID-19. As such, pre-pandemic
deportation decisions ought to be reassessed in light of the significantly
changed circumstances.
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The Deportation Process

“The most fundamental principle of immigration law is that non-cit-
izens do not have an unqualified right to enter or remain in the country”
(Canada [Minister of Employment and Immigration] v Chiarelli 1992). This
finding by the Supreme Court of Canada is the foundation for the coun-
try’s deportation law and policy.

Parliament, the Court explained in Chiarelli, has a free hand to craft
immigration policy to determine who gets to stay and who must leave. To
that end, immigration legislation describes categories of “inadmissible”
people who are either unwelcome to come or who, even if they come to
Canada lawfully, must leave. The grounds for inadmissibility range from
the administrative (e.g., failing to comply with the terms of a visa) to the
exceptionally serious (e.g., engaging in terrorism).

There are multiple broad grounds of security-related inadmissibilities.
For example, a person can be deported for being a member of an organ-
ized criminal group or committing a serious crime. People may also be
deported for committing war crimes, being a member of a terrorist group,
engaging in espionage, or being a “danger to the security of Canada”
(IRPA, ss. 34-7). In the normal course of things, the Immigration and
Refugee Board issues deportation orders. However, in rare and serious
cases, the Minister of Public Safety and Emergency Preparedness and the
Minister of Citizenship and Immigration may refer a security certificate
to the Federal Court of Canada for adjudication (IRPA, Division 5 and
Division 9).

When a person is determined to be inadmissible, the consequence,
save for a small class of persons eligible for a form of immigration pro-
bation, is singular: an enforceable removal order. The person must leave,
and if they do not, they will be deported. It is the job of CBSA to enforce
deportation orders “as soon as possible” (IRPA, s. 48).

CBSA has a large and complex mandate, touching on all manner of
border-related issues. It administers over ninety acts and regulations. The
agency has its own intelligence unit, collects and ensures compliance with
customs levies, and monitors cross-border traffic. In terms of immigration
enforcement, CBSA officers are involved in key aspects of the migration
process. They inspect people arriving in Canada, conduct in-land policing
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operations to find “inadmissible” persons, interview refugee claimants,
administer multiple detention centres, and intervene in refugee hearings.
Therefore, the expeditious enforcement of removal orders is only one part
of CBSA’s much larger mandate.

Despite CBSA’s legal obligation to enforce removal orders exped-
itiously, circumstances routinely intervene to prevent their immediate
enforcement. Sometimes a removal may be deferred so as not to disrupt a
child’s school year. In other instances, it may be delayed so a person can
continue important medical treatment, or it may be pushed back to give
the government time to decide a pending application for status. In 2019,
for example, 1,766 requests to delay a removal were made to the CBSA, of
which 689 were granted (CBSA 2020b). In rare cases, deportation may be
postponed to allow for the processing of a last-ditch humanitarian and
compassionate application (Baron v Canada [Public Safety and Emergency
Preparedness] 2008). Finally, removal may also be delayed by extraneous
events beyond the government’s control. For example, a foreign govern-
ment might not issue a necessary travel document, or a natural disaster
could make deportations to a particular country impossible.

Deportations and the COVID-19 Pandemic

In January 2021, the media reported that in the previous year CBSA had
enforced 12,122 removal orders (Mehler Paperny 2021). This statistic was
surprising because the number represented a year-over-year increase of
875 deportations, even though CBSA publicly said it paused deporta-
tions for most of 2020 because of the COVID-19 pandemic (Public Safety
Canada 2020Db).

CBSA was one of the first government organizations required to re-
spond substantively and publicly to the COVID-19 pandemic. As border
and migration policy evolved, CBSA was required to adapt frequently. In
January 2020, officers began to screen all travellers from Hubei province
in China. On March 4, screening expanded to include travellers from
Iran and then, on March 12, from Italy. On March 16, the Prime Minister
urged all Canadians abroad to come home, leading to the sudden return
of thousands of individuals at Canada’s airports. On March 17, the gov-
ernment postponed all scheduled removals from Canada. On March 18,
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borders were closed to foreign nationals, except for various forms of es-
sential travel, requiring CBSA officers to make important decisions about
whether someone’s travel was essential (Public Safety Canada 2020c¢). That
same day, an officer at the Toronto Immigration Holding Centre began to
exhibit symptoms and was sent home to self-isolate (Durrani 2020).

CBSA explained that during the deportation postponement, the only
people it could remove were people who asked CBSA to help them leave
Canada and people who were inadmissible for a serious reason (terrorism,
organized criminality, serious criminality, etc.) with special permission
(Public Safety Canada 2020b). On 4 August 2020, the agency resumed es-
corted removals—deportations where an enforcement officer must travel
with the person—for some serious inadmissibility cases with the approval
of senior managers at CBSA headquarters. In December 2020, the mora-
torium was officially lifted (Public Safety Canada 2020b).

The first question this chapter asks is simple: How can we square the
claim that CBSA executed 12,122 removal orders in 2020 with the fact
that, for most of that year, there was a moratorium on deportation? I begin
my analysis by examining the data regarding removals from 31 March
2020 to 26 November 2020. This data set is meaningful because it spans
almost the entire deportation moratorium period (17 March 2020 to 30
November 2020). Table 13.1 shows that CBSA executed 7,244 orders, or
approximately 905 deportations per month. While this data would suggest
business as usual, this is not the case. To show what was happening, I con-
sider each specific sub-category of removal orders in turn.

To begin, we should discount the 425 point-of-entry removals. These
are not deportations but cases of exclusion at the border. For example, a
point-of-entry removal order might refer to an American who attempted
to enter Canada, was found inadmissible because of an American crimin-
al record and denied entry, immediately issued a removal order, and sum-
marily sent back. It remains noteworthy that the number of point-of-entry
exclusions is down on a year-over-year basis. In 2018-19, CBSA executed
2,800 removal orders at the point of entry (Auditor General of Canada
2020). This statistic may be an important and interesting area for future
research. While there is little to no publicly available data at this stage,
decisions made at points of entry were undoubtedly fraught during the
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TABLE 13.1: Removals: 31 March to 26 November 2020

Removal orders executed at the point of entry 425

Serious inadmissibility cases (terrorism, security, serious 147
criminality, organized criminality)

Voluntary removals 1,331
Administrative removals 5,341
Total 7,244

Source: Public Safety Canada 2020b

pandemic: Could a family reunite? Was someone’s work essential? Who
was ultimately allowed in or denied access to Canada?

Serious inadmissibility removals were also down significantly. In
2018-19, the agency executed approximately 1,250 removal orders based
on serious inadmissibilities (e.g., organized criminality, terrorism, secur-
ity, etc.) (Auditor General of Canada 2020).! Following the first wave of
pandemic lockdowns, the agency deported 147 people for serious inad-
missibilities. The data is consistent with CBSA’s description of its pandemic
deportation program (Public Safety Canada 2020b). Given that CBSA stat-
ed that it was prepared to remove some people inadmissible for serious
reasons, deportations in this category were expected. Nonetheless, the rate
of deportation dropped significantly. In 2018-19, there were 104 removals
per month for serious inadmissibilities. During the pandemic deportation
moratorium, the number of removals dropped to 18 per month.

The next category is “voluntary removals.” The agency describes vol-
untary removals as those initiated when the subject person “approach|ed]
the CBSA with a request to leave voluntarily” (Public Safety Canada
2020b). The question here is whether this is an accurate account of what
happened.
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TABLE 13.2: Motions to stay a scheduled deportation decided by the
Federal Court of Canada

Jan Feb March April May June July Aug Sept Oct Nov Dec

2019 61 44 53 38 32 21 31 26 14 33 23 12

2020 26 33 17 0 0 2 1 0 0 0 6 4

Table 13.2 shows how many times the Federal Court of Canada decid-
ed motions for an interlocutory stay of removal in the past two years.? In
lay terms, a person facing deportation may apply to a judge for an order
to stop a deportation. These motions are a good barometer of how conten-
tious the deportation program is because they are brought on an emer-
gency basis and always decided with reference to a scheduled deportation.
In other words, a case cannot be brought and decided until a deportation
date is set and the person decides that they want to challenge their remov-
al. Therefore, if CBSA attempted to force many people out of the country
who did not want to leave, we would expect at least some percentage of
those people would try to stop their deportations before the orders are
executed.

Beginning in March 2020, there was a significant drop in the number
of stay motions brought and decided by the Court. This decline shows that
fewer people went to court to try and prevent their removals from Canada
as the deportations pause started. These statistics are compelling corrob-
orative evidence that the CBSA has accurately described voluntary remov-
als as voluntary. If this were not the case, the Federal Court of Canada data
would show deportees bringing motions to stop scheduled removals.

Likewise, a review of the data regarding immigration detention shows
that the deportation program became markedly less coercive during the
pandemic. The primary purpose of immigration detention is to secure a
person’s body to ensure their availability for removal. When CBSA estab-
lishes that a person is unlikely to participate in their deportation, it can
obtain an order for their detention (IRPA, s. 58). In this way, detention and
the act of deportation are connected: it exists to enable the machinery of
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removal. A deportation program that makes a point of removing people
who do not want to go will necessarily make greater use of detention
facilities.

As table 13.3 shows,” CBSA made substantially less use of the deten-
tion power in the first two quarters following the implementation of the
deportation pause. The average daily detainee count and the aggregate
number of days spent in detention dropped by almost two-thirds during
the moratorium. Recent research shows that detention adjudicators ac-
knowledged that the pandemic was making all detention cases uncertain
because CBSA was unable to explain when, how, or if a deportation would
happen (Arbel and Joeck 2021). Together, the data reveals a substantively
less contentious and coercive deportation program. Fewer people went to
court to challenge and contest their deportations, and CBSA detained few-
er people pending their removal from Canada.

The final category of removal order are the administrative removals,
of which there were 5,341. This category makes up 74 per cent of CBSA’s
reported deportation work during the pandemic. On an annualized basis,
administrative removals are up almost five times, from 1,657 in 2019 to
8,215 in 2020 (Mehler Paperny 2021).

It is necessary to address a particular accounting problem that pre-
viously plagued CBSA databases to understand administrative removals.
Often people who are the subject of a deportation order leave Canada
without advising CBSA. In these cases, their deportation file remains open
because the order is technically unenforced. As CBSA explained, “even
when sufficient information exists to indicate to the CBSA that the person
is no longer in Canada, the case remains open because there is no explicit
regulatory authority that allows for the removal order to be administra-
tively enforced” (Public Safety Canada 2018).

This problem, combined with others, began to impair CBSA’s abil-
ity to manage its workflow and properly account for its work. A spring
2020 report from the Auditor General of Canada found that poor data
quality, poor file management, and general disorganization substantively
hampered CBSA’s ability to enforce removals. The average time to enforce
a deportation order ranged from four years for asylum claimants to eleven
years for persons with criminal records on immigration warrants (Auditor
General of Canada 2020).
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FIGURE 13.1: Immigration Detention and COVID-19

In 2018, the government enacted a new regulation to address this prob-
lem. Now, when CBSA has compelling evidence that the person under a
deportation order has left Canada, their removal may be administratively
enforced (IRPR s. 240(3)). Essentially, CBSA obtained the power to admin-
ister desk closures and address data-integrity problems in its databases.

As CBSA employees were not actively removing people from Canada
during the pandemic, the agency had time to process administrative
removals. As the agency explained, these “can be conducted by officers
working from home in light of pandemic response measures and will con-
tribute to additional removal statistics during the period of COVID-19
measures” (Public Safety Canada 2020a). As a result, administrative re-
movals increased almost sevenfold between 2019 and 2020. It is not that
Canada deported more people during the pandemic, but rather that in
2020 CBSA could finally count and account for self-deportations from
years past.

The bottom line is that contrary to public reports, the deportation
moratorium was real. CBSA did not deport thousands of people during
the pandemic. In fact, it appears that the people against whom the agency
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executed deportation orders were not interested or able to challenge their
removals. The number of emergency deportation hearings dropped to
negligible numbers and resort to immigration detention, the essential
coercive power that makes deportation work, dropped precipitously.
Nevertheless, CBSA did not sit idle. The agency worked to clear backlogs
and data blockages identified by the Auditor General of Canada in keep-
ing with the government’s pre-pandemic commitments to step up immi-
gration enforcement and deportations.*

Looking Forward: The Resumption of Deportations

On 30 November 2020, CBSA announced that it was resuming its general
deportation program but explained that “removal volumes will continue
to be significantly reduced for some time” (Public Safety Canada 2020b).
While it is difficult to anticipate when global conditions will allow for the
deportations to resume at scale, and even though the project of deporta-
tion has lost a year, it appears that CBSA will be ready to hit the ground
running. This posture is in keeping with the pre-pandemic objective “to
improve case identification and to ensure cases are processed in a timely
and efficient manner” (Auditor General of Canada 2020).

Expeditious and eflicient enforcement could, however, be problematic
from a rights perspective. When the day comes, and CBSA is ready to scale
up its operations, how comfortable should Canada be deporting people
post-pandemic on the strength of pre-pandemic deportation orders? It is
possible to fear that concerns about national security and law enforcement
will have distorting effects on the post-COVID-19 deportation space. As
long as deportation is conceived of as an integral part of CBSA’s mandate,
national security concerns may eclipse an important reality: security cases
are a small percentage of all deportation cases and it can be inappropriate
to generalize a strict law enforcement approach to all cases. Scholars have
long recognized that security-based thinking can warp Canada’s immi-
gration program and can inappropriately rationalize a more mean-spirited
and sharp immigration policy (Dauvergne 2016). Rather than tighten our
grip on deportation, the pandemic’s conclusion necessitates a softer touch.

In the pre-pandemic world, the Federal Court of Canada explained
that a large part of the reason CBSA could be called upon to strictly and
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diligently enforce removal orders is that the law countenances a range of
mechanisms for a “person’s interests” to be “assessed” before deportation
(Baron v Canada [Public Safety and Emergency Preparedness] 2008). In
other words, the law already gives people a range of opportunities to ob-
tain status before an order is enforced. Once CBSA finally issues an order,
the agency can safely enforce it because every person’s case will have al-
ready been fully assessed and adjudicated. Parliament, of course, could
never have anticipated the pandemic nor imagined how COVID-19 would
reshape the world, let alone how it would impact people’s relationship with
the immigration process.

There is currently nothing in the law that provides a means of revisit-
ing deportation orders issued before the pandemic that CBSA has not yet
enforced. It remains too early to know how people’s lives have changed
during the pandemic. If nothing else, at least some people have since be-
come entrenched in Canadian life and, for others, return to some parts
of the world is no longer viable. For example, Canada should not deport
someone with serious underlying health conditions to a part of the world
where COVID-19 is not entirely under control. Moreover, there should be
a way to account for and recognize that some people and their families
just spent more than eighteen months further establishing themselves in
Canada, and deportation from here could cause new hardships.

As such, it would be unfair and inappropriate for CBSA to resume
deportations as if the pandemic were a temporary blip that only impacted
the agency’s operations and not the lives of people subject to removal. It
would be a mistake to say that the law should be enforced in the same way
after the pandemic as it was before. Deportations are severe enough when
they are “timely and efficient,” but they may be altogether inhumane at the
tail end of a global pandemic.

The law, and the protections built into it, never countenanced this level
of disruption. What should government then do? Even if CBSA can hit the
ground running, it should walk first. Instead of looking at each depor-
tation order as a law enforcement problem, the agency should recognize
that the pandemic may, for some people, have produced a new compel-
ling case to stay. In practical terms, when an officer encounters someone
whose deportation was delayed because of the pandemic and who wants
to stay, that person’s deportation case should be moved to the bottom of
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the enforcement pile so that they can make a last-ditch compassionate ap-
plication for status. Instead of crediting CBSA for meeting targets, this is
the time to credit CBSA for making the fair and generous decisions that
account for the scope of the pandemic’s disruptions.

NOTES

1 CBSA does not identify the number of different types of misconduct under the heading
of serious inadmissibility. However, a review of Immigration and Refugee Board
case files shows that these are overwhelmingly cases of criminality, as opposed to,
for example, terrorism or espionage. For example, in 2019, 78 per cent of all serious
inadmissibility (serious criminality, organized criminality, terrorism, or security)
removal orders issued by the board resulted from a conviction of a criminal offence.

2 To obtain this data I reviewed all motions to stay a deportation reported on CanLii.
For 2020, I additionally reviewed publicly available Federal Court of Canada dockets.
Given the nature of these motions, settling on exact figures is more a matter of art
than science. For example, for strategic reasons a lawyer may bring multiple motions
regarding one person that are argued simultaneously but reported separately. Similarly,
some motions may be summarily dismissed by the judge even before a hearing and no
decision will be reported. To the extent that I have been able to identify outlier cases,
this chart reflects the number of motions finally decided by the Court regarding a single
person or family unit.

3 The data regarding detentions is reported quarterly at CBSA (2019).
4 In October 2018, CBSA set an internal target of 15,500 deportations in 2022 (IRC 2020).
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National Security Lessons Regarding the
Disproportionate Impact of COVID-19 on
Migrant and Refugee Communities in the United
States and Canada: A Bilateral Approach

Adham Sahloul and Diana Rayes

Introduction

The COVID-19 pandemic has illuminated the public health, economic,
and political challenges facing minority communities. These challenges
are particularly pronounced in high-income countries that are home to
large migrant and refugee communities, such as the United States and
Canada. Evidence revealing the disproportionate impact of the COVID-19
pandemic on migrants worldwide and the historic, cultural, and econom-
ic ties between the United States and Canada, the world’s deepest bilat-
eral relationship, presents opportunities to address this regional dynamic
through unique channels of bilateral co-operation. Using a comparative
approach, this chapter first examines how COVID-19 has disproportion-
ately impacted migrant and refugee communities in the United States and
Canada. We then assess how these outcomes could have been mitigated
with higher-quality data, and how data can be integral to preventing fu-
ture national and global security threats. We conclude by proposing en-
hanced bilateral co-operation when it comes to addressing health dispar-
ities among migrant communities.
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Background

Migrant populations, refugees, asylum-seekers, and other foreign-born
ethnic and racial minorities comprise one-seventh and one-fifth of the
US and Canadian civilian populations, respectively. However, Western
national security discourse overtly or unintentionally marginalizes these
populations, with an overemphasis on the threats of terrorism and inter-
state conflict, resulting in a misallocation of political, financial, and per-
sonnel resources away from addressing economic, climate, and human
security (Hathaway 2020). Evidence-based, democratic national security
frameworks prioritize the challenges facing migrants in times of calm and
in national or global crises. While the US intelligence community’s 2019
assessment of threats to US national security had dedicated space to hu-
man security issues such as public health, displacement, and climate, this
paradigm shift has been catalyzed at a political and societal level by the
reality of the COVID-19 pandemic (Coats 2019). The relationship between
the United States and Canada is uniquely special in terms of how the mi-
gration policies of the two countries have shaped the societies, economies,
and shared future of North America. How the United States and Canada
each handle the COVID-19 pandemic bears heavily on their respective
migrant communities, but also on the international community’s ability
to support migrants and refugees through and beyond the pandemic. As
such, it is critical that US and Canadian policy-makers evaluate the na-
tional security implications of the COVID-19 pandemic’s impact on mi-
grant and refugee communities to develop sound and inclusive national
security policies.

Characteristics of Migrant Populations in the United States and
Canada

As of 2019, the United States was home to at least 44.9 million migrants,
comprising 13.7 per cent of the population (Migration Policy Institute
n.d.b). While 24 per cent of this total are unauthorized migrants, the ma-
jority of legal immigration to the United States is via family reunification
and is largely represented by individuals from Latin America and Asia
(Batlova 2021; Migration Policy Institute n.d.a). Historically, the United
States has also hosted a robust refugee resettlement program that has

246 STRESS TESTED



TABLE 14.1: Comparison of foreign-born populations in the United
States and Canada

UsS Canada
(% of total population) (% of total population)
Total population 328 million** 37.5 million**
Migrants 44.9 million (13.7%) 7.8 million (21.5%)
Unauthorized 11 million*** 28,000***
migrants
Refugees & 46,500** 58,338*

asylum-seekers

Sources: World Bank 2019a, 2019b; Batlova 2021; OECD 2020a
*2020

**2019

%2018

resettled a total of 3 million refugees since 1975. However, the Trump ad-
ministration’s politically charged administrative assault on legal forms of
immigration, including the US refugee resettlement system, has resulted in
the lowest refugee resettlement rates since the passage of the Refugee Act of
1980, a fact especially notable following the announcement of a record-low
refugee admissions ceiling of 15,000 for 2021 (Wolgin 2018; Batlova 2021).
In 2020, a total of 11,800 refugees were resettled in the United States,
representing only 66 per cent of the refugee admission ceiling of 18,000
set by the Trump administration for 2020 (UNHCR n.d.; Batlova 2021).
In comparison, Canada, a country whose population is around 11 per cent
of the United States’, accepted 320,000 migrants in 2018, the majority of
which were economic migrants and their families. About 21.5 per cent of
Canada’s total population are migrants with permanent residence—this
includes humanitarian migrants or refugees, who comprise nearly 14
per cent of the total immigrant population (OECD 2020a). The Canada
Institute at the Wilson Center in Washington, DCillustrates the difference
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between the two systems: in 2017, Canada admitted 57 per cent of its legal
migrants via economic immigration, while the United States admitted 68
per cent under family reunification (Sanders 2020). It is worth noting that
this difference in scale and immigration patterns, in addition to the larger
proportion of undocumented immigrants in the United States, portends
divergent socio-economic priorities between the two countries’ migrant
health policies.

Financial, Economic, and Travel Impacts of COVID-19 on
Migrant Populations

Migrants form an integral component of global and national economies.
For example, migrants make up about 17 per cent of the US workforce and
about a quarter of the Canadian workforce (Budiman 2020; OECD 2019).
The impacts of COVID-19 on migrant communities illustrate the conse-
quences for human security, but also the vital role these communities play
in the post-pandemic global recovery (OECD 2020a; Tastsoglou 2020).
According to the OECD, the United States and Canada are among the
few countries where foreign-born populations experienced an increase of
more than 4 per cent in unemployment rates in comparison to native-born
populations following the onset of the pandemic. That these members of
the workforce filled “essential worker” roles across sectors during the pan-
demic should be a reminder to policy-makers that they are essential to the
economy and society beyond periods of crisis.

Statistics from the UN Department of Economic and Social Affairs
also demonstrate that travel restrictions in response to the pandemic have
shrunk global migration figures. In fact, the lifting of travel restrictions
has resulted in return migration to countries of origin among tens of mil-
lions of migrants with few options in pandemic-stricken host countries
(Le Coz and Newland 2021; UN News 2021). Addressing the travel-related
impacts of COVID-19 will therefore be a key part of any successful global
economic recovery. Just as challenging as repatriating, quarantining, and
reintegrating migrants to countries of origin in line with the 2018 Global
Compact for Safe, Orderly, and Regular Migration will be accounting for
and ultimately replacing the economic vacuum caused by migrant labour
flight.
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The global economic suffering caused by the pandemic is compounded
by migrants’ relative inability to send critical remittances to family mem-
bers in their countries of origin. The World Bank found that global re-
mittances to low and middle-income countries (LMIC) will shrink by 14
per cent through 2021, a loss of $78 billion (World Bank 2020a). This is
nearly three times the decrease in remittances witnessed at the nadir of
the 2009 global financial crisis (NPR 2021). In 2018, US remittance out-
flows were at $68.5 billion, while Canada’s outflow was $6.6 billion (World
Bank 2020b). This bears consequences for human security at home and
abroad. In addition to migrants who have taken a financial hit and are
unable to keep their families afloat, the lack of remittances will deepen
cycles of poverty, as access to food, health care, and education in LMIC
countries are affected, while maintaining a financial burden on migrants
in the United States and Canada.

Public Health Impacts of COVID-19 on Migrant Populations

In the United States alone, there have been over 42 million reported cases
of COVID-19 and over 681,000 associated deaths reported as of September
2021 (Johns Hopkins University 2021). Among these are a dispropor-
tionate number of ethnic minority groups, including Asians, Hispanics,
Blacks, and Native Americans and Alaskan Natives—who have faced an
unequal burden in COVID-19 incidence and mortality rates relative to
the US population. Notably missing from demographic data breakdowns
regarding COVID-19 impacts are data on migrant populations, includ-
ing refugees, asylum-seekers, and undocumented migrants living in the
United States (OECD 2020b). This is the case even though approximately
46 per cent of the Hispanic community are considered foreign-born mi-
grants (OECD 2020b). This is also despite the fact that migrants to the
United States comprise a significant portion of the essential workforce and
have therefore been at greater risk of exposure to COVID-19 as well as
pandemic-related job losses and slower rates in job recovery (Chishti and
Bolter 2020). According to the OECD, migrants in the United States make
up 30 per cent of workers in the security and cleaning sectors, 24 per cent
in the hospitality sector, 17 per cent in the health sector, and 15 per cent in
retail trade (2020b).
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TABLE 14.2: Cases of and deaths from COVID-19 in the United States
and Canada (as of 23 September 2021)

United States Canada
Cases 42,552,758 1,598,109
Deaths 681,253 27,596

Source: Johns Hopkins University 2021

The impact of COVID-19 on refugee and migrant populations in
Canada is also not represented holistically through data at the federal
level. Trends reported by provinces, such as Ontario and Quebec, have
revealed greater risks of COVID-19 in neighborhoods with higher num-
bers of refugee and migrant populations (Guttman et al. 2020). The City
of Toronto identified higher rates of COVID-19 cases among socio-eco-
nomically disadvantaged households, as well as among individuals who
identified as members of racial or ethnic minorities (Guttman et al. 2020).

Migrant populations in Canada also make up a significant propor-
tion of the essential workforce, including 31 per cent of workers in the
hospitality sector, 30 per cent in security and cleaning services, 28 per
cent in retail trade, and 27 per cent in the health sector (OECD 2020b). As
unemployment rates have climbed in both the United States and Canada
following the onset of the pandemic, the OECD notes that the lack of re-
tention schemes (which are available in Europe) have led to potentially
higher rates of unemployment among migrants in both countries.

This has both short- and long-term implications for the labour market
integration of migrant populations in both countries. Immigrants tend to
work in the service sectors that have been most heavily impacted by the
pandemic, resulting in significant risks of migrants losing access to their
livelihoods as well as increased risk for exploitation or potential deporta-
tion. These trends will also reinforce disparities and disadvantages faced
by these populations.

250 STRESS TESTED



TABLE 14.3: Breakdown of migrants employed per service sector

United States (%) Canada (%)
Hospitality 24 31
Health 17 27
Retail 15 28
Security and 30 30

cleaning services

Source: OECD 2020b

COVID-19 Data Disparities and Inequities: Implications for At-
Risk Communities in the United States and Canada

In both Canada and the United States, health-care disparities have shed
light on pre-existing health inequities for minority communities, par-
ticularly among migrants and refugees. These disparities have been made
worse by the multiplicative impacts of the pandemic on the livelihoods
and futures of these populations. Among these are socio-economic dis-
parities, including higher rates of poverty and poor housing conditions
among immigrant populations (OECD 2020b). In Canada, for example,
more than half of all domestic service workers are migrants. Access to cul-
turally and linguistically sensitive health-care services are another hurdle
facing migrant communities; refugees in Canada are reported to experi-
ence challenges in accessing interpreters or securing eligibility for health
insurance (Clarke et al. 2020). Researchers in Canada have highlighted
the fact that, despite access to universal health care, migrant populations
have historically experienced significant challenges when it comes to
actually accessing that health care. This led to a call to address the struc-
tural racism and discrimination that underlie the Canadian health system
and “reinforce inequities faced by racialized communities” as a key part of
the COVID-19 response (Tuyisenge and Goldenberg 2021). In the United
States, health-care access is complicated by eligibility criteria based on im-
migration status, which is particularly challenging for those who rely on
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employer-provided insurance coverage and are at risk of unemployment
(Capps and Gelatt 2020).

As Hacker and Hathaway (2020) note, the costly nature of the US
health-care system is a national security threat in its own right, due to the
effect on human security across communities—and especially minority
communities—and due to high health-care expenditures coming at the
expense of other items in the national budget critical to national security.
The employment-based nature of US health care—that is, the lack of a uni-
versal health-care system—has meant that historically and statistically,
underprivileged communities have had less coverage and have therefore
lacked access to preventative health care. Structurally, the legacies of
discriminatory housing, labour, and education policies have dispropor-
tionately affected minority communities. The lack of health-care coverage
among such communities was made even more dire as more of the US
workforce lost their jobs during the pandemic.

As the COVID-19 pandemic was spreading in North America, so too
was the realization that particular communities were being dispropor-
tionately impacted by the disease. Traditionally, policy-makers were able
to rely on federal data to capture trends regarding at-risk communities
to inform smart decision-making and strategic resource allocation, es-
pecially during a crisis. However, the unavailability of ethnic and racial
demographic breakdowns of COVID-19 incidence and mortality data has
been a pervasive issue throughout the pandemic. These data disparities
have had dangerous consequences for policy-making during and in antici-
pation of national security crises. In fact, policy-makers have noted that,
had they had earlier access to data on COVID-19 disparities, many deaths
could have been prevented (Keating, Ariana, and Florit 2020).

In the United States, this is best demonstrated by data reported to and
by the US Centers for Disease Control and Prevention (CDC) regarding
demographic trends of COVID-19 cases and deaths (CDC 2021). As of
September 2021, age and sex breakdowns are made available for between
98 and 99 per cent of COVID-19 cases and deaths reported to the CDC by
various states. In stark contrast, race and ethnicity data, which are sorted
into five ethnic and racial group categories—not including migrants—is
only available for 52 per cent of cases and 74 per cent of deaths (see tables
14.1 and 14.2). Disparities in racial and ethnic data are largely attributable
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to shortcomings in data collection at the state level when it comes to
identifying the racial and ethnic background of individuals at risk for
COVID-19.

Data reported by the CDC continues to demonstrate that those most
at risk for COVID-19 are white and/or Caucasian populations. However,
as more attention was being paid to the disproportionate impact of
COVID-19 on minority groups, the CDC was forced to reconcile with
these data gaps. On 4 June 2020, during a committee hearing before the
House of Representatives, CDC director Robert Redfield acknowledged
that data disparities were “an inadequacy in our response” and promised
to work toward improving socio-demographic data. On 1 August 2020,
the reporting of race and ethnicity data for each COVID-19 test became
a requirement across all states (Goldstein 2020). As of September 2021, 51
out of 56 states and US territories report on race and ethnicity data—al-
most double the number of states that were reporting ahead of the CDC
mandate (COVID Tracking Project 2021). While the CDC acknowledges
the increased risk of COVID-19 among refugee, immigrant, and migrant
populations, there is no indication of what proportion of these popula-
tions are represented in the racial and ethnic surveillance data (HHS 2020;
CDC 2020).

Most importantly, what are the implications of these data disparities?
The lack of quality data with which to quantify the risks for vulnerable
populations, which include migrants and refugees, provided policy-mak-
ers little direction as to how to manage already limited resources, includ-
ing testing, access to health care, and regulations regarding social distan-
cing. Another implication was that the data failed to identify underlying
disparities leading to a disproportionate impact, including access to
health care, the density of households, rates of unemployment and types
of employment among communities of colour, as well as pervasive dis-
crimination within the US health system, including access to insurance
for most immigrant and refugee populations. It also failed to capture the
nuances of potential barriers to COVID-19 care, including mistrust and
fear, limited access to up-to-date and quality information, potential for
vaccine hesitancy, and the lack of access to culturally and linguistically
sensitive health care. More recently, the consequences of early disparities
in data collection have had a significant impact on vaccine rollout. For
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example, federal- and state-level data as of September 2021 has already
demonstrated that Black and Hispanic populations have received smaller
shares of vaccines in comparison to the proportion of COVID-19 cases
and deaths identified in these groups; however data reveals that shares of
vaccination are increasing with time (Ndugga et al. 2021).

These disparate impacts on racial and ethnic minorities in the United
States led to increased pressure on local officials to understand similar
disparities within the Canadian population. However, federal agencies,
such as Statistics Canada, did not track impacts on particular racial and
ethnic (“racialized”) or socio-economic groups early on in the pandemic
(McKenzie 2020). This drew criticism from researchers who claimed
that Canada failed to provide an equitable response to racialized groups
throughout the pandemic, including by identifying risk factors that may
have exacerbated COVID-19 rates in these populations (McKenzie 2020).
Moreover, Canadian officials, including from the Public Health Agency
of Canada, identified research gaps when it came to COVID-19 impacts
on ethnic minorities in Canada relative to their US and UK counterparts
(Public Health Agency of Canada 2020a, 2020b). As such, researchers opt-
ed to combine publicly available COVID-19 trends with census data to
identify key geographic areas that were particularly vulnerable to the pan-
demic. One such study, conducted by Choi et al. (2020), studied the social
determinants of COVID-19 in what the authors refer to as a “data vac-
uum” and the potential increased risk among marginalized communities.
This analysis discovered that Black communities in Canada have been
disproportionately impacted by COVID-19, and it provided explanations
for why places like Montreal, with large numbers of Black migrants, have
emerged as epicentres of COVID-19 (Choi et al. 2020). It also revealed
that immigrant communities in Canada, of whom 90 per cent settle in
cities with high population densities, are also particularly vulnerable to
COVID-19.

These statistics led to a national reckoning across Canada, relating not
only to COVID-19 disparities, but also the underlying inequities within
the health system more broadly. In October 2020, for example, the Chief
Public Health Officer of Canada acknowledged that COVID-19 has had an
unequal impact on particular communities and proposed a health equity
framework that explicitly mentions the importance of increasing Canada’s
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capacity to conduct and publish rigorous data and research on this topic
(Public Health Agency of Canada 2020c¢). Also embedded in the frame-
work was a broader call to reduce stigma and discrimination against min-
ority populations and to adopt an awareness-shifting approach in order to
change underlying values and attitudes regarding health inequities.

National and Bilateral Security Implications

Despite systemic differences in US and Canadian migration and health-
care policy, the deep bilateral relationship—which is receiving critical
attention with the new working relationship between the Biden admin-
istration and Trudeau government, each of which view global health and
migration and refugee policy through a similar lens—is an opportunity
for coordination on issues of shared public health, economic, and social
concern. This has already been observed: the February 2021 Roadmap for
a Renewed US-Canada Partnership provided a joint framework for bilat-
eral coordination on the COVID-19 response and called for addressing
global migration and systemic racism in the post-pandemic economic re-
covery (White House 2021). Partnerships between the US Department of
Health and Human Services, and particularly the National Institutes of
Health, with Health Canada and the Public Health Agency of Canada on
funding research and resource gaps on health disparities is an achievable
lift for what has been identified as a shared challenge.

The Biden administration’s National Security Adviser, Jake Sullivan,
outlined a US national security and foreign policy “for the middle class,”
and the Biden administration has sought to put racial equity at the centre
of its economic and COVID-19 policies. In theory, this would include a
focus on human security and racial equity for the American middle class,
of which the migrant community is a central pillar. US-Canada trade,
which was valued at $718.4 billion in 2019, will naturally be affected by
supply and demand in both countries (USTR n.d.). The health of the North
American economy, integral to global economic recovery in the post-pan-
demic period, is affected by the human security of migrant consumers,
workers, and taxpayers. The economic impact of the pandemic affects the
foreign policy priorities of both the United States and Canada, and par-
ticularly foreign aid and development assistance. It also impacts resource
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allocation and strategic planning, as well as the domestic political band-
width available to leaders in Washington and Ottawa for important, but
not urgent, matters of national security and foreign policy. Additionally,
the Biden and Trudeau governments, along with the relevant legislative,
oversight, and regulatory bodies in each country, should stand poised
to make human security a pillar of the implementation of the USMCA/
CUSMA (US-Mexico-Canada Agreement, the revised North American
Free Trade Agreement), which went into effect during the pandemic on 1
July 2020, particularly in managing drug pricing and in ensuring labour
and environmental protections—facets of the trade framework that dis-
proportionately affect communities of colour.

The shared challenges and opportunities of enacting public health
and economic policies in a federal system provide another opportun-
ity for bilateral coordination among the two neighbours. Moreover, the
need for deepened public health and social policy diplomacy between US
states and Canadian provinces and territories, as well as municipal gov-
ernments, is less contingent on political tides in Washington and Ottawa.
The Pacific NorthWest Economic Region, an organization of regional
US states and Canadian provinces, for instance, directs policy working
groups across shared priorities and provides an appropriate regional plat-
form through which to address systemic challenges to public health access
and COVID-19 recovery among migrant communities.

Importantly, the COVID-19 pandemic has spurred a conversation
about racial disparities and human security. This has provided a larger
opening for national security and foreign policy professionals to align their
work on public health and domestic policy, and vice versa. This positive
breaking of the “wall” between domestic and foreign policy is most pro-
nounced in the personnel decisions of the Biden administration, which,
for instance, named Ambassador Susan Rice, most recently the Obama
administration’s National Security Adviser, as chair of the Domestic
Policy Council. US government leadership stands to benefit from its al-
lies in breaking the policy wall; in Canadian and European contexts, the
rotations of ministerial portfolios at the political level are far from novel.
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Conclusion

Thomas Juneau

This short conclusion draws out some of the key themes that emerged in
the chapters throughout this edited volume. In particular, it highlights:

« the extent to which the national security and intelligence
community was ready—or not—to face the pandemic;

o how the threat environment changed during the
pandemic;

o how the community adjusted; and

o the longer-term implications for the community going
forward.

Preparedness

When the pandemic hit Canada in March 2020, how ready was the nation-
al security and intelligence community? In answering this question, it is
important not to set an impossible standard. To some extent, the pandemic
has been a unique and unprecedented crisis for which no government
could have been reasonably expected to be fully prepared. Nevertheless,
security agencies understand that the world is unpredictable, and it is un-
deniably appropriate to expect them to plan for a range of contingencies.
Not surprisingly, therefore, when the pandemic struck, many agencies
and departments were ready to implement business continuity plans that
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they had already prepared. However, as meticulous as these plans might
have been, they did not survive unscathed from their first contact with the
virus. As Carvin explains in her chapter, such plans were often helpful in
allowing senior officials to rapidly identify critical missions that had to
continue, even with reduced staffing levels. Still, they were of less use to
guide more tactical decisions, notably on sanitary procedures.

The Department of National Defence and the Canadian Armed
Forces (DND/CAF) had a detailed counter-pandemic contingency plan,
which, once activated, became Operation LASER. This preparation is not
surprising given that the CAF’s very nature demands that it be ready to
operate in crisis environments. As Cox explains in his chapter, there have
been two aspects to this operation: the first focusing on force protection,
integrity, and effectiveness, and the second providing military support to
civil authorities. According to Cox, this preparedness allowed the Defence
Intelligence Enterprise to adapt rapidly and, after important adjustments,
to meet its priority intelligence requirements.

The national security and intelligence community was ready—to some
extent—to face the pandemic. Rayes and Sahloul argue, however, that the
pandemic has shone a light on the specific public health, economic, and
political challenges facing minority communities, including migrants and
refugees, in the United States and Canada. In their view, governments were
not prepared to understand the disproportionate impact the pandemic
would have on these communities, notably because of the unavailability of
ethnic and racial demographic breakdowns of COVID-19 incidence and
mortality. Without such data, governments cannot build a more holistic
view of the security challenges facing these communities.

Turning to the legal system, Nesbitt and Hansen identify in their chap-
ter three systemic challenges in criminal law that the COVID-19 pandemic
exposed. First, they argue that Canada’s criminal justice system has been
stress tested by the pandemic, notably due to increases in certain types of
criminal behaviour and the introduction of new public health regulations.
Second, they write that Canada saw a rise in ideologically motivated ex-
tremism, especially of the far-right type, and conspiracy-driven threats
like QAnon (discussed below). Third, this shift occurred in the context
of an already overstretched criminal justice and national security appar-
atus. In other words, Nesbitt and Hansen argue that an already strained
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criminal justice system has had to respond since March 2020 to increased
security threats while operating with fewer resources because of the im-
position of pandemic-related public health measures.

Threats

One of the main themes that emerges from the chapters in part 1 is that the
pandemic did not so much lead to the emergence of new security threats
as foster conditions that allowed pre-existing threats to intensify.

Conspiracy theories often thrive in times of crisis, and the recent
pandemic has been no exception. Early on, various theories—concern-
ing 5G technology, the accusation that vaccines include microchips, or,
more broadly, that the pandemic is a vast conspiracy to establish a new
global order—emerged and have since multiplied. Their spread was al-
ready a concern before March 2020. Yet the pandemic (and more specific-
ally, measures taken by governments to limit its spread) contributed to an
unprecedented rise in conspiracy theories and the merging and blending
of different conspiracies. As Argentino and Amarasingam explain, there
may be no better example of this trend than the QAnon movement, which
grew in popularity partly because it rode the wave of COVID-related
conspiracies. Until 2020, the Canadian government rarely looked at con-
spiracy theories through the prism of national security. This approach,
however, is changing as the risk increases that conspiracy theories will
motivate domestic extremists to commit violent acts. The problem has
attracted significant attention in the United States, most visibly with the
6 January 2021 insurrection at the Capitol in Washington, DC. But, as
Argentino and Amarasingam note, Canada has not been immune from
the phenomenon.

Similarly, Babb and Wilner explain that the pandemic has embold-
ened terrorist and extremist groups worldwide, providing them with new
opportunities. Far-right groups, in particular, have taken advantage of the
COVID-19 pandemic to aggressively promote their cause in cyberspace
and on social media. As with the spread of conspiracy theories, this is not
a new trend but it intensified after March 2020. It has also been a global
phenomenon, with direct implications for Canada. Yet as Babb and Wilner
explain, as much as the trend is worrying, the concrete national security
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implications of these online activities are still poorly understood. Like the
pandemic, the online threat environment is fast evolving in unpredictable
ways, making it a constant challenge for Canada’s national security agen-
cies to keep track and do more than react. The authors, moreover, expect
these trends to continue: malicious actors mobilized and emboldened af-
ter March 2020 will need to adapt as the pandemic subsides, but they will
not disappear.

The pandemic has also opened additional space for threats to Canada’s
economic security. As with the spread of conspiracy theories and the mo-
bilization of far-right groups, these threats predate the pandemic, but
events since March 2020 have allowed them to intensify. As Momani and
Bélanger argue in their chapter, the long-standing shift by the Canadian
economy and society toward the digitalized world has rapidly accelerated
during the pandemic, forcing the national security and intelligence com-
munity to be even more vigilant about foreign and domestic cyber attacks
on critical infrastructure. Indeed, there has been a significant increase in
cybercrime and more advanced attacks since the start of the pandemic.
Critical infrastructure, according to Momani and Bélanger, is the “soft
underbelly” of Canada’s cybersecurity defences. The health-care system,
in particular, has been the target of ransomware attacks, both in Canada
and elsewhere in the world. The situation is especially complicated in the
Canadian context because critical infrastructure has steadily shifted from
public to private ownership and control. As a result, efforts to shore up
defences involve a growing number of actors at all levels of government
and in the private sector.

Similarly, as Carvinanda group of her students from the Infrastructure
Protection and International Security Program at Carleton University ex-
plain, Canada’s supply chains, especially in the food and personal pro-
tective equipment sectors, experienced difficulties during the pandemic.
Again, this was not a new phenomenon: concern about the security of
supply chains in strategic sectors predates the pandemic. Events since
March 2020, however, have demonstrated how weaknesses in critical
supply chains can have negative economic consequences that can quickly
spill over into the security realm. In their chapter, Carvin and her stu-
dents thus identify five reasons why Canada’s supply chains experienced
difficulties during the pandemic: a lack of domestic manufacturing and

264 STRESS TESTED



production capacity, short time frames, non-diversified sources for ma-
terials and consumers, vulnerabilities to global disruptions, and a lack of
redundant systems in place.

Adjustment

The pandemic forced the national security and intelligence community to
adapt in new and unforeseen ways. However, a consistent finding through-
out this edited volume is that the pandemic also accelerated changes al-
ready taking place inside the community. It has forced departments and
agencies to hasten their adoption and use of certain technologies, change
their management of human resources, and engage with new partners
both inside the federal government and beyond.

The community, most obviously, had to revise expectations of what it
could and could not do, both upward with its political masters and down-
ward with staff. It then had to target its suddenly limited resources to-
ward critical priorities in what is labelled in Carvin’s chapter a “ruthless”
exercise. The community’s leaders had to make difficult choices at every
stage of the intelligence cycle. Collection, analysis, and dissemination of
intelligence could not continue at a normal pace, and less essential activ-
ities had to be abandoned or slowed down. Moreover, it rapidly emerged
that this re-prioritization exercise could not merely involve the reduction
of resources dedicated to less critical activities; it also had to include the
commitment of additional resources to new priorities as they emerged.

The precise impact on the community’s departments and agencies var-
ied. In his chapter, Wallace explains how deporting unwelcome migrants
is, like prosecutions discussed in the chapter by Nesbitt and Hansen, a
critical tool for the federal government to fulfill its national security mis-
sion. Wallace emphasizes that before the pandemic, the Canada Border
Services Agency (CBSA) regularly initiated terrorism and security inad-
missibility proceedings. Unlike the limited use of criminal prosecutions
for terrorism or other national security offences, this is a power that the
government in Canada uses widely. Wallace finds, however, that the pan-
demic negatively impacted CBSA’s ability to enforce deportation orders,
notably because of remote working conditions and reduced air travel. Yet
he argues that the pandemic also created conditions that permitted CBSA
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to reform its deportation posture, which will allow it to emerge, once nor-
mal life resumes, with more capacity.

The COVID-19 pandemic also imposed adjustments on the CAF.
They have had, in particular, to engage in more operations on the do-
mestic front, notably by deploying to long-term care facilities in Ontario
and Quebec and by assisting with vaccine distribution. Interestingly,
Saideman, von Hlatky, and Hopkins note in their chapter that the impact
on international operations has not been evenly distributed. Maritime and
air operations only required modest changes. Land operations, however,
often had to be curtailed, especially when they involved a capacity-build-
ing component, since training foreign troops presents a higher risk of
COVID-19 transmission.

Cox’s chapter details how the Defence Intelligence Enterprise con-
ducted this re-prioritization exercise. On the analytical side, risk manage-
ment decisions within the Canadian Forces Intelligence Command were
delegated down to mid-level managers. These managers then determined
which strategic intelligence products were essential—and therefore re-
quired that analysts come into the office to work on classified systems—
and which ones could be delayed.

Human resources thus became an urgent preoccupation. As Cox ex-
plains, managers in the Defence Intelligence Enterprise have tried to strike
a complex and constantly shifting balance between evolving intelligence
priorities, sanitary measures which capped the number of employees in the
office, and the needs of employees, many of whom had children at home.
Similarly, Robinson analyzes in his chapter how the Communications
Security Establishment (CSE) managed to balance the need to maintain a
fast operational tempo in a highly classified environment with its obliga-
tion to protect its workforce.

The pandemic has also imposed an unexpected burden on the com-
munity’s IT staff as thousands of employees suddenly started working
from home, creating an enormous surge in demand for various services.
As Robinson explains, CSE’s Canadian Centre for Cyber Security, in par-
ticular, played a critical role in supporting the efforts of Shared Services
Canada (the federal department responsible for the public service’s com-
munications systems) to provide secure and reliable access for online work
for federal employees.
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In recent years, the intelligence analysis community in Ottawa has
slowly but steadily grown more comfortable with incorporating more
open-source information into its work. Even if some resistance remains,
analysts and their managers have increasingly understood that the best
analysis is based on both classified and openly available sources. Here
again, the pandemic accelerated this pre-existing trend. In her chapter,
Carvin explains how various analytical units, notably the Intelligence
Assessment Secretariat in the Privy Council Office and the Intelligence
Assessment Branch in CSIS, had to adjust to the reality of a proportion of
their analysts working from home—first by consuming more open-source
information and then producing more unclassified reports.

A final trend that predates the pandemic but has intensified since
March 2020 is the level of co-operation between the national security
community and non-traditional partners. In recent years, the community
has had to significantly ramp up its co-operation with other departments
and agencies in the federal government such as Elections Canada and
Innovation, Science and Economic Development to deal with emerging
threats such as foreign electoral interference and foreign investments of
concern. It has also had to learn to work more closely with actors in other
levels of government and the private sector. CSIS and CSE, for example,
have expanded their ability to work with universities and private compan-
ies to warn them against the growing threat of economic espionage.

The pandemic has led to a rapid intensification of the national security
and intelligence community’s efforts to expand its ties with non-tradition-
al partners. Robinson’s chapter, for example, explains how CSE’s Canadian
Centre for Cyber Security, in addition to its standard activities in support
of the rest of the federal government, has increasingly provided cyberse-
curity advice and services to public and private health institutions, nota-
bly those involved in vaccine research and development. Similarly, in her
chapter, Carvin reports that CSIS’s Academic Outreach and Stakeholder
Engagement branch gave threat briefings to more than 400 private-sector
entities in 2020.

Finally, just like other sectors of the workforce, the national security
and intelligence community has had to deal with significant mental health
and well-being challenges for its personnel, as discussed by many authors
in this volume. Like everyone else, national security personnel have had to
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deal with the anxiety caused by having children at home because of school
closures and the possibility of family members falling sick. Those who
had to continue physically showing up at the office also struggled with
concerns regarding workplace safety. Many struggled with the additional
work pressures stemming from having to do more with less. For man-
agers, this has represented an additional burden as they have had to juggle
the new demands created by the pandemic with the genuine emotional
stress of a large proportion of their staff.

The Future

The pandemic forced the national security and intelligence community to
make many adjustments. Some of those changes will undoubtedly revert
to the pre-March 2020 status quo ante eventually. Should some of those
adjustments be retained, even if only partially? What lessons, more broad-
ly, can the community learn from its experience during the pandemic?

An early question the community will have to ponder is the issue of
remote work. A few chapters in this volume suggest that at least some em-
ployees might want to keep the option of working from home, even if only
on a part-time basis, once the pandemic subsides. For many employees in
the national security and intelligence community, this is an option that, at
most, they can only adopt on a very partial basis since much of their work
requires access to classified material and spaces. Nevertheless, even in
their case, events since March 2020 have shown that, with some planning,
many employees can organize their week to use a specific day to focus on
unclassified work at home. Certainly, the frequency of remote work could
be higher for other employees less dependent on access to classified ma-
terial and spaces. For many employees, this can bring significant benefits,
notably for mental health and avoiding commuting.

Beyond human resources issues, the national security and intelligence
community will face a series of questions regarding its mandate, how it
conducts operations, and the nature of its co-operative relationships with
partners and stakeholders.

Looking ahead, the most important high-level debate for the com-
munity might be the place of health intelligence in its work. Should the
collection and analysis of health intelligence be given greater priority than
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before 2020? Should analytical units deliver more products focusing on
threats to health security? In theory, answering these questions in the
positive is appealing, but in practice, this would lead to difficult choices.
In a context of scarce resources and with agencies’ collection and analytic-
al capacity already stretched by the diversification of the threats Canada
faces, calling for more focus on health intelligence is far easier said than
done. Would CSIS, CSE, and others receive budget increases to support
a greater focus on health intelligence? This funding might be unlikely in
the difficult economic and fiscal context that will follow the pandemic.
Without additional resources, what other priorities would the agencies
downsize to allow for a greater focus on health intelligence?

At the very least, what does seem clear from many chapters in this
volume is that the core members of the national security and intelligence
community will need to strengthen and institutionalize some of the links
they have built with non-traditional partners since March 2020. Outreach
by CSIS and CSE with private- and public-sector research, particularly
discussed in chapters by Carvin and Robinson, offers a valuable model for
the future—in the health intelligence realm and perhaps beyond.

More broadly, as Davis and Corbeil assess, the pandemic has shown
the value of improving co-operation and information sharing between the
national security and intelligence community and various other sectors of
government—in health, but also in the social and economic spheres. These
channels of communication and governance structures had been improv-
ing and diversifying in the years before the pandemic; one can only hope
that this maturation and institutionalization will continue. As Davis and
Corbeil emphasize, Canada, like its allies and partners, learned the hard
way that a public health emergency such as a pandemic has profound na-
tional security consequences. The answer, according to them, is for the ac-
tors involved to learn to better work together and share more information.

Beyond the issue of mandates, the pandemic offers lessons at a more
granular level of the tool kit the federal government has at its disposal.
In her chapter, West argues that existing legal authorities and emergency
legislation in Canada do not allow the federal government to collect the
personal information of Canadians (like location data) for public health
purposes. Where authorities do allow for collecting or analyzing data
necessary to trace the spread of communicable disease or enforce public
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health measures, it is only in very narrow and specific circumstances that
are not necessarily sufficient in a pandemic. Whether a future government
will want to give themselves greater authorities is another important ques-
tion to ponder.

Another tool in the federal government’s portfolio to deal with public
health crises is the military. As Saideman, von Hlatky, and Hopkins high-
light in their chapter, some in the CAF leadership already lamented the
high pace of domestic operations before the pandemic. However, events
since March 2020 have shown the value of calling on the Forces to deploy
in assisting civil authorities during public health crises, be it to help out in
long-term care facilities or to lend their logistical expertise to support vac-
cine distribution. Saideman, von Hlatky, and Hopkins therefore argue that
one of the main lessons of the pandemic, from the military’s perspective,
is that requests for assistance to civil authorities are unlikely to decrease
in the future, especially if—or when—other public health crises emerge.
Therefore, as the government considers the future of defence policy, it is
essential to reflect on the balance between domestic and international
operations. This calculation, of course, has significant implications for
procurement, force structure, doctrine, human resources, etc.

The COVID-19 pandemic has also highlighted the importance but
also the limits of warning. In their chapter, Lee and Piper explain how
effective surveillance, monitoring, and reporting are essential for early
warning of outbreaks. Efforts to strengthen Canada’s ability to face future
public health crises must therefore strengthen and renew the capacities
that used to reside under the Public Health Agency of Canada, especially
the Global Public Health Intelligence Network. Here again, the devil will
be in the details: What should be the precise objectives of such a warning
function? What specific skills should its staff possess? What should be its
relationship with other partners in the federal government, in other levels
of government, with private sector and civil-society actors, and with inter-
national partners? In their chapter, Davis and Corbeil emphasize that such
a health intelligence warning capability needs to be able to work more
closely than in the past with the national security and intelligence com-
munity. Yet as students of warning intelligence understand well, Davis
and Corbeil also caution that a better warning capability is far from a
guarantee of future success: timely and accurate warning is a necessary
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first step in mounting an effective response, but getting political leaders
to act, and act on incomplete and fragmentary information, is, here again,
easier said than done.

Finally, the pandemic has forced the community to think hard about
burden-sharing with allies and partners. As Cox discusses in his chapter
on the Canadian Forces Intelligence Command, before 2020, members of
the Five Eyes partnership (Australia, Canada, New Zealand, the United
States, and the United Kingdom) already often agreed to a certain div-
ision of labour for specific collection and analytical tasks (although little is
known publicly about the details of these arrangements). However, given
the constraints of the pandemic, they agreed in some cases to divide their
work even further, notably on assessments and daily briefs, and to rapid-
ly share the products of this burden-sharing. In this context, it will be
interesting for Canada and its closest national security and intelligence
partners, especially in the Five Eyes, to reflect on how this type of bu-
rden-sharing could be further broadened and routinized post-pandemic.

Canada’s national security and intelligence community, in sum, has
faced unprecedented stress since March 2020. Its many departments and
agencies had contingency plans in place, but the intensity of the pressure it
was suddenly under meant that large parts of these plans were inadequate
to face the system-wide shock caused by the COVID-19 pandemic. With a
combination of hard work, trial-and-error adaptation, and ruthless re-pri-
oritization, the community modified its human resources management
practices, assessed the evolution of the threat environment, and adjusted
its operations. As the pandemic steadily subsides, the next set of challen-
ges for Canada’s national security and intelligence community—and for
its allies and partners—will be to carefully read the post-COVID threat
environment and ensure that it learns and applies the appropriate lessons.
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The emergence of COVID-19 has raised urgent and important questions
about the role of Canadian intelligence and national security within a
global health crisis. Some argue that the effects of COVID-19 on Canada
represent an intelligence failure, or a failure of early warning. Others
argue that the role of intelligence and national security in matters of
health is—and should remain—limited. At the same time, traditional
security threats have rapidly evolved, themselves impacted and
influenced by the global pandemic.

Stress Tested brings together leading experts to examine the role of
Canada’s national security and intelligence community in anticipating,
responding to, and managing a global public welfare emergency. This
interdisciplinary collection offers a clear-eyed view of successes, failures,
and lessons learned in Canada’s pandemic response.

Addressing topics including supply chain disruptions, infrastructure
security, the ethics of surveillance within the context of pandemic
response, the threats and potential threats of digital misinformation and
fringe beliefs, and the challenges of maintaining security and intelligence
operations during an ongoing pandemic, Stress Tested is essential reading
for anyone interested in the lasting impacts of the COVID-19 pandemic.
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