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Abstract

A multiterminal secret key agreement (SKA) protocol is used to establish a shared se-
cret key among a group of terminals. We study SKA protocols with information-theoretic
security. In the source model of SKA, each terminal can sample from a correlated random
variable. In the channel model of SKA, terminals instead are connected through an un-
derlying noisy channel that is used for distributing the correlated variables. The terminals
arrive at a shared secret key by establishing correlation (as per the presumed source/channel
model) and communicating over a noiseless authenticated public channel. In the general
models of SKA, it is assumed that terminals’ variables are partially leaked to the adversary,
Eve, in the form of a random variable which we call Eve’s wiretap side information. Eve
has unlimited computational power and has read access to all public communication mes-
sages. The key rate of an SKA protocol is given by the key length divided by the terminals’
variables length, and the maximum possible key rate calculated for an SKA model is called
the wiretap secret key (WSK) capacity of that model. Finding a general expression for
the WSK capacity continues to be one of the hardest open problems within the context of
information-theoretic key agreement.

Our contributions include proving the WSK capacity and proposing capacity achieving
SKA protocols for the wiretapped PIN, Tree-PIN, and Polytree-PIN models, that are special
multiterminal SKA models of interest in practice. Also, we introduce a new channel model of
SKA that we call the transceiver model for which we prove multiple upper and lower bounds
on key capacity under various assumptions. Furthermore, we note that traditionally the key
capacity was studied and calculated for SKA models, while in the actual implementation
of SKA protocols, the achievable key length as a function of terminals’ variables length is
needed. Compared to calculating WSK capacity, finding the key length requires different
information-theoretic techniques for evaluating the protocols. We prove finite-length upper
and lower bounds on the maximum achievable key length for some of the models that we

have considered. In the concluding sections, we outline directions for future research.
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Chapter 1

Introduction

1.1 Why Information-theoretic Security?

How can two distant parties establish a secure communication link? Suppose Alice wants to
send a sensitive message to Bob over an insecure communication channel. Alice transforms
the message into a ciphertext, using a designed code called encryption code, sends the cipher-
text over the insecure channel to Bob, and then Bob recovers the original message from the
ciphertext using a code called decryption code. A passive adversary, Eve, whose objective is
to learn Alice’s message, can observe the ciphertext as well. The encryption and decryption
codes are information-theoretically secure if it is proved theoretically that Eve cannot break
the cipher, even by using unlimited computational power.

The idea of information-theoretic security (and theory of cryptography as well) originates
from the seminal work of Shannon, where he proved that a secure communication link can
be established between Alice and Bob if they share a secret key which is perfectly concealed
from Eve [1]. The encryption and decryption codes that require the same shared secret key
are referred to as symmetric-key cryptosystems. Shannon’s result reduces the problem of
secure communication to a problem of secret key agreement (SKA), as the security of any

symmetric-key cryptosystem relies on the secrecy of the key which is shared in advance.



Diffie and Hellman proposed a practical solution to the key agreement problem, by intro-
ducing their pioneering secret key agreement protocol [2], and essentially starting the revo-
lution of modern (asymmetric-key) cryptography. In their work and other works within the
setting of asymmetric-key cryptography, the security definition is relaxed from information-
theoretic security to computational security. That is, instead of proving the theoretical
impossibility of breaking the cryptographic protocol, it is proved that breaking the protocol
is computationally infeasible. However, such proofs rely on “an unproven computational
difficulty of solving a certain mathematical problem.” Currently, the entire cryptographic
infrastructure of the Internet is based on primitives that are only computationally secure.

Unfortunately, quantum computers have the potential to break many of the ubiquitous
cryptographic algorithms [3], including the Diffie-Hellman SKA [2], its multiterminal vari-
ants [4], and the RSA asymmetric-key cryptosystem [5]. Therefore, adversaries who are
currently recording any information that is encrypted by today’s cryptography standards
can decrypt the information, when they have access to a working quantum computer. This
is called the “store now, decrypt later” attack. Following recent rapid advancements in quan-
tum technologies [6-9], standardization efforts [10, 11] and research on novel approaches to
quantum-resistant cryptography have been escalated — see e.g., [12-15]. One approach,
referred to as post-quantum cryptography, is to replace current standard cryptographic algo-
rithms with new ones that are proven to be computationally secure. These new algorithms
are designed based on mathematical problems that are believed to be computationally hard
even for a quantum computer. This direction, however, still suffers from the same peril of
not providing an information-theoretical security guarantee.

Alternatively, it is possible to prove information-theoretical security of primitives that
utilize private random observations performed by legitimate parties. One limitation of such
models is the assumption that random observations are only partially leaked to the adversary.
This approach is especially most suitable for wireless network environments [16-18]. We focus

on this latter approach.



1.2 Information-theoretic Secret Key Agreement

This thesis is concerned with the information-theoretic treatment of multiterminal secret
key agreement by public discussion [19-23]. Suppose there are m terminals denoted by
M = {1,2,,...,m}, where a subset A = M of terminals want to agree on a shared secret
key. Terminals have unlimited access to a free, authenticated, noiseless public communi-
cation channel, where each message that is sent to the public channel can be observed by
all terminals and the adversary, Eve. Terminals also establish statistical correlation. We

consider two general categories of SKA models:

(i) Source Model. Each terminal has access to a different discrete random variable (RV).
These variables are correlated and are partially wiretapped by Eve. The wiretap side
information of Eve is modeled by a random variable Z, that is correlated with terminals’
variables. Terminals and Eve, sample from their RV’s for n times, and then terminals
engage in a possibly interactive public discussion. The joint probability distribution of

Eve’s side information and terminals’ variables is known publicly.

(ii) Channel Model. Terminals are connected to each other through a noisy multi-input
multi-output channel. Some/all terminals can send input symbols and some/all termi-
nals will observe the noisy channel outputs. Terminals use the public communication
channel, before, in between, and after each symbol transmission over the noisy chan-
nel. Terminals use the noisy channel for n times. Eve’s wiretap side information is
modeled by an output RV of the noisy channel which we denote by Z. The conditional

probability distribution of the underlying noisy channel is known publicly.

At the end of the SKA protocol, terminals of A compute their estimation of the final
key. The key should be the same for all terminals in A, and Eve should obtain (almost) no
information about the key. The key may or may not be concealed from the helper terminals
that are not in subset A. The key rate is the key length divided by n, and the key capacity

of any model is defined as the largest asymptotic (n — o0) achievable key rate.
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By imposing specific assumptions on a model, special-case key capacities can be defined.
For example, with regard to Eve’s side information, three notions of key capacity are defined
[21]. If Eve is not wiretapping and has no side information (Z = constant,) then the key
capacity is called secret key (SK) capacity. For this case, the model is called non-
wiretapped. If a group of helper terminals are compromised (wiretapped by Eve) then, Z
is equal to the collection of all observations made by the compromised terminals; and we
assume that (i) the group is known, and (ii) Z (the observations of compromised terminals)
is known by all other terminals. For this case, the key capacity is called private key (PK)
capacity. In the most general sense, if Eve has access to some wiretap side information
(Z # constant) which is not known by the terminals, then the key capacity is called the

wiretap secret key (WSK) capacity. For this case, the model is called wiretapped.

Finding a general expression for the WSK capacity, even for the case of two-party SKA

(m = 2,) continues to be an important open problem.

See Chapter 2 which gives a more comprehensive review of multiterminal information-

theoretic SKA. Next section provides an outline for each subsequent chapter of this thesis.

1.3 Thesis Scope and Contributions

Chapters 3 to 6, each study a specific problem within the context of information-theoretic

SKA:

e Chapter 3 considers the problem of key agreement in the two-party wiretapped source

model when public communication is one-way (from terminal 1 to terminal 2.)

e Chapter 4 studies the problem of finding the WSK capacity of a special class of mul-

titerminal wiretapped source models.

e Chapter 5 introduces and analyses a new channel model for secret key agreement.

4



e Chapter 6 investigates whether a certain SKA approach is WSK capacity achieving for

a special class of multiterminal wiretapped channel models.

These main technical chapters (summarized below) are closely related to each other, but
for better readability, they are written in a way to be mostly self-contained. That is, each
chapter starts with a detailed literature review of works related to the particular problem the
chapter addresses; and in each chapter, we give a thorough explanation of the definitions,

particular new notions and notations, specific SKA model, assumptions, and limitations.

Chapter 3

Consider the two-party source model of SKA. Alice (terminal 1,) Bob (terminal 2,) and Eve
have access to n independent and identically distributed (IID) correlated random variables
(X", Y™ Z™); respectively. Alice is allowed to send Bob only a single public message F' =
F(X™) that is computed based on her initial random variable. This model is called the “two-
party model of one-way secret key agreement (OW-SKA)”. The key capacity of OW-SKA
model (denoted by C}ygx) is known [20]; however, for implementing OW-SKA protocols in
practice we need to find the largest achievable key length as a function of n, which here we
denote by S7. Let o(g(n)) = {f(n)| lim, .. ™ /sn) = 0}. Previous capacity results imply
that

Our objective in Chapter 3 is to find more accurate finite-length approximations of S™. To
this end, we prove a new finite-length upper bound, and multiple finite-length lower bounds
on S™. For proving the finite-length upper bound we use the information spectrum methods
of [24, 25] and introduce a new entropy called the sup-spectral entropy. Then, we utilize the
new spectral entropy and the converse techniques of [26] to prove a general upper bound on

S~ for the case when (X", Y™ Z™) are not necessarily IID. Our new lower bounds are all in



the form of

S” = nCﬁSK - \/EG - 0(\/5)7

where G (which is different in each lower bound) is a function of the joint probability dis-
tribution of the model Pxyz. The lower bounds are proved by analyzing two new OW-SKA
protocols we propose: Ilgg and Ilpy. Both of these protocols follow the same approach of
performing SKA through ‘information reconciliation followed by privacy amplification’ [27].
In ITyy, reconciliation is implemented by Universal Hashing [28] whereas in Ilpy, recon-
ciliation is implemented by Polar Coding [29]. Privacy amplification in both protocols is
designed based on universal hashing. To prove the achievable finite key length of these SKA
protocols, we prove generalized variants of the Leftover Hash Lemma [30]. A by-product of
our analysis is that we show Ilyy achieves the WSK capacity of the general source model
[31] when (X™, Y™ Z™) are independent (over n) but not necessarily 11D, and satisfy Markov
relation X™ — Y™ — Z™ (see Definition 2.6.) We finish the chapter by comparing our pro-
posed OW-SKA protocols and previous protocols with respect to their finite key rate, public

communication costs, and computational complexity.

The contributions of Chapter 3 are also presented in the following papers:

e S. Sharifian, A. Poostindouz, and R. Safavi-Naini, “A capacity-achieving one-way key
agreement with improved finite blocklength analysis,” in 2020 International Symposium
on Information Theory and Its Applications (ISITA). 1EEE, Oct. 2020, pp. 407
411, Copyright(©) 2020 IEICE. [Online]. Available: https://ieeexplore.ieee.org/

document/9366148

e A. Poostindouz and R. Safavi-Naini, “Second-order asymptotics for one-way secret key
agreement,” in 2021 IEEE International Symposium on Information Theory (ISIT).
IEEE, Jul. 2021, pp. 1254-1259. [Online]. Available: https://ieeexplore.ieee.org/

document/9518202/
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Figure 1.1: A simple wiretapped Tree-PIN. Here M = {1,2,3}, £ = {eq2, €03}, X1 = V1o,
Xo = (Vo1,Va3), X3 = Vi, and Eve’s side information is Z = (Zj9, Zo3). Both Markov
relations Vis — Vo1 — Z12 and Va3 — Vi — Zs3 hold, that is, the source model distribution is
PXMZ = PV12PV21|V12PZ12|V21PVQSPV32|V23P223\V32'

Chapter 4

In Chapter 4, we introduce the “wiretapped Pairwise Independent Network (PIN)” model
with independent leakage. Let M denote the terminal set and A denote the subset of
terminals that seek to agree on the final secret key. Suppose an undirected graph G = (M, E)
is given. The RV of terminal j € M is of the form X; = (V};] e;; € £) and with respect to
each e;; = ej; € £, the Markov relation V;; — Vj; — Z;; holds. Eve’s side information is the
collection of all wiretapped components Z;;, that is Z = (Z;;] e;; € £). All triplets of RV’s
(Vij, Vii, Zi;) are mutually independent. If the graph G is a tree then the model is called
wiretapped “Tree-PIN.” Figure 1.1 depicts a simple wiretapped Tree-PIN.

We prove the WSK capacity of wiretapped Tree-PIN for any arbitrary A < M, and show
that it is equal to the key capacity of the case when Eve’s side information Z" is known.
Let I(Vy; V|V3) denote the conditional mutual information between V; and V; given Vi — see

Definition 2.13. For the special case when A = M, the capacity is
Cwsk = qujn I(Vig; Vil Ziz).

We propose an SKA protocol that achieves this WSK capacity and show that it uses less

public communication bits per sample than the SKA protocol of [21].



We then prove a finite-length upper bound and multiple finite-length lower bounds for
the largest achievable key length that can be generated for wiretapped Tree-PIN. Moreover,
we extend our Tree-PIN model to three more general scenarios and prove the corresponding

WSK capacity of those extended models.

The contributions of Chapter 4 appear also in the following papers:

e A. Poostindouz and R. Safavi-Naini, “Wiretap secret key capacity of Tree-PIN,” in 2019
IEEE International Symposium on Information Theory (ISIT). TEEE, Jul. 2019, pp.

315-319. [Online|. Available: https://ieeexplore.ieee.org/document/8849553/

e A. Poostindouz and R. Safavi-Naini, “Secret key agreement in wiretapped Tree-PIN,”
To be submitted to IEEE Transactions on Information Theory, 2022. [Online|. Avail-

able: http://arxiv.org/abs/1903.06134

Chapter 5

Previous multiterminal channel models, including the single-input multi-output channel
model of [22] and the multiaccess channel model of [23], assume that each terminal ei-
ther controls one input to the channel, or receives one output variable of the channel. In
Chapter 5, we propose a new multiterminal channel model for information-theoretic secret
key agreement (SKA) that realistically models wireless communication settings and has the
channel models of [22] and [23] as special cases. In our channel model, which we call the
transceiver model, each terminal (transceiver) j € M controls an input variable X; and ob-
serves an output variable Y; of the underlying noisy channel. Let V; = (X, Y;) denote the
collection of (input and output) variables of terminal j. The channel may be wiretapped
which is modeled by providing an output variable Z to Eve. See Figure 1.2. Let M be the

terminal set, then the channel model is denoted by W = (X, Pzy, x> Ym X Z), where

PZYM|XMIX1X---XXm—>y1X~'~XmeZ.


https://ieeexplore.ieee.org/document/8849553/
http://arxiv.org/abs/1903.06134

X1 — — Vi Vi=(X,1)
X2 - - }/2 ‘/2 = (X27 }/2)
w
X’m = [ Km Vm = (Xma Y;n)
— 7/

Figure 1.2: The transceiver channel model.

For the transceiver model, we give upper and lower bounds for the SK, PK, and WSK
capacities. Our lower bounds are based on the general source emulation approach of [23]. For
the proof of our upper bounds, we use a new method that associates any transceiver model
with a multiaccess model [23] that has additional “dummy input terminals.” We prove that
the key capacity of the associated multiaccess model is an upper bound to the key capacity
of the original transceiver model, which enables us to employ the converse techniques of [23]
to prove our upper bounds for the transceiver model. We then prove the non-adaptive SK
capacity of non-wiretapped transceiver model under the assumptions that (i) public com-
munication is invoked after all n symbol transmissions over the noisy channel and (ii) input

variables of the noisy channel are IID and are generated independently.

The contributions of Chapter 5 appear also in the following papers:

e A. Poostindouz and R. Safavi-Naini, “A channel model of transceivers for multiterminal

secret key agreement,” in 2020 International Symposium on Information Theory and
Its Applications (ISITA). IEEE, Oct. 2020, pp. 412-416, Copyright(©) 2020 IEICE.

[Online]. Available: https://ieeexplore.ieee.org/document/9366098

9


https://ieeexplore.ieee.org/document/9366098

e A. Poostindouz and R. Safavi-Naini, “Secret key agreement in multiterminal channel
model of transceivers,” To be submitted to Entropy, 2022. [Online|. Available: https:

//arxiv.org/abs/2008.02977

Chapter 6

In Chapter 6, we turn our attention to a special class of multiterminal transceiver channel
models, called wiretapped Polytree-PIN, in which the underlying noisy channel is given by
a collection of independent point-to-point channels such that they define a polytree if we
represent each point-to-point channel by a direct edge. A polytree is a directed graph whose
undirected version is a tree. We consider wiretapped Polytree-PIN with independent leak-
age, where the output of each point-to-point channel is partially leaked to Eve through a
secondary independent noisy channel. Let M be the terminal set and let G = (M, ) be
a polytree. Each directed edge e;; € £ represents a point-to-point channel from terminal
i to terminal j. The input RV of each terminal j is of the form X; = (Xj;| ej;; € £) and
its output RV is of the form Y; = (Y};| e;; € £). A noisy (wiretapped) version of each Y},
which we denote by Z;;, is available to the adversary and the collection of all wiretapped
components is denoted by Z = (Z;;| e;; € £€). Therefore, in a wiretapped Polytree-PIN
with independent leakage, with respect to each e;; € £ the channel model Pzy, | x,, satisfies
the Markov relation X;; — Y); — Z;;. Polytree-PIN is the channel model counterpart of the
Tree-PIN source model. See Figure 1.3.

The main contribution of Chapter 6 is the derivation of WSK capacity for wiretapped
Polytree-PIN with independent leakage for any arbitrary A <€ M. When A = M the WSK
capacity is given by

Cwsk = max min I(X;
PXM i,jeEM

$YiilZij).-

¥R

To prove this above result, we first take advantage of the Markov relations that are

present in the model, and without assuming non-adaptive input generation, we prove an
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X2 V'3

Figure 1.3: A simple wiretapped Polytree-PIN. Here M = {1,2,3}, £ = {e12, €23}, V1 = X132,
Vo = (Xas,Y21), V3 = Y39, and Eve’s side information is Z = (712, Z23). Both Markov
relations X9 — Y51 — Z15 and Xo3 — Y39 — Zo3 hold, that is the channel model conditional
distribution iS PZYM\XM = PY21|X12PZ12\Y21 PY32\X23PZ23|Y32-

upper bound on the WSK capacity. Then, we show that the proven upper bound is tight by
proposing a WSK capacity achieving channel model SKA protocol. The protocol uses the
simple source emulation approach which starts by sending independent IID input symbols
through the point-to-point channels, which leads to the realization of a wiretapped Tree-PIN
source model. Subsequently, by the application of the key capacity achieving source model
protocol of Chapter 4, one can achieve key rates that are arbitrarily close to the key capacity.
Our result also implies the SK capacity of the non-wiretapped Polytree-PIN model, that is

the case when there is no leakage from point-to-point channels to Eve.

The contributions of Chapter 6 appear also in the following paper:

e A. Poostindouz and R. Safavi-Naini, “Secret key capacity of wiretapped Polytree-PIN,”
in The 2021 IEEFE Information Theory Workshop (ITW2021). IEEE, Oct. 2021. [On-

line]. Available: https://ieeexplore.ieee.org/document/9611419

Chapter 2 that follows, provides the sufficient background and intuition on the questions,
models, and methods that we explore in this thesis. The final Chapter 7 concludes the thesis

by providing suggestions for future research directions.
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Chapter 2

Background

Information-theoretic models of key agreement fall under two general categories: the source
model and the channel model. In source model, terminals are given prior access to correlated
information sources and are allowed to perform key agreement by public discussion. In
channel model, terminals are connected by a noisy information channel, and they can use
public discussion while using the noisy channel. In this chapter, we review both of these
models in the two-party and multiterminal settings. However, we first review the essential
notions, definitions, and theorems; and then recall some important information-theoretic

bR

tasks, including “source coding,” “information reconciliation,” and “privacy amplification.”

2.1 Preliminaries

Notations

Sets and Vectors. We use upper-case calligraphic letters (e.g., M, A, etc.) to denote sets,
and for any natural number m we define [m] := {1,2,...,m}. The notation | M| is used for
denoting the cardinality of a set M. Let M = [m], then Xy = Xy = (X1, Xo,..., Xin)
and X4 = (Xj| Vj € A) for any A = M. A set of a finite number of disjoint sets P =

{P1,Pa, ..., P} is a partition of a set M if P; n P, = J for any two parts P; and Py, in P

12



and ULZ‘I P; = M. We show the set of all nontrivial partitions of M by P(M). By A" we
denote the n-th Cartesian product of A —i.e., A" = A x --- A for n times. Let M = [m],
then for an arbitrary real vector Ry = (Ry,..., R;) € R™ and for any A € M we define
Ry = (R;| Vje A) and sum(Ra) == 3o 4 By

Discrete Random Variables. In this study, random variables are discrete variables un-
less otherwise mentioned. We reserve upper-case letters to denote random variables (RVs)
and lower-case letters to denote their realizations. We use calligraphic upper-case letters to
show the alphabets of random variables. The probability mass function (PMF) of a discrete
random variable X is denoted by Px(z) = Pr{X = z}, and the probability distribution (or
probability vector) of X is abbreviated by Px = (Px(x)| z € X). The notation X ~ Py
means that RV X has distribution Py. For example, X ~ Bern(q) indicates that X is a

binary random variable with Bernoulli distribution of success probability ¢; i.e.,

1 with probability ¢,
X ==

0 with probability 1 —q.

The notations Ep, {X} (or E{X}) and Varp, {X} (or Var {X}), are used for expected value
and variance of X ~ Py, respectively. The support of a random variable X is denoted by
supp(X) = {z € X|Px(z) > 0}.

For two random variables X and Y, we use Pxy to show their joint probability distribu-
tion and Pxy to represent the conditional probability distribution of X given Y. That is

for any x € X and any y € ) we have Pxy(z,y) = Pr{X =2,V =y}, and

Puvloly) = PeLX =Y =)o PSRV S Pty

For a specified dimension n we use X" = (Xi,...,X,,) to denote a random vector defined

over the joint alphabet X" = &} x Xy x - - - x &, with joint probability distribution Px», and

13



" = (x1,...,2,) denotes the corresponding n-fold realization.

Common Functions. All logarithms in this work are in base 2, logxz = log, x, unless
otherwise mentioned. Also, loglogz = log(log(x)) and Inx = log, z denotes the natural
logarithm where constant e is the Euler’s number defined as e := lim, o v/1 + 7. Let hy(a) :=
—aloga — (1 — a)log(1l — a) be the binary entropy function. Denoted by Q(-) is the tail

probability of the standard Gaussian distribution,

t2
Q(O[ exp ( - §)dt

1 Q0
) B V2T L
Big-O notations. We use the following notations to describe asymptotic behavior of real

valued functions.

o(g(n)) ={f:Ry >R Ve >0 3Ing>0: 0 < f(n) < cg(g) Yn = ne}l,
O(g(n))={f Ry > Ry|Fca >0 3Ing>0: 0 < f(n) < cglg) Yn = ne}l,

O(g(n)) ={f: Ry > Ry|dc1,ca>03ng >0: 0<crg9(n) < f(n) < cag(g) Vn = nel.

Note that, f(n) € o(g(n)) is equivalent with

. f(n)
lim —% =0
n—og(n)

thus, f(n) € o(n) means lim,,_,o, !nf(n) = 0, and, f(n) € o(1) means lim,_,,, f(n) = 0. Also,
whenever we write

f(n) = h(n) £ O(g(n)),

that means, for some g;, g, € O(g(n)), we have

h(n) — gi(n) < f(n) < h(n) + gu(n).
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Random Variables, Independence and Markov Chains

In this section, we briefly review some basic notions of probability theory.

Definition 2.1 (Discrete Probability Space — Chapter 2 of [39]). A Discrete Proba-
bility Space is defined by a finite discrete set () called the sample space, which is the set of

all possible outcomes w € €2, and a probability function Pr{-}, where the following holds:

0<Pri{w}<1 Yw e Q,

Z Pr{w} =1.

wef)

Subsets of €2 are called events and for any £ € Q, Pr{€} = >, . Pr{w}.

weE

Definition 2.2 (Discrete Random Variable — Chapter 4 of [39]). A Discrete Random
Variable (RV) is essentially a function X from the sample space €2 of a probability space to

a subset of the set of real numbers R, where the following properties hold:
e X may be undefined or infinite for an event that has zero probability.
e For every z € R then {w € Q| X(w) < z} is an event.

The probability mass function (PMF) of a discrete random variable X is given by Px(z) =
Pr{X = z}, and the probability distribution of X is denoted by Py = (Px(x)| x € X'). The

range of RV X is called its alphabet and is denoted by X.

Definition 2.3 (Independence — Definition 2.1 of [40]). Two random variables X and

Y are independent if and only if
PXY(‘Tay) :Px(ﬂf)Py<y), V(m,y)eX x Y.

If two variables X and Y are not independent, they are called correlated.
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Definition 2.4 (Conditional Independence — Definition 2.4 of [40]). Two random

variables X and Z are independent conditioned on Y if and only if

Pxyz(x,y,2)Py(y) = Pxy(2,y)Prz(y,2) V(z,y,2) e X x Y x Z,

or equivalently

Pxzy(z, 2ly) = Pxy(z|y)Pzv(zly)  if Py(y) >0,

otherwise Pyyz(z,y,z) = 0.

Definition 2.5 (Mutual Independence — Definition 2.2 of [40]). For n > 2, the

sequence of RVs X" = (X,..., X,,) are mutually independent if and only if

Pxn(z") = Px,(x1)Px,(x2) -+ Px, (x,) Va"eX™.

Definition 2.6 (Markov Chain — Definition 2.6 of [40]). For n > 2, the sequence of
RVs X" = (Xq,...,X,,) form a Markov chain, denoted by X; — Xy —--- — X,,, if and only if

PX” (xn)PXz (wQ)PX3 <x3) T PXn—l ($n—1) = PX1X2 ($1> wQ)PXsz(x% $3) T PXn—an(xn_:l? xn)?

for all " € X™. Or equivalently

Pxn(2") = Px, x, (71, 72) Pxy|x, (23]72) - - - Px,jx,_, (Tn]Tn-1),

if Px,(z;) >0Vje(2,3,...,n—1), otherwise Pxn(z") = 0.

Remark 2.1. Independence of X and Z conditioned on Y is equivalent to the Markov chain

relation of X =Y — Z; since Pxyz(x,y, 2)Py(y) = Pxy(z,y)Pyz(y, z) implies both relations.
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Statistical Distance

One of the most practical and relevant distance measures in information theoretic security

is the Statistical Distance.

Definition 2.7 (Statistical Distance — Definition 11.1 and Lemma 11.1 of [41]).
For two random variables X ~ Px and Y ~ Py defined over the same alphabet WV, the the

statistical distance between X and Y, denoted by SD(X,Y), is defined as

where 7* = {w e W | Px(w) = Py(w)}.
Lemmas 2.1, and 2.2 that follow next are direct consequences of Definition 2.7 (Definition

11.1 and Lemma 11.1 of [41].) We present their proofs here for completeness.

Lemma 2.1. For two random variables X and X' over the same alphabet X and two random

variables Y and Y’ over the same alphabet Y we have SD(X, X') < SD(XY, X'Y").

PTOOf.' Let (X7 Y) PXY and (X/ ) QX’Y’ Then

SD(XY7X/Y = Icnaffy 2 PXny QX’Y’(‘ray)
(z,y)eT

Z Pxy(z,y) — Qxy(2,y)

(z,y)eV
= Z Z PXY<$7y) - Z QX'Y'(OC;y)
zeX YEY yey
= 3 Px(2) - Qu(x) = SD(X, X),
zeX
where V = X x Y, with X = {x € X' | Px(v) = Qx/(v)}. [
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Corollary 2.1.1. If SD(XY, X'Y") < € then SD(X, X’) < e and SD(Y,Y") <

Corollary 2.1.2. (i) For any three RVs X, X', and Y we have SD(X, X') < SD(XY, X'Y).
(i) If Y is independent from X and X', then SD(X, X') = SD(XY, X'Y).

Corollary 2.1.3. Suppose X and X' are correlated RVs independent from correlated RVs
Y andY’'. Then, SD(XY, X'Y'") < SD(X, X’) + SD(Y,Y").

Proof: Using the triangle inequality we have

SD(XY, X'Y') < SD(XY, X'Y) + SD(X'Y, X'Y")

— SD(X, X') + SD(Y,Y"),

where the equality is due to preposition (ii) of Corollary 2.1.2. [ |

Lemma 2.2. Let RV’s X ~ Px and X' ~ Px: be defined over the same alphabet X and let
W be an arbitrary random function characterized by the conditional probability distribution
Qy|x, where Y denotes the output of W which takes values over Y. Define Y ~ Py and
Y’ ~ Py be the output RV’s of W when input RV’s are X ~ Px and X' ~ Py, respectively.
Then we have SD(Y,Y’) < SD(X, X').

PT'OOf.' Let (X, Y) ~ PXY = PXQY‘X and (X,7Y/) ~ PXIY/ = PX/leX. Then

SD(XY,X'Y") = %; |Pxy (2,y) = Pxryr(w,y)]
- %%‘an(ylx) [Py (z) = Px(2)
_ 12 Py () — PX,(;z:)@Qm(y!x)
- _Z |Px(z) — Py:()|

= SD(X,X).

Thus, by Lemma 2.1 the proof is complete. [ |
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Asymptotic Convergence

Consider a sequence of real-valued variables {X}}?2, that are mutually independent and
are drawn from the same identical distribution (IID). We are interested to know about the
distribution of the variable X5"™ = 1/, Z;L=1 X;. First, we define the following convergence

notions.

Convergence in Distribution. A sequence of real-valued RV’s {X;}7, (not necessarily

IID) converges in distribution to RV X if lim,,_,,, Pr{X, <a} =Pr{X <a} VaeR.

Convergence in Probability. A sequence of real-valued RV’s {X;}7, (not necessarily
IID) converges in probability to RV X if lim,_,,, Pr{| X, — X| > ¢} =0, Ve> 0.
Convergence in probability implies convergence in distribution [42, Chapter 1, Section

1.7.5).

Almost Sure Convergence. A sequence of real-valued RV’s { X}, (not necessarily IID)
almost surely converges to RV X if Pr{lim,,_,,, X,, = X} = 1.
Almost sure convergence implies convergence in probability [42, Chapter 1, Section 1.7.5].

The following theorem (LLN) shows that X*"™ converges to u = E{X;} as n — o0.

Theorem 2.3 (The Law of Large Numbers (LLN) — Theorem 1.3.2 of [24]). Let
{X;}52, be a sequence of IID real-valued random variables. If p = E{X1} < +co, then

Xum — 1, Z?Zl X, almost surely converges to | as n — 0.

Note that the above statement which is called the strong LLN also implies that X "
converges to p as n — oo in probability. The latter statement is called the weak LLN.

The prominent central limit theorem states that as n — oo not only X "™ converges to
but also the distribution of variable Y,, = 4/n(X:"™ — 1) converges to a normal distribution —

see Chapter 7, page 283 of [39]. The Berry-Esseen theorem stated below is a non-asymptotic
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inequality that explains this phenomenon more qualitatively by even giving the speed of such

convergence.

Theorem 2.4 (Berry-Esseen, see [43] Theorem 1, Chapter XVI, Section 5). Let

X"™ be an n—1ID real-valued variable, and —o0 < o < 0, then

3p
< -
A2, /n’

Pr {Zn: X; = np+ a@} — Q(a)

where Q(-) is the tail probability of the standard Gaussian distribution, i.e.,

2
Qo exp ( — §)dt,

M)

p=E{X1},A=Var{X}, and p = E{|X; — u|?}.

2.2 Information Theoretic Concepts

Information Theory, originated from the seminal work of Shannon [44], studies the fun-
damental problems of transmitting and processing information under various settings and
conditions. What follows next is a brief overview of some of the basic information-theoretic
concepts. We begin by introducing simple mathematical models of information sources and

channels.

Definition 2.8 (Discrete Memoryless Source Model). A Discrete Memoryless Source
(DMS) Model is defined by a finite alphabet X and a discrete probability distribution Py (x),
and informally is denoted by X or Py. A DMS generates a sequence of independent and
identically distributed (IID) random values X7, Xs,.... We denote n consecutive runs of a

DMS by X" = (X1,...,X,).

In this work, all sources are discrete memoryless, unless otherwise specified. A d—DMS

or a Discrete Multiple Memoryless Source (DMMS) Model with d components, is simply a
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collection of d correlated DMS’s. A DMMS is defined by a finite alphabet X} x - - - x X,; and
a joint probability distribution Py,..x, = Px,, and is denoted by Xpg = (Xi,..., Xa). The
output of Xgq at time ¢ is denoted by (Xi4,..., Xay).

A simple mathematical model of communication channels is the following.

Definition 2.9 (Discrete Memoryless Channel Model). A discrete communication
channel model is a random system that given input value x outputs a random value y. Let
X; (and Y; ) denote the input (and random output) variable of the channel at time ¢. A

discrete channel is said to be memoryless (DMC) and time invariant if at any time ¢
Pr{Y, = y|X""D YD X, =} = Prix(yle)  V(w,y) e X x .

We denote a DMC by its input and output alphabets and its characterizing conditional
probability distribution (transition matrix.) For example a DMC W with input alphabet X
and output alphabet ) and conditional distribution Py|x is denoted by W = (X, Py(x,)),

and sometimes informally by W = Py|x.

In this work, all communication channels are assumed to be discrete, memoryless, and

time invariant; unless otherwise we explicitly mention the type of the channels.

Remark 2.2. Assume that for any 1 < j < n the RV X is correlated with the RV X,
through a [discrete, memoryless, and time invariant] information channel, then the sequence

of RVs X4,..., X, form a Markov chain X; — Xy —--- — X,.

Measures of Information

Here, we present a brief overview on the measures of information. These measures and their
interrelations are the essential mathematical toolbox that is needed to prove information
theoretical secrecy results. We begin by defining the Shannon Entropy.

The Shannon entropy, is a mathematical function for measuring the amount of uncer-

tainty there is about the outcome of a random process. Equivalently, the Shannon entropy of
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a random variable is the average amount of information one receives by observing the random

outcome, which is equal to the reduction of uncertainty one had before the observation.

Definition 2.10 (Shannon Entropy). The Shannon entropy of a random variable X ~ Py

over alphabet X’ is given by

H(X) = Ep, {log th X)}

= — ) Px(x)log Px(x),

zeX
where the logarithm is in base 2.

The unit of entropy is bit(s). For example, for a fair coin toss, we can represent the
random outcome with a uniform binary distribution X ~ Bern(1/2). The entropy of X is
H(X) = 1, that means we get “one bit of information” by observing the outcome of a fair
coin toss, or that the amount of uncertainty about the outcome of a fair coin toss is one bit.

The Shannon entropy; however, is not always the best choice for measuring uncertainty:.

Especially, in most security scenarios, a better measure of uncertainty is the min-entropy.

Definition 2.11 (Min-entropy). The Min-Entropy of a random variable X ~ Px over
alphabet X is defined by

, 1
Hpin(X) = min {log e (x)}

= — log(max{Px(x)}).

For two random variables X and Y with joint and conditional distributions Pxy (z,y)

and Px|y (z|y), respectively, the joint entropy H(X,Y') is given by

1
HX,Y)=E log —M8MM8M—
(£.7) PXY{OgPXY(X>Y)}’

- _ Z Z Pxy (z,y) log Pxy (z,y),

zeX ye)
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and the conditional entropy H(X|Y') is defined as
H(X|Y) = Ep,, {1 !
e O —_—
Pxy g PX|Y(X|Y) )

= _ Z Z Pxy (z,y)log Px)y (X]Y).

zeX ye)

The following relations hold for joint entropy and conditional entropy. For any given RVs

X,Y, and Z we have
HX,)Y)=HX)+ H(Y|X)=H(Y)+ H(X|Y),

and

H(X,Y|Z) = H(X|Z)+ HY|X,Z) = H(Y|Z) + H(X|Y, Z).

For two independent random variables X and Y we have H(X,Y) = H(X)+ H(Y), and
H(X|Y,Z)=H(X|Z).
To measure the amount of information one random variable has about another random

variable, we use the mutual information function.

Definition 2.12 (Mutual Information). The mutual information between two random

variables X and Y is

I(X?Y> = ]EPXY {Z(X’ Y)}

_ . o Pxy(7,y)
—;;ny( y)log 5B

= H(X) - HX|Y) = H(Y) - H(Y|X),

where
PXY (‘7:7 y)

i(z,y) = log m,

is called the information density [24].
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Noiseless Channel

F = Enc(X7) F
Alice ~— Bob

Figure 2.1: The source coding problem.

Definition 2.13 (Conditional Mutual Information). For three random variables X, Y,

and Z, the conditional mutual information of X and Y given Z is

](X,Y|Z) = ]EPXYZi(X’Y|Z)
— H(X|Z) - H(X|Y, 2)
— H(Y|Z) - H(Y|X, 2),
where

Pxy|z(z,y|2)
Px|z(x|2) Py 1z (y|2)’

i(z,y|z) = log
is the conditional information density.

Remark 2.3. When the Markov relation X —Y — Z holds, we have I(X;Y|Z) = H(X|Z) —
H(X|Y), and I(X; Z|Y) = 0.

2.2.1 Source Coding

In the source coding (or data compression) problem, Alice (terminal 1), who has a random
sequence X{ encodes (compresses) her sequence into a message F' = Enc(X7]) and sends this

message I’ to Bob (terminal 1) using a noiseless communication channel. Bob, then decodes
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(decompresses) the message F into an estimate (reconstruction) X7 = Dec(F) of Alice’s
sequence. See Figure 2.1. The main objective is to find a pair of algorithms (Enc, Dec)
such that for every n € IN they enable reliable (correct) reconstruction by the shortest
message length possible. To be more precise, consider the following source model. A discrete
memoryless source (DMS) represented by the random variable X7, defined over the alphabet
X and described by the probability distribution Py, is accessible to Alice. Alice samples
from X; for n times, and observes the independent and identically distributed (IID) sequence
X7. Consider a compression code family (Enc, Dec). The asymptotic compression rate of
the code is defined as limsup,,_,,, 1/nlog |F| and the compression code is called €,—correct
if Pr {X{‘ = X?} > 1 — ¢,. The parameter ¢, is called the reliability parameter. Note that
here the message length is measured by log |F|.

The source coding theorem (due to Shannon [44]) gives the minimum asymptotic com-

pression rate of all compression (source) codes with asymptotic perfect reliability.

Theorem 2.5 (Source Coding — see Theorem 3.4 of [45]). Suppose the probability
distribution Py, of a DMS Xy is known. Then, the minimum achievable (asymptotic zero

error) compression rate is R* = H(Xy). That is for every R € R satisfying,
R > H(Xy),

there ezists an €,— correct compression code family (Enc, Dec) with asymptotic compression
rate R and lim,,_, €, = 0; and every €,— correct compression code family (Enc, Dec) with

lim,, o €, = 0 has asymptotic compression rate higher than H(X).

A modified version of the source coding problem is for the 2-DMS model in which we
assume Bob (terminal 2) has access to a variable X5 that is correlated with Alice’s variable
Xj. See Figure 2.2. Next theorem (due to Slepian and Wolf) proves that existence of side

information X5 at the decoder (Bob) allows for lower compression rates.
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Figure 2.2: The source coding problem with side information at the decoder.

Theorem 2.6 (Source Coding with Side Information at the Decoder — see Section
10.4 of [45]). Suppose the joint probability distribution Px,x, of a 2-DMS (X1, X3) is known.
Then, the minimum achievable (asymptotic zero error) compression rate is R* = H(X1|X5).

That is for every R € R satisfying,
R= H(X1|X,),

there exists an €,— correct compression code family (Enc, Dec) with asymptotic compression
rate R and lim,,_,o €, = 0; and every €,—correct compression code family (Enc, Dec) with

lim,, o €, = 0 has asymptotic compression rate higher than H(X;|Xs).

2.2.2 Stochastic Processes and General Sources

We defined the Discrete Memoryless Source (DMS) model that outputs IID sequences of
random variables X1, X5, .... See Definition 2.8. This notion of information source can be
generalized by the concept of stochastic process that is defined as an arbitrary sequence of
random variables that are defined over the same alphabet according to the same probability

space (see Definition 2.1), where the sequence of RV’s need not to be IID. A stochastic
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process X is denoted by the sequence of RV’s {X;}, and by X" = (X1, Xs,...,X,) we
denote the n consecutive runs of the stochastic process X.
A stochastic process {X;}2, is called stationary if for all n € IN and for every z" =

(1,...,2,) € X" and every integer 7 we have

Px, x5, (xn) = PX1+TX2+T-~~Xn+T (:L’n)

See Chapter 9, page 387 of [39]. An IID process is an stationary process.
A stochastic process {X;}, is called ergodic (or mean-ergodic) if for every n-fold realiza-
tion 2" = (x1,...,x,) € X™ the time average avg(z") = %Z?Zl x; approaches the ensemble

average defined by u(n) = E{X,} as n — oo with probability close to 1. See Chapter 12,

page 523 of [39]. An IID process is an stationary ergodic process.
Definition 2.14 (Entropy Rate - Chapter 4 of [47]). The entropy rate of a stochastic
process {X;}72, is

Ho(X) = lim ~H(X™)

n—aoo N

1
= lim —prn {_logPXn(Xn)} .

n—aoo N

The source coding theorem 2.5 of IID source model can be generalized to the case of

stationary ergodic processes.

Theorem 2.7 (Source Coding for Stationary Ergodic Processes — Theorem 2 of
[24]). The minimum achievable (asymptotic zero error) compression rate for a stationary
ergodic process X with a finite source alphabet X is R* = H,(X).

Information Spectrum Methods

Han and Verdu [24, 48] introduced the notion of general sources and channels that are “arbi-

trarily nonstationary and/or arbitrarily nonergodic with arbitrarily given abstract source/channel

27



alphabets.” The goal of this generalization is to obtain results similar to the known ones for
these general cases and provide a “unified general treatment of a collection of mostly known
results in the literature.” The main technical approach is information-spectrum method and
introducing two probabilistic limit operations for a sequence (Ji, Ja, J3,...) of real-valued

random variables, called the limit superior in probability given by

p-limsup J, = inf{a| lim Pr{J, > a} = 0},
n—0o0

n—ao0

and the limit inferior in probability given by
p-liminf J,, = sup{p| lim Pr{J, < 8} = 0}.
n—a0 n—a0

Note that J, converges to a constant c¢ in probability if and only if p-limsup,,_,, J, =
p-liminf, ., J, = c.

Information-spectrum methods refers to mathematical tools and approaches that are
used for analyzing information-theoretic tasks with regard to general sources and channels.
These methods most often employ information measures (such as the spectral sup-entropy
rate which we define below) that are not in terms of the expectation operation. (Whereas
for example the Shannon entropy (Definition 2.10) and the entropy rate (Definition 2.14)
are defined using the expectation operation.)

The concept of “general sources” generalizes the notion of stochastic processes.

Definition 2.15 (General Source — Chapter 1 of [24]). A general source X given by

(X" = (x" . XMy

n=1»

outputs X" for every n € N that is the n-fold random output of the source defined over the

set X'™ subject to the joint distribution Px» — see [24, Chapter 1].

Note that random behavior of the jth component X ;") may depend on n. General
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source model has stochastic processes as a special case by imposing the following consistency
condition

xm = x™ Vi <m, Ym < n.

In this case, the n-fold output of the general source X is denoted by X™ = (X1,...,X,).
An example of a general source is an information source (stochastic process) where output
symbols are independent but not identically distributed (INID).
An important quantity that is defined with respect to any general source X is the spectral

sup-entropy rate of X, which is given by

— 1
H(X) = p-limsup —— log Px«(X™)
n

n—0o0

1
= inf {a! lim Pr {—— log Pxn(X™) > 04} - 0} ’
n

n—o0

where the distribution of the real-valued variable
1
——log Pxn(X™)
n

is called the information spectrum of X.
The source coding theorems of 2.5 and 2.7 are generalized for the case of general sources
by the following theorem which proves that for general sources the optimum compression

rate is characterized by the spectral sup-entropy rate.

Theorem 2.8 (General Source Coding — see Theorem 1.3.1 of [24]). The minimum

achievable (asymptotic zero error) compression rate for a general source X is R* = H(X).

Remark 2.4. The above result implies Theorem 2.5 and Theorem 2.7 as special cases. When
X is a DMS and X" is IID then by the LLN Theorem 2.3 we know that —% log Pxn(X™) =
%22;1 —log Px,(Xj), converges almost surely and in probability to IE{—log Px, (X1)} and
thus R* = H(X) = H(X). When X is a stationary ergodic process then by the gen-
eral AEP Theorem 16.8.1 of [47] (due to Shannon, McMillan, and Breiman) we know that
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—% log Py (X™) converges almost surely (and in probability) to entropy rate, lim,, %H (X™),
and thus R* = H(X) = H,.(X).

In Chapter 3, we introduce a new spectral entropy (which we call sup-spectral entropy)
and use it to prove an upper bound for the maximum key length of one-way secret key

agreement.

2.2.3 Channel Coding

In many information-theoretic scenarios (e.g., problems we studied earlier) it is assumed that
a noiseless channel is available to the terminals; however, this is not a valid assumption in
real-life as almost all mediums for communication are noisy. Channel coding is the process of
realizing an almost noiseless channel from a noisy channel by incorporating coding techniques.
A simple model of a noisy channel is the discrete memoryless channel (DMC) model — see
Definition 2.9.

Suppose Alice and Bob are connected through a DMC W = Py|x. Alice wants to send
a message M to Bob using W. To make the message transfer reliable Alice uses a function
(algorithm) called channel encoder denoted by Enc that maps M into a codeword X", and
sends this codeword to Bob by using the channel W for n times. Upon receiving the whole
output variable Y Bob uses another function (algorithm) called channel decoder denoted
by Dec that maps the variable Y™ to an estimate of the message M. The objective is to
have negligible errors Pr {M # M } ~ 0, and be able to send messages at the largest rate
possible.

A channel code for a DMC W = (X, Py|x,)) is given by three components:
e Message set M™ = {1,2, ... |[M™]}
e Encoding function Enc: M™ — X"

e Decoding function Dec : Y — M®™ U {h}
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M|

where the special character b denotes decoding error. The set C = {Enc(j)};Z; ' is called
the codebook, where ¢; = Enc(j) is the codeword corresponding to message j € M),
and |[M™)] is referred to as the code size. The message estimate of Bob is denoted by
M = Dec(Enc(M)). Tt is assumed that messages are uniformly distributed over M,

Let ¥ be a family of channel codes (indexed by n) as defined above. Then, for every n
the average error probability of ¥ is given by ¢, = Pr {M = M } The asymptotic channel
coding rate of ¥ defined by r3;(¥) = liminf,_. /nlog| M| is called achievable if ¥ has

average error probability €, such that lim, €, = 0.

Definition 2.16 (Channel Capacity). The channel capacity of a DMC is the largest

achievable channel coding rate.

We denote the channel capacity of DMC W = Py |x by Cy(Py|x). A channel code family
¥ is an (]M™)], ¢,)—code if it has error probability €, and code size |[M™)]|. Note that both
of these parameters are functions of n and a “good” code has large code size and negligible
error. To be precise, an (JM ™| ¢,)—code family V¥ is capacity achieving for channel W if
and only if lim inf,,_,,, V/nlog [M®™| = Cp (W), and lim,,_ €, = 0.

Next theorem was proved by Shannon [44] and gives a single-letter expression for calcu-

lating the channel capacity — see also Chapter 3, Section 1 of [45].

Theorem 2.9 (Channel Coding — see Theorem 3.1 of [45]). The channel capacity of
a DMCW = Py|X 18
Cu(Pyix) = maxI(X;Y).
Px

2.2.4 Finite-length Analysis

The channel coding theorem 2.9 characterizes the asymptotic limit of communication rate for
a given DMC; however, in practice the channel codes are designed at fixed finite blocklengths.
Therefore, the problem of finite-length analysis of channels and channel codes is of practical

relevance and specifically has recently received a lot of attention — see e.g., [49-51].
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Consider that a DMC W = Pyx is given. Recall that a channel code family ¥ (indexed
by n) is called an (M| €,)—code if it has error probability ¢, and code size M. For a
finite n € IN and a fixed € € (0, 1) define [50]

M.(X™Y™) = max{log(|]M™]) | 3 an (JM™] ¢,)—code ¥ with ¢, < €}.

Note that M.(X"™; Y™) as a function of n describes the maximum possible code size of all codes
with error probability less than or equal €. It is desired to find expressions for calculating
M (X™;Y™). The first theorem about M. (X™;Y™") is due to Shannon where he proved that

[44, Theorem 12] for every e € (0,1)
M (X™Y"™) =nCy — o(n),

which means that channel capacity can be achieved asymptotically even when error proba-
bility does not approach to zero at large n’s.
The objective of finite-length analysis for channel coding is to find more accurate approx-

imations of M.(X™;Y"). The following is due to Strassen — see also [50] Equation (275).

Theorem 2.10 (Second-order Approximation for Channel Coding [52]). For a given
DMC W = Py|x and € € (0,'/2) we have

M (X™Y"™) =nCy — «/nAme_l(e) + O(logn),

with Ay == minp s Var {i(X,Y)} where P = {Px| I(X;Y) = Cu(Pyix)}

The above finite-length result was extended and improved for more general settings by
Polyanskiy et al. and Hayashi. For the same practical reasons finite-length analysis of other

information-theoretic tasks have recently gained lots of attention [51, 53].
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Figure 2.3: Two-party SKA in source model.

2.3 Two-party Secret Key Agreement in Source Model

Information-theoretic secret key agreement was first studied in the two-party scenario by
Maurer [19] and independently by Ahlswede and Csiszar [20]. In this section, we review
two-party SKA in the source model.

Suppose a 3-DMS' (V4, Vs, Z) with a known probability distribution Py,y,7 is given. In
the two-party source model of SKA, terminal 1 (Alice), terminal 2 (Bob), and the wiretap-
ping adversary Eve, have access to Vi, V5, and Z, respectively. Variable Z is referred to
as the (wiretap) side information of Eve. For the case of two-party SKA, let us use the
conventional notations, where V; = X; = X and V5, = Y5 = Y denote the variables of Alice

and Bob respectively —i.e., Py,v,z = Pxyz.

About the Notation of Terminals’ Variables

In this thesis we use V; when referring to a generic random variable associated with

a terminal labeled as j. Sometimes, we change this notation to V; = X; or V; =Y

or V; = (X;,Y;) depending on the probabilistic model of SKA that we study.

LA discrete memoryless source with three components.
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Some examples of how such correlated variables can be realized in practice are the fol-

lowing.

e Mutual Channel Estimation. Alice and Bob have wireless devices that commu-
nicate over the same frequency, and they have a “means of estimating their mutual
channel.” Then the resulting estimations are highly correlated. Also, observations by
other wireless devices are essentially uncorrelated if they are at least half a wavelength

away from Alice and Bob. See [54, 55].

e The Satellite Setting. Consider a radio source that is broadcasting a string of
random bits which is received by Alice, Bob, and Eve through independent noisy
channels with different error probability. Hence, random samples of Alice, Bob, and
Eve are correlated. For example, one can consider that the independent channels from
the satellite to Alice, Bob, and Eve to be binary symmetric channels with different bit
flip probabilities. See [19, 56].

e The Wiretap Channel. In this setting, Alice is broadcasting a sequence of binary
values, and Bob and Eve observe noisy versions of Alice’s random sequence. The
correlation between Alice, Bob, and Eve is then can be modelled by a single-input
multiple-out put channel where Alice provides the input symbols, and Bob and Eve

observe output variables. See [20, 57].

The goal of Alice and Bob in an SKA protocol is to use correlated variables X and Y,
and a noiseless public communication channel, to agree on the largest possible shared secret
key. The SKA protocol is desired to be (i) reliable, in the sense that the keys obtained by
Alice and Bob should be the same; and (ii) secure, in the sense that Eve should not learn
more than a negligible amount of information about the shared secret key. More thoroughly,
a general two-party SKA protocol II in source model, works as follows. Parties sample
from their variables for n times and observe the IID sequences (X", Y™, Z™). Alice and Bob

engage in a (possibly interactive) public discussion F where Eve observes all of the public
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messages. After public discussion, Alice and Bob both compute their estimates of the final
key, respectively denoted by K; and K,. See Figure 2.3.

A key generated by an SKA protocol family IT is called an (e,,o,)—secret key (or
(€n,0,)—SK for short) if Pr{K; = Ky = K} > 1 — ¢, and SD(KFZ",UFZ") < 0, where
F denotes the whole transcript of the public messages transfered between Alice and Bob, U
is the uniform distribution over alphabet K, and SD(, -) is statistical distance®.

The key rate of an SKA protocol family IT that for every n € IN generates an (e,, 0,,)—SK
K is given by rx (1) = liminf,, 4 /nlog |KC]. The key rate rg(II) of the SKA protocol family

IT is called “achievable” if lim,,_, €, = lim,,_,o 7, = 0.
Definition 2.17. The key capacity of a model is the largest achievable key rate.

In a two-party source model Pyyy, if the adversary is wiretapping (observes the side
information Z), the key capacity is called the “wiretap secret key” (WSK) capacity, denoted
by Cwsk(Pxyz). If Eve is not wiretapping (Z = constant), then the key capacity is called
the “secret key” (SK) capacity, denoted by Csx(Pxy). It is proved that the two-party SK
capacity is given by Csix(Pxy) = [(X;Y) [20, Proposition 1]. However, the problem of
finding an expression for WSK capacity remains open. Next theorem, gives an important

upper bound on WSK capacity and proves its tightness under two certain assumptions.

Theorem 2.11 ([20, Theorems 1 and 3]). Consider a two-party source model Pxyy.
Then,

a) Cwsk(Pxyz) < 1(X;Y|Z),
b) Bound in a is tight if X —Y — Z holds,

c) Bound in a is tight if Z is known by the terminals.

2In this thesis we use statistical distance to measure secrecy. This is an standard approach in the context
of information-theoretic security, see for example [25, 31, 58, 59]. Other definitions that are widely used in
the literature are the notions of weak and strong secrecy that employ mutual information between the key
and Eve’s knowledge (see [19-23, 60]). All of these secrecy definitions are closely related. For a better
understanding of the relation between these definitions of secrecy we refer the reader to [21, Lemma 1 and
Appendix BJ, and [61, Section 2.4].
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The problem of secret key agreement is tightly related to two other information-theoretic
tasks, namely the “privacy amplification” and the “information reconciliation.” Before
demonstrating that how a shared secret key can be generated between two distant parties,

we review these notions in the following subsections.

2.3.1 Privacy Amplification

The Privacy Amplification (or Key Extraction) is the task of extracting a secret key from a
variable that is partially leaked to the adversary [62]. Here, we assume that Alice (terminal
1) and Bob (terminal 2) have access to a common randomness V". There is a wiretapping
adversary Eve who has access to wiretap side information Z" which is correlated with le-
gitimate parties’ common randomness V". The goal of a privacy amplification code is to
extract the largest possible key K = fpa(V™) from V™ such that its distribution is close to
uniform and it’s almost independent from Eve’s knowledge (Eve has negligible information
about it.)

Next we define universal hash functions, and briefly explain why they are useful in the

context of privacy amplification (key extraction) [27].

Definition 2.18 (Universal Hash — [28]). A family of functions {hs : X — K}s«s is a
2-Universal Hash Family if for any x # 2, Pr{hg(z) = hg(z)} < %', where the probability

is on the uniform choice of S.

Universal hash functions have a lot of applications in cryptography [58, 63, 64], and are
well studied [65, 66]. One of their important properties (proved by the following lemma) is
that they can be used as randomness extractors [30]. For a survey on the study and detailed
analysis of different implementations of universal hash functions and various applications of
randomness extractors we refer the reader to [65-67].

Consider the problem of key extraction under the assumption that Eve has no wiretap

side information, i.e., Z = constant. Let S be a random value, that Alice and Bob agree on
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publicly. Then a function K = fpa(V,.S) is considered o—secure if SD(KS,US) < o where
U is the uniform distribution over K.
The Leftover Hash Lemma (LHL) stated below (Lemma 2.12) proves that a 2-Universal

Hash Function (2-UHF) is o—secure as long as its output key length satisfies
log |K| < Hyin(V) + log 40,

where Hp,i, (V) = —log(max Py (v)) is the min-entropy of V.

Lemma 2.12 (Leftover Hash Lemma (LHL) — [30]). Assume a family of functions

{hs :V — K}ses is 2-UHF. Then, for any random variable V' and uniformly random S

SD((hs(V),S), (U, S)) < %\/m

where U s the uniform distribution over K.

In many practical scenarios, though, the common randomness of Alice and Bob is partially
leaked to the adversary in the form of a side information Z and a perhaps a public variable
F'. Therefore, we consider a slightly modified variant of the above privacy amplification
problem — see also Lemma 8 of [31]. Suppose the joint probability distribution of a 2-DMS
source (V,Z) is known. The variable V' (called the common randomness) is accessible to
both Alice and Bob, and the variable Z (called the adversary’s wiretap side information)
is accessible to Eve. Alice, Bob, and Eve, sample from the 2-DMS source for n times and
observe IID sequences V" and Z". Moreover, assume that there exists a publicly available
variable F', that is correlated with V™. We call F' the public side information. See Figure
2.4.

A privacy amplification function fps : V* — K with asymptotic key rate define by
liminf, . Y/nlog |K| is called o,—secure if SD(KFZ" UFZ"™) < o, where U is the uniform

distribution over alphabet IC. The parameter o, is called the secrecy parameter. Note that
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Figure 2.4: The privacy amplification problem with public and wiretap side information
available to Eve.

here the key length is measured by log |K|. Next lemma gives a lower bound on the maximum

key rate of all privacy amplification codes with asymptotic perfect secrecy (o, — 0).

Lemma 2.13 (Privacy Amplification with Public and Wiretap Side information
Available to Eve). Consider the modified privacy amplification problem as stated above.

Then, for every R € R satisfying

1
R < H(V|Z) — lim —log|F]|,

n—ao N
there always exists a o,—secure privacy amplification function fpa : V" — K, with asymp-
totic key rate R and lim,,_,, 0, = 0.

Proof sketch:  Follows immediately from Lemma 3.14 and Lemma 3.2, by using
Universal Hash functions (defined in Definition 2.18) to extract a o, —secure key. Full proof

is given in the Appendix 2.6 for completeness. [ ]

2.3.2 Information Reconciliation

The problem of Information Reconciliation (IR) for the two-party source model is as follows.

Suppose a 2-DMS (V1, ;) is given. Alice (terminal 1) has access to V; and Bob (terminal 2)

38



Noiseless Channel

F F F Fy

Dec Dec
n n
Vi Vi
¥ ¥
” n ? n
2 1

Figure 2.5: Two-party communication for omniscience.

has access to V5. Alice and Bob sample from their source components for n times and observe
the n—IID variables (V}",V3") [68, 69]. Through the exchange of a series of (interactive)
messages over a noiseless communication channel, Alice and Bob want to arrive at a common
randomness C'R that is a function of (V]",VJ"), i.e., CR = CR(V*, V") [68, 69].

This problem is closely related to both the source coding and the channel coding problems
and is of particular importance in the context of key agreement [26, 70].

Two notable and well-studied special cases of the IR problem are the following:

e Communication for Error Correction®: Here, the objective common randomness
function is Alice’s observation CR = V{*. This is exactly the same problem as the
source coding problem with side information at the decoder. In fact the source coding
Theorem 2.6 implies that this task can be done by one-way communication. Let
F} denote the one-way message of Alice to Bob, which has asymptotic rate R; =

limsup,,_,., }/nlog |F1|. Then by Theorem 2.6

Ry = H(Vi|Va).

3Some works, e.g., [26], define the task of “information reconciliation” as we define this special case when
parties want to reconcile on either one’s observations.
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e Communication for Omniscience (CO): The problem of Communication for Om-
niscience was first introduced in [21]. In this case, terminals send messages to each
other (Alice sends F; to Bob and Bob sends F, to Alice,) to learn each others’ ob-
servations — i.e., the objective common randomness is CR = (V]*,V;"). The state
of terminals when they learn each other’s observation is called “omniscience.” It
was shown in [21] that omniscience can be achieved noninteractively, i.e., by Alice
and Bob each sending each other single independent messages. See Figure 2.5. Let

R; = limsup,,_,,, !/nlog|F;| j=1,2. Then, by Theorem 2.6

Ry = H(Va|VA).

The problem of Communication for Omniscience can be generalized to case of an m-

DMS (multiterminal) source model [21] which we review in Section 2.4.

Both one-way and CO approaches to IR have been well studied and they have direct
applications for secret key agreement. In the following section we discuss how these different

reconciliation protocols are used for key agreement.

2.3.3 How to Achieve the Key Capacity (When Z is Known)

Consider the two-party SKA model when Z is known to the legitimate terminals. Here
we demonstrate how two well known SKA approaches can be proved to be key capacity
achieving. We review and compare these important SKA approaches and illustrate how the
source coding theorem 2.6 and the privacy amplification lemma 2.13 are used in this context.

Now, let us give the first achievability proof for statement c¢ of Theorem 2.11. Consider
the SKA Protocol 1. We show that the asymptotic key rate of Protocol 1 can be as large as
I(X;Y|Z), which implies that Cyysx(Pxyz) = I(X;Y|Z) when Z is known.
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Protocol 1: A two-party SKA protocol by omniscience for when Z is known (Ilco)

Public Information: Pxyy
Input: n—IID copies of X, Y, and Z.
Output: Key estimates K; and K.

1 Alice sends a public message F; = F;(X™) such that Bob can reliably reconstruct
X" using the knowledge of Y™ and Z".

2 Bob sends a public message Fy = F5(Y™) such that Alice can reliably reconstruct Y™
using the knowledge of X™ and Z".

3 Alice and Bob extract their respective keys K; and K5 using the common
randomness (X", Y").

SKA by Omniscience. In Protocol 1 terminals first learn each other’s initial observa-
tions — every legitimate terminal learns all copies of (X,Y’). This state of the terminals is
called “omniscience” and any public discussion protocol that enables omniscience is called
a communication for omniscience (CO) protocol.

Alternative Achievability Proof for Theorem 2.11-c: By the privacy amplification
Lemma 2.13, as the common randomness is (X™,Y™) and the publicly known variables are

Fy and Fy, we get the following lower bound on Cyy gk (Pxyz)
1
Cwsk(Pxyz) = H(X,Y|Z) — 7}1_{130 E(IOg‘]‘—l’ + log [ F2).
The above bound holds for any CO protocol that enables omniscience, thus,

. .1
OWSK(PXYZ) = H(X,Y|Z) — min {T}I—I}olo Z(log |.F1| + log |f2|>}

= H(X,Y|Z) — Rco(X,Y|Z),

where the minimum on the first line is on all public communication protocols (F}, Fy) that
enable omniscience, and Roo(X,Y|Z) denotes the minimum asymptotic public communi-

cation sum rate that is required to achieve omniscience. Theorem 2.6 implies the following

41



characterization of Rco(X,Y|Z)
H
Rco(X,Y|Z) =min< R; + Ry ,
H

which, for this case of two-party source model, can be solved as
Reo(X,Y|Z) = HX|YZ)+ HY|XZ).
Therefore, the following lower bound holds on the WSK capacity
Cwsk(Pxyz) =2 HX,)Y|Z)-H(X|YZ)-H(Y|XZ)=I1(X;Y|Z). [ |

We note that the original proof given in [20] is based on a different SKA protocol and
uses different methods other than Lemma 2.13.

We consider SKA models in which public communication is assumed free; however, it is
always desirable to find SKA protocols that use less public communication bits to achieve
the key capacity. Let F(II) denote the public discussion of an SKA protocol II. Then the
asymptotic public communication rate of IT given by lim,, ., 1/n log | F (II)| is used to quantify
the efficiency of SKA protocol II with respect to its public communication costs.

In the following discussion we show an alternative approach to achieve the WSK capacity,
which asymptotically uses less public communication bits than the SKA by omniscience

approach discussed above.

Remark 2.5 (SKA by One-way Public Communication). Protocol 1 (Ilco) uses
two public messages and (for the two-party model when Z is known) it is not the best
SKA approach for achieving the key capacity. A better approach would be to perform key
agreement by “one-way” public communication. Consider the one-way SKA Protocol 2

(ITow) where only Alice sends a public message F; such that Bob can reliably reconstruct
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Protocol 2: A two-party one-way SKA protocol for when Z is known (Ilow)

Public Information: Pxyy
Input: n—IID copies of X, Y, and Z.
Output: Key estimates K; and K.

1 Alice sends a public message F; = F;(X™) such that Bob can reliably reconstruct
X" using the knowledge of Y™ and Z".
2 Alice and Bob extract their keys K; and K5 using the common variable X™.

X™ using the knowledge of Y™ and Z". Bob is silent — does not send public messages. Then,
parties use their common randomness X" for key extraction. Similar to the analysis we did
before, one can easily observe that by Theorem 2.6 and Lemma 2.13, the asymptotic key rate
of the one-way SKA protocol is, for this model, given by H(X|2) — H(X|YZ) = I[(X;Y|2);
meaning that the one-way SKA also achieves the WSK capacity when Z is known. The
one-way SKA protocol is not only capacity achieving (in this case) but also more efficient
in terms of public communication cost than the SKA Protocol 1, that uses the omniscience
approach. The asymptotic public communication rate of Protocol 1 is given by Rco =
H(X|YZ)+ H(Y|XZ) while asymptotic public communication rate of the one-way SKA
Protocol 2 is equal to H(X|Y Z) < Rco.

Moreover, for the case of Theorem 2.11-b where X —Y — Z holds and Z is not know by
the legitimate terminals, it is easy to observe that one-way SKA approach achieves the WSK
capacity I(X;Y|Z); though, SKA by omniscience is not WSK capacity achieving. In [20],
one-way SKA is used to prove Theorem 2.11-b and c. In Chapter 3, we focus our study on

two-party one-way secret key agreement protocols for the general case when Z is not known.

2.4 Multiterminal SKA in Source Model

In a series of seminal papers, Csiszar and Narayan generalized previous results of Maurer
and Ahlswede and Csiszar on two-party SKA to the case of multiterminal SKA [21-23].

Suppose we have a set of m terminals denoted by M = {1,2,...,m}. Consider a discrete
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memoryless multiple source (DMMS) denoted by (V1, Va, ..., V,,, Z) where each component
variable V; € M is observed by a different terminal j € M, and side information Z is observed
by Eve. Let us use the conventional notation of V; = X for the case of multiterminal source
model. The probability distribution of the DMMS is known and is denoted by Px,,z, where
X\ denotes the set of all legitimate terminals’ variables. Terminals use a noiseless public
communication channel and n IID copies of their variables to establish a shared secret key
among terminals of a subset A < M. Terminals that are not in 4 are called helper terminals.
See Figure 2.6.

Similar to the case of two-party setting, the key capacity of a multiterminal source model
is defined as the largest acheiavle key rate. See Definition 2.17.

The general multiterminal source model was introduced in [21] and three types of key

capacities were considered based on the assumptions regarding Eve’s side information:

e Secret Key (SK) capacity: Eve has no side information, i.e., Z = constant. In this

case, the model is called non-wiretapped.

e Private Key (PK) capacity: Eve has compromised a subset of helper terminals
D < A€ and sees their observations. In this case, the model is called compromised. It

is assumed that compromised terminals publicly reveal Z = Xp.

e Wiretap Secret Key (WSK) capacity: Eve has access to a side information Z. In

this case, the model is called wiretapped.

The WSK capacity is the most general key capacity notion and analysis of PK capacity
is useful for modeling the special case of WSK capacity when Z is assumed to be known.
For example, the two-party scenario when Z is known (statement ¢ of Theorem 2.11) is
equivalent with a three-terminals scenario where terminals’ variables are V; = X, V5, =Y
and V3 = Z, A = {1,2}, and terminal 3 is assumed compromised.

Single-letter expressions for the SK and PK capacities of the general multiterminal source

model were given in [21], and it was proved that these capacities can be achieved using the
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Figure 2.6: Multiterminal SKA in source model.

SKA by omniscience method.

Theorem 2.14 (Multiterminal Source Model SK Capacity — [21, Theorem 1]).

Consider a multiterminal source model Px,,. Then, for any A < M
O (Pxp) = H(Xpm) — Réo(X ),

where RA,(X ) = min{}, 7" Rj| Y5 Ri = H(Xp|Xpe), VB < M, A& B} is the minimum
asymptotic public communication sum rate that is required for terminals in subset A to

achieve omniscience (learn X ).
The SKA protocol that achieves the SK capacity above, has the following main two steps:
1- Terminals use public discussion so terminals of A achieve omniscience (learn X7}).
2- Terminals in A use their common randomness X7}, to extract their keys.
Note that Lemma 2.13 immediately implies that Cgy(Px,,) = H(Xum) — REo(Xm).

Remark 2.6 (When SKA by omniscience is not efficient). While a lot of proposed

SK and PK capacity achieving protocols are base on the communication for omniscience
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Figure 2.7: A simple multiterminal source model.

approach [21, 71, 72], they are not always efficient in terms of public communication. Con-
sider the following example. There are three terminals M = {1,2,3}, and we want to do
key agreement for all (A = M). The RV’s of these terminals have the following specific
structure: Xy = (Vig, Vi), Xo = (Via, Vas), X3 = (Vas, Vis), where each Vj; is an independent
binary uniform random variable. See Figure 2.7.

Suppose terminals want to achieve omniscience (everyone learns X = (Vig, Vaz, Vi3)).

Then, for example, they can execute these steps:
1- Terminal 2 sends public message Fy = Vo @ Vg,
2- Terminal 3 sends public message F3 = Vo3 @ V3.

Here, @ denotes the binary XOR operation. Thus, using only 2 bits of communication, ter-
minals could attain omniscience. In fact, the minimum communication rate for omniscience,
in this example, is 2 bits. Therefor, for key agreement, terminals can follow the steps above

and then agree on K = Vi5. By Theorem 2.14 we can calculate the SK capacity as

Csk = H(X1X2X3) — Reo
= H(V12) + H(V23) + H(Vlz’,) — Reo

=3-2=1

However, note that to agree on 1 bit of key per sample, terminals do not need to achieve
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Protocol 3: A three-party SKA protocol for source model of Figure 2.7 (Ilxor)

Public Information: Px x,x,
Input: A single copy of X; = (Via, Vis), Xo = (Vig, Vas), and X3 = (Vas, Vi3).
Output: Key estimates K, K, and Kj.

1 Terminal 2 sends a public message Fy = Vo @ Vas.
2 Terminals 1 and 2 set their final key to K; = V15Vj = {1,2} and Terminal 3
calculates the final key by K3 = Vo3 @ Fs.

omniscience. For instance, if only Terminal 2 sends F; = Vi @ Va3, (and other terminals
remain silent,) all terminals still can agree on K = Vj5. Terminals 1 and 2 have prior
knowledge of K = Vj5 and terminal 3 computes the key by K = Vo3 ® F;5. See Protocol 3
(ITxor.)

Hence, similar to the case of two-party SKA (see Remark 2.5), we can conclude that the
approach of SKA by omniscience is not always optimal from the view point of using public
communication. On the other hand; however, we note that SKA by omniscience is the only

known approach that achieves the SK and PK capacities of any arbitrary source model.

The multiterminal source model WSK capacity is known when Eve’s side information is

revealed publicly to all terminals. Next theorem is a generalization of Theorem 2.11-c.
Theorem 2.15 ([21, Theorem 4]). Consider a multiterminal source model Pyx,,. Then,
for any A < M, if Z is known by the terminals

Civsx (Pxpz) = H(XmlZ) = Reo(Xml 2),

where RAo(Xm|Z) = min{}7", R;| > p Ri = H(Xp|XpZ), VB < M, A & B} is the
minimum asymptotic public communication sum rate that is required for terminals in subset
A to achieve omniscience (learn X in addition to the common variable Z ). Moreover, the

above expression is an upper bound to WSK capacity when Z is not known by the terminals.
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The problem of finding an expression for the general WSK capacity of multiterminal

source model is unsolved.

In Chapter 4, we introduce a large subclass of multiterminal source models, called “wire-
tapped Tree-PIN,” and prove its WSK capacity. This is one of the first WSK capacity results
for a large subclass of multiterminal source models. In the special case when Z is known,
our proposed capacity achieving SKA protocol is provably more efficient than SKA protocol

of [21] that uses the CO approach.

2.5 Secret Key Agreement in Channel Model

In a multiterminal channel model for SKA, terminals are connected by a noisy discrete
memoryless channel (DMC) that is used for generating correlation. Terminals also have
unlimited access to a noiseless public channel that can be used before, during, and after
symbol transmissions over the DMC. The underlying DMC might be wiretapped, which is
modeled by providing an output variable Z to the adversary, Eve. Let M = {1,...,m}
denote the set of terminals and let A € M be the subset of terminals that want to agree on
a shared secret key. Terminals use the DMC for n times and at the end of SKA protocol,
each terminal j in A, computes their estimate K of the final key.

A key generated by a channel model SKA protocol II is called an (e,, 0,,)—secret key (or
(€n, 0y)—SK for short) if Pr{K; = K} > 1—¢, VYje A and SD(KFZ", UFZ") < 0,,, where
F denotes the whole transcript of the public messages exchanged between the terminals, and
U is the uniform distribution over alphabet K.

The key rate of an SKA protocol II that for every n € IN generates an (e,,0,)—SK K is
given by rx(IT) = liminf, . 1/nlog |K|. The key rate rx (II) of the SKA protocol IT is called
achievable if lim,, ,, €, = lim,,_,,, 0, = 0. The key capacity of a channel model is defined as

the largest achievable key rate. Same as Definition 2.17.
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Figure 2.8: General structure of an SKA protocol in channel model.

Similar to the case of multiterminal source model, we define three types of key capacities:
SK, PK, and WSK. The main difference between channel model and source model is that in
channel model (some) terminals have the privilege to govern the input symbols of the DMC,
possibly adaptively based on observing the public feedback messages that other terminals
send in between each symbol transmission; whereas in source model, terminals do not have
control over the established correlated n—fold variables. See Figure 2.8.

The two-party channel model when there is no wiretapping adversary is described by
the DMC with conditional probability distribution W = Py |x, where V; = X and V3, = Y

denote the input variable of terminal 1 and output variable of terminal 2; respectively.
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It is well known that [20, Proposition 1],
Csk(Py|x) = H}lDaXI(X;Y),
X

which can be achieved without sending any public messages.
The two-party model with a wiretapper is given by W = Py x, where Z is Eve’s side
information. The two-party WSK capacity is not known; however, similar to Theorem 2.11,

an important upper bound and two special case results were given in [20].

Theorem 2.16 ([20, Theorems 2 and 3]). For any two-party channel model Py 7 x,
a) Cwsk(Pyzx) < maxp, [(X;Y|Z),

b) Bound in a is tight if X —Y — Z holds,

¢) Bound in a is tight if Z is known by the terminals.

In [22], the above results were extended to a specific multiterminal channel, where the
underlying DMC is assumed to be single-input multi-output, where terminal 1 governs the in-
put symbol V] = X of the DMC, and terminals in {2,3, ..., m} observe the output variables
Vo =Yy, V5 =Y3,...,V,, =Y,,. See Figure 2.9-(a).

Theorem 2.17 ([22, Theorem 4.1]). Consider a single-input multi-output channel model
Py,v,.v,x,- Then, for any A< M

Ck (Pryyy. vimlx1) = I};}?X{H(VM) — REo(Vm)}

where R, (V) = min{};"", Rj| Y i = H(Vg|Vge), VB < M, A & B} is the minimum
asymptotic public communication sum rate that is required for terminals in subset A to

achieve omniscience (learn V).

For the SK capacity above, the proposed capacity achieving SKA protocol is based on

the “source emulation” approach, that starts by (i) sending IID symbols X} through the
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Figure 2.9: (a) The single-input multi-output channel model of [22] and (b) The multiaccess
channel model of [23] — here, Z = {1, 2, 3}.

noisy DMC, which emulates (realizes) a multiterminal source model with joint distribution
Py,, = Px, Py,y,. v,,x,, and then (ii) employing the source model SKA of [21] (see passage
following Theorem 2.14).

The case of secret key agreement in a particular model of multi-input multi-output chan-
nels, where a subset Z & M of terminals are input terminals, and the rest of terminals (in
MN\Z) are output terminals, was considered in [23]. See Figure 2.9-(b). This channel model
was called the “multiaccess” model, and general upper and lower bounds were proved for
the SK and PK capacities. The source emulation approach is proved to be, in general, not

capacity achieving for the case of multiaccess model [73].

Finding expressions for the SK, PK, and WSK capacities of the multiaccess channel

model remain as open questions.

The multiaccess channel model fails to account for the real-life scenarios where individual
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terminals can send inputs to and receive outputs from the underlying noisy channel. In
Chapter 5, we propose a new general channel model that allows the presence of “transceiver”
terminals that can both send to and receive from the DMC. In Chapter 6, we prove the SK,

and WSK capacities of a special class of such transceiver models, called “Polytree-PIN.”
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2.6 Appendix

Lemma 2.13 follows directly from Lemmas 3.14 and 3.2, that we will prove in Chapter 3. A
proof is given below for completeness.

Proof of Lemma 2.13: A family of functions {hs : V — K}s is a 2-Universal Hash
Family if for any v # v, Pr{hg(v) = hs(v')} < ﬁ, where the probability is on the uniform
choice of § (see Definition 2.18). To extract the key from common randomness V", Alice
and Bob first agree on a random seed s € S. Then they use the hash function hs(V") witch
results in a key that has length log |KC|. From Lemma 3.14 and Lemma 3.2, we can conclude

that by using K = hy(V™) a 0,—secure key K can be achieved as long as

1 1
- log |[K| < H(V|Z) —

C1 1 1 2 Co
—log |F| — —= n — n) + —logdp; £ —
ngl\\/ﬁQ(U pn) + — log dpy, £ —
where () is the tail probability of the standard Gaussian distribution, 0 < u, < o,, and
¢1 and ¢y are constants that do not depend on n. Let 0, = n and p, = l/2n, and note

that Q'(z) = v/2erfc ' (22) ¥ x € (0,1). Here, ‘erfc’ is the complementary error function,

defined as erfc(a) = 1 — \% 5o e~ dt. Then, we have

1 1 \/561 711 1 Co
“log|K| < H(V|Z) — =1 - fe (=) — —4logn + —=.
o8 K] < H(VIZ) — log | F| = > Zenfe () — alogn +

By noting" that as n — o0 we have erfc™'(1) ~ \/% — O(loglogn) + O(n™?), we have

proved that (1/n)—secure keys with rates as large as
1
R< H(V|Z)— lim —log |F|
n—oo N

can be achieved. m

4See Wolfram Research’s documentation on erfc™*(-) function at https://functions.wolfram.com/
PDF/InverseErfc.pdf.
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Chapter 3

Finite-length Lower and Upper
Bounds for Two-party One-way

Secret Key Agreement

Abstract. Two-party secret key agreement is a fundamental problem in
cryptography: Alice wants to share a secret random string called the key
with Bob, such that a third party, Eve, has negligible information about
it. In this chapter, we consider an important information-theoretic model of
two-party secret key agreement, in which Alice, Bob, and Eve have access to
correlated random variables. In order to make local key generation (at Alice’s
and Bob’s sites) possible, Alice is allowed to send Bob only a single public
message that is computed based on her initial random variable. This model
is called the “two-party model of one-way secret key agreement (OW-SKA)”.
In practice, parties sample from their random variables up to a finite number
of times, therefore, we aim to give more accurate finite-length expressions
for the maximum key length that can be generated. To this end, we prove
a new finite-length upper bound, and propose two OW-SKA protocols that
imply multiple finite-length lower bounds for the maximum achievable key
length. We also compare our OW-SKA protocols with related past results
and discuss remaining open research questions.

Part of contributions presented in this chapter have been presented and published in the proceedings
of ISITA 2020 [32] and ISIT 2021 [33]. Content are reused under the permission of the IEICE and IEEE.
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3.1 Introduction

Information-theoretic secret key agreement (SKA) was first introduced and studied in [19],
and independently in [20] and since then has been studied extensively in different models (see
[74] and references therein). An important model of SKA that was originally studied in [20]
and [19], is the two-party source model with wiretapper in which there are two legitimate
parties, Alice (Terminal 1) and Bob (Terminal 2), that want to establish a shared key in the
presence of an eavesdropping adversary Eve. Alice, Bob, and Eve have access to variables
Vi = X, V5 =Y, and Z respectively, and the joint public probability distribution Pxy .
The legitimate parties use a reliable public communication channel to arrive at a shared key.
This public communication can be interactive and have multiple rounds. The final common
secret key of Alice and Bob must be computed in such a way that Eve, who has access to
all public communication and the side information Z, learns no information about it.

The primary performance metric for SKA protocols is the achievable length of secret key.
Hence, we are interested in finding S(X;Y|7), the maximum length of secret keys that can
be achieved by legitimate parties, given a source model distribution Pyyz. Allowing parties
to have access to n independent and identically distributed (IID) repetitions of their respec-
tive variables, we can define the wiretap secret key (WSK) capacity, that is the maximum
achievable key rate (that is key length divided by n).

A single-letter characterization of the general WSK capacity remains unresolved. How-
ever, the key capacity is known under additional assumptions. If we restrict Alice and Bob
to only use a single public message (with a finite but unlimited length), from Alice to Bob,
the key capacity is known (Theorem 1 of [20]) and is called the one-way wiretap secret key
(OW-WSK) capacity, which we denote by C}) g, (Pxyz). When Markov Relation X —Y —Z
holds, the SK capacity can be achieved noninteractively (i.e., by one-way public communica-
tion) and it is proved that Cy sk (Pxyz) = Ciysx(Pxyz) = [(X;Y]Z) (Theorem 2 of [20]).
The best known upper and lower bounds on the general WSK capacity are due to [75].

In this chapter, we focus on the “one-way secret key agreement” (OW-SKA) source model
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in which Alice sends a single message over the public channel to Bob, so they can arrive at a
shared key. The OW-SKA problem is important in practice because it avoids the interaction
between Alice and Bob that in addition to longer time and more complexity to arrive at
an established key, would require stateful protocols which would introduce vulnerabilities in
implementation. As noted in [76], the problem is also theoretically interesting because of
its relation to circuit polarization and immunization of public-key encryption in complex-
ity theory and cryptography, and its application to oblivious transfer [77], an important
cryptographic primitive.

Previous key capacity results prove that S(X™;Y"|Z") = nCwsk(Pxyz) + o(n) [19,
20]. In practice however, n is finite and a more accurate finite-length approximation of
S(X™ Y™ Z") is needed. For the special case when X — Y — Z holds, Hayashi, Tyagi, and

Watanabe [31] proved the second-order asymptotic expansion of S(X™;Y"|Z") as

S(X™Y™Z") = nCwsk(Pxyz) —v/nG + O(logn),

where G is a function of probability distribution Pxy 7 and does not depend on n. They also
gave a capacity achieving interactive protocol that asymptotically attains the above second-
order key length approximation. The protocol, however, requires O(n) rounds of interactive
public communication, and is not computationally efficient [31].

The finite-length bounds for OW-SKA, however, are less understood. For a finite n for
a OW-SKA model with a given source model distribution Pxyz, let S7(X™; Y"|Z") denote
the maximum length of secret key that can be achieved via one-way public communication.
Finding accurate finite-length approximations of S7(X™; Y™|Z") is also an important prob-
lem from the practical point of view. The construction and the bounds in [31] are derived
for the general case where the interaction over the public channel is allowed, and is critically
used by the optimal protocol. It is not known how tight their upper bound is if communi-

cation is restricted to one-way. Known OW-SKA constructions have used random binning
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[20], random linear codes and Reed-Solomon codes [76, 78], polar codes [79, 80], and hash
functions [26, 81]. The explicit constructions in [26, 78-81] are all capacity achieving one-
way constructions, and their finite-length analysis can give a lower bound on achievable SK
length, although these bounds have not been explicitly derived, and in some cases deriving
the finite-length bound (e.g. in [79, 80]) is not well studied. See Section 3.4.3 for more details
and comparison of the achievable key length of these protocols.

In our recent works [32, 33], we have proved new finite-length upper and lower bounds on
S7(X™ Y™ Z"™). However, a tight second-order approximation of S7(X";Y™|Z") remains
unknown. This chapter covers these findings in detail. In the following, we give a brief

overview of the claimed results.

3.1.1 Owur Work

The contributions of this chapter falls under two parts: (a) Upper Bound, (b) Lower Bounds.
In the first part (Section 3.3), we use smooth Rényi entropy that was introduced in [26],

and the information spectrum approach of [24, 25], and define new entropies (Definition 3.4)

that allow us to derive a multi-letter upper bound on S7(X";Y"|Z") (Corollary 3.4.1).

In the second part (Section 3.4), we derive three single-letter finite-length lower bounds
on ST (X" Y™ Z") (Theorems 3.8, 3.9, 3.13). These lower bounds are proved by introducing
and analyzing two OW-SKA protocols. Our proposed OW-SKA, both have two main steps:
information reconciliation (IR) for arriving at a common string, and privacy amplification
(PA) where the goal is to extract a secret key from the shared string. An initiation phase is
included in the protocol during which protocol parameters and public values are determined.

The first protocol (Ilgg), leads to a finite-length lower bound on the key length, that
is tighter than the achievable key length of all the previously known OW-SKA protocols
(Theorem 3.9). This OW-SKA protocol uses universal hashing [28, 30] for both of the steps
of information reconciliation and privacy amplification. Using universal hash functions for

reconciliation has been proposed before in [26, 27, 58, 82]. The novelty of our work is in
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using the information spectrum technique of [24] to allow Bob to recover the Alice’s vari-
able with high probability. Using the information spectrum approach for reconciliation also
decreases the complexity of the proposed protocol in comparison to the similar information
reconciliation algorithms of [26, 58, 82] by decreasing the number of hash calculations. An
important property of our approach is that it allows us to use the general AEP (Asymptotic
Equipartition Property) of [83] that is used for independent experiments (independent but
not identically distributed samples), and the Berry—Esseen theorem [84] (first used for chan-
nel coding in [50]) for IID (independent and identically distributed) distributions, to obtain
two finite-length lower bounds for secret key length, one for independent experiments and
one for IID distributions that define the source distribution for our SKA protocol. Both of
these lower bounds have the form of S~ > nCy) g — O(+/n). Thus, our protocol can also be
used for the more general case of independent experiments. In fact, we prove that ITgy not
only achieves the OW-WSK capacity when parties observations are 11D, but also achieves
the WSK capacity when parties observations are drawn independently and not necessarily
from the same distribution under the assumption that Markov relation X" — Y™ — Z" holds.
While the OW-SKA protocol ITgy is very efficient in terms of public communication cost,
its computational complexity for Alice and Bob are in O(nlogn) and O(2"), respectively.
This makes Ilgy not computationally efficient. Note that in the context of SKA we call an
SKA protocol efficient if it has polynomial computational complexity (O(n?)), and we call
an SKA protocol practically efficient if it has linear or quasi-linear computational complexity
(O(n) or O(nlogn)) [79].

Observing the computational inefficiency of Ilgy, we propose an alternative protocol
(ITpg) that has computational complexity of O(nlogn) for both Alice and Bob. This proto-
col uses Polar Coding [29] in the information reconciliation step, and for privacy amplification
it employs universal hashing. Polar Coding was previously used for OW-SKA in [79, 80];
however, these results did not give finite-length analysis of their proposed schemes. The nov-

elty of our analysis is in using information spectrum methods to prove a generalized version
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of the Leftover Hash Lemma (Spectral LHL 3.14). In Theorem 3.13, we use the Spectral
LHL to derive the achievable finite key length of our proposed protocol Ilpy , which is near-
optimum as its second-order term is in O(+/n™=1), where 7 > 2. Note that in the best known
lower bound the second-order term is in O(y/n); i.e., 7 = 2. The OW-SKA protocol Ilpg
is very efficient in terms of public communication cost and computational complexity. In
Section 3.4.3, we show that our proposed OW-SKA protocols gives way better finite-length

performance than the protocols of [76, 78].

3.1.2 Related Works

The analysis of an SKA protocol is in general reduced to two separate phases namely, infor-
mation reconciliation and privacy amplification. A lower bound on the key length of SKA
protocols can be derived by using an upper bound on the amount of leaked information in
the information reconciliation phase, and a matching lower bound on the maximum amount
of extractable random bits in the privacy amplification phase. Non-constructive (closely
matching) upper and lower bounds for information reconciliation are given in [26]. These
bounds are in terms of smooth max entropy that is approximated using Theorem 1 of [83]
for finite-length regime. This approximation has been made more precise in [82]. The upper
bound on the amount of leaked information during information reconciliation in [26] can be
achieved by a protocol that uses universal hashing (see [58, Lemma 6.3.4]). The application
of universal hashing for privacy amplification results in an immediate lower bound on the
length of the extractable key by using Leftover Hash Lemma (LHL) [30] (and its variations
— see the bounds given in [25, 26, 65, 85]). The lower bound in [65] is shown to be strictly
smaller than the lower bound of [26]. However, the bound of [65] is in terms of entropy
quantities for which there is no known finite-length approximation.

The problems of information reconciliation [82] and privacy amplification [27, 62, 65, 85]
are of independent interest due to their applications to other information-theoretic tasks

such as secure random number generation [86], QKD (quantum key distribution) [26], and
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wiretap coding [87, 88]. These areas are out of the scope of this work. Secret key agreement
is closely related to the wiretap channel coding [57]. Many works also study the relation of
SKA and wiretap codes (e.g., [19, 20, 79, 81]). This relation also has inspired another SKA
model called the channel model introduced in [20]. Finite-length analysis of wiretap channel
coding is given in [88].

SKA problem has also been studied for the case that Pxyz is one of a set of known
distributions (so-called compound sources) [89], or is assumed to have a given property e.g.,
the entropy satisfies a lower bound (see [26, Theorem 5] and [81, Section V.B]). In the latter
case, the construction is called universal. These protocols are capacity achieving but do not

have finite-length analysis.

3.1.3 Organization

In Section 3.3, we prove a finite-length upper bound on S~ (X™;Y"|Z™). In Section 3.4,
we propose two new OW-SKA protocols that lead to three finite-length lower bounds for
S7(X™ Y™Z"), and compare our proposed protocols with other related SKA protocols
in Section 3.4.3. We conclude the chapter in Section 3.5 and discuss interesting future

directions. The proof of some of the Lemmas are given in the Appendix 3.6.

3.2 Two-party Secret Key Agreement

A two-party source model with wiretapper is defined as follows. Suppose Alice (Terminal
1), Bob (Terminal 2), and Eve (the adversary), have access to random variables (RV’s)
Vi =X, V5 =Y, and Z, respectively. These RV’s are correlated and the goal of Alice and
Bob by running an SKA protocol is to share a secret key K, utilizing their RV’s and a
reliable (noiseless), authenticated, and public channel. The public communication may be
interactive in general or we might restrict Alice and Bob to only use a single one-way message

(say from Alice to Bob). Let F' denote the public communication of SKA protocol. Having
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access to Z and F, Eve must not be able to learn any information about the secret key K.
Next definition shows how one can information-theoretically measure the quality of a
secret key. This definition of information-theoretic SKA is from [76], and is also used in [59]

and [31].

Definition 3.1. Consider a source model Pxyy, where Z is Eve’s side information about
(X,Y). A key K with alphabet K is an (¢, 0)-Secret Key (in short (e, 0)-SK) if there exists
an SKA protocol with public communication F' and output key estimates (K1, Ks) € K2,

such that

(reliability) Pr{K; =K, =K} >1—c¢, (3.1)

(secrecy) SD(KFZ,UFZ) < o, (3.2)

where U is the uniform distribution over K.

To increase the length of generated key, parties can sample from their variables for
multiple times and observe n independent and identically distributed copies of their RV.
Let n be a finite positive integer. Suppose SKA protocol II establishes an (e,,0,)—SK
K™ and let ¢(n) = log|K™| denote the length of K™. The key rate of II for n—IID
observations is given by Ynfr(n), and rx(II) = liminf, . Y/nln(n) (if exists) is called the
asymptotic key rate of II. The asymptotic key rate of I1, i.e., rx(II), is called achievable if
lim,, .o €, = lim,,_,, 0, = 0. The key capacity of a source model is defined as the maximum of
all achievable asymptotic key rates of SKA protocols for the model. See Definition 3.2. Also,
for any integer n € IN, and any given €, 0 € [0, 1), define S, ,(X™; Y™|Z") to be the maximum
length of all (e,0)-SK’s that can be established for the two-party SKA model given by the
probability distribution Pxyz. The public channel is assumed to be available to all parties
and is considered “free,” that is the cost of establishing it is not considered. In practice,
however, communicating over this channel incurs and SKA protocols that use less public

communication bits per observed sample are more desirable. Thus, we also evaluate SKA
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protocols in terms of their public communication cost. The asymptotic public communication
rate of II is defined by rpc(Il) = limsup,,_,., Y/nlog(supp(F'(I1))), where F(II) is the public

communication of II.

Definition 3.2 (Key Capacity — Definition 17.16 of [90]). Consider an IID Pxnynzn,
where Z" is Eve’s side information about (X", Y™). A real number R > 0 is an achievable
SK rate if there exists an SKA protocol that for every n establishes an (e, 0,)—SK K with
alphabet IC where lim,, €, = lim, 4 0, = 0, and lim, ,, !/nlog || = R. The maximum

of all achievable SK rates is called the key capacity of Pxy .

When Z = constant the key capacity is called the secret key (SK) capacity, and is denoted

by Csk(Pxy). It was proved that [20, Proposition 1]

When Z is known by the legitimate parties (Alice and Bob), we call the key capacity
private key (PK) capacity, and it was proved [20, Theorem 3| that the two-party PK capacity
is given by

Cpr(Pxyz) = 1(X;Y|Z). (3.4)

When Z # constant the key capacity is called the wiretap secret key (WSK) capacity,
and is denoted by Cwsk(Pxyz). Equivalently the WSK capacity can be defined by [31,
Defenition 12]

Civsic(Pyy ) = sup lim inf%s;gn (XY™ 2, (3.5)

—
€n,on T o

where the sup is over all (e,,0,)’s with lim,, €, = lim,, ., 0, = 0.

WSK capacity upper bounds. Maurer proved [19] the following upper bound,
Cwsk(Pxyz) < min{I(X;Y), [(X;Y]Z)}. (3.6)
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This bound was later improved in [91] to
CWSK(PXYZ) < I(X,Y i Z) = Xylflgf(jj(X’YL])’ (37)

where I(X;Y | Z) is called the intrinsic mutual information [91]. Renner and Wolf further
improved the above bound by introducing the double intrinsic mutual information upper

bound [92], that is

Cwsk(Pxyz) < I(X;Y || Z):= inf H(J)+I(X;Y | ZJ). (3.8)

Prxyz

The best known upper bound on the WSK capacity is due to [93], which is

Cwsk(Pxyz) < inf max  [(X;Y|J)+ I(U; J|V)—=I(U; Z|V). (3.9)

Pyixyz V-U-XY~ZJ

WSK capacity lower bounds. Maurer proved [19] that
Cwsk(Pxyz) =z max{[(X;Y) - I(X;2),I(X;Y) - 1(Y; Z)}, (3.10)
while Ahlswede and Csiszér proved a tighter lower bound [20], which is

CWSK(PXYZ> = max I(U,Y‘V) - ](U, Z|V> (311)

V-U-X-YZ

Both lower bounds (3.10) and (3.11) are achievable with noninteractive communication.
These lower bounds were improved in [93] by utilizing interactive communication. For any

given integer 0, let RVs T, T, ..., Ty satisfy the following conditions,

T; — XTjj_y — Y Z for odd j (3.12)
T; — YTy — XZ for even j (3.13)

and
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j—1
T3l <X [I7:]  for odd j (3.14)
=1

-1
Tl < VI [ITil for even j (3.15)
i=1

where Tj;_1) = (11,15, ...,Tj—1). For any given integer 6, and RVs T1,T5, ..., T, satisfying

conditions (3.12)-(3.15), and for any given integer ¢ such that 1 < { < 0, let

Leo(Tio)) = Y, I(T5 Y| Tyon) = 1Ty 2| Tyon) + Y 1Ty X[ Tyon) = 1Ty Z|Th5)-

3=¢ i=C
odd j even j

Then it is proved [93] that

CWSK(PXYZ> = max LCﬁ(T[Q]). (3.16)

) T[Q] )

The above bound is the best known lower bound for WSK capacity [94]; however, it is hard
to evaluate an equivalent single-letter expression for this bound since the maximization is

over any arbitrary ¢ and ¢ and cardinality of 7; alphabets grow exponentially by 6.

3.2.1 One-way Secret Key Agreement

For SKA protocols that are limited to one-way public communication, let C}) ¢y (Pxyz)
denote the one-way wiretap secret key (OW-WSK) capacity. Throughout, any quantity
with arrow as superscript corresponds to its OW-SKA counterpart. Ahlswede and Csiszar
[20] derived the “forward key capacity” (or what we call one-way secret key capacity) of the

source model.

Theorem 3.1 (Theorem 1 of [20]). For any IID Pxnynzn, the OW-WSK capacity is given
by
Cwsx(Pxyz) = IlljlaXH(U’ZV) — HU|YV), (3.17)
VU
where the maximization is over RV’s (V,U) that satisfy V —U — X — (Y, Z).
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Remark 3.1. For some source models, the optimizing Py can be analytically calculated
[76, 78], and be used to construct OW-SKA that achieves the OW-WSK capacity [76].
A special case is when the Markov chain X — Y — Z holds. For this case, U = X and
V' = constant are the maximizing RV’s, and the OW-WSK and the WSK capacity are equal,
that is

Cwsk = Cygex = H(X|Z)— HXI|Y) = I(X;Y]|2). (3.18)

In general, however, finding the optimizing RV’s (V,U) might be difficult [78, 79].

3.2.2 Finite-length Performance

In real-life implementations, bounds on the achievable key length for finite number (n) of
samples of the source variables is required. The finite-length performance of an SKA protocol
is given by finite-length approximations of its corresponding highest achievable key length.
For source models, finite-length upper and lower bounds on highest achievable key length

determine finite-length limits associated with the model.

Remark 3.2. When interactive public communication is allowed between Alice and Bob,
and if X =Y — Z holds, Cwsk = I(X,Y|Z) = H(X|Z) - H(X|Y) = C;ysk, and it is proved
that [31, Theorem 15],

Seo (X" Y™MZ™) = nCysk — VnGep = O(logn), (3.19)
with G, = «/AXHZQ’l(e + o), where
AXY|Z = Var {log PXY'|Z(XY’Z) — log PX|Y(X|Y)P)(|Z(X‘Z)} y (320)

and Q(-) is the tail probability of the standard Gaussian distribution, i.e.,

Qa) = \/LQTTL exp (— %)dt.
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It was conjectured in [31] that interaction is necessary to attain the second-order bound of

(3.19) (see Remark 16 and Section VII of [31]); this conjecture remains unproved.

Our Objective. Let S_,(X";Y"|Z") be the maximum key length of all (¢, o) —SK’s ob-
tained by one-way public communication. Theorem 3.1 implies that for all ¢,,0, — 0, we
have

sup S__, (X" Y™MZ") = nCygx(Pxyz) + o(n).

€n,On maomn
However, we are interested in deriving a more refined asymptotic expansion of S_, (X™; Y[ Z").
In the following sections, for fixed reliability and secrecy parameters €,0, we prove a
multi-letter upper bound on S, (X™; Y™ Z"), and propose two OW-SKA protocols based on

which we prove multiple finite-length lower bounds.

3.3 Upper Bound

In this section, we prove our upper bound on S, (X™;Y™"|Z"). The proof is based on com-
bining the smooth Rényi entropy framework of [26] and the information spectrum methods
of [24, 25].

First, we review the smooth min/max entropies [26], introduce the inf/sup-spectral en-

tropies, and prove their important properties.

Definition 3.3 ([25, 26]). For any joint probability distribution Pxy € P(X x }), with

marginals Px and Py, let

He, (X]Y) = max min —logM,
Qxryr€B(Pxy) y€sup[i\(/Py) Py (y)
ze
and
Hrenax(X|Y) = min maxlog |{‘r : QX’Y'(xvy) > 0}|7

QX/S//EB6 (ny) yey
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where B¢ (Pxy) = {Qxy € P(X x)) : SD(X'Y’, XY') < ¢}. Also define,

o log QX/Y/ ('I.7 y)

HE (XY max min ,
( | ) QX/y/Eg€ (Pxy) yESuppAEPy) PY (y)
xTre
and
maX(X|Y) min max log {z : Qxy(z,y) > 0},

Qxryr€B(Pxy) yey
where P(X) denotes the set of all sub-normalized positive distributions on X and B¢(Pxy) =
{Qxry e P(X xY): SD(X'Y' XY) < €}.

Watanabe and Hayashi introduced the inf-spectral entropy in [25]. Similarly, we introduce

the sup-spectral entropy, and define these entropies below.

Definition 3.4. For Pxy € P(X x )), and 0 < e < 1, let

H{(X|Y) = inf{r : Pxy{—log Pxy(z]y) =} <€},
be the sup-spectral entropy, and

H{(X]Y) = sup{r : Pxy{—log Px)y(zly) <7} <},

is the inf-spectral entropy [25].

Remark 3.3. Note that sup-spectral entropy intuitively captures the reliability (IR) aspect
of SKA. In [25], inf-spectral entropy is used to bound the output key length of PA (which

corresponds to the secrecy aspect of SKA). See also Section 3.6.2 of Appendix.

In the n-1ID setting, the following lemma gives the Gaussian approximation of the spectral

entropies.

Lemma 3.2. For IID Pxnyn, and 0 < € < 1, we have

H(X"Y™) = nH(X|Y) + /nAxy QY

and
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H{(X™MY™) =nH(X|Y) — /nAxyQ"
Lemma 3.2 follows from Definition 3.4 and the Berry-Esseen Theorem [84]. First recall
the Berry-Esseen Theorem.

Theorem (Berry-Esseen, see Theorem 2.4). Let W™ be an n—IID real-valued variable,

and —o0 < o < 0, then

3pw
3/2
A

{ZW niw — an/ Aw } Qa)| <

where Q(-) is the tail probability of the standard Gaussian distribution, i.e.,

Q(a) \ﬁf exp ( )dt,

pw = E{W} Ay = Var {W}, and py = E{|W — u|*}.
Proof of Lemma 5.2: We prove
HY(X™MY™) =nH(X|Y) + q/?’LAx‘yQ ) £ O(1).

For all j define W; = —log Pxiy(X|Y), pw = E{W1} = H(X|Y), Aw = Var {W;}, and
pw = E{|[W1 — uw|*}. Let r = nuw + Q (e + 0,)v/nAyw with 6, = —3ew/a%2m. Then, by

Berry-Esseen Theorem we get

Pr{Z%)r}—(eJrﬁn) <A3/2 =
j=1 %%

which implies



Let N be such that for all n = N we have € + 6,, > 0. Thus, for all n > N we have

HE (XY™ = nH(X|Y) + Q (e + 0,)v/nAw,
where by using Taylor expansions we get
H{(X"Y™) =nH(X]Y)+ Q '(e)y/nAxyy = O(1)

Similarly we can show that

HI(X"|Y™) = nH(X|Y) — )\/nAxpy + O(1 m

Lemma 3.3 gives the relation between sup/inf-spectral entropies and smooth min/max

entropies.

Lemma 3.3. For any Pxy, 0 <e <1, and every 0 <& <1 —¢

X|Y) < HF(X]Y) —logg,

ITllIl (

and

X|Y) = HF(X|Y) + log€.

max(

Proof: The first inequality is due to Lemma 4 of [25], and the proof the second
inequality is as follows.

Define real number r and Q% by r = HS, (X|Y) = max,eylog [{z : Q% (7,y) > 0},

max

where SD(XY, XY) < ¢ holds. Also, for an arbitrary § > 0 define the following sets

T = {(z,y) : Pxy(z,y) <27 Py (y)},
—{(z,y) : Qes(z,y) <27 °Py(y)},
={r:(r,y) e T}

There always exists a distribution Q' defined as above such that, Pxy{7'} > Pxy{T}.
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Considering such @) we have

/,,
XY?

e Y SD(XV, XY)
(b)
> Pxy{T"} — Qs {T"}
()
2 ny{T} - Z Py(y) Z 2_T_6

yey :z:e’Ty/

()
> Pxy{T}—27°,

where (a) is due to Definition 3.3, (b) is due to definition of SD(-,-), (c¢) is due to definition

of T, and (d) is due to definition of r. Thus,

7+ 6 = inf{r’ : Pxy{—log Pxy(zly) = '} <e+27°}

= H(X[Y),

and by choosing 0 = —log¢&, the proof is complete. [ |

For the single-shot (n = 1) setting, we give the following upper bound on S_,(X;Y|Z7).

Theorem 3.4 (Single-shot (n = 1) upper bound). For any Pxyz,
Ser(X:3Y[Z) < max HI (U|ZV) = H{ (U|YV) — log v,
VU

where (V,U) satisfy V-U - X —(Y,72),0<e<1,0<0<1,0<0 =0+pu <1, and

O<é=€e+rv<l1.

Proof: From Theorem 3 of [26] we know that, For any Pxyz, we have!

S, (X;Y|Z) < max HY,

min
Pyuy

(U|ZV) - Hrenax(U|Yv)7

where (V,U) are satisfying V — U — X — (Y, Z). Applying Lemma 3.3 completes the proof.

!The expression of the upper bound here is slightly different that the one given in Theorem 3 of [26];
however, the line of argument used in the proof still applies and the modified upper bound stated here holds.
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|
The next finite-length upper bound on S_, (X™; Y| Z") follows from Theorem 3.4 for the

case of n—IID random variables (X", Y™, Z™).

Corollary 3.4.1 (Finite-length upper bound). For any IID Pxnynyzn,

Ser(X™Y7|Z") < max H (U™ Z"V™) — HE (U™MY™V™) — log v,
vnyn
where (V™ U™) satisfy V' —U" - X" — (Y™, Z"),0<e<1,0<0<1,0<0 =0+pu<1,

and )< e =e+v < 1.

The tightness of this bound remains an open question. (We note that an error in the
proof of this theorem in [33] had lead to the incorrect claim of the tightness of a second-order

finite-length upper bound?.)

3.4 Lower Bounds

In this section, we propose two one-way secret key agreement (OW-SKA) protocols, analyses
of which lead to multiple finite-length lower bounds for OW-SKA. Both of these protocols are

composed based on the common standard structure of having the two steps (sub-protocols):

e The information reconciliation (IR), starts with Alice sending Bob a public
message I’ that is a function of her observation X; i.e., F = frr(X). Bob, then, uses
this public message and his own observation Y, to recover an estimation X of Alice’s
RV X:ie., X = fin(F,Y). The RV X is referred to as the common randomness. An
IR protocol (frr, fiz) is called e—correct if Pr{f;z (fir(X),Y) # X} <e.

e The privacy amplification (PA ), consists of Alice and Bob extracting their respec-
tive secret keys out of their common randomness X; i.e., K = fpa(X, F). A function

fpa is called o—secure if SD (KFZ,UFZ) < o where U is uniform over K.

2The proof implicitly assumed that RV’s (V™,U™) are 1ID.
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When an SKA protocol comprises an e—correct IR and a o —secure PA, the final generated
shared key is (e, 0)—SK.

For the privacy amplification step (in both of our proposed OW-SKA protocols) we use
universal hashing [28]. In the following, we prove modified versions of the Leftover Hash
Lemma (LHL) (Lemmas 3.7 and 3.14) that will be used for the purpose of analyzing our
proposed OW-SKA protocols. See Section 2.3.1 for a review on privacy amplification and

LHL.

3.4.1 A OW-SKA Protocol With Highest Finite key length

In the source model setting, suppose Alice, Bob and Eve have their corresponding n com-
ponents of the source (X™ Y™ Z™). Let the required secrecy and reliability parameters of
the key be o and €, respectively. Alice and Bob use our proposed protocol Ilgg for SKA:
They choose two 2-UHFs h, : X" — {0,1} and hy : X" — {0,1}¢, and share (over public
channel) two uniformly random seeds s € S and s’ € &’ for the two families. The values of ¢
(length of the public message, i.e., the output length of the 2-UHF h,) and ¢ (the length of
the final key, i.e., the output length of the 2-UHF ﬁs/) are determined according to o and €
and the given source model distribution Pxnynzn. Alice uses hy(-) to compute the hash value
of her sample vector ", and sends it to Bob; Bob uses the received hash value, his sample
vector y", and the known probability distribution of the source, to recover Alice’s sample
vector (information reconciliation). The main idea behind the reconciliation technique of

Protocol 4, used by Bob, is to divide the range of the spectrum of Pxn|,» into two parts,

ly™
and search in only the main part to find Alice’s vector. This reduces the search complexity
of the protocol compared to the similar information reconciliation algorithm of [58] that
searches through all 2™s with Pr{z"|y"} > 0. By choosing an appropriate value for ¢, Bob
can bound the reconciliation error to €. The transmitted hash value will leak information

about the key, and so longer public messages will result in shorter keys while reducing error

probability. Alice and Bob will estimate the total leaked information about their common
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Protocol 4: OW-SKA with universal hashing IR and universal hashing PA (ITgy)
Public Information: Pxyz
Input: n—fold samples ™ € X" and y™ € V", ¢, 0.
Output: Key estimates k4 and kp.

// Initialization

1 Alice and Bob, (i) find and share A\, and ¢ and ¢ for the hash functions
hy 0 X" — {0,1} and hy : X" — {0,1}¢, (i) generate and share the seeds s € S and
s" € &' for the hash function.

// Information Reconciliation

3 Alice sends the hash value F' = hy(2™) to Bob.
5 Bob forms a list of guesses for x",

T(X"y") = {a" : —log Pxnjyn (z"]y") < A} (3.21)

7 Bob finds 2" € T(X"|y") such that h,(2") = F.
o if no 2™ was found or £ was not unique then
10 L Abort the protocol.

// Privacy Amplification

~ A~ ~

12 Alice and Bob find ks = hy(2™) and kg = hy(z").

strings, and remove it during the key extraction phase (privacy amplification) by using the
second 2-UHF ﬁsx.

Theorem 3.8 proves a finite-length approximation of the maximum achievable key length
of Protocol 4 assuming that the source samples are drawn through independent random

experiments. However, to prove Theorem 3.8 we first need the following Lemmas.

Lemma 3.5 (Theorem 1 of of [83]). Let (X™,Y") be an n-independent repetition of

(X,Y) with the joint distribution Pxy = Px,y, x ... X Px,y,. Then for any § =0

~
€
H min

(X"Y"™) = H(X™Y™) — nd,
and

H (XY™ < H(X"|Y™) + né,

max
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—no2

(X|Y) and H.,, (X|Y) are defined in Definition 3.3, and 2e = 2202(1x1+3) .

max

~ €
where H

min

Lemma 3.6 (Theorem 2 of [83]). Let (X™,Y") be an n-independent repetition of (X,Y)
with the joint distribution Pxy = Px,y, X ... X Px,y,. Then for any ¢ € [0,log(|X])] and

(x,y) representing a random realization according to Pxy, we have

Pr{—log Pxy(zly) = H(X"|Y") + né} <,
and

Pr{—log Pxy(zly) < H(X"|Y") —nd} <e,

—n62
where € = 221082 (1X[+3) |

Lemma 3.7 (Smooth LHL). For any Pxzr € P(X x Z x F), let fpa =hs: X —> K be a

2-universal hash function with seed s drawn uniformly at random from S. Then

1 ”
SD(KZFS,UZFS) < 2 + 5\/ || |2 (X12).

~ €
where H

min

(X|Z) is defined in Definition 3.3, K = hg(X) and U is uniform over K. This
implies that if
log K| < ]:Iﬁ(X|Z) — log | F| + log 4n°,

then, function fpa = hg is o—secure for any 0 < p < o.

Proof of Lemma 3.7 is given is the Appendix, Section 3.6.1.
Theorem 3.8 is given for the case that the source distribution Pxnynzn = II;Px;y,z, is

due to independent experiments which are not necessarily identical.

Theorem 3.8. Let the source model (X", Y™, Z™) be described by a joint distribution Pxnynzn =

I1; Px,v,z, due to independent experiments (not necessarily identical). For any 272 < e< 1
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—n/4

and any 2 < o0 < 1, Protocol J (Ilyy) generates an (€,0)-SK with mazimum key length

gHHH(”) = R, — \/ﬁfe,a(|X|) - logn + 0(1)7 (3'22)

where f.,(|X]) = v2log(|X]| + 3) <\/log 1/e + +/log 1/0), and R, = H(X"|Z")—H(X"|Y™).

Proof of Theorem 3.8: We want to find a maximum final key length (value of ¢) such
that under appropriate choice of ¢ (length of public message) and A (Bob’s search parameter)
the final established shared key of ITgg is (¢, 0)—SK. We first determine expressions for the
values of £ and A that guarantee the e—correctness of the IR step.

In ITyy, Alice sends Bob a hash value of length ¢ and then Bob chooses a positive A to

define the set

T(X"y") = {&" : —log Pxnpyn (2"[y") < A},

and searches in the set 7 (X" |y") for vector(s) whose hash value is equal to the received hash
value, and declares success if a unique vector with the required property is found. Bob’s
search fails in two cases: (i) x is not in the set, and (ii) there are more than one vector
in the set whose hash value matches the received hash value v. Bob’s failure probability
P. =Pr{K4 # Kg} is upper bounded by bounding the probabilities of the above two cases.

These probabilities are:

Pr{&i} = Priz" ¢ T(X"[y")},

Pr {6} = Pr {3 7 e T(X"y") s.t. hg(z") = hg(x")} .
—n(51)?
For any €1, €5 such that €; + €5 < ¢, let €; determine §; as €; = 221e*(X1+3) | and let
A= H(X"|Y") 4+ nd;.

We have Pr{&} = Pr{—log Pxny=(z"|y") > H(X"|Y™) + né; }, which by Lemma 3.6 is
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bounded as Pr {&;} < e;. For Pr{&}, note that the sum of probability of vectors in T (X™|y™)
is less than 1, and using (3.21), we have |T(X"|y")| < 2*. Using union bound Pr{&} <
[T (X™|y™)| - 27t = 2271, where 27¢ is the collision probability of hg(-) and upper bounds the

probability of two 2"s in 7 (X"|y") having the same hash value. By letting

t=)\—loges

= H(X"|Y") 4+ nd; — log ey,

we will have Pr{¢} < €. Thus, for t = H(X"|Y™) + nd; — loges, we have P, < Pr{&} +
Pr{&} < € + €3 < ¢, and the reliability condition is satisfied. That is the IR function
frr = hg is e—correct.

By Smooth LHL 3.7 we know that fps4 = hg is o—secure if

!/
(< H?

Zn(XMZ™) —t +log4(o — €)?
< H(X"Z") —nd' —t+ 2+ 2log(o — ¢)

= (H(X"|Z") — H(X™Y™)) —nd' — ndy + 2 + 2log(c — €') + log e,

_ne'2
where the second inequality is due to Lemma 3.5 with 0 < ¢’ and € satisfying ¢ = 221e?(x1+3)

If ¢ satisfies the above bound and ¢ is chosen as determined above, then IR protocol is
e—correct and the PA is o—secure. This guarantees that the final key is an (¢, 0)—SK.

Finally, the key length approximation of (3.22) is obtained by by choosing €; = (1/n — 1)¢/y/n
and €3 = € — €1 = €/4/n, and € = ({/n — 1)o/4/n, and by noting that as n — o

L + (9(1).

2In24/nlog ¢ n

a~/ M

log =15

a
)2 = (log )12 +

Theorem 3.8 gives the maximum achievable key length f(p,(n) of the protocol and
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provides a lower bound on the maximum key length of OW-SKA protocols. That is,

Seo(X" Y™ Z") = (H(X"[Z") = H(X"[Y™))

V2 log(|X] + 3) (\/log% ; \/log %) “logn +O(1) (3.23)

Next corollary tightens this lower bound for I1ID sources, using Berry-Essen inequality [84].

Theorem 3.9. For any source model described by IID distribution Pxyz we have
S;;(X”, Y"|Z") = R, — vV/nge, — logn + O(1), (3.24)
where R, = n(H(X|Z) — H(X[Y)), geo = Q' ()\/Axpy + Q7 (0)\/Ax|z, and Ay =

Var{—logPUW}.

Proof of Theorem 3.9: The proof is along the same lines as for the proof of Theo-

rem 3.8. For reliability we bound the probability of these two events:

& = {2" 1 —log Pxnjyn(2"|y") > A}

&= {a" e T(X"|y") : 3 2" € T(X"|y") s.b. hg(z") = hg(a™)}.
Let W; = —log Px,y;, and let

A =nH(X|Y) +/nAxpyQ (e —6,),

where Axy = Var {— log PX‘Y}, and 0, = . Then by the Berry-Esseen Theo-

1 + _3p
VRGN

rem 2.4, Pr{&} <e— \/iﬁ By choosing

1
=\ —log—
VO
we get Pr{K 4 # Kg} < Pr{&} +Pr{&} <e.
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For the secrecy constraint, we use smooth LHL 3.7. For n, = ﬁﬁ we get

(<H 2 (X”|Z”)—t+log477n

min

rom , Lemma 3| we know that for any 1stribution Pxngn, > K )
From [25, L 3] we know that f 11D distribution Pxnzn, HY? (X" Z") > HE(X"|Z"

min

and thus, by Lemma 3.2 we have

H3 (X" Z™) = nH(X|Z) — Q71(26)4/nAxz + O(1
where Ay|z = Var {— log PX|Z}. Thus,

S, (X" Y"Z") = n(H(X|Z) - H(X]Y))

—Vn (Q7 (e = 0,)7/Ax)y + Q7 (0 — nu)A/Axz) — logn + O(1).

And ultimately the proof is complete by using Taylor expansions to remove 6,, and 7,. ®

Remark 3.4 (Public communication cost of Ilgg). For the source model described by
distribution Pxnynzn = II;Px,y,z,, let log(supp(F(ITux))) denote the public communication
cost (in bits) that is used by the OW-SKA Protocol 4 (ITgy) to achieve S (X", Y™|Z").

Then, our results show that
1
log(supp(F (Ilgg))) = H(X"|Y™) + v/nB{ + 5 logn + O(1), (3.25)

where BS = +/2log(|X| + 3) log%. Moreover, for the case when source distribution is

n—IID, a tighter approximation of log(supp(F (Ilgy))) is given by
1
log(supp(F (Ilgn))) = nH(X|Y) + v/nBj + 3 logn + O(1), (3.26)
where BS = Q7' (€)/Axyy.

78



Note that Theorem 3.8 and Theorem 3.9 both prove that the proposed OW-SKA Protocol
4 (ITgm) is capacity achieving when parties’ observations are n—IID and if the Markov
relation X —Y — Z holds In this case Cysx = [(X;Y|Z) = H(X|Z) — H(X]Y), and due
to both Theorems 3.8 and 3.9 we have

o1
TK(HHH) = lim inf _EHHH(H) = H(X|Z) - H<X|Y) = CWSK-

n—o N

In the following, we prove a lower bound for the general case (when Markov relation X —Y —Z
does not necessarily hold) and show that Protocol 4 can also be used for the general case
for achieving the OW-WSK capacity. This next finite-length lower bound is the best known
(tightest) lower bound known for OW-SKA *.

Proposition 3.10. For an IID Pxnynzn, let (V,U) be the mazimizing RV’s of Theorem 3.1,

and assume they can be calculated, then,
S (X" YMZ") = nCpgx — \/ﬁG; — O(logn), (3.27)

where G, = /AuyvQ ™€) + v/AujzvQ (o) # 0. The above lower bound holds for any

pair of maximizing RV’s (V,U) as per Theorem 3.1 (they may not be unique).

Proof of Proposition 3.10: We show how Alice and Bob can agree on an (¢,0)—SK
K € K with length ¢ = log |K| that is equal to the RHS of (3.27). Alice who has access to
X, first computes (V, U) as per Theorem 3.1 (assuming they can be calculated), then, makes
V public. Let X = U, Y = (Y, V), and Z = (Z,V). Now, Alice, Bob, and Eve have access
to X,Y, and Z, respectively. By Theorem 3.9 we know that for any source model Pgy 5,

using OW-SKA Protocol 4 Alice (with input X) and Bob (with input Y) can agree on an

3The second-order approximation of the bound given in Equation (3.27) is also mentioned in [31] and
can be derived indirectly by the results in [25, 82, 85] .
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(€,0)—SK of length

0 =n(H(X|Z) -~ HX|Y))

—Vn(y/AxpQ ' (€) + \/AxzQ " (0)) — logn — o(logn), (3.28)

hence, completing the proof. [ |

Note that the above lower bound shows that Protocol 4 achieves the OW-WSK capacity
when source samples are n—IID. In the remainder of this section we prove that Protocol 4
also achieves the WSK capacity when source samples are independent but not necessarily

n—IID.

Extension to General n-fold Sources. Hayashi et al., [31], considered the setting of a
“general source”, a generalized stochastic process (see Section 2.2.2 of Chapter 2, [31] and
[24]), and assumed an n-fold (X™, Y™, Z™) source model that satisfies the Markov constraint,
X" —=Y"—Z" They proved [31, Theorem 14] the wiretap secret key capacity of this general
source model is given by

Cwsk(Pxyz) = L(X;Y|2Z), (3.29)
where I(X;Y|Z) is the inf-conditional information rate [24] of X and Y given Z, defined as
1(X;Y|Z) =sup {a| lim Pr{i(X",Y"|Z") < na} = 0},

n—ao0

Pyxnyn|zn(X"Y"|Z")
zn (X" Z7) Pynzn (Y7 Z™)

with ¢(X™, Y™ | Z™) = log P

Now, consider a source model with n-independent but not necessarily identically dis-
tributed (n—INID) observations (X™, Y™, Z™), and with the associated joint probability dis-
tribution Pxyz =[] ; Px,v,z;. Further assume that the Markov relation X; —Y; — Z; holds
for all 7 < n. This particular source model is obviously an special case of the general source
model of [31], and its capacity is given by Equation (3.29) and is not captured by the OW-

WSK capacity result of [20] (see Equations (3.17), and (3.18)). One realization of such a

80



source model is the wireless network scenario in which there are two independent binary
discrete memoryless channels: one from Y to X, and one form Y to Z, without requiring
the channels to stay the same over independent transmissions. In practice, wireless channels
are time-varying due to multiple signal paths, user mobility, shadowing effects, etc [45]. One
example of a more realistic channel model realization of such n—INID source models is the
fading binary symmetric channels (F-BSC). In this case, if we assume that the broadcast
channel Y — (X, Z) is composed of two independent F-BSCs, then the resulting source
distribution is n—INID.

We show in the following that our proposed OW-SKA Protocol 4 also achieves the wiretap
secret key capacity of such a general source when the Markov relation X™ — Y™ — Z" holds

and the probability distribution of Pxnynzn is n—INID.

Theorem 3.11. For a given general source model with n-independent observations (X™, Y™, Z™)

with the Markov relation X™ — Y™ — Z", we have

N 1 n n|rrn
CWSK(PXYZ) = OWSK(PXYZ) = lim inf —](X ;Y |Z )7

n—o N

which is achievable by the OW-SKA Protocol /.

Proof of Theorem 3.11: The proof has two parts: the direct part (achievability) and
the converse (upper bound).

The proof of achievability directly follows from Theorem 3.8. Recall that the maximum
asymptotic SK length achievable by Protocol 4 is given by S = H(X"|Z")—H(X"|Y")+o(n).
When the Markov relation X — Y™ — Z" holds, the maximum achievable asymptotic SK
rate is

1
TK(HHH) = lim inf —[(Xn, Yn’Zn),

n—oo N

which completes the proof of achievability.
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For the proof of converse we first need the following Lemma.

Lemma 3.12 (Adapted from Lemma 3.2.4 of [24], page 185 — also see [95]). For

any given arbitrary sequence of random variables (X™, Y™, Z™) and for all n we have

1 1
Epyyz {Z(Xnv Yn|Zn)]l [Z(Xn7 Yn|Zn) < 0]} > —log —,
e e
where 1[-] denotes the indicator function defined by

1 if statement is True,
1[statement] =

0 otherwise.

Proof of Lemma 3.12: Recall that

PXnYnZn (XTL) Yn, ZTL)

(X" YY" | Z") =1
(X", | Z") = log Pyn(Z7) Pxnjgn (XM | Z7) Pynign (Y™ | Z7)

and let
_ PXnynzn (x”, yn, Zn>
PZn (Zn)PXn|Zn (:L‘” | Zn)PYn|Zn (yn | Zn) '

p(xn7 y”? Zn)

Then we have

Epyy, {f(X" Y21 [i(X", Y™ 2") < 0]}

= Z PX”Y"Z”<xnaynazn) logf)(xnaynazn)

= Z PZ" (Zn)PX"\Z" (xn | Zn)PY"\Z" (yn | zn)p(xn7 yn’ Zn) log p(xn7 yn’ Zn)

1 1
xn;zn Z(Z)X\Z($|2)Y\Z(y|z)60ge
s.t. p x;b, ;l,z")sl
1 1
= = log ™
e e
where the last two inequalities hold since plog p > %log% for any 0 < p < 1. [ |
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Now, for the converse we prove the following upper bound

1

n—oo N

For any arbitrary § > 0 we have

1 n.ymn|on 1 Sy V| n
EI(X 7Y |Z ): _EPX"Y”Z” {Z(X 7Y |Z )}

Z PX”Y”|Z"(5Un7 y"|2")i(z", y" ")
i(zm,ym|z")<0
1 .
+ Z Pxnynzn(z",y"|2")i(z", y"|2")
O<i(z™,y™|z")<nI(X;Y|Z)—nd
1
+— Z Pxnyn|zn (z",y"[2")i(z"™, y"|2")
n i(z™yn|z)>nl(X;Y|Z)—nd
1
— Z Pxnyngn(z”,y", 2")i(z", y"[2")
i(x",y"|z”)<0
1
4= 2 Pxnyngn (LCn, yn7 Zn)’i(ﬁn, y”\z")
n i(z™yn|z™)>nl(X;Y|Z)—nd

! (110g§> +L(X:Y|Z) —6) Pr{e",

n \e€

S|I—3

WV

WV

where E" = {(z",y", z")|i(z", y"|z") > nl(X;Y|Z) — nd} and the second inequality is due
to Lemma 3.12. According to the definition of 1(X;Y|Z) we know that lim,,_,,, Pr{€"} = 1.

Thus, by taking the limit we get

1
I1(X;Y|Z) < liminf —1(X™; Y"|Z") + 0,

n—ao N

which holds for any arbitrary 6. Then by d — 0 the proof is complete. [ |

3.4.2 A Practically Efficient One-way SKA Protocol

The OW-SKA Protocol 4 (ITgg) that achieves the best known finite-length lower bound

given in Proposition 3.10, is not computationally efficient — it has computational complexity
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Protocol 5: OW-SKA with polar coding IR and universal hashing PA (I1pg)
Public Information: Pxyy
Input: n—fold samples 2" € X" and y" € V", €, 0
Output: Key estimates k4 and kg

// Initialization

1 Alice and Bob use one-way public communication to agree on (i) a polar coding
scheme (with parity check matrix H and syndrome decoding protocol fi5(,-)),
and (ii) a random seed s € S, and 2-UHF fpy = hy : X" — {0, 1}*.

// Information Reconciliation
2 Alice sends Bob F = fir(2") = H - (a™)".
s Bob recovers 2" by 2" = f;2(F,y").

// Privacy Amplification

4 Alice and Bob find ky = fpa(z") = hy(2"), and kg = fpa(z™) = hy(z").

of O(nlogn) for Alice, and computational complexity of O(2"#XV)) for Bob (see Sec-
tion 3.4.3). This lower bound can also be indirectly attained using the results of [25, 82, 85];
and, non of the above approaches are computationally efficient. Therefore, to design an
efficient OW-SKA protocol, we consider a protocol that runs a practical (computationally
efficient) IR protocol that is based on Polar Codes [29] [96-98], followed by PA via universal
hashing [30]. Recall that a family # of functions hs : X — K, with s € S, is called 2-universal
if, for all x # 2’ € X, we have Pr{hs(z) = hs(2')} < /x|

We consider IID sources in which X — Y — Z holds, Px is binary uniform, and the
relation between X and Y is given by Y = W(X), where W is a binary-input memoryless
symmetric (BMS) channel with transition probability matrix Py|x. For this case, there is
no need to find RV’s (V,U) (see Remark 3.1). Let H be the parity check matrix of a polar
code designed for W. Define fip(X") = H - (X™)", and let f; be a corresponding efficient
syndrome decoding [99-102] for f;gr. Also, let fp4 = hy be a 2-universal hash function with
seed s drawn uniformly at random from S. Before, starting the IR and PA phases, parties
agree on fip, fin, and fpa = h,. The construction of the OW-SKA protocol is given in

Protocol 5.
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Designing one-way IR protocols based on channel coding schemes is in fact a common
approach [76, 78-80, 82, 103]. The length of the public message generated by such IR pro-
tocols can be calculated from the channel coding rate. The optimum finite-length behavior
of channel coding rate is due to [50], however, the corresponding coding scheme is not com-
putationally efficient. Polar codes [29], on the other hand, are gaining a lot of attention
in many real-life applications as they have efficient computational complexity of O(nlogn),
and they can achieve the capacity of any BMS. The finite-length behavior of polar codes
has been studied extensively over the past years [96-98]. It is known that (for a fixed er-
ror bound of €) the polar coding rate is given by r = C(W) — {/A(€)/n + o(+/1/n), where
C(W) = 1(X;Y) is channel capacity of W, and A(e) is a positive number that is a function

of € [96-98]. Therefore, we can prove the following.

Theorem 3.13. In the n—IID regime, the one-way SKA Protocol 5 achieves an (e,0)—SK
of length

lnpy (n) = nCysx — V™ 'Grr(e) — VnGpa(o) £ o(v/n), (3.30)

where, Gpa(0) = A/Ax12Q (o), Grr(e) = {/A(€), Csk = Cwsk = H(X|Z) — H(X|Y),

and \(€) is a positive number which is a function of €.
To prove Theorem 3.13 we need the following Lemma.

Lemma 3.14 (Spectral LHL). For any Pxzr € P(X x Z x F), let fpa = hs: X — K be

a 2-universal hash function with seed s drawn uniformly at random from S. Then

1
SD(KZFS,UZFS) < e + 2y ||| Fl2- 0612,

where H{(X|Z) is the inf-spectral entropy of X given Z (Definition 3.4), K = hg(X) and U

1s uniform over K. This implies that if

log |K| < H™"(X|Z) — log|F| + log 41,
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then, function fpa = hg is o—secure for any 0 < p < o.

The proof is in the Appendix (see Section 3.6.3).

Proof of Theorem 3.13: 1If the IR protocol is e—correct and the PA protocol is
o—secure, then the generated key is an (¢,0)—SK K € K. For observation length n, we
design a polar code so that the error probability is bounded by e [96-98]. Let t = log|F]|
be the length of the public message F' generated by the IR protocol. Then, ¢t = log|F] is
equal to the length of syndrome vector which is given by t = n —nr = n(H(X) — C(W)) +
n</A(€)/n + o(y/n). Note that H(X) — C(W) = H(X|Y).

By Lemma 3.14

(= HT (X" Z") —t + log 47, (3.31)

is an achievable key length, where 0 < u < 0. Applying Lemma 3.2, with u = 1/\» and
noting that Q' (o — /ya) = Q@ (o) + O(!/yw), completes the proof. ]

For conventional Polar Codes (that use the original 2 x 2 polarization kernel of Arikan
[29]), it is known that 7 (the scaling factor) is around 4, and more precisely 3.579 < 7 <
4.714 [96, 97], where the exact value of 7 depends on the underlying channel W. The
function A(e) is not know in general, and finding a universal expression for A(e) requires
furtherer research [97]. Recently, by using large polarization kernels, the scaling factor of
Polar Codes, for Binary Erasure Channel (BEC) was improved to 7 = 2 + ¢ where 6 € (0, 1]
is an arbitrary parameter [98]. For this specific coding scheme A(e) = 1(§)(1 + 2/)® where,
1(6) € O(exp(6~11)) is the kernel size. Computational complexity is O(nlogn), as long §

and the kernel size [ are fixed (do not depend on n).

Remark 3.5 (Public communication cost of IIpy). For the source model described by
n—IID distribution Pyyz, let log(supp(F(IIpy))) denote the public communication cost (in
bits) that is used by the OW-SKA Protocol 5 (ITpn) to achieve Sz, (X™,Y™|Z"). Then, our
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results show that

log(supp(F (Ilpy))) = nH(X|Y) + Vn™'Gigr(€) + o(+/n), (3.32)

where Grr(e) = {/A(e).

3.4.3 Comparing Ilgyyg and Ilpy with other related protocols

We compare our proposed OW-SKA protocols, ITgy and ITpyg, with other known capacity
achieving OW-SKA protocols and the interactive protocol of [31]. The comparison is based
on the type of information reconciliation step, SK length, public communication cost, and
computation complexity of Alice and Bob. The comparison is summarized in Table 3.1.
Specifically, at the end, through two numerical examples, we compare the finite key perfor-

mance of Ilgy and ITpy against the protocols of [31, 76, 78].

HRO5. Holenstein and Renner proposed a protocol in [76] that achieves the OW-WSK
capacity of a general distribution. The reconciliation message uses linear codes. We derive
two finite-length lower bounds for the two variations of their SKA [78] (one uses a random
linear code, and the second one uses the concatenation of a linear code with a Reed-Solomon
code). The bounds given in Theorem 3.13, and Theorem 3.15 of [78], are expressed in the
form of n(C} g — 0(k1, K2)), where nk; = log(1/€) and nky = log(1/0). We re-derived these

bounds as functions of € and ¢ in the following proposition.

Proposition 3.15. For any source model with 11D distribution Pxyz, let R, = H(X"|Z")—

H(X™Y™). Then for large enough n and any €,0 < 1/4, we have

ST(X™Y™Z") = (R, —/nfl, " (3.33)
S (X", Y"Z") = [R, — Vn3g!, — Vnfl,]*t, (3.34)
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where [a]t = max{0,a}, and

flo = 901og(|X[|V])(\/log 1/e + \/log 1/0),
ol = /22 10g(1/e) log?(|X]) log* (| ][V,

feo = 8log(|X[)\/log(1/0).

Bound (3.33) corresponds to random linear codes and bound (3.34) is due to concatenated
codes. For both lower bounds the SKA protocol uses O(n?) bits of communication. The
computation complexity of Alice corresponding to both bounds is in O(n?). The computation
complexity of Bob is in O(n?)|X|" and O(n?), respectively. As it is mentioned in [78] and
[79], the computation complexity of (3.34) for Alice and Bob is efficient (i.e., in O(n?)) but

it is not practically efficient (i.e., it is not in O(n) or O(nlogn)).

RRS13. Renes et. al proposed an SKA protocol that uses polar codes for both reconcili-
ation and privacy amplification [79]. The implementation cost of the protocol is O(nlogn)
for both Alice and Bob, but the code construction for any given distribution might not
be straightforward [79, Section III.C|. The protocol uses a message of length O(n). Their

analysis of the protocol does not provide finite-length approximation of the key length.

CBA15. In [80], authors proposed an SKA protocol using polar codes. The reconciliation
and privacy amplification are combined in a single step polar coding. The protocol requires
a small pre-shared secret seed of length O(27*"). It uses O(n) bits of public communication

and its analysis does not give any finite-length approximations for the key length.

HTW16. The interactive protocol of [31] gives the tightest known bounds for two-party
SKA; however, their protocol is interactive with O(n) rounds of public communication and

its IR step is based on random binning and spectrum slicing® that implies exponential com-

4Spectrum slicing is a well-established spectrum technique for information theoretic tasks [24]

88



putation complexity (O(2")) for Alice and Bob. The public communication cost of this SKA
protocol is in O(nH (X|Y) + n).

ITyn (Protocol 4). This protocol is very efficient in terms of public communication, as
it uses a single message of length O(nH(X|Y)) (See Remark 3.4). This protocol gives
achievability finite-length bounds as given in (3.22) and (3.24) (that are far closer to the
capacity upper bound than the finite-length bounds of HR05 and Ilpy). The computation
cost of Alice is practically efficient; i.e., O(nlogn) (computing a single hash value [66]). But,
unfortunately for Bob, the computation cost is in O(2"#X¥)). ie., the implementation is

not efficient.

ITpy (Protocol 5). This OW-SKA protocol is efficient in terms of computation complexity
and public communication. It’s computation complexity for Alice and Bob is in O(2'nlogn)
and its public communication cost is O(nH(X|Y')) (See Remark 3.5). We gave finite-length
analysis of Ilpyg and our following numerical example shows that IIpg has far better finite

key performance that the OW-SKA of HRO5 [76].

Numerical Examples

Here, we give numerical examples to compare our proposed OW-SKA protocols 4 and 5 (IIgg
and Ilpy) with previous results of [31, 76, 78]. The OW-SKA Protocol 4 (ITgy) exhibits
the best known finite-length performance among all OW-SKAs. The downfall of Protocol
4 (ITgy) however, is its high computation complexity for Bob. The OW-SKA Protocol 5
(ITpg ), has lower computational complexity; but in comparison to Ilgy it requires more
samples to generate the key. In Example 3.3 we observe that, in a source model with WSK
capacity of 0.5 bits per sample, the OW-SKA Protocol 4 (Ilgy) requires n = 590 source
samples (one bit each) to generate a key of length ¢ = 256 bits, and hence the key rate is

t ~ 0.43. However, we show that for the same source model, the OW-SKA Protocol 5
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Table 3.1: The comparison of Protocols 4 and 5 (Ilgg and Ilpy) with other protocols.

RRS13
Protocol HRO05 & HTW16 My Ipy
CBA15
One-wav or Interactive
Interacifive One-way | One-way | with O(n) One-way One-way
rounds
linear polar random universal
IR Approach codos codes binning hashing polar codes
universal polar universal universal universal
PA Approach hashing codes hashing hashing hashing
Communication
Cost ow) | Ol O(n) O(n) O(n)
Computation
COSI’; Alice On?) O(nlogn) o0(2") O(nlogn) O(nlogn)
Computation
Cogt Bob O(n?) @ | O(nlogn) O(2") o(2") O(nlogn)
Finite-length
Analysis (Prp. 3.15) |  N/A | (Rem. 3.2) | (Thm.3.8&3.9)| (Thm. 3.13)

(a) For the lower bound given in (3.33) the computation complexity is in O(2").

(ITpg) needs n = 2477 x 103 source samples to generate a key of the same length (¢ = 256

bits,) and thus the key rate is ¢/n ~ 1074

Example 3.1. Here, we compare finite-length behavior of OW-SKA Protocol 4 (ITgy) and
interactive SKA of [31]. Consider an IID source model Pxyz, where X —Y — Z holds. Px
is uniform, Y = BSC,(X), and Z = BSCy(Y). Here, BSC, denotes a Binary Symmetric
Channel with bit flip probability a. For this case the WSK (and OW-WSK) capacity is
given by Cyskx = Cygx = ha(a = b) — ha(a), where a b = a(l —b) + b(1 — a), and hy is
the binary entropy. Let, a = 0.02, and b = 0.15, then Cjy¢; = 0.502. Set ¢ = o = 0.05,
and let observation length n € [2000,50000]. Figure 3.1 shows the increase in the key rate
(¢/n) when the observation length grows. The depicted one-way lower bounds are from

Proposition 3.10 (with U = X and V = constant) and Theorem 3.8; and the interactive
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Figure 3.1: Optimum finite-length bounds of interactive SKA (Theorem 15 of [31]), and
the finite-length lower bounds of one-way SKA (Proposition 3.10 and Theorem 3.8). Here
€ = 0 = 0.05, Px is uniform, Y = BSC,(X), and Z = BSC,(Y), where a = 0.02, and
b = 0.15. Note that in this example, as X — Y — Z holds, both interactive and one-way
bounds achieve the WSK capacity.

upper and lower bounds are from Theorem 15 of [31].

The one-way bounds we derived are useful in the sense that for Ilgg, they give the
finite-length gap to capacity (i.e., the difference between one-way lower bound and capacity)
and the finite-length gap for not using interaction (i.e., the difference between the one-way
and interactive lower bounds).

Note that the one-way lower bound of Proposition 3.10 that was derived for IID sources
gives a tighter (and more appropriate) approximation of the key rate, whereas for this IID
example source the lower bound of Theorem 3.8 that holds for INID (and IID) sources is
less tight. Also we observe that in the observation length domain of this figure, the lower

bounds of protocols of [76, 78] are 0 (the bounds are given Preposition 3.15).

Example 3.2. Let us now observe the finite-length behavior of Ilgy when parties observa-

tions are from variables that are independent but not identically distributed (INID). Note
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Figure 3.2: Finite-length performance of Ilgy for an INID source. The one-way lower
bound is given in Theorem 3.8. Here ¢ = o = 0.05, Px is uniform IID, Y,, = BSC,, (X,),
and Z, = BSG,, (Y,), where a, = 0.02 + X sin (&%) , and b, = 0.15. Here X,, — Y, — Z,

n

holds for all n, and both interactive and one-way SKA approaches achieve the WSK capacity.

that in this case the only SKA protocol with finite-length analysis is IIgg and only the
one-way ITgg and interactive SKA protocol of [31] can achieve the WSK capacity of such
INID sources. (The analysis of [31] does not give finite key length.)

Consider an INID source model Pxnynzn = H?zl Px,v,z;, where X,, — Y, — Z, holds
for all n. Px, = Px is IID uniform, Y, = BSC, (X,), and Z, = BSC,, (Y,), where
a, = 0.02 + 52—05111 (5’.%0) for all n > 1, and b, = b = 0.15. Here, BSC, denotes a Binary

Symmetric Channel with bit flip probability a. In this INID source model, the BSC channel

from Alice to Bob varies over time. For this case the WSK (and OW-WSK) capacity is given
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Figure 3.3: The finite-length lower bounds given in Theorem 3.13 for different ¢’s in,
(0.3,0.4,0.5,0.6). These values correspond to polarization kernel sizes of (30,13,8,6) (in
the same order). Here ¢ = ¢ = 0.05, Py is uniform, Y = BEC,(X), and Z = BEC,(Y),
where a = 0.1, and b = 0.67.

by Theorem 3.11, then

1
Cwsk = liminf —1(X"™; Y"|Z")

n—ao N
1 n
= lim = I(X.- Y7,
n%n; ( s ]| J)
= lim I(X,;Y,|Z,)
n—0o0

= hg(d * Z_)) — hg(a)

= 0.502

where @ = lim,,_,, a,, = 0.02 and b = lim,,_,, b,, = 0.15.
Set € = 0 = 0.05, and let observation length n € [2000, 50000]. In Figure 3.2, that shows
the increase in the key rate (¢/n) when n grows, we depict the finite-length performance of

the capacity achieving OW-SKA protocol 4 (ITggy).
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Example 3.3. Now we compare the finite-length behavior of one-way SKA Protocol 5 Ilpg
with the one-way SKA protocols of [76, 78]. Remember that IIpg can be used when source
model is IID and Px is uniform.

Consider an IID source model Pxyy, where X — Y — Z holds. Py is uniform, YV =
BEC,(X),and Z = BEC,(Y'). Here, BEC,, denotes a Binary Erasure Channel with erasure
probability a. For this case the OW-WSK capacity is given by Cygx = b(1 —a) — a. Let,
a = 0.1, and b = 0.67, then C g = 0.503. Set € = 0 = 0.05, and let observation length
n € [10 x 10°,50 x 10°]. We compare our finite-length approximations of achievable key
rates that use Polar Coding scheme of [98] for their IR protocol, and use 2-universal hashing
for PA. For this case, the SK length is given by ¢ in Equation (3.30). The scaling factor of
polarization is 7 + §, and we set constant A(e) = exp(6—"%)(1 + 2/)3. In Figure 3.3, we plot
{/n for different values of §. Note that we fix the kernel size of IR coding to [ = [exp(6—1)],
and this SKA protocol has computation complexity of O(nlogn). It is interesting to note
that due to the dependence of A(e) on §, we observe better finite-length performance, for
larger values of § (smaller sizes of kernel) in this finite-length domain. This pattern does
not continue for larger values of n. In the observation length domain of this figure, the
interactive and one-way second-order bounds are indistinguishable from the Capacity and

the lower bounds of protocols in [76, 78] (that have complexity O(n?)) are 0.

3.5 Conclusion

We studied OW-SKA protocols in source model. These protocols are important for practical
reasons as they do not require any interaction. They are also important from the theoreti-
cal viewpoint as they can achieve the OW-WSK capacity, and also are related to problems
in computational cryptography. Inspired by the inf-spectral entropy of [25], we introduced
the sup-spectral entropy, and utilized these two spectral entropies to prove a new multi-

letter finite-length upper bound on the key length. We then proposed two new OW-SKA
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constructions that are capacity achieving. Our first construction (Protocol 4) uses a recon-
ciliation method that is inspired by information spectrum analysis of [31]. Our analysis of
this protocol led to two finite-length lower bounds for the maximum achievable key length of
OW-SKA. This protocol can also be used in the more general case when parties’ observations
are drawn from independent experiments. The second proposed construction (Protocol 5)
employs Polar coding for reconciliation and thus is computationally efficient. We derived
the maximum achievable key length of this OW-SKA which constitutes a lower bound on
S, (X™,Y"|Z"). Both of our protocols are very efficient in terms of public communication
cost. A detailed comparison of these proposed OW-SKA protocols with other related pro-
tocols, including numerical examples, were given at the end. An interesting future work is
to find a tight second-order finite-length converse (upper bound) for OW-SKA. It is also of
practical importance to find efficient OW-SKA protocols that have better finite-length per-
formance than our proposed Protocol 5. Another intriguing research avenue is to investigate

the application of spectrum techniques in the multiterminal model of SKA [21].
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3.6 Appendix

3.6.1 Proof of Smooth LHL

In order to prove Lemma 3.7 we use the framework of average min-entropy [64] and its

relationship with smooth min-entropy.

Definition 3.5 (Average min-entropies [64]). For any joint probability distribution

Pxy € P(X x )) the average conditional min-entropy of X given Y is defined by
f{min(X|Y) = —logEp, I?Ea)?( PXIY(I|y>7

and the smoothed average conditional min-entropy of X given Y is defined by

~ A A

f{fnin(X‘Y) = max Hypin (XY,
QxyeB(Pxy)
where B¢(Pxy) = {Qg¢ € P(X xY) : SD(XY, XY) < ¢}, with P(X) denoting the set of all
sub-normalized positive distributions on X.

A€

Lemma 3.16. For any ¢ > 0 and RVs X and Y, we have H, (X|Y) = H,_, (X|Y).

min(

Proof of Lemma 5.16: We start with the left hand side of the above relation:

Hy(X[Y)=  max  —logEp, max Qx/y(zly)
Qxryr€B(Pxy) z
> max — log max max Q x/y+(x|y)
Q xry1€B(Pxy) Y K
. . Qv (y)
= max min log ———
QxryreBe(Pxy) Y Qxy(z,y)
P /
= max min <log ﬂ + log @y (y))
Qxryi€Be(Pxy) Y Qxy(7,y) Py (y)
- . Qy(y)
> H . (X]Y) + maxminlo
( | ) Qy/ Yy g Py(y)

= ]:Ifnln(X|Y>7
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where the last inequality is due to the choice of Qy/(y) = Py (y). [
Proof of Lemma 3.7: The privacy amplification (key extraction) function fps = hg

is o—secure if

SD(KZFS,UZFS) <o

where K = hg(X). The generalized Leftover Hash Lemma of [64, Lemma 2.4] states that
for any probability distribution Pgzp if we let S be the uniform seed of a 2-universal hash

function hg, and define K = hg(X), then

SD(KSZF,USZF) 1\/ || 2 Fumin (X1 ZF).

By Lemma 2.2 of [64] we know that

where ¢t = log |F|. Then we get

= o5 1
D((RSZF), (USZF)) < 5/ || Fl2-m(X12)
Now, let X and Z be such that for the given X and Z we have

X|2Z) = Hun(X|2).

mll’l(

Since SD(XZ, X7) < ¢, we have SD(KZ, KZ) < ¢ and SD(Z, Z) < € (See Corollary 2.1.1,

and Lemma 2.2). By triangle inequality we have

SD(KZFS,UZFS) < SD(KZFS,KZFS) + SD(KSZF,USZF) + SD(UZFS,UZFS)

—SD(KZ,KZ)+SD(KSZF,USZF) + SD(Z, Z)
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Therefore,

SD(KZFS, UZFS) < 2 + 27/ K| | Fl2-Hiun X1

As from Lemma 3.16 (see also [64, Appendix B]) we know that H¢, (X|Z) =

min

X|2),

mm (

and hence we get

SD(KZFS,UZFS) < 2¢ + %\/ K[| F|2Hmin(X12),

which implies that the 2-universal hash function is o-secure as long as its output key length
satisfies

log K| < 1,5, (X|2) —log | F| + log 41,

m1n

for any 0 < n < 0. [ |

3.6.2 A Fano-like inequality for sup-spectral entropy

Intuitively speaking, sup-spectral entropy captures the reliability (IR) aspect of SKA. Thus,
we believe, this new spectral entropy is of independent interest for future work in the con-
text of lossy single-shot Slepian-Wolf source coding. In the following we prove a Fano-like

inequality for sup-spectral entropy.

Proposition 3.17. Suppose RV’s X and Y are such that Pr{X # Y} < e. Then for any
ve (0,1 —¢€) we have H(X]Y) < —logv.

Proof: Let r = —logv and define T, = {z| Px|y(z|y) < v}. Then

ny{—logpx|y(l'|y) } PXY{PX\Y(xky) }

= Y Pr(y) Y. Pxy(zly)

yey x€Ty
= 2 Py (y (PX|Y zly) ‘ + Z Pxy x‘ﬂ))
yey f”:y x€Ty
TFEY
<v+Pr{X#Y}<v+e [
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3.6.3 Proof of Spectral LHL

For a set X, let P(X) be the set of all probability distributions on X, and let P(X) be the
set of all sub-normalized positive distributions on X'. We can define the statistical distance

and conditional Rényi Entropies for sub-normalized functions. For Py, € P(X x Z) and

any Pz € P(Z), and by denoting (X, Z) ~ Pxz, and Z ~ Py, we define
P
Hy(X|Z) = 1og2 x2(2,2)

and

mln (X|Z) min — lOg

Even though such definitions do not have information theoretic operational meanings, they
are useful tools for deriving bounds and/or characterizing meaningful information theoretic
tasks that are defined over probability functions.

Proof of Lemma 3.1/4: The privacy amplification (key extraction) function fpq = hy
is o—secure if

SD(KZFS,UZFS) <o

The generalized Leftover Hash Lemma of [31, Lemma 8] states that, for any Pgzp € P(X x
Z x F), let P; be the marginal of Pz for Z, and let S be the uniform seed of a 2-universal
hash function hg. Then, for K = hg(X) and any Pz € P(Z), where supp(P) < supp(Py)

holds, we have

_ _ 1 -
SD(KZFS,UZFS) < 57/ IK||F|2-(012),

where U is the uniform distribution over /C.
Now consider Pxzp € P(X x Z x F) and its marginals, Py, Px, and Pz. For X ~ Py
let K = hg(X), where hg is a 2-universal hash function. Let r = HS(X|Z) and defined the
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following sub-normalized function

which implies

Also, we have

that proves

xz(x,2) = Pxz(x, 2)1{—log Px|z(z|2) > r},

SD(XZ,XZ)

N
l\D.I M

Hy(X|Z) > Huin(X|Z)

> 1 = Hi(X|2),

e o 1
SD(KZFS,UZFS) < 1 [K||Fla-#:x12),

where K = hg(X). Since SD(XZ, X7) < ¢k, then SD(KZ, KZ) < ¢2 and SD(Z,Z) < ¢

(See Corollary 2.1.1, and Lemma 2.2). By triangle inequality we have

SD(KZFS,UZFS) < SD(KZFS,KZFS) + SD(KSZF,USZF) + SD(UZFS,UZFS)

Therefore,

—SD(KZ,KZ) +SD(KSZF,USZF) + SD(Z, Z)

1
SD(KZFS,UZFS) < e + oy [K||FJ2-:512),

Equivalently, the Leftover Hash Lemma, as stated above, implies that hg is o—secure for

Pxzp, if for an arbitrary 0 < p < o,

log |K| < HIM(X|Z) —log | F| + log 44> |
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Chapter 4

Secret Key Agreement in

Wiretapped Tree-PIN

Abstract. This chapter considers the problem of multiterminal secret key
agreement (SKA) in wiretapped source model where terminals have access
to samples of correlated random variables from a publicly known joint prob-
ability distribution. The adversary has access to a side information variable,
that is correlated with terminals’ variables. We focus on a special type of
terminal variables in this model, known as Tree-PIN, where the relation be-
tween variables of the terminals can be represented by a tree. The study
of Tree-PIN source model is of practical importance as it can be realized in
wireless network environments. We derive the wiretap secret key capacity
of Tree-PIN, and give lower and upper bounds on the maximum achievable
secret key length in finite-length regime. We then prove an upper bound
and a lower bound for the wiretap secret key capacity of a wiretapped PIN
and give two conditions for which these bounds are tight. We also extend our
main result to two other related models and prove their corresponding capac-
ities. At the end we argue how our analysis suggests that public interaction
is required for achieving the multiterminal WSK capacity.

Part of contributions presented in this chapter have been presented and published in the proceedings
of ISIT 2019 [34]. Content are reused under the permission of the IEEE.
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4.1 Introduction

In a multiterminal secret key agreement (SKA) problem, a designated group of users (ter-
minals) collaborate to obtain a shared secret key (SK) such that users outside the group do
not have any information about the key. We study the problem of SKA in source model
[21], where there is a set of m terminals M = {1,...,m} and the goal is to establish a
shared secret key among a subset A € M of terminals. Terminals have access to samples
of correlated random variables where random variable X is observed by the jth terminal,
and X = (Xj,...,X,,) denotes the set variables of all terminals. To obtain a shared key,
terminals use a public channel to exchange messages that are visible by the eavesdropper,
Eve. All terminals, including the helper terminals in A = M\ A, cooperate to establish a
shared secret key. Eve, will see and record public messages, denoted by F, and has access to
the side information Z that is correlated with X 4.

For a key agreement protocol that establishes a key of length ¢, the key rate is defined
for the case that the terminals’ random variables consist of a vector of n independent and
identically distributed (IID) samples of the source distribution Pzx,,, and is given by ¢/n.
The key capacity of a protocol for a given source distribution is the highest achievable key
rate associated with that distribution, and for this general case of variable Z, is referred to
as wiretap secret key (WSK) capacity. For the special case where Z = constant and there is
no wiretapper, the model is called non-wiretapped and the key capacity is called secret key
(SK) capacity. An important special case is when the adversary “wiretaps” and their side
information is obtained from a set D < A€ of compromised helper terminals. It is assumed
that the compromised terminals of D make their RV’s public, Xp = (Xj| j € D) = Z,
and remain cooperative throughout the SKA protocol. The key capacity of such a source
model is called private key (PK) capacity. A summary of these adversarial models and their
corresponding key capacities are given in Table 4.1. Single-letter expressions for SK and PK
capacities of multiterminal source model are known [21]. Single-letter characterization of

WSK capacity however, remains an open question in general, even for the case of two-party
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Table 4.1: Different Types of Key Capacities Based on The Assumption About The Adver-
sary.

Source Model Eve’s Side Information Key Capacity

Wiretapped Z not known publicly WSK

Compromised 7 = Xp, and known publicly PK
Non-wiretapped Z = constant SK

SKA (that is when |A| = |[M| = 2) [45, 74, 90]. WSK capacity of a few special cases are
known [22, 34, 104]. In this work, we prove the WSK capacity of another special subclass
of multiterminal model, referred to as the wiretapped Tree-PIN model with independent
leakage. In the following, we first give a brief overview of relevant related works, and then

outline our contributions.

4.1.1 Related Works

Capacity results. The SKA problem for two terminals was first considered, indepen-
dently, in [20] and [19]. The SK capacity was proved to be I(Xj; X3) [19, 20]. It was also
proved that I(X;; X5|Z) is an achievable key rate if the terminals know Eve’s side informa-
tion Z. Therefore the conditional mutual information I(X7; X3|Z) is an upper bound for the
WSK capacity, and it was shown [20] that it is tight if the Markov Relation X; — Xy — Z (or
Xy — X1 — Z) holds. Csiszar and Narayan extended the two-party source model of [19, 20]
to the multiterminal model and proved single-letter expressions for SK and PK capacities
of multiterminal source models [21]. Similar to the two-party scenario, it was showed that
multiterminal PK capacity provides an upper bound on the WSK capacity. The PK (and
SK) capacity achieving protocol of [21] has two steps: in the first step, terminals communi-
cate over the public channel to obtain omniscience, that is terminals in D¢ learn X, and
in the second step, terminals in A extract their copy of the key from the common shared
randomness X3,. While WSK capacity remains unknown in general, the characterization of

WSK and also alternative formulations of SK and PK capacities for special cases of multi-
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terminal models have been studied, extending the general results of [21]. We briefly review
two of these special case models that are related to our work.

The Markov Tree model is a special case of the general multiterminal source model that
was introduced and studied in [21, 22]. In a non-wiretapped Markov Tree, the correlation
between source variables is given by an undirected tree G = (M, E) in which each terminal
is represented by a node in GG, and for any path from terminal 7; to is, denoted by Path(i; —

’Lf) = (61'17;2, €igigs """ 76if717:f)7 the Markov chain Xil — Xl — Xz — = Xl — Xif holds.

f—1
The source model is called wiretapped Markov Tree, if the source variables form a Markov
Tree, and the variable associated with each terminal is independently and partially leaked to
Eve —i.e., with respect to each X there exists a Z; component available to Eve, where Z; is

a noisy version of X;. In a wiretapped Markov Tree, corresponding to a path from terminal

11 to iy as above, the Markov chain Z;, — X;, — X;, — X, —- - — Xy

- Xi;, — Zi; holds. The
SK and PK capacities of the Markov Tree source model where derived in [21, Example 7].
The WSK capacity of wiretapped Markov Tree however remains an open problem even for
the case of two-party SKA (i.e., when m = 2 and Z; — X; — Xy — Z5). For the case that the
variable associated with only one of the leaf terminals is leaked (i.e., Z; = constant, Vi # j
where j € M is a leaf node of (), the WSK capacity of the wiretapped Markov Tree is
proved in [22, Theorem 5.1].

A second special case of the multiterminal model is the Pairwise Independent Network
(PIN) model [55], inspired by a wireless setting where each pair of terminals can obtain
correlated variables from the channel connecting the two. Source variables in PIN are defined
by an undirected graph G = (M, E) with node (vertex) set M and edge set £, where for
an edge e;; = e;; € £ between ¢ and j (i # j € M), there exists a variable V;; accessible to
terminal ¢, and a second variable Vj; (correlated with V;;) accessible to terminal j. The set of

all “reciprocal correlated pairs” of variables (i.e., {(Vi;, Vji)| €i; € £}) are assumed mutually

independent’. An upper bound on the SK capacity of PIN is given in [55], and a capacity

'This means that Px,, = Heu Py, v,
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achieving SKA protocol when A = M, or when |A| = 2, was proposed in [60]. The PIN
model has been well studied [105-108], and has inspired other multiterminal models [71, 72,
109, 110]. An important subclass of the PIN model is defined when the defining graph G is
an undirected tree. This model is called Tree-PIN [34]. In this work, we focus on wiretapped
Tree-PIN model. We observe that a non-wiretapped Tree-PIN is a non-wiretapped Markov
Tree, but the converse is not true. Similarly, we will show that, every wiretapped Tree-PIN

with independent leakage is a wiretapped Markov Tree, but the converse does not necessarily

hold.

Finite-length performance. The finite-length analysis of coding schemes has found much
attention in recent years [31, 49, 50, 53, 59, 65, 86, 111]. Such analysis is important theoret-
ically, and also in practice. While SKA key capacities capture the best asymptotic efficiency
of a source model, in practice one needs to obtain bounds on the achievable key length when
a finite number (n) of source samples is available. For wiretapped multiterminal source
model, a single-shot (n = 1) upper bound on the key length is given in [59]. Finite-length
upper and lower bounds for two-party SKA, when X; — X5 — Z holds, have been obtained
in [31]. For multiterminal key agreement when Eve has no side information, a finite-length

lower bound (of the form nCsx — O(y/nlogn)) is given in [111].

Communication and computation costs. The key rate measures efficiency of SKA
protocol in using the initial correlated randomness, it is also important in practice to measure
communication and computation costs.

The computational efficiency of an SKA protocol is in terms of the computational com-
plexity of terminals’ operations. An SKA protocol is considered computationally efficient if
its computational complexity is quasi-linear in n, and is of the form O(nlogn). The known
computationally efficient capacity achieving SKA protocols are given in [33, 76, 78-80]. In
most cases the protocols have not been analysed for finite-length performance.

Communication efficiency of an SKA protocol is measured using (i) the public commu-
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nication, that for asymptotic case can be measured in terms of asymptotic rate rpc, and
for finite-length case, in terms of the total number of bits, of the public communication,
and (ii) the total number of rounds Np¢ of public discussion. We define these measures in
Section 4.2. Informally, the asymptotic rate of public communication measures the number
of bits of public communication that is used per each observation bit. In a round of public
discussion the messages of the terminals only depend on the private samples of the corre-
sponding terminals, and the public messages of the previous rounds. The SKA protocols
in [20, 21, 34] are noninteractive: they have one round of public communication, Npc = 1.
Interactive SKA’s have two or more rounds of public communication; e.g., the SKA protocol
of [106] has Npc = 2 and the two-party SKA protocol of [31] has Npc € O(n). For source
models, the minimum asymptotic rate of public communication, and the minimum number
of public discussion rounds that are required for achieving the key capacity, are important
parameters of the system. For SK and PK capacity, the result of [21] implies that the min-
imum asymptotic rate of public communication for omniscience, is an upper bound for the
minimum asymptotic rate of public communication that is required for achieving the cor-
responding capacity. The minimum asymptotic rate of public communication for SKA for

various source models were studied in [112-115].

4.1.2 Owur Contributions

In this work, we introduce and study wiretapped PIN model and wiretapped Tree-PIN model.
The wiretapped PIN model with independent leakage is defined as a PIN with an underlying
undirected graph G = (M, £) where legitimate terminals are represented by vertices (nodes)
of the graph. An undirected edge between the nodes i and j is represented by e;; € €.
Corresponding to each edge e;; € £, there exists a variable V;; accessible to terminal ¢, and a
second variable V}; accessible to terminal j. Also, with respect to each edge e;; € £ Eve has
access to a component variable Z;;, and the set of all triplets of variables {(Vi;, Vj;, Zi;)| €i; €

&} are assumed mutually independent, and for each e;; € € either V;;—V;;—Z;; or V;,—V;;—Z;;
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hold?. Since G is undirected, we have Z;; = Z;;, and denote the adversary’s side information
by Z = (Z;;]i < j). A wiretapped Tree-PIN is a special case of wiretapped PIN for which the
corresponding undirected graph G is a tree. A simple example of such wiretapped Tree-PIN

is depicted in Figure 4.1.

Main results. We derive the WSK capacity of wiretapped Tree-PIN with independent
leakage as described above, and present an SKA protocol that achieves this capacity. Our
SKA protocol has two rounds of public communication (Npc = 2) and as shown in Re-
mark 4.3, has a lower asymptotic public communication rate than other SKA protocols
(including the protocol in [21]) that have the two steps of achieving omniscience followed
by privacy amplification. We note that the adversary in our model is more powerful than
the adversary in the wiretapped Markov Tree model of [22, Theorem 5.1], as in the capacity
result of [22, Theorem 5.1] Eve only wiretaps one terminal’s variable, while in our model of
wiretapped Tree-PIN Eve wiretaps all terminals’ variables by wiretapping all pairs of cor-
related variables (V;;,V};). For the case of two-party SKA, our capacity result also reduces
to the result in [20] when X; — Xy — Z (or when Z — X; — X5) holds. A simplified version
of the wiretapped Tree-PIN model where it is assumed that V;; = V};, was studied and its
capacity was derived in our previous work presented in [34].

In Section 4.4, we give a finite-length upper bound and three finite-length lower bounds
for the maximum achievable secret key length of a wiretapped Tree-PIN, where each lower
bound is due to a different concrete construction of our SKA protocol. We will discuss and
compare the three construction approaches in terms of their corresponding lower bounds,
their computational complexity, and their communication costs. Our SKA protocol is capac-
ity achieving; however, its achieved key length for n source samples (finite-length analysis)
does not match the finite-length upper bound, and the construction of a capacity achieving

protocol that achieves the finite-length upper bound of wiretapped Tree-PIN remains open.

20nly one wiretapped component Z;; is accessible to Eve for each connection e;; € £~ e.g., Z;; — V;; —
Vii — Zj; is not allowed.
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Xy = (Vi)

212

Figure 4.1: An example of wiretapped Tree-PIN with independent leakages defined over
M = {1,2,3,4} and € = {e12, €23, €34}. The solid lines (edges) show the independent con-
nections between terminals, and the curly lines (with the same color) show the corresponding
independent wiretapping RV’s of Eve. The RV associated with each terminal ¢ € M is of the
form X; = (Vi;] e;; € £). In this example, the following Markov relations hold Vis — Va1 — Z1,
Vo — Vag — Zos, Vay — Vs — Z34. Eve’s RV is a collection of independent wiretapped compo-
nents, i.e., Z = (212, Za3, Z34)

Related models. Tree-PIN model has attracted attention over the past years as it can
be extended and used to study a number of other related practically important models. In
Section 4.5, we extend our main capacity result for wiretapped Tree-PIN to the following
more general scenarios. For wiretapped PIN models where G can have loops, we show that, a
SKA protocol based on Steiner Tree Packing can achieve the WSK capacity when A = M or
|A| = 2. This is similar to the results obtained in [34, 60|, for SKA in non-wiretapped PIN.
Next, we note that an important open problem in SKA is finding the WSK capacity of the
two-party model when Markov Relation Z; — X; — X5 — Z5 holds, where Z = (Z, Z3) is Eve’s
wiretapped side information [22]. We extend our Tree-PIN to the case where corresponding
to each e;; € £, we have V7 — Vi — Zi and Zibj — foj’ — V;’?L, which implies Zf’j - Xi—X; =255
For |M| = 2, this extended model is an special case of the open problem where Markov
relation Z; — X; — X5 — Z5 holds. We prove the WSK capacity of this extended model which
is (naturally) higher than the WSK capacity of a simple Tree-PIN — as terminals have access
to more correlated sources. Lastly, we also prove the key capacity of a PIN model in which

not only source variables are wiretapped but also one of the terminals is compromised and is

not cooperating. In this case we show that the WSK capacity reduces to the WSK capacity
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of the associated model where the compromised terminal and terminals’ variables associated

with the the compromised terminal are removed (ignored.)

Need for interaction. Csiszar and Narayan proved that SK and PK capacities can be
achieved noninteractively [21]. For some special cases also WSK capacity can be achieved
noninteractively [20, 34]. Our proposed capacity achieving SKA protocol for wiretapped
Tree-PIN is interactive. In Section 4.6, we discuss the number of public communication
rounds that is required for achieving the WSK capacity. We analyze known models and
constructions [20, 31, 93] and study a number of examples that suggest that in general
achieving the WSK capacity requires interaction. Proving this result however remains an

interesting open question for future research.

4.1.3 Organization

The rest of this chapter is organized as follows. We review security basic notions and defini-
tions in Section 4.2, and present our main result in Section 4.3. Section 4.4 gives finite-length
analysis of wiretapped Tree-PIN, and Section 4.5 is on extensions of our main result includ-
ing for the wiretap secret key capacity of PIN. Section 4.6 discusses the problem of whether

interaction is necessary to attain the WSK capacity, and Section 4.7 concludes the chapter.

4.2 Multiterminal Source Model for SKA

In the general multiterminal source model [21], we have a set of m terminals denoted by
M = [m] ={1,...,m}, and each terminal j € [m] has access to a random variable X;. We
denote the collection of m correlated random variables Xy, ..., X, by Xy = (X1, ..., Xpn)-
Terminals collaborate by public discussion over a public channel that is reliable and authen-
ticated. A message that is sent by a terminal j is a function of the terminal’s observations

of X;, and the previous public messages. Public discussion happens over a finite number
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of rounds, denoted by, Npc. We denote by F the set of all messages sent over the public
channel.

Eve has access to the side information Z which is correlated with X, and has full
read access to public messages F. Eve is a passive adversary, which means they will not
change, or block public messages communicated messages. The joint distribution Px,, 7 is
publicly known. We denote the multiterminal source model by Py, 7 or the discrete multiple
memoryless source (DMMS) notation (X, Z).

Let A € M be the set of terminals who want to establish a shared secret key K. The key
need not be concealed from the helper terminals in A°. The secret key K is secure against

Eve if it satisfies the reliability and secrecy conditions.

Definition 4.1. Consider a source model (X, Z) with adversary’s side information, Z, and
A € M denoting the set of terminals that will share a key K € K. The key is an (¢, 0)-Secret
Key (in short (e, 0)-SK) for A, if there exists a protocol with public communication F, and

output RVs {K};ea such that

(reliability) Pr{K; =K}>1—¢€ VjeA, (4.1)

(secrecy) SD ((K,F,Z),(U,F,Z)) < o, (4.2)

where SD denotes the statistical distance and U is the uniform probability distribution over

alphabet IC. The length of a key K is given by log |K|.

Definition 4.2. For a source model (X, Z) with adversary’s side information, Z, and
A © M denoting the set of terminals that want to share a secret key, let S, ,(X4|Z) denote

the maximum length log || of all the (¢, 0)-SKs that can be established for A < M.

SKA for IID variables. Consider a source model (X, Z) described by Px,,z, where all
terminals cooperate for to establish a shared secret key for terminals in A. To increase the

key length, terminal j € M use a vector, X7, of n independent and identically distributed

110



(n—IID) samples of X;. Let Il be an SKA protocol family that, for any n, establishes a
secret key K™ for A € M. The public communication of II, denoted by F = F(II), can be
interactive and be comprised of Npc(II) = 1 rounds where in each round ¢ € [ Npc(II)] each
terminal j sends up to one public message Fi;. A message is a function of X7 and all public
messages of the previous rounds that is denoted by F'~!, and so Fy; = Fj; (X]’-‘, Ft=1). We
denote all messages of round ¢t by F; = (Fjy, ..., F},,). The public messages of terminals in
each round do not depend on other messages of that round, and can be sent in any order.
The maximum number of the rounds of public communication, Npo (1), may in general be a
function of n. The SKA protocol IT with public communication F is called noninteractive if
Npc(IT) = 1, meaning that in one round each terminal sends up to a single public message,
and F = (Fy,..., Fy,), where Fj = F;(X7).

The asymptotic public communication rate of II is defined by

rpc(IT) = lim sup % log(supp(F(I1))),

n—0o0

where F(II) is the public communication of II. Public communication cost of II can be
quantified by rpc(IT) and Npe(I).

Suppose SKA protocol IT establishes an (e,, 0,)—SK K™ for a subset A < M, and let
fri(n) = log|K™| denote the length of K. The key rate of II for n—IID observations is
given by 1/nlr(n), and rg(II) = liminf, o Yl (n) is called the asymptotic key rate of II.
The asymptotic key rate rg (I1) is achievable if lim,,_, o €, = lim,,_,o, 0, = 0. The key capacity
of a source model is the maximum of all achievable asymptotic key rates of SKA protocols
for the model. See Definition 4.3. For an integer n € IN, and €, 0 € [0, 1), define S, ,(X4|Z")

to be the maximum length of all (e, 0)-SK protocols for establishing a secret key for A < M.

Definition 4.3 (Key Capacity — Definition 17.16 of [90]). Consider multiterminal
SKA for a subset A € M in a the source model (X, Z) for the joint distribution Px,,z,

where Z denotes Eve’s side information about X . A real number R > 0 is an achievable
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SK rate if there exists an SKA protocol that for a given n establishes an (e,,0,)—SK K € K
where lim,, €, = 0, lim,,_,, 0, = 0, and liminf,_, %log IK| = R. The maximum of all

achievable SK rates is called the key capacity of the model.

SK, PK, and WSK Capacities. When Z = constant (i.e., independent of X,,), the
capacity is called SK capacity and is denoted by C¢%(Px,,). When Z = Xp = (X | j € D)
with D being the set of (known) compromised terminals, the capacity is called PK capacity
and is denoted by C?E (Px,,). In this case it is assumed that Z is known publicly. In the
general case when the side information Z is correlated with X, and is not known by the
terminals, the key capacity is called WSK capacity and is denoted by Cipgx(Px,.z). An
SKA protocol II is capacity achieving for a source model if 7 (I) is equal to the key capacity
of the source.

For a source model (X, Z) with the joint probability distribution Px,,z, let Rgx (X)),
Rpr (X m|Xp), and Rwsk (X am|Z) denote the minimum public communication rate to achieve
the SK, PK, and WSK capacities, respectively. These quantities give the minimum public
communication cost of the SKA, and are often referred to as communication complexity of
(Xm, Z) [113-115]. Characterizations of Rgx (X ) for two-party SKA, and for a special case
of PIN models, are given in [112] and [115], receptively. An SKA protocol II that achieves
the WSK capacity of a source model (X, Z) implies Ry sk (Xm|Z) < rpe(I). A similar
statement holds for the case of SK and PK.

The single-letter characterization of SK and PK capacities of the general multiterminal

source model was derived in [21]. Next Theorem states this result.

Theorem 4.1 (PK Capacity [21]). In a given source model X, for sharing a secret key

among terminals in A & M, with compromised terminals D < A°, the PK capacity is

O (Px,) = H(Xp|Xp) — Reo(XalXp), (4.3)
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where Roo(X 4| Xp) = i Hélle sum(Rpc) and
D¢ CcO

Reo = {Rpe|sum(Rp) > H(Xp|Xp), VB < D, AL B}.

Remark 4.1. Equation (4.3) also leads to the SK capacity when D = (. The achievability
result is based on a protocol in which first, the compromised terminals (that are cooperative)
publicly reveal their observed random variables (as it is the assumption for the PK capacity,)
and then the rest of the terminals in D¢ communicate over the public channel to obtain om-
niscience (i.e., the state that terminals in D¢ learn each other’s initial observations). Finally,
terminals in A extract the key from the common shared randomness X,. It was noted that
this SKA protocol is noninteractive; meaning that, Npc = 1, and F = (F},..., F,,), where
Fy = X7 for all j € D and Fj = F;(X7) for all j € D°. See the achievablity part of the proof
of Theorem 2, in Section IV of [21]. The asymptotic public communication rate of this SKA
protocol is given by rpc = Roo(X 4| Xp), which implies that Rpx (X | Xp) < Reo(Xm|Xp)
(and Rex(Xm) < Roo(Xm)).

Remark 4.2. We note that SK or PK capacity of multiterminal models depend on the
correlation among the variables and in some cases may be zero, in which case it is impossible

to establish a group key with information-theoretic security. See Theorem 5 of [21].

Unfortunately, the WSK capacity of the general source model as defined previously,
remains an open problem even for the special case of two terminals (|M| = 2) [45]. For the
case of two-party SKA, the source model WSK capacity is upper bounded by I(X1; X5|7),
which is proved to be a tight bound under the additional assumption that the Markov Chain
X; — Xo — Z holds [19, 20]. As was mentioned before, the multiterminal WSK capacity is
only known for a few limited special cases [22, 34]. However, PK capacity (see Theorem 4.1)
gives a general upper bound to the WSK capacity. We show in the next section that this

upper bound is tight for the case wiretapped Tree-PIN.
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Lemma 4.2 (Lemma 5.1 of [22]). For a given wiretapped source model (Xp, Z), let
Citsx(Px,,z) denote the WSK capacity of the wiretapped model. Let Cﬁ%mﬂ}(PXMZ) be the
PK capacity of an auziliary model with m + 1 terminals such that X; = X; for all j < m,
and X1 = Z, where terminal m + 1 is compromised (i.e., D = {m + 1}). For any given
wiretapped model such auxiliary model can be defined. By definition of the PK capacity we

have Cibsc(Pxpz) < Co™ ™ (Px,z).

4.3 WSK Capacity of Tree-PIN

Here, we first define the wiretapped PIN (Pairwise Independent Network) and wiretapped
Tree-PIN models. The non-wiretapped PIN model was first defined in [55] and its SK
capacity was later studied in [60]. Let G = (M, ) be an undirected graph. We denote the
edge that connects the nodes i and j by e;;, and assume e;; = ej;. In a graph G = (M, E),

we denote the neighbours of a node j € M by I'(j) = {i | i € M, e;; € E}.

Definition 4.4 (Wiretapped PIN & Wiretapped Tree-PIN). A set of m terminals
form a PIN if there exists a tree G = (M,€) with M = [m] such that the RV of any
terminal j € M can be represented by X; = (Vj;| ¢ € I'(j)), where all pairs of RVs in
{(Vij, Vi)l i < j and e;; € £} are mutually independent. Note that V;; # Vj;. A PIN model
is called wiretapped if Eve has access to side information Z which is correlated with all
terminals’ variables. That is, the correlation between Z and all V;; variables can be in any
general form. A wiretapped PIN is called with independent leakage if Eve’s variable is of the
form Z = (Z;;| i < j), such that the set of all triplets of variables {(V;;, V};, Z;;)| ei; € £} are
mutually independent and for each e;; € &€ either V;; — Vj; — Z;; or Vj; — V;; — Z;; hold. A
Tree-PIN is a PIN model for which G is an undirected tree. A (Tree-)PIN model is called

non-wiretapped if Z = constant.

In our model of wiretapped (Tree-)PIN with independent leakage, Fve has wiretapped

side information correlated with every component variable of every terminal, and thus our
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wiretap model not only strongly resembles the case of general wiretapped PIN model it
is also a special case of the wiretapped Markov Tree model for which the WSK capacity
is still unknown [22]. The main results of this chapter are giving the WSK capacity of
wiretapped Tree-PIN with independent leakage for any A (Theorem 4.3), and wiretapped
PIN with independent leakage for A = M or |A| = 2 (Corollary 4.12.1). These results are
more general than previous results on wiretapped multiterminal models. We will compare
our results with the aforementioned past results in Section 4.5. In this section, we focus on
wiretapped Tree-PIN. The WSK capacity of wiretapped Tree-PIN is given by the following

theorem?.

Theorem 4.3. WSK capacity of a given wiretapped Tree-PIN (X, Z) with independent
leakage, defined as in Definition 4./, for any subset A < M 1is given by
Ciysi(Pxpz) = min  1(Vig Vil Zy), (4.4)

i,jJEM
s.t. ej;€€A

where G 4 = (Mg, E4) is the subgraph of G with the smallest number of edges connecting all
nodes of A.

We emphasis that the WSK capacity of a more general wiretapped PIN model in which

Z = (Z;j] i < j) and for any ¢ and j the Markov relation V;; — V}; — Z;; does not necessarily
hold remains an open problem, even for the case of two-party SKA, m = 2.

Proof of Theorem 4.3: The proof is in two parts: (i) the converse, and (ii) the

achievability. In the converse part of the proof we prove an upper bound on WSK capacity,

that is given by Lemma 4.4.

Lemma 4.4 (The converse). For a Tree-PIN (X, Z) defined as in Definition 4.4, we

3The proof for a special case of Theorem 4.3 when Vij = Vj; was presented in ISIT 2019 [34]. An
extension of this special model to the case of finite linear sources [105] with a linear wiretapper was studied
in [104].
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have

Al{m+1 .
Citsie(Pxpz) < Cod™ ™ (Px,z) = e I(Vig; Vil Zij),
S.t.7 61']'65_,4

where G4 = (My,E4) is the subtree of G with the least number of edges that connects all

nodes of A and dummy terminal m + 1 represents the adversary.

In the achievability (direct) part we prove that the above upper bound is indeed achiev-

able. That is given by Lemma 4.5.

Lemma 4.5 (The achievability). For a wiretapped Tree-PIN (X, Z) defined by G =
(M,E), and Pzx,,, and for any subset A = M, the largest asymptotically achievable key
rate of SKA protocol 6 is given by

re(Mrp) = min  I(Vij; Vil Zij).

1,JEM
s.t. eijESA

The proof of Theorem 4.3 is immediately complete by Lemmas 4.4 and 4.5. [ |

4.3.1 Proof Sketch of the Converse and Achievability

In the following, we give an outline of the proof of the converse, and explain how protocol 6
of Lemma 4.5 achieves the key capacity. The full proofs of Lemmas 4.4 and 4.5 are given in

Appendix 4.8.1 and Appendix 4.8.2, respectively.

The Converse. For simplicity, assume A = M. Also, recall that by Lemma 4.2, we have
Cilsrc(Px,z) < C’IJD\AKI{mH}(PXMZ), and due to Theorem 4.1 we know that C’ﬁ%mﬂ} (Px,z) =
H(Xm|Z) — Reo(Xm|Z). Here, Reo(Xm|Z) denotes the solution to the real-valued Linear
Programming (LP) problem represented in Figure 4.2.

We prove that
Reo(Xm|Z) = H(Xm|Z) — Hz.lijn](Vz‘j%VjﬂZij)- (4.5)
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Minimize: > R;
JEM

Subject to: Z Rj ZH(XB|XBC,Z), VB;M,
JjeB

R;eR*, VjeM.

Figure 4.2: The LP problem of finding Rco(Xum|Z).

First, consider an arbitrary edge ey € £. By cutting this edge, the set of terminals will
be partitioned into two parts B and B¢ (B n B¢ = & and B u B¢ = M). Let R; be the
rate of public communication of terminal j. Rewriting the inequalities of LP of Figure 4.2
for these two sets of terminals, and considering the facts that {(Vj;, Vji, Zi;)}’s are mutually
independent, we get H(Xm|Z) = D]

.5 H(Vij, Vil Zi;) and thus, for any ey € € we have

DRy = H(Viy, Vil Zoy) + H(Viee Vi, Zayr),

Jeb JeB
YRy = D HVi, Vil Zig) + HVyar|Viyr, Zige).
jeBe ieléc

JeBe

By adding these two inequalities, we arrive at

>Ry = H(X|Z) = (H(Vay, Ve Ziny) = H (Vi Virir, Zine) = H(Vyw |V, Z51)),
JEM

This holds for any arbitrary ey; € &, and thus, we have proved that Rco(Xm|Z) =
H(Xm|Z) — min, ; 1(Vi;; Vii|Zij). See Appendix 4.8.1 for the full proof when A # M. This
lower bound on R¢o implies that C’ﬁ%mﬂ} (Px,,z) < min, ; I(Vi;; V| Zi;), which is essentially
sufficient to prove the converse. However, we further prove that this bound is tight and the
equality in (4.5) holds. To do so, we show that there exist a heuristic rate assignment for

Ry to Ry, such that 3, R is always equal to the right hand side of (4.5). The proof is in
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Protocol 6: SKA for Tree-PIN (IItp)
Known: Undirected tree G = (M, £) with M = [m], and joint distribution Py,
Assumption: Node 2 is the only neighbor of node 1, i.e., I'(1) = {2}
Input: Descriptions of m — 1 two-party SKA protocols {m;;| i < j and e;; € £}
Input: n—IID samples (X7, X7, ..., X")
Final Key Length: ¢
Output: Terminals’ copies of the final key (K, ..., K,,), each with length ¢

// Establishing Pairwise Secret Keys

1 for i e M

2 for j >

3 if jeT'(i) then // Nodes (terminals) ¢ and j are adjacent
4 Terminals ¢ and j do reconcile on V7 using public communication ();;

5 Terminals ¢ and j do extract pairwise keys S;; = Sj; = mi;(Vi}, Vi)

6 Terminals 7 and j do save the first ¢ bits of 5;; in S{j — Sijle

// XOR Key Distribution

7 for j > 2

8 if |T'(j)| > 1 then // Node (terminal) j has more than one neighbor
9 Terminal j do find node j* € T'(j) s.t. d(1,5*) < d(1,i) Vi e T'(5)\{j*}, and
10 foreach i € I'(j)\{j*}, terminal j do broadcasts Fj; = 5. ® S,

// Local Final Key Calculation
11 Terminals 1 and 2 set their keys to K1 = Ky = S,.
12 for j >3
13 Terminal j do find node j* € I'(j) s.t. d(2,5*) < d(2,i) Yi e I'(j)\{j*}, then
14 do find Path(j — 2), the path from node j to node 2, then
15 do compute K; = J’.j* @ F i,

ia,ib eM
s.t. €iqi, €EPath(j—2)

Appendix 4.8.1. This exact formulation of Roo(Xa|Z) will be used later in Remark 4.3 for

arguing the public communication efficiency of SKA protocol 6.

The achievability. We show that the upper bound given in Lemma 4.4 is achievable.

More precisely, we prove that for every n, Protocol 6 generates an (€,,0,)—SK K with
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length ¢, such that lim,,_, €, = lim,, ., 0, = 0, and

R .
ri(Itp) = T}EIOIOE = nin I(Vij; Vil Zij).
s.t. 6ij€€A

The protocol works by using the public communication channel in two rounds. First,
each pair of connected terminals ¢ and j execute two-party SKA protocols 7;; (in parallel)
to establish pairwise keys S;; of length ¢, where for each e;; the pairwise key length ¢ ~
nl(Vij, V;ilZi;) — o(n) is achievable due to [20, Theorem 1] — see also Theorem 2.11-b. In
the second round, terminals use the public channel to reconcile on one of the pairwise keys,
namely S7,. In this step, non-leaf nodes (terminals) send enough messages that enables
all terminals to calculated K = S{, while keeping the leakage of information to Eve to a
minimum amount.

A complete description of this SKA protocol is given in Protocol 6. In Protocol 6, without
loss of generality, we assume that terminal 2 is the only terminal connected to terminal 1;
i.e., I'(1) = {2}. In line 15 of Protocol 6 Path(ii — iy) = (€,iy, €inis, -, €i;_,i,) denotes the
path from terminal 4; to ¢y. Since G is an undirected tree, between each terminal i € M and
J € M there is always a unique path. We show in the proof of Lemma 4.5 that if pairwise
keys are (e, 0)—SKs established by executing two-party SKA protocols 7;;, then the final key

of Protocol 6 is an (|€|¢, 2|E]o)—SK. The full proof of achievability is in Appendix 4.8.2.

Example 4.1. In the following, we revisit the example of Figure 4.1, and illustrate how
protocol 6 works. This wiretapped Tree-PIN with M = {1,2,3,4} is a simple path from
terminal 1 to terminal 4.

Protocol 6 works as follows. First, each pair of connected terminals establish pairwise
secret keys S;; by employing two-party SKA protocols 7;;. Then, let ¢ be the length of the
smallest pairwise key. All parties then keep only the first ¢ bits of their pairwise keys. Let
Si; denote the first £ bits of Sj;. Note that in this example terminal 2 has two pairwise keys

{S14, S%3} and terminal 3 also has two pairwise keys {S};,5%5,}. In the next phase of the
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protocol, terminal 2 broadcasts Fog = S}, @ Sh; and terminal 3 broadcasts F3q = Sh3 @ S5,.

In the last phase, each terminal j computes the key K; according to the following

Kl = 5127
K2 = 5127
K3 = Shy @ Fos,

Ky = 55, ® F3,® Fos.

One can easily see that above equations imply that we have K; = Ky = K3 = Ky = 51,.

4.3.2 Public Communication Cost of Protocol 6

The Protocol 6 is the only known protocol that achieves the WSK capacity of Tree-PIN;
however, when Z is known, it can be compared with other protocols that achieve the PK
capacity. This protocol is interactive with two rounds of public communication but does not
require omniscience. We show that the public communicate cost of Protocol 6, that is the
asymptotic rate of its public communication, is no larger than other protocols that require

omniscience for achieving the PK capacity.

Remark 4.3. Let Rgx(X ) denote the minimum public communication rate required for
achieving C%4%(Px,,). That is Rsx(Xa) = min{rpc(Il)| II achieves C4%(Px,,)}. It was
proved in [115] that for PIN model with V;; = V};, we have Rgx(Xum) = (m —2)C4L(Px,,)-
Similarly, define Rysrx(Xm|Z) = min{rpc(I1)] I achieves C{lsrc(Px,z)}- We show that

for any wiretapped Tree-PIN, when V;; # Vj;, we have

Rwsi(XmlZ) < (D H(VylVii)) + (m — 2)Cfsx (Px,uz) < Roo(Xuml2),

i?j

where Roo(Xam|Z) is defined in Theorem 4.1. It is not known whether the left bound is

tight. When Z is known, both Protocol 6 and protocol of [21] achieve the PK capacity of

120



Tree-PIN. Protocol 6 does not require achieving omniscience while protocol of [21] does. The
above inequality shows that Protocol 6 uses less public communication than the protocol of

[21] (Also see [21, Example 7]).

Proof of Remark 4.3:  First we prove the first bound by noting the fact that
Rwsik(Xm|Z) < rpe(IIrp) as Protocol 6 (IItp) achieves the WSK capacity. We now
calculate rpo(ILtp). Protocol 6 has two rounds of public communication. In the first round
terminals agree on their pairwise keys. For each e;; either Vi; — Vj; — Z;; or Vj; — Vij — Z;;
holds. With an abuse of notation, assume that V;; — Vj; — Z;; for all e;;. Then public
communication rate of the first round for each e;; is given by H(V;;|V};) [20]. Since in the
first round, pairwise keys are generated in parallel and independently, the total amount of
public communication rate of this round is given by >}, . H(V;;|Vj;). In the second round, any
terminal j € M finds its unique* neighbour j* that is closest to the node 1 and broadcasts
II'(j)] — 1 encoded messages {Fj;| Vi € I'(j)\{7*}}, where each message has the same length

¢ as the final key K. Thus, the public communication rate of the protocol 6 is

rpc(Tlrp)= > H( ViglVii) + lim = Zex (IT(G)| = 1)

4,J
= > H(Vy|Vii) + lim (¢/n) x (Zw )| — )
(2]
= D H(V;|V;) + lim (¢/n) (2[€] —m)
4]
- n—o0
4,7

where we used the facts that for a graph G' = (M, &), we have > ., [I'(4)] = 2|€], and for
an undirected tree with m vertexes we have |£| = m — 1. By ¢ ~ nmin;; I[(V;;; Vii|Zi;) —
o(n), and the fact that Protocol 6 achieves the WSK capacity of a Tree-PIN, namely

min; ; [(V;j; Vji|Zi;), proves the first (left) inequality for any given Tree-PIN G = (M, €).

4Exists because of tree structure of the variables.
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Next, we prove the second (right) inequality by showing that rpc(Iltp) < Reo(Xm|Z).

rec(Trp)= Y H(V;|Vii) + (m — 2)C'sxe(Px,.2)

i

< Z H(Vi|Vii) + (m = D)ok (Pxpz) — Cilsxc (Pxpz)
2y

< Z H(Vi;|Vyi) + Z H(Vij|Zis) — H(Vij|Vii) — Ol (Px )
2, 2y

= 2 H(Vij|Zij) = Cfsc(Pxpz)
2¥)

< H(Xm|Z) — Cfsi(Px i 2)

= Roo(Xm|Z)

where the last equality is due to (4.22). [

4.4 Finite-length Bounds for Wiretapped Tree-PIN

Finite-length analysis of information theoretic tasks such as SKA is important in practice,
as in real-life deployment of SKA protocols the number of samples, n, accessible to each
terminal is finite. In this case, better estimations and bounds on the maximum achievable
key length (i.e., Sc,(X4|Z"™)) are desired (see Definition 4.2). In this section, we give a
finite-length upper bound, and three finite-length lower bounds for the maximum achievable

key length in a wiretapped Tree-PIN.

4.4.1 The Finite-length Upper Bound

Theorem 4.6. For any given wiretapped Tree-PIN (X, Z), described by Pyx,,, and for
everyn € IN, every e, > 0, with e+o0 < 1, and any subset A = M, we have that S ,(X'4|Z™)

15 upper bounded by

3
min {nRij —/nA;Q (e + 0)} + =logn + O(1), (4.6)
ijeM 2
s.t. ej;€EEQ
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where R;; = I1(Vij; Vil Zi;).

For the proof of Theorem 4.6 we use the Hypothesis testing upper bound of Tyagi and
Watanabe [116] which is a general single-shot bound for any wiretapped multiterminal source
model. Hayashi et al. used the upper bound of [116] to prove a finite-length upper bound
for the case of two-party SKA. To our knowledge, Theorem 4.6 is the first multiterminal
finite-length upper bound based on the Hypothesis testing upper bound.

To prove Theorem 4.6, we first recall the notion hypothesis testing and a couple of
lemmas.

The binary hypothesis testing problem is defined as follows. For a random variable X,
there are two possible distributions Py and (Qx. Using a test algorithm T we shall decide
between Px or (Qx. Let the null hypothesis be Hy = Px. If we reject the null hypothesis Py
when the actual distribution is Px then type I error is occurred, and if we accept the null
hypothesis when the actual distribution is ) x then type II error is occurred. Let 5, (Px, Qx)
denote the infimum of type II error probability given that type I error probability is less than
1. That is,

By(Px,Qx) = inf FEy(T),

T:E1(T)<n
where E1(T) = >, Px(z)Pr{Rej Ho|z}, and E5(T) = >, 4 @x(x)Pr{Acc Hy|z}, are
respectively the type I and type II errors of a given hypothesis testing algorithm T.

Lemma 4.7 (Hypothesis testing upper bound [116]). Given an arbitrary multiterminal
source model (X, Z), and any given partition P = {P1,..., P} of M, for every e,c > 0,

with e + 0 <1, and every 0 <n <1 —¢€— o, we have

1 1
Se,a(XM’Z) < ’,P|—_1 [_ logﬁﬁ-a-&-n (PXMZan(MZ) + ’P| lOg 5:| s

where Q§MZ s any probability distribution for which Q§M|Z = H§'=1QX7>].\Z holds.

Lemma 4.8 (Also see Lemma 4.1.2 of [24]). Consider a hypothesis testing problem

where Px and QQx are respectively the null and alternative hypotheses. For any A > 0, we
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have

“log B.(Px,Qx) < A — log (PX <{x . log gii?) < A}) . 5) .

Proof: Let
I SRR {C))
C—{x. logQX<x>>)\}.

Suppose that the hypothesis testing algorithm T is such that accepts the null hypothesis Px

if the observed value x belongs to C. Also, let € denote the type I error of test T. That is,

e:El(T)zPX<{x: logé;);(é }) N Px(z)l(z ¢C).

zeX

Due to the Neyman-Pearson lemma, T gives the least type II error of all tests with type I

error of at most €. To simplify the proof, let

S = {x: logg);((i)) <)\}.

Using the Neyman-Pearson lemma we have,

(e o) Sccsner Secseo

zeX reX

Y P (@¢0)+ Y 2Qx(a)1 (1€ S A C)

reX relX
<) Px(@)l(z¢C)+ ). 2 Qx(2)L(zeC)
zeX reX

b
(:) €+ 2)\5€(PX7QX)7

where in (a) we use that Py(z) < 2’Qx(z) Vo € S, and in (b) we use Neyman-Pearson

lemma. The proof is complete by taking logarithm from both sides of the inequality. [ |

Theorem (Berry-Esseen, see Theorem 2.4). Let W™ be an n—IID variable, and —o0 <
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o < o0, then

3p
< R
A32\/n’

Pr {Zn] W; <np— am} - Q)

where . = E{W} A = Var {W},p = E{|W — ul]?}, and Q(-) is the tail probability of the
M P K Y

standard Gaussian distribution.

We now prove the upper bound of Theorem 4.6.
Proof: Denote the set of all terminals in G4 by B = M4 € M. For SKA in the

Tree-PIN G4, lemma 4.7 implies that for an arbitrary partition P of B, we have

1 1
SG,O'(XZZ\‘Z) = S€7U(XE|Z) < |7)|—_1 [— 10g56+g+n (PXan, Q?gzn) + |P| lOg 5] . (47)

Fix an edge e;j € £4 of G4 that connects nodes (terminals) ¢ and j'. Cutting this edge in-

duces a partition Py;; = {Py, Pa}, such that i’ € Py and 5’ € P,. By applying (4.7) and lemma
: _ _ P _

48, with P = Puy, Pyzr = 1o, Prgvpzy Qgan = Pz, Pog, 2y, ey ey, Prgvinzs

and n = \/Lﬁ, we get

" Pxpzn 1
Seo(X4|Z) < A—log | Prilog——<Ap —€e—0—— |+ logn. (4.8)
Xiizn vn
Let
2 szl -/
Op = — + —2—,
NCRNENT
where
Py, v.,12(Vij, Vil Z) }
A;; = Var < log o ,
’ { Py 1z(Vig| Z) Py 2(Vi| Z)
and

o PVijVji\Z(Viij}i|Z)
PVij\Z(Vij|Z)PV3i|Z(V}i’Z)

lo — I(Vay: Vil 2)

pij:E{

A= TLI(‘/i/j/; V}/l/|Z) — «/ﬂAi/j/Q_l(E + 0+ 49n),

)

By choosing
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and by the Berry-Esseen theorem we get

PX”Z” PV/ GViaZ
Pr< log Plf/ <Ap=Pr logP o ’]; <A
XnZn V/ /|Z// ‘/‘;,Z/ZZ/],

Pyy v 20
= Pr<log <A
Pyn \zn Pyn 70
1] J v

2
Zze+o+ —.

NG

Py, vz (Vig Vil Z) . . o
Note that ]E{log 2 \Z(J‘ZI;)P; |;(VJL|Z)} = I(V;;;ViilZ). Applying the above inequality in

(4.8) gives

1
Seo(X5|Z) < nI(Virje; Viir|Z) — A/nliy Qe + 0 + 0,) — log <\/_ﬁ) + log n.

By using Taylor approximation of ((-) to remove 0,, we get

3
S€7U(XZ|Z) <nI(VZ—/j/;Vj// «/nA”Q €+0 Elogn—k(’)(l),

that holds for any edge e;;» of G 4. The proof is complete by minimizing over all e;;’s.  ®

4.4.2 Finite-length Lower Bounds

The achievability (lower) bounds are based on variations of the SKA protocol that achieves
the WSK capacity of wiretapped Tree-PIN given in Theorem 4.3. This protocol has two
main steps. In the first step, each pair of connected terminals ¢ and j (i.e., e;; € £) preform
a two-party SKA protocol to obtain a pairwise secret key. For this task, terminals can use,
for example, the two-party SKA protocols 4 or 5 — see also [19, 20, 31-33]. In the second
step, terminals use their pairwise keys and public communication to agree on the final shared
secret key. See the details of this SKA protocol in Appendix 4.8.2.

For the case of two-party SKA, Hayashi et al. [31] proved that for a given source model
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(Vij, Vi, Zij), it Vij — Vi, — Z;;, and for every n € IN and €,0 > 0, with e + 0 < 1, we have

(VZ?,V;TH ) =nR;; — q/nA”Q (€ + o) £ O(logn),

where S, ,(-) denotes the maximum achievable key length,

Puyvyizg Viss Vil Zi
A;; = Var {log visviilzy (Vig» Vil Zi) }

Py (Vi Zig) Pyjoy 2, (Vi Zig)
R;; = I(Vi;; ViilZi;) is the two-party WSK capacity of (Vj;,Vj:, Z;;), and Q(-) is the tail
probability of the standard Gaussian distribution. This second-order approximation of the
key length is achievable by the interactive protocol of [31]. Sharifian et al. [32] gave also
two finite-length approximations corresponding to a one-way two-party SKA protocol. See
Chapter 3, Section 3.4, Protocol 4. One-way SKA protocols are more efficient in terms of the
public communication than the interactive construction of [31], while in finite-length regime,
the SKA protocol of [31] is closer to the two-party capacity (R;;) than the SKA protocol
of [32]. However, by a numerical example in Section 4.2 we illustrate that the lower bound
that is based on [32] can be very close to the lower bound which is based on [31].

By using the SKA protocols of [31] and [32] in the first step of our SKA protocol for

obtaining pairwise keys, we prove the following lower bounds for wiretapped Tree-PIN.

Proposition 4.9 (Lower bounds). For any given wiretapped Tree-PIN, described by Pyx,,,

and for every n € IN, every ¢,0 > 0, with ¢ + 0 < 1, and any subset A = M, we have

11
Seo(XB1Z") = Fi(X31Z7) — 5 logn + O(1) (4.9)
Seo(XA|Z") = Fo(XH|Z") —logn + O(1) (4.10)
Seo(XA|Z") = F3(X4|Z") —logn + O(1) (4.11)
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where

. 1,2 +0
Fl(XZdZn) = min {HRU — \/TLAZ‘]‘Q 1( 2|€A| )} s

1,JEM
s.t. 6ij€€A
€ o
F(X%|Z™) =  min nR; — QY (—==)x/nAL — Q! nA” b
(X512°) ?%{ =@ A Q7 (g A
s.t. e;;€€4

& 21E
F3(XG|12") = ‘mij\I}( {nRi;} — \/%log(\)ﬂ + 3)(\/10g M + \/log M))
s.tl.’]ZjGSA € o
with Rij = 1(Vigs ViilZij), A5 = Var {—log Py, v;, Ay = Var {—log Py, 7, }, and [E4] is

the number of edges in the sub-tree G 4.

For Theorem 4.9 we note that according to the proof of Theorem 4.3, obtaining pairwise

(€,0)—SKs leads to a finial (|€4]€, 2|E4]|0)—SK. Thus, for all of the above achievability (lower)

€ g
[Eal’ 2|E A

bounds, parties first establish pairwise ( ) secret keys, and then use Protocol 6 to
agree on the final key. None of the bounds require omniscience. Lower bound of (4.9) is
based on Protocol 6 which uses the two-party protocol of [31] for generating pairwise keys,
and lower bounds in (4.10) and (4.11) are based on Protocol 6 when the one-way two-party
protocol of [32] (Protocol 4) is used for pairwise key generation. Lower bounds in (4.9) and
(4.10) assume that samples are IID and lower bound of (4.11) only assumes that samples are
independent (and not necessarily IID.) The full proof of Theorem 4.9 is given in Appendix
4.8.3.

Note that the second-order terms (in O(4/n)) of the upper and lower bounds do not

match. Finding tighter bounds with matching second-order terms is an interesting open

problem.

Example 4.2. The following numerical example compares the finite-length bounds given in
(4.6) and (4.9)-(4.11). Consider a source model with m = 3 terminals, M = {1,2,3}, and
A = M. Let Xy = (Vi2, Vi3) such that V;’s are binary uniform variables. Also for p, ¢ € (0,1)
and for j € {2,3}, let X; = V;; = BSC,(V4;) and Z;; = BSC,(V}1). Here, BSC,(-) denotes
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Figure 4.3: Comparing finite-length bounds of the example in Section 4.2. Here, m = 3,
e = 0 = 0.05, and the WSK capacity is 0.502. Lower bound of (4.9) is the tightest lower
bound and is by Protocol 6 if the two-party interactive SKA of [31] is used for pairwise
key generation. Lower bounds in (4.10) and (4.11) are based on Protocol 6 if the two-party
one-way SKA protocol of [32] (Protocol 4) is used for pairwise key generation.

a binary symmetric channel with crossover probability of p. For this example, the WSK
capacity is Cyyskx = ha(p = q) — ha(p), where pxq = p(1 — q) + (1 — p)q, and hy is the binary
entropy given by ho(p) = —plogp — (1 — p)log(1 — p). Consider, p = 0.0093, ¢ = 0.13,
and € = 0 = 0.05. Then, Cyysx = 0.502, and the finite-length approximations of (4.6) and
(4.9)-(4.11) calculated for this example are depicted in Figure 4.3 for n € [2000, 20000]. The
bounds are converted to rate (both sides are divided by n) to show the gap to the WSK
capacity. Note that (4.9) is the tightest lower bound. Though, we also observe that (4.10)

is very close to (4.9).
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4.4.3 A Lower Bound for a Special Case

In this section, we consider the wiretapped Tree-PIN with V;; = V}; that is studied in [34]. For

this case, it was proved that the WSK capacity is Cipgx(Pxuz) = min em  H(Vij|Zi)

s.t. eijegA

[34]. We use the lower bound in [86, Theorem 1], and give the following finite-length lower
bound for S, ,(X%|2").

Proposition 4.10. For wiretapped Tree-PIN (X, Z) described by Pyx,,, with Vi; = Vj;

and for every n € N, every e,0 > 0, with e + 0 < 1, and any subset A < M, we have
1
Seo(XGZ") = Fy(X73|12™) — 3 logn + O(1), (4.12)

where

n mn . —1 ag
ROGIZ) = e {nry — frate e},
S.t. €;5€CA

R;; = H(Vi;1Zs), A;’J = Var{—log PVZ-J-\ZJ-Z-}7 and |E 4| is the number of edges of G 4.

Note that (4.12) does not depend on € as the reconciliation phase is not required for
obtaining pairwise keys, and for € = 0, the lower bounds in (4.9) and (4.12) are equal up to

their second-order term. The proof is in Appendix 4.8.3.

4.5 Extended Models

In this section, we extend our capacity result of wiretapped Tree-PIN. While doing so, we
compare our results with some important related previous works. We give an upper and a
lower bound for the WSK capacity of wiretapped PIN, which is a generalization of the bounds
given in [60] for (non-wiretapped) PIN. More importantly, these bounds lead to capacity
results for the case wiretapped PIN when A = M or |A| = 2. We then, review the notion
of wiretapped Markov Trees which was introduced in [21]. The WSK capacity of wiretapped

Markov Trees is an open problem. We show that a wiretapped PIN is a wiretapped Markov
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Tree but the converse is not true. Thus, Theorem 4.3 resolves the capacity problem for
a large class of wiretapped Markov Trees — i.e., wiretapped PIN. Moreover, we show that
Theorem 4.3 can be extended furthermore and gives WSK capacity for an even larger class
of wiretapped Markov Trees. Finally, we consider the case when in a wiretapped PIN there
is a non-cooperative compromised terminal. For this case we show that WSK capacity is
equal to the PK capacity of the same wiretapped PIN in which the compromised terminal

is cooperative. In fact, this result generalizes Proposition 4.1 of [60].

4.5.1 WSK Capacity of Wiretapped PIN

For the case of wiretapped PIN (as defined in 4.4), we give a lower bound and an upper on
the WSK capacity. These bounds are tight for the special cases of A = M and |A| = 2.
Finding the WSK capacity of a wiretapped PIN as defined in Definition 4.4 for any given A

remains an open problem.

Proposition 4.11. For any given wiretapped PIN (X, Z), described by G = (M, E) and
Pyx ., and for any A< M, let R;; = I1(V;;; Vii|Zi;), then we have

. 1
Civsr(Pxuz) < min <|P——1> > Ry,

1<j s.t.
(4,§) crosses P

where the minimization is over all partitions of M such that for every part of the partition
there exists a node in that part that is also in A. In a partition P a pair of nodes (i,7)

crosses P, if i and 7 are in different parts of P.

Proof: The proof goes along the same lines as the proof in [21, Example 4]. According

to Lemma 4.2 we know Cipgr(Px,,z) < Cﬁ%mﬂ}(PXMZ), and for any B < M we have
DRz > HViVilZg)+ Y, H(VylVii, Ziy). (4.13)
jeB i<j 1<j
s.t. 61’]’658 s.t. ieB,j¢B
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Consider a partition P = {By, ..., Bjp} of M. Then, corresponding to each part of P we

have

DIRi = HXMZ)— Y, H(Vy,VilZy) + > H(Vij|Vji, Zij)-
JEB;, i<j i<j
s.t. € ¢EB,, s.t. (4,j) crosses {By,B}

By adding all |P| inequalities, and remembering the fact that H(V;;, V}:|Z:;) = H(Vi|Vji, Zij)+

[P|
(|P| - 1) Z R ‘P’H XM|Z Z Z ( ij> ]l|ZlJ) Z H(Vij|vj%Zij)-
JEM 1<j ¥
s.b. e;¢EB, s.t. (¢,5) crosses P
= (IPl-DHXMZ) - D>, I(Vii Vil Zy),
i<j s.t.
(,5) crosses P
which implies,
1
Reo(XalZ) = H(Xm|Z) - PI-1 > (Vi Vi Zy),
1<j s.t.
(4,9) cZ"osses P
and thus due to Theorem 4.1
1
Al{m+1} .
Crx (Pxuz) < PI—1 K;L I(Vig; Vil Zi).
(4,7) crosses P
Which is also an upper on the WSK capacity Cif g5 (Px,.2)- [ |

We show that the Steiner tree packing methods of [60] for key agreement, leads to the
following lower bound on the WSK capacity of PIN. A Steiner tree of G for terminals of A
is a subtree of GG that spans (connects) all terminals in A. A family of edge-disjoint Steiner
trees is called a Steiner tree packing [117]. We show that for each family with ¢ Steiner trees,
a secret key of length ¢ can be generated. Let u(G,.A) denote the maximum cardinality of

such family. Therefore, for a general wiretapped PIN we have the following.
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Proposition 4.12. The WSK capacity of a wiretapped PIN (X, Z) defined by G = (M, E)

and Pzx,, for any A < M is lower-bounded by

1
CIJ/?/SK(PXMZ> = sup _M<Gn7 A)?
nE/\/n

where N is the set of n’s such that nl(Vij; V| Zi;) for any (i,7) is integer-valued and for
each n, we define a multigraph G* = (M, E™) such that for any e;; € € of G there exists

nl(Vij; ViilZi;) edges between nodes i and j in E".

Proof: For a given n € N, each pair of connected nodes (i, j) establish a pairwise key
Si; of length approximately equal to nl(V;;; V}i|Z;;). There exists a Steiner tree packing with
cardinality pu(G", A); thus, for any Steiner tree of this Steiner packing, the terminals in A
can establish one bit of shared secret key due to Theorem 4.3. Thus, the asymptotic SK rate
is sup,en =1(G", A). Let pairwise keys S;; be all (e, 0,)-SK’s such that €,,0, € O(27).
We prove that the final key K is an €, 0/,-SK such that lim,,_, €/, = lim,_, 0, = 0. The
reliability of the final key follows similar to the proof of Theorem 4.3, and €], = |€|e,. The
security of the final key is as follows. By Corollary 2.1.1 each bit of pairwise keys is also o,
secure. By Lemma 4.5 each bit of the final key is 2(m — 1), secure, and by Corollary 2.1.3

the final key is o/, = 2(m — 1)(log |K|)o,, secure’. Since we chose €,,0, € O(27"), we have

3 / s /
lim,_, €, = lim,_, 0;, = 0. [ |

Corollary 4.12.1. For the special case of A = M or |A| = 2, the problem of calculating
w(G™, A) s efficiently solvable [117]; rendering the above lower bound of Preposition 4.12

achieving the upper bound of Preposition 4.11 if A= M or |A| = 2.

Proof: It has been proven [117, See Menger’s theorem in Section 3.3] that When
|A| = 2 then the problem of maximal Steiner Tree Packing in multigraph G" = (M, &™)

will reduce to the problem of finding maximum number of edge-disjoint paths connecting

5We note that one can use our techniques presented in the security part of the proof of Lemma 4.5 to show
a tighter secrecy bound, that is o], = 3|&|oy,, without requiring o, to decay exponentially in n. However,
the presented proof here is more straightforward and suffices for the capacity results in Corollary 4.12.1.
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the two terminals in A. Thus, for any multigraph G = (M, ") and any arbitrary subset

A < M with |A| = 2 we have

u(G",A) = élélj\l’/ll |{ei; € E"|(4, j) crosses P = {B, B}}|.
s.t. AEB

Therefore, we will have the following lower bound.

(a) 1

Civsix (Pxpz) = sup —u(G", A)
neN T
(b) .
= jin | Z I(Vij; Vjil Zij)
s.t. ALB 1<j s.t.

(4,j) crosses P={B,B°}
el (Peyz),
where (a) is due to Corollary 4.12, (b) is due to Menger’s Theorem, and (c) is due to
Lemma 4.11. This proves the tightness of the bound in Corollary 4.12 for |A| = 2.
For the special case of A = M, in the problem of maximal Steiner Tree Packing in

multigraph G" = (M, E™) the exact value of u(G™, M) is known due to the Tutte/Nash-
Williams Theorem [117, Section 3.5], which is

WG M) = min[H% e& ||(7@D,|jzclrosses 73}|J

Therefore, we have

@ 1
Cilsx (Pxypz) = sup —pu(G", M)
neN T

® . 1
= min 1(Vi;; Vil Zij) |
P <|P‘ . 1) Z»<]Z;_t_ ( J J ‘ J)
(4,7) crosses P

© oMlim+1}

MZ>7
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Z93 Z14

V34 Vi3 @

Figure 4.4: The wiretapped PIN of Example 4.3. Here we have 4 terminals, M = A =
{1,2,3,4} and the connectivity graph is given by G = (M, E), where £ = {ejs, €23, €34, €41}
Terminals variables are X1 = (Vig, ‘/14>, XQ = (‘/21, ‘/23), X3 = (‘/32, ‘/5)4), and X4 = (‘/41, ‘/43)
Eve’s side information is Z = (Zy9, Zag, Z34, Z41), where the following Markov relations hold:

Vie — Va1 — Zia, Vg — Vaz — Za3, Vay — Vig — Zsy, and Vi — Vig — Z14.

where (a) is due to Corollary 4.12, (b) is due to Tutte/Nash-Williams Theorem, and (c) is
due to Lemma 4.11. This proves the tightness of the bound in Corollary 4.12 for A = M.

Example 4.3. To illustrate the result of Corollary 4.12.1, we give the following simple
example. Let m = 4, and A = M = {1,2,3,4} and assume that G = (M, &) is a square
as depicted in Figure 4.4. We also assume that for any e;; € £, V;; — V}; — Z;;, such that
R;; = I(Vij; Vil Zij) = 1/2. According to Corollary 4.12.1 and Preposition 4.11, for this
example we have

1 2
sk (Pxz) = 3 >, Riy= 3

(i,j) crosses P
where the minimizing partition is P = {{1}, {2}, {3},{4}}. To see how the Steiner tree
packing method attains this WSK capacity, we first note that if according to each edge
ei; € &€, terminals have obtained pairwise SKs of length 3 bits, then a group secret key of

length 4 bits can be generated. The reason is that, G* = (M, E3) of the square can be
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decomposed by 4 edge-disjoint trees, and corresponding to each tree one bit of group SK can
be generated. This Steiner tree packing is demonstrated in Figure 4.5.

Recall that for any large enough n, each pair of connected terminals can obtain pairwise
keys of length ¢;;(n) ~ n x R;; = n/2 for all e;; € £. Thus, for any n we find a and b such
that ¢;;(n) = 3 x b+ a, and thus the final group key will have length of {(n) = 4 x b+ a. As

n — oo, we will have £(n)/n — 2/3, that is the WSK capacity given by Preposition 4.11.

4.5.2 Comparison with Wiretapped Markov Trees and Generaliz-

ing Wiretapped Tree-PIN

As examples of the general source model, Csiszar and Narayan introduced the notion of
Markov chain on a tree and its wiretapped analogue. We first define the notion of Markov

chain on a tree (or Markov Tree in short) as defined in [21].

Definition 4.5 (Markov Tree). Let M = [m] be a set of m terminals, and let G = (M, €)
be an undirected tree. Note that for any e;; € £ we can partition M into two sets B; and B;
such that M = B, U B;, i € B;, and j € B;. A source model Pyx,, forms a Markov chain on G
if for any e;; € £ we have Pr{X;| Xz} = Pr{X;|X;}. A special case of such source models

is the case when we have X; — X5 — X5 —--- — X,,.

For any Markov Tree described by Py,,, it is proved that

Céx(Px,,) = min - I(X5 X;), (4.14)
S.tzjjeeij EE_A
oeo o 0 o o o o o o
oeo 0 0 0 o o o o o

Figure 4.5: Steiner packing of G? into 4 edge-disjoint trees.
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where G4 = (M, E4) is the smallest subtree connecting all nodes of A. See Example 7,
Equation (36) of [21]. The same equation also holds for any given non-wiretapped Tree-PIN
— that is implied by Theorem 4.3 when Z = constant. In fact we observe that any Tree-PIN
is also a Markov Tree but the converse is not true.

Next, we define the notion of wiretapped Markov chain on a Tree (or wiretapped Markov

Tree for short), which was defined first in [21].

Definition 4.6 (Wiretapped Markov Tree). Consider a model Pzx,, where M = [m]
is the set of m terminals and Z is Eve’s side information. If Z is of the form Z =
{Z1,Z5, ..., Zy} then we can define an auxiliary model as follows. Let M’ = {m+1,...,2m}
be the set of m dummy terminals. Let terminals in M have access to RVs X for all j € M,
and let dummy terminals in M’ have access to RVs Z;_,, for all j € M’. Thus the prob-
ability distribution of the auxiliary model defined over M = M u M’ = {1,2,...,2m}, is
Py zu = Px,z. Any wiretapped SKA model with distribution Py, is called a wiretapped
Markov chain on a Tree if, Eve’s side information Z is of the form Z = {Z},Z,,...,Z,,}
such that Pr{Zy|Xm} = HjemPr{Z;|X;}, and if its corresponding auxiliary model defined
over M = {1,2,...,2m} forms a Markov chain on a tree (according to definition 4.5). See

an example of such model in the figure 4.6 below.

CONN S S

%@ ©

Figure 4.6: A simple wiretapped Markov Chain on a Tree with three terminals. Here,
the terminals variables X, X5, X3 and Eve’s side information components Z;, Z5, Z3 form a
Markov Tree. The WSK capacity of this model is still unknown.

Unfortunately, for the wiretapped Markov Tree model defined in definition 4.6, where
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all terminals are wiretapped, the WSK capacity is not known®, even for the special case
when m = 2 (see Figure 4.7 below). The WSK capacity is proved [22] for wiretapped
Markov Trees where only one terminal (say terminal 1) is wiretapped, that is Z = Z; and

Z; = constant Vj # 1.

DU —

Figure 4.7: A simple wiretapped Markov Chain on a Tree with two terminals. Here, the
terminals variables and Eve’s side information satisfy the Markov relation of Z; —X;—X,—Z5.
The WSK capacity of this model is still unknown.

We observe that every wiretapped Tree-PIN is a wiretapped Markov Tree but the converse
is not true. Even though the WSK capacity is not known for all wiretapped Markov Trees,
Theorem 4.3, proves the WSK capacity for a large subset of wiretapped Markov Trees. For
the special case of m = 2 our wiretapped Tree-PIN model and our main result reduces to
the well-known case of X; — Xy — Z [19, 20], where X; = Vio, Xy = V5, and Z = Zy5.

We can extend our model of wiretapped Tree-PIN and obtain a generalized version of
Theorem 4.3. In this case for each pair of connected terminals ¢ and j we assume two sets

of correlated variables (V;4, V%, Z%) and (V3 V5, Zb).

ij> Y ji ij> ¥ jio

Definition 4.7 (General Wiretapped Tree-PIN). A set of m terminals form a “General
Wiretapped Tree-PIN” if there exists a tree G = (M, E) with M = [m] such that the RV
of any terminal j € M can be represented by X; = (VJ}| i € '(j),0 € {a,b}), where Eve’s
side information is of the form Z = (Z7,i € M,j € M,0 € {a,b}) and all pairs of RVs in
{(VE,VE, Z8)| 0 € {a,b},i < j and e;; € £} are mutually independent, such that V5 -V —Zf

for all 4, j € M and any 6 € {a, b}.

Note that any general wiretapped Tree-PIN is a wiretapped Markov Tree, but the converse

1s not true.

6In [21] the authors mistakenly claim to prove the WSK capacity of all wiretapped Markov Trees. See
the remark after Theorem 5.1 in [22].
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a a a
V12 VQI 12

® O ®

b b b
Z 12 V12 V21
Figure 4.8: A general wiretapped Tree-PIN with two terminals. Here both terminals labeled
“E” represent the adversary Eve. Since the Markov relations V34—V —Z% and V5 -V — 25,
hold, we have Z&, — Vi — Vo — Z%, which resembles the Markov relation in the Markov Tree
example of Figure 4.7.

Example 4.4. For the two-party SKA, the general wiretapped Tree-PIN model of definition
4.7 reduces to a case where both terminals are wiretapped. See figure below.

For this case we prove that

Cwsi (Pxy xa2) = 1(Viy Vi | Z55) + I(Vin; Var| Z1). (4.15)

Proof of Equation 4.15: The achievablity follows directly from Lemma 4.5 applied
two times, once for # = a and once for # = b. The converse follows from lemma 4.2 and

Theorem 4.1. That is

Cwsk (Px, x2,2) < Cpx(Px, x,,2)
= H(Viy, Vi | Ziy) + H(Vi, Vi | Z15) — Roo(X, Xa2|2)
= H(Vi3, Va1l Z1s) — H(V3|Vay, Z15) — H(VAi Vi, Z15)
+H(Viy, Vit | Z1,) — H(Viy|Viy, Z1y) — H(Vay| Vi, Z1)

= (V% V311 Z1,) +I(Vf’2;V2b1|Zf2). u

Note that the two-party SKA model of Figure 4.7 is more general than the model in
Figure 4.8. The WSK capacity of the model of Figure 4.7 is still unresolved, while for the
case of general wiretapped Tree-PIN models, including the model of Figure 4.7 can be proved.

Moreover, it is easy to see that the following holds — the proof follows the same argument of
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the proof of Theorem 4.3 with considering the independence of (a) and (b) variables.

Proposition 4.13 (WSK capacity of general wiretapped Tree-PIN). The WSK ca-
pacity of a given general wiretapped Tree-PIN (X, Z), defined as in Definition 4.7, for any
subset A < M s

Ciyox (Pxpz) = min IV Vi Zi) + 1V Vil Z). (4.16)
s.t. eijES_A

where G4 = (M, E4) is the smallest subtree connecting all nodes of A.

Note that Preposition 4.13 generalizes Theorem 4.3 as it implies the case of Theorem 4.3
when 6 € {a}.

4.5.3 The Case of a Non-cooperative Compromised Terminal

Consider a wiretapped PIN defined by G = (M, £). Recall that terminals RVs are defined
by X; = (V| @ € I'(j)). Furtherer assume that one terminal (denoted by D = {d}) is
compromised and is not cooperating with the SKA. Thus, Eve’s side information is given by
Z = (Zjy| ejr, € €) and Xp. The following theorem gives the secrecy capacity of this model,

which we denote by Cy (G) for simplicity.

Proposition 4.14. For a given wiretapped PIN defined by G = (M, E) with a non-cooperative
compromised terminal denoted by D = {d}, define the following associated model. Let

= (M, E), where M = M\D and & = E\{eqj| j € T(d)}. Buve’s side information of
the associated model is also defined by Z = (Z| ejp € E). Then Cw(G) = Cw(G) where

C’W(é) 1s the WSK capacity of the associated wiretapped PIN model.

Proof: The proof follows along the same line as for the proof of Proposition 4.1 of

[60]. We show that
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where Cp(G) denoted the secrecy capacity of model G when compromised terminal is coop-
erative. To prove (a) we argue that a secrete key for model G also constitutes a valid secret
key for model G. Let Z = (Z, Zg, Xq) where Zy = (Zy| j € T'(d)). Let K be secrete key
established for model G by public communication F By the independence of (Zy, X4) from

(K,F, Z) and due to corollary 2.1.2, we have

SD((K,F,Z),(U,F,Z)) = SD((K,F, 2),(U,F, 2)),

which completes the proof of (a). Relation (b) is due to Lemma 4.2 and to prove (c) we
show that a secret key based on the protocol that achieves Cp(G) can be used to generate
key for model G. In model G one terminal, e.g., terminal 1, can use local randomization and
simulate X (since the source distribution is assumed to be known) and reveal it via public
communication. Then all terminals can independently simulate their correlated RVs with
respect to the compromised terminal d. Therefore, a model is simulated (or emulated) by
terminals such that terminal d is compromised and its RV is revealed. Thus, the protocol
that achieves Cp(G) can be executed for SKA. Hence, C'p(G) constitutes a lower bound for
Cw(G). m

The above results can be regarded as a generalization for Proposition 4.1 of [60] in which

(Zjk| eji € £) = constant.

4.6 Need for Interaction in Source Model SKA

Let Npc denote the number of public communication rounds of an SKA protocol. For
noninteractive SKA protocols we have Npc = 1, and for interactive ones Npo > 1. For two-
party SKA in source model, considering the key capacity achieving protocols that use at least
use one public message, the following three types of interactions have been studied [20, 31, 93].
(We note that, as shown in [118, 119], for two-party non-wiretapped source model, achieving

the maximum rate of common randomness extraction requires public communication, and
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two-party SK capacity Csx = I(X7; X3) in general is not achievable without using at least
a single public message.)

First, is “one-way” in which only one party (terminal 1, or Alice) sends a public message
to the other party (terminal 2, or Bob). Second, is when each party sends a single public
message that is independent of other parties’ message. Both these are noninteractive. The
third type is “interactive” SKA where Npc > 1 and in each round, each terminal (party)
sends a single message that is a function of the terminal’s private samples and previous pub-
lic messages, and is independent of the other message in the same round. The next round
begins when all sent public messages are received by all terminals. See Figure 4.9. The
general key capacity of an adversarial model SK, PK, or WSK upper bounds the noninter-
active key capacity of the model, and in general we have Cyx < C¥L < Cxk, where Cy
denotes the one-way key capacity, C¥% denotes noninteractive key capacity, C'xx denotes
the key capacity when interaction is allowed, and X K € {SK, PK,WSK}. In the following,
we review previous results obtained regarding the required interaction to achieve the key

capacity.

Two-party SKA. Ahlswede and Csiszar showed that both two-party SK and PK capaci-
ties can be achieved with one-way SKA [20, Preposition 1 and Theorem 3|. That is,

- NI __
CSK - CSK = Csk

(when m = 2) (4.17)

— NI __
PK _CPK —CPK

A single-letter characterization of two-party one-way WSK capacity was derived in [20],
where the corresponding one-way capacity achieving SKA protocol is showed to also achieve
the general WSK capacity if the Markov condition X; — X5 — Z holds [20, Theorem 1 and

its Corollary]. That is,

(when m =2 and X; — Xy — Z) Cypsix = Chisx = Cwsk- (4.18)
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One-way SKA Noninteractive SKA Interactive SKA

Alice Bob Alice Bob Alice Bob

@ ©® @ _©® O 0
— = |

1
2
End of Public Communication End of Public Communication
3

><]t = Nro

J End of Public Communication 1
Npczl Npc=1 Npc>1
F=F1 F:(Fll,F12) F:(F17F27”’7FNP0>

Figure 4.9: Three levels (modes) of interaction for two-party SKA. Note that one-way SKA
is an special case of the general noninteractive SKA.

An example is given in [93, Section V, Proof of Theorem 7| for which the one-way WSK
capacity is strictly less than the WSK capacity which can be achieved by a noninteractive
SKA where both Alice and Bob each send one public message to each other. See also
Example 4.4 which is similar to the example given in [93]. This result, proves that in general

there is a non-zero gap between the one-way and general WSK capacities, i.e.,

(when m = 2) Cwskx — Clgx > 0. (4.19)

See the source model of Fig.1 and the last part of the proof for Theorem 7 in [93] for the

proof. In other words, one-way SKA is not sufficient to achieve the two-party WSK capacity.

Multiterminal SKA. Extending the statements of (4.17), Csiszar and Narayan showed
that for multiterminal SKA, the SK and PK capacities can be achieved noninteractively [21,

Theorems 1 and 2|. The best known general lower bound for multiterminal WSK capacity is
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O—0 ®

Figure 4.10: The Tree-PIN model of Example 4.5. Here X; = Vig, Xy = (Va1, Va3), X3 = V3o,
and Eve’s wiretapped side information is Z = (Z12, Za3).

the interactive lower bound of [93]. For special cases of Tree-PIN model, WSK capacity can
be achieved noninteractively [34, 104]. In this chapter, we gave an interactive SKA protocol
(with Npc = 2) that achieves the WSK capacity of Tree-PIN sources with independent
leakages. However, it remains unknown if interaction is required for achieving the WSK
capacity in general.

To investigate if there is a non-zero gap between the general multiterminal WSK capacity
and the noninteractive WSK capacity, it is sufficient to know expressions for both capacities
at least for a special class of multiterminal source models. For Tree-PIN, we proved an
expression for WSK capacity, but the noninteractive WSK capacity of Tree-PIN is not known.
In the following, we use a specific example of a Tree-PIN source model (see Figure 4.10) to
show that there is a non-zero gap between the WSK capacity and the highest key rate of
known noninteractive SKA methods. We prove a lower bound on the noninteractive WSK
capacity of this example source model which is strictly less than the WSK capacity. However,

we leave the problem of tightening (or closing) this gap for future work.

Example 4.5. Consider the wiretapped Tree-PIN source model of Figure 4.10. In this
setting, M = {1,2,3}, X; = Vig, Xo = (Va1,Va3), X3 = V39, and Eve’s wiretapped side
information is Z = (Z19, Zs3), and the Markov relations Vs — Vo1 — Z15 and Vig — Vo3 — Zog

hold. Further, assume I(Va; Z12), I(Vaz; Zog) > 0. When A = M, the WSK capacity of this
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model is given by Theorem 4.3 as
Cwsk = min{l(Vig; Va1|Z12), 1 (Vas; Vaa| Z23)}.
We prove the following lower bound on the noninteractive WSK capacity of this model
Chere =il i= H(X5|Z) — max{H (X, X1), H(X»|X3)}, (4.20)
which is less that the general WSK capacity, i.e.,
Cwsk — 17" > 0. (4.21)

Proof of Inequalities (4.20) and (4.21): We first calculate the noninteractive lower
bound ! of (4.20), by considering Protocol 7 (II&,). The key rate of this protocol immedi-
ately follows from the source coding Theorem 2.6 and the generalized privacy amplification
Lemma 2.13.

The noninteractive Protocol 7 (ITg), is in the style of one-way SKA and the SKA protocol
of [93] in which some terminals participate in public discussion and some don’t (are silent.)
Protocol 7 works as follows. Terminal 2, sends a public message such that terminal 1 and
terminal 3 can recover XJ. Using the common randomness X7 all terminals extract their
copies of the final key by using universal hashing.

The asymptotic key rate of this protocol can be calculated using Lemma 2.13 as

a 1
i (TTgy) @ H(X3|Z) — min lim Elogsupp(Fg)

Fy n—o

D H(X,|Z) — max{H (X2|X1), H(Xs|X3)},

—
=

where (a) follows from the fact that the common randomness which is used for group key

extraction is RV X, and (b) is due to source coding Theorem 2.6.
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Protocol 7: First Noninteractive SKA for Tree-PIN of Example 5 (II%)

Public Knowledge: P;x,, and a family H of universal hash functions
hs : X3 — K where s € S.

Input: Observations (n—IID samples) X7, X7, X7

Output: Copies of the final key K, Ky, K3

// Information Reconciliation
1 Terminal 2 sends public message Fj
2 All terminals recover X7

// Privacy Amplification
3 All terminals agree on a random seed s € S using the public channel
4 All terminals extract their keys from X3 by K; = hy(X3) Vj € {1,2, 3}

Thus, the noninteractive lower bound is then given by

M = H(X5|Z) — max{H (Xo| X1), H(X5|X3)}.

Next, we prove inequality (4.21). Assume that Cysx = [(Vig; Va1|Z12). Then,

rp ! = H(X|Z) — max{H (X5 X1), H(X2|X3)}
< H(X5|Z) — H(X3| X))
= H(Va1|Z12) + H(Vag| Z23) — H(Va1|Viz) — H(Va3)
= 1(Viz; Vai1|Z12) — 1(Va3| Zo3)

< Cwsk,

where the last inequity holds since I(Va3; Zo3) > 0. Using the same line of argument we can

show that rM < Cyysx if the WSK capacity is Cyysx = I1(Vag; Vaa|Zas). |

Remark 4.4. Finally, we point out that, to our knowledge, Protocol 7 (II,) gives the
highest known noninteractive key rate for this example. In fact in the following, we show

that the alternative noninteractive approach of SKA by omniscience’ also leads to the same

7See also Section 2.3.2.
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Protocol 8: Second Noninteractive SKA for Tree-PIN of Example 5 (IIE,)

Public Knowledge: P;x,, and a family H of universal hash functions
hs : XY — K where s € S.

Input: Observations (n—IID samples) X7, X7, X}

Output: Copies of the final key K, K5, K3

// Information Reconciliation

Terminal 1 sends public message F}

Terminal 2 sends public message F5

Terminal 3 sends public message Fj

Terminals 1 and 3 recover XJ

Terminals 1 and 2, use F3 and X7 to recover X3
Terminals 3 and 2, use £} and XJ to recover X,

S Ttk W N

// Privacy Amplification
7 All terminals agree on a random seed s € § using the public channel
8 All terminals extract their keys from X}, by K; = hy(X7},) Vj € {1,2,3}

lower bound.

Consider the noninteractive Protocol 8 (IIB.), which is in the style of SKA by omni-
science, similar to the SKA protocol of [21]. Protocol 8 works as follows. Terminal 2, sends
a public message such that terminal 1 and terminal 3 can recover XJ. Then, terminal 1
(and 3), send public messages F; (and F3), such that other terminals can recover X7 (and
X7¥). Using the common randomness X%, all terminals extract their copies of the final key
by using universal hashing. Let F = (F}, Fy, F3) denote the overall public communication of
this protocol.

The asymptotic key rate of this protocol also can be calculated using Lemma 2.13 as

a 1
TK(HE5) @ H(Xm|Z) — min lim — log supp(F)

F n—ooon

Y (X | 2) - max{H(Xa| X1), H(X2|X3)) — H(X1|Xs) — H(X3]Xa),

where (a) follows from the fact that the common randomness which is used for group key

extraction is RV X = (X1, X5, X3) and (b) is due to source coding Theorem 2.6.
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Noting that H(X1|X2Z) = H(X1|X3) and H(X3|X,X1Z) = H(X3|X3), implies that

both SKA protocols have the same asymptotic key rate, ry(II2.) = rx (IIk,).

In summary, the above example, suggests that known noninteractive SKA approaches

cannot achieve the general WSK capacity.

4.7 Conclusion

We considered the wiretapped PIN and wiretapped Tree-PIN models. For wiretapped Tree-
PIN we proved the WSK capacity and proposed an efficient capacity achieving SKA protocol.
The protocol has two rounds and uses any capacity achieving two-party SKA as a subroutine
so terminals can obtain pairwise keys. By extending the two-party capacity achieving proto-
cols of [31] and [32] to the case of Tree-PIN, we derived new finite-length lower bounds on the
maximum achievable key length. We also proved a finite-length upper bound for the general
wiretapped Tree-PIN, and another lower bound for the special case of Tree-PIN studied in
[34]. Finally, for wiretapped PIN, we proved a lower and an upper bound for WSK capacity.
The bounds are tight when A = M or |A| = 2. We extended the Tree-PIN model to two
other general cases and proved corresponding WSK capacities. Finally, we investigated the
problem of noninteractive key agreement in an example of wiretapped Tree-PIN model, and
our analysis suggests that the noninteractive approach for SKA is not sufficient for achieving

the general WSK capacity.
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4.8 Appendix

4.8.1 Proof of Upper Bound Lemma 4.4

In this section, we prove Lemma 4.4. We prove that for a Tree-PIN specified by the graph
G = (M, €) and probability distribution Pzy,,, we have
Civsi(Pxpz) < min  1(Vig; Vil Zy),

i,jeEM
s.t. eijEE_A

where G 4 = (Mg, E4) is the subtree of G with the least number of edges that connects all
nodes of A.
Proof of Lemma 4.4: Recall that (due to Lemma 4.2, see also [21, Theorem 4])

Al{m+1
Citsic(Pxpz) < Cod™ ™ (P, 2),

where Cpg denotes the PK capacity of the associated PIN model given by M’ = [m + 1]
and G' = (M', &) with a dummy node m + 1 representing the adversary (i.e., X;,41 = Z).

From Theorem 4.1 we know
Al{m+1} N
CPK (PXMZ) —H(XM‘Z)_RCO(XMZ)?

where Roo(X4|Z) denotes the solution to the Linear Programming (LP) problem of Fig-

ure 4.11, defined over real numbers [21].

Minimize: }; R;
JEM

Subject to: Y R; > H(Xp|Xpe, Z), VB M, AL B (a)
JeB
R;eR*, VjeM. (b)

Figure 4.11: The LP problem of finding Rco(X4|Z).
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We prove that

Reo(XalZ) = H(Xum|Z) = min  I(Vij; Vil Zij)- (4.22)
S.‘c.7 eijGSA

The proof is by first, proving the following lower bound (4.23) and then presenting a rate
assignment that achieves the equality, hence proving Equation (4.22).
Reo(XalZ) 2 H(Xm|Z) = min (Vi Vil Ziy). (4.23)

1,JEM
s.t. e;;€€4

Proof of Inequality (4.23): The terminals in M form a Tree-PIN G = (M, €). By
cutting (removing) an arbitrary edge ey € € that connects nodes ¢’ and j', we will have two
trees Ggy = (B,Ep) and Ggey, = (B¢, Epe), such that P = {B, B} is a partition of M, and
nodes ¢ and j' each belong to one part of the partition — and g U Eg = E\{eyj}.

Consider the constraints of the LP problem in Figure 4.11 written two times for subsets

B and B¢ individually, and note that A &€ B and A & B°. We will have,

' R; > H(Xp|Xp, Z), (4.24)
JEB
Y R; = H(Xpe|Xg, Z). (4.25)
jeBe

From Slepian-Wolf source coding theorem we know that inequality (4.24), implies that if a de-
coder has access to side information Xzc and Z, then by receiving the public messages broad-
casted by terminals in B, the decoder can reliably recover Xz. Also, recall that Xz = | J,.5 Vij-
Due to the mutual independence of {(V;;, Vji, Zij)}'s, we get H(Xm|Z) = >, ; H(Vij, V;il Zij),

igs Vjis
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and thus we can translate inequalities (4.24) and (4.25) to

MRz >, H(Vi,VilZy) + H(Viy Vi, Zij),
jeB 1<j
s.t. eijeé’g

Z R; > Z H(Vij, Vil Zij) + H(Vya|Vieyr, Zij).

jeBe 1<j
s.t. e;;€€p¢c

By adding these two inequalities, we arrive at

YRi= > HVy VilZy)+ Y, H(Vi,VilZy)
jeM i<j 1<j
s.t. eijESB s.t. eijeé'gc
+ H(Virj Vi, Zig) + H(Vira|Virjo, Zij)
= Y HVip, Vil Zig) = I(Vay: V| Z)
i<j

s.t. eijES

= H(Xm|Z) = I(Viey; Vi | Ziz),

where ey denotes the edge that connects the two trees Gz, and Ggey. We also used the
facts that &g U Ep = E\{eyj} and that the sets {X;| Vj € M} and {Vii| j < k,ej; € &}
are indeed equivalent. The above inequality holds for any pair ¢/ and j’ of terminals with
ey € € and their induced partition {B, B}, where A & B and A ¢ B¢. Thus,

Reo(XalZ) = max {H(Xm|Z) — 1(Vij; ViilZij)},

i,JEM
s.t. eijeg.A

i,JEM
s.t. eijEEA

which proves the Inequality (4.23). |
To complete the proof of Equation (4.22), we prove that there exists a rate assignment

protocol that achieves the bound in (4.23).
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Let (Z*,j*) s.t. I(V;*J*, V}*z* |Zz*]*)
= min (Vi VilZy), and
s.t. ej;€€a
forany je Mlet R;= > éﬁj).

i€l (j)

To minimize )| R;

jeEM
assign éz(i*) = H(‘/J*l* |V}*z>x<, Zi*j*)7
assign fN%,(j) = H(‘/}iﬂ/;j, Zij), and

Ry = H(Vy| Zy).

J

Figure 4.12: The rate assignment that achieves Roo(X4|Z).

Proof of Equation (4.22): First, let (i*, j*) be defined as follows,

I(Virjo; Vi | Zinje) = min - 1(Vij; Vis| Zij).
i,JEM
s.t. 6ij€€A

Then for each terminal j € M we let the communication rate R; be chosen according to the

rate assignment in Figure 4.12, where R; = Zief(j) EEJ ) and the rate assignment protocol

assigns values to all }N%l(] ) components.

This rate assignment satisfies the following equations,

Egz) + El(J) = H(V;'j, ‘/ﬂ‘ZU), VZ,j e M s.t. € € 5\{61'*]'*}; (426)
Rg-i) = H(Visju |V, Zin jx ), (4.27)
Rl(i ) = H (Vi |Vis e, Ziwj ), (4.28)
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which leads to the following sum rate:

IS Z RO — D RO 4 B

JEM jeM el (5 i<j
s.t. eijeé‘

= D H(Vi, Vil Zig) — T(Vinjo; Viwon| Zinjo)

1<j

= H(Xm|Z) = min  I(Vij; Vil Zij)- (4.29)
i,5€
s.t. eijGSA

Thus, the rate assignment indeed achieves the lower-bound of Inequality (4.23). We,
however, need to show that this rate assignment satisfies the constraints of the LP problem
described in Figure 4.11.

First, note that condition (b) in the LP in Figure 4.11 is satisfied as all assigned rates
are non-negative. The constraints (a) in the LP can be rewritten for an arbitrary subset of

terminals (nodes) B < M, A< B as

MRz > HWVi,VilZy)+ Y, H(VilVii, Zi). (4.30)

jeB i€B,jeB €B,j¢B

We show in the following that the rate assignment of Figure 4.12, satisfies the inequal-
ity (4.30) for any arbitrary subset B < M, A & B. For a given subset B let £z be the set of
all edges contained in B (i.e., &g = {e;;| €;; € £, and i € B, and j € B}). Then, depending
on a given subset B there are two different cases: I) e+ ¢ Eg, and 1) e+ € Eg. The

proof is given for all the cases.
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Case I) e;+j+ ¢ Eg — The left hand side of the inequality (4.30), can be written as,

PICEDIDIN g

jeB jeBiel'(5)
IR
jeB \ iel'(j) 1€l (j
i€B ’L¢B

(a) ~( ~ (i
> >, BY+RY+ 3 H(VylVii, Zy)

1<j 1<j
s.t. e;;€€E8 s.t. i€B,j¢B
®)
= > HVyVilZg) + Y, H(V|Vii, Zy),
i<j i<j
s.t. e;;€ER s.t. i€B,j¢B

where, in the (a) we used the fact that H(Vj;|Z;;) = H(Vij|Vii, Zi;), and in (b) we used

Equation (4.26).

Case II) e;+;+ € Eg — The left hand side of the inequality (4.30), can be written as,

IR

jeB JEB el (5)
=2 X R Z
JjeB \ el'(y) €l (j
eB zeéB
= RYY + RY) + D R+ R + ) Z RY
i<j jeB iel' (5
s.t. 6ij€£B\{ei*j*} Z¢B
(@) =G*) | pE*)
- Rii +Rj* + 2 (vaVJZ|ZU +2 Z V;Z|ZZJ
1<j JjeB el (5
s.t. 61']'655\{62-*]-*} 1,$B
b) (% (¥
DRI+ B+ > H(Vij, Vil Zi) + Y, H(VilVig, Zig) + 1(Vig; Vil Zi5)
s.t. eijelggj\{ei*j*} jEZB<,i]¢B
(o)
> > HWViVilZg)+ Y, H(VilVi, Zi).
1<j i<j
s.t. eijeé'g jeBi¢B
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In (a), we used Equation (4.26), and the rules of the rate assignment protocol, and in
(b) we used H(V};|Zi;) = H(V;i|Vij, Zi;) + 1(Vij; Vil Zi;), and in (c) we observe that B & M,
which means there always exists at least one node i ¢ B in G4 such that i € I'(j) for some
node j € B. Thus, on the right-hand-side of (c) there is always a I(Vj;; V};|Z;;) and by
definition I(V;;; Vji|Zij) = 1(Visjx; Vjxix|Zixjx ). Also, note that due to (4.27) and (4.28) we
have I(Visji; Visis| Zoee) + REY + RS = H(Visjo, Visin| Zinjo ).

With the proof of Case I and Case 11, the proof of Equation (4.22) is complete. [ |

Equation (4.22) immediately implies that

Cipsi(Pxuz) < min  I(Vigs Vil Zy). =

1,JEM
s.t. eijES_A

4.8.2 Proof of Lower Bound Lemma 4.5

We prove that SKA protocol 6 achieves the key capacity of any wiretapped Tree-PIN. The
proof has three parts: (i) proof of key rate, (ii) proof of reliability, and (iii) proof of secrecy.

Proof of Lemma 4.5: We prove that for any given Tree-PIN with terminals M = [m]
and graph G = (M, £) and distribution Pyx,,, there exists an SKA protocol that achieves
the upper-bound of Lemma 4.4 on the wiretap secret key capacity of key agreement for
A = M. We assume that each terminal j € M can execute |['(j)| two-party (pairwise) SKA
protocols {m;;| i € I'(j)}, for extracting pairwise secure keys between terminal (node) j and
its neighbors.

Without loss of generality, we assume that the Tree-PIN, is labeled such that node 1 is ad-
jacent to node 2 and |I'(1)| = 1. Thus, the edge e;5 will be included in all paths from node 1 to
other nodes in the tree. If the path from i; to node iy, goes through the nodes s, 73, ... %71,
then we denote the path from i, to iy by Path(iy — iy) = (€445, Cigigs = 5 €if_yif)-

All terminals in M will participate in an SKA protocol, described in the pseudo-code 6.
In the first phase of the protocol, each terminal j obtains a shared secret key with each

member of T'(j). Let Si; = m;(V;7,V]}) denote the pairwise shared key for any adjacent
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nodes ¢ and j. Then, all terminals cut the first ¢ bits of their obtained keys, so that all
pairwise keys have the same length. The shortened pairwise keys are Sj; = Sijle- The
parameter ¢ is a protocol parameter that has to be calculated before running the protocol,
according to the known joint distribution Pzx,,.

During the public communication phase of protocol 6, each node j finds the unique node
j* € T'(j) that is closest to node 2. For any other node k € T'(j)\{j*}, node j broadcasts
Fji = S}« ® Sj;. Thus, the total number of broadcasts by node j is [I'(j)[ — 1. Note that
each broadcast only uses local variables of node j.

In the last phase of the protocol, terminals 1 and 2 set their final shared keys to be
K, = Ky = 51y, and the rest of the terminals calculate their obtained keys K; using the
public broadcasted messages (see Protocol 6, line 15).

Proof of Key Rate: It is known that [19, 20] the two-party WSK capacity of
a pair of terminals ¢ and j with access to n—IID copies of random variables V;; and V};
is 1(Vi;;ViilZi;) when Vi; — Vi, — Z;; holds — see Theorem 2.11-b. That is, there exists a
family of (e,,0,) SKA protocols with lim,,_,(€,) = lim,_,(0,) = 0, where length(S;;) =
|n (1(Vij; Vil Zij) — Ay)] for some Ay, (€, +0,) such that lim,,_,,, A, = 0. To start protocol 6,

fix an arbitrary § > 0 which is smaller that min; ; I(V;;; V};;|Z;;) and choose any ¢ such that
t<n (minl(V%j; VjilZij) — 6 — An) :
i.j

Due to the reliability of the protocol (proved next), every node j € M, can obtain the
same key K = S7, with length ¢. Thus, the SKA protocol 6, can achieve the asymptotic SK

rate of

1 1
rg(IItp) = lim —length(S],) = lim —¢
n—aoo N, n—a N,
< lim min I(Vij; Vii|Zij) — 0 — A,
n—o 1,j

= min I(Vi;; Vil Zi;) — 6.
17]
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Since, 0 can take any small value, then as § — 0, the SK rate of 6 will be arbitrary close to
Next, we show that the WSK capacity achieving SKA protocol 6 is secure and reliable

for any given Tree-PIN. To prove this claim, we need to show
e Reliability: Showing that Pr{K; = Ky =--- = K,, = K} —> 1 as n — o0, and
e Secrecy: Showing that SD ((K,F, 7),(U,F,Z)) — 0 as n — .

Proof of Reliability: Let K; denote the final key calculated by terminal j. We
show that K1 = Ky = --- = K,,, = 5, = K, if all m — 1 pairwise (e,,0,)—SKs S;; are
established. For any node j € M\{1, 2} there is only one path to node 2. This path is of the
form Path(j — 2) = (ejjx, €jxi,, €iyin, Cigiz, -+ + » €i;2), Wwhere node j* is the unique neighbor of
J which is closest to node 2 and ix’s (i = 1... f) are the labels for all the nodes (except for
J,j* and 2) that are in the path of j to 2.

In protocol 6, line 10, node k broadcasts Fy; = S; , @ S;. Thus, node j who has access
to the key Sy, can perfectly recover Sj , by computing S;; ® Fi;. Also, node 4; (which is

connected to is and k) has broadcasted Fj, = S;

i 1(—951{1 - Node 7 who has now have recovered

i k> can recover Sj ;; as well, by computing S} ; @ Fj . This chain of recovering local keys
will continue until S7, is recovered by computing K; = S;Qj@ij@Filk@Ezil@FigiQ@' @ Fy,,
which proves that K; = S, for any j € M.

This requires all m — 1 pairwise (e,, 0,,)—SKs S;; to be established. The error probability
of each pairwise key is bounded by ¢,, thus the error probability of establishing the global
key is (m—1)e, = |E|e,. Therefore, Pr{K; = Ky = --- = K,, = K} < 1—¢€,, with €, = [€]e,
where €, such that lim,,_, €, = 0. [ |

Proof of Secrecy: We need to prove the secrecy of the global shared key K.
Without loss of generality, assume that all adjacent terminal pairs i and j with e;; € &
have established a binary pairwise (e, 0,)—SK S;; with length ¢ = |n(C — 0)|, where C' =

HliIliJ‘ I(‘/Z], ‘/31|sz) Note that fOI‘ any 67;]‘ € g we have SD((S”, Qij7 Z), (U, Qij7 Zzy)) < Onp,
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where U is the uniform distribution over {0,1}* and Q;; denotes the public communication
used to generate S;;. To recall the definition of statistical distance please see Definition 2.7.

Let @ denote the collection of all public communications required to establish all |£] =
m — 1 pairwise keys S;;, and let F' denote the collection of all public communications broad-
casted by all terminals during the SKA protocol 6 and F = (F,Q) be the overall public

communication. For any given Tree-PIN P,y with G = (M, &) we prove that

SD((K,F,Z),(U,F,Z)) = SD((K,F,Q. Z),(U,F,Q, Z))
<SD((K,F,Q,2), (U, U Q. 2)+
SD((U, U171, Q. 2), (U, F, Q. Z))

< |Elon + |E|on = 2|E]oy,

where U? is the uniform distribution over K¢ = {0, 1}%.

First we show that “the combination (K, F) uniquely gives all pairwise keys {S;;}i<;”.
Recall that any pairwise key belongs to the alphabet K = {0, 1}. Let s = {s;;}i; € KI¥ be
an instance of all pairwise keys. Note that F' = F(S) is a set of m — 2 linear functions of
the random vector S. According to Protocol 6 each terminal j € M broadcasts |I'(j)| — 1
messages. Also recall that for any tree |£| = m — 1, so, the total number of public messages
is D e T ()] =1 =2[€] —m =m — 2. Thus, the m — 2 elements of I are not sufficient for
uniquely finding all m — 1 pairwise keys in S. However, the combination of F' and the final
key K resulted by the SKA protocol 6 is sufficient for unique recalculation of all pairwise
keys. Remember that K = S5 and with all the public messages of terminal 2 one can recover
all pairwise keys accessible to terminal 2 since they are all of the form Fy; = Sio @ Sy, for
all j € I'(2)\{1}. Now with access to these pairwise keys one can recover all pairwise keys
accessible to any terminal j € I'(2)\{1}. This chain of calculation will continue until all

pairwise keys are recovered.
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Since (K, F') uniquely gives {S;;}i<;, then
SD((K, F,Q.Z), (U, U, Q, 2)) < SD(({Sj}. Q. 2), (U, Q. 2)) < |]o.
Also, we have SD((U,U¥'7',Q, 2), (U, F,Q, Z)) < |€|on, because,

SD((U,U¥',Q,2),(U, F,Q, Z))

= SD((F,Q, 2),(U¥"1,Q, 2))

(a)
= Z PFIQZ(f’% ) PQZ(C],Z)PU\5|_1(f)
q,2)€T
1
Z QZ q7 Z PF|QZ f|q; ) VC“T
feT™
(b) 1
< L ferles ) 25 Priaz(f10:2) = G
feT*
© Z Poz(q, = 2 HPSU|Q” (8ijlij, 2) — |/C\|5\
z)eT SESH (T*) i<y
(d)
< max P, , il 2 Py (si;
TQQXZXIC\gl 2 Qz q ;_E Si;1Qi; Z S]|qj g U(Sj>

©'SD(({S,;},Q, 2), (U, Q, 2))
2 Z SD((Si, Qij, Zij), (U, Qij, Zij))

i<j

< |5|0n7

where in (a) T* = {(f,q,2)|Poz(q,2)Prioz(flq, 2) = Poz(q, 2)Pyie-:1(f)} which is due to
definition statistical distance (see Definition 2.7,) and in equality (c¢) S*(7%) is defined as
S*(T*) = {s | se KI¥l and F(s) = f, Vf € T*}. Inequality (b) is due to the fact that for
any (f,q,2) € T* we have Prgz(f|q, 2) = Pyie-1(f). Relations (d) and (e) are due to the
definition of the statistical distance. Inequality (f) follows from Corollary 2.1.3.

Hence, the final key K obtained from the SKA protocol 6 is an (|€|e,, 2|€|0,)—SK where

lim, o (€,) = lim,, o (0,) = 0 and the security proof is complete. ]
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With the reliability, security, and key rate proofs, the proof of Lemma 4.5 is complete. B

4.8.3 Proof of Theorem 4.9 and Proposition 4.10

Proof: We first recall the SKA protocol that attains the WSK capacity of Tree-PIN.

Terminals in G 4 —the smallest sub-tree that connects terminals in A — will generate pairwise

keys. Note that in this step, terminals will generate pairwise (¢/,0’)—SKs, where ¢’ = | €A|

and o' = 2|gA|. Next, all terminals will announce the length of their pairwise keys, and

then all pairwise keys will be cut to the minimum length so every pairwise key has the same
length. After this, middle nodes (terminals) will broadcast appropriate XOR public messages
according to the SKA protocol described earlier. According to the proof of Lemma 4.5, the
final extracted key is an (e, 0)—SK.

If the pairwise keys are generated by the interactive protocol of Hayashi et. al [31],

Theorem 15, terminals ¢ and j can obtain a pairwise key of length
11
gij :n.[(‘/l]7‘/31|ZZ] N/HAZJQ € +O' —5logn+(9(l)

If the pairwise keys are generated by the OW-SKA Protocol 4, then terminals ¢ and j

can obtain a pairwise key of length

b = nI(Vig; Vil Z4g) = Q"1 (€)y [nd; = Q71 (o) [nl; —logn + O(1),

1 1
Uiy = nl(Vij: Vil Zi;) — vV 2nlog(|X| + 3) (A llogg + 1 /log ;) —logn + O(1).

To understand the difference between these two achievability approximations and their ap-

or

plications, see Chapter 3.
For the special case when V;; = Vj;, there is no need for information reconciliation, and

thus we can use the key extraction bound of [86]. Thus, for this case, terminals i and j can
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obtain a pairwise key of length

1
gij = ’I”LH(‘/ZJ|ZZ]) — TLA;IJ-Q_I(O',) — 5 logn + 0(1)
By utilizing either SKA approaches, the length of the final key agreed by all terminals
in G_A is

{= min ¥

7

ijem
s.t. eijeé’A

and hence the proof is complete. It’s easy to see that with either of these approaches, the

SKA protocol 6 attains the capacity of Theorem 4.3. [ ]
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Chapter 5

A Channel Model of Transceivers for

Multiterminal Secret Key Agreement

Abstract. In this chapter, we propose a new multiterminal channel model for
information-theoretic secret key agreement (SKA) that realistically models
wireless communication settings and generalizes previous models. Multiter-
minal channel models for SKA are defined by an underlying noisy discrete
memoryless channel (DMC) that connects a set of terminals. Terminals use
the noisy DMC and communication over a reliable public channel to agree
on a shared secret key. Previous channel models assume that each termi-
nal either controls one input to the channel, or receives one output variable
of the channel. In our channel model, which we call the transceiver model,
the underlying channel may be wiretapped and each terminal controls an
input variable and observes an output variable of the noisy DMC. First, we
give upper and lower bounds for the highest achievable key rate, known as
key capacity. We then prove the non-adaptive key capacity of general non-
wiretapped transceiver model for the case that the input variables of the noisy
channel are, IID, and generated independently and non-adaptively without
using the public communication as a feedback link. We compare our results
with existing literature, and discuss directions for future work.

Part of contributions presented in this chapter have been presented and published in the proceedings
of ISITA 2020 [36]. Content are reused under the permission of the IEICE.
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5.1 Introduction

Multiterminal secret key agreement (SKA) is an important primitive in multi-user security
systems. In a multiterminal SKA protocol, a set of terminals cooperate to establish a shared
secret key among a target subset of terminals. The obtained secret key can be used for
secure message transmission, or other cryptographic protocols. Secret key agreement was
first considered in a two-party setting [19], and independently in [20]. The results were later
extended to multiterminal scenarios [21-23], which has been extensively studied thereafter
(see e.g., [74, 75, 93, 120-122]).

The SKA problem has been studied in the source model and the channel model. In
multiterminal source model of SKA, terminals have access to many IID (independent and
identically distributed) samples of correlated random variables (RVs) [21, 93]. In multitermi-
nal channel model of SKA, terminals are connected by a noisy discrete memoryless channel
(DMC), which is used to generate correlation among the terminals [22, 23, 75, 120]. In this
chapter, we introduce a new multiterminal channel model for SKA that captures real-life
wireless settings, and generalizes existing channel models.

In a multiterminal channel model, there are m terminals, denoted by M = {1,...,m},
and the goal of the SKA protocol is to establish a shared secret key among a designated subset
A © M of terminals. Terminals not in the target subset A are called helper terminals; i.e.,
terminals in A = M\A. There exists an underlying noisy DMC connecting the terminals.
This DMC might be wiretapped in general; that is it might leak some side information
about the transmitted symbols to a passive wiretapping adversary, Eve. Terminals can also
(interactively) send messages over a reliable (noiseless), authenticated (known sender), and
public channel that is assumed free. Messages that are sent over this channel are accessible
to all terminals and Eve. An SKA protocol has a finite number of rounds. Each round
starts with symbol transmission over the noisy DMC, followed by a public discussion among
terminals over the public channel. At the end of the protocol, terminals in A compute their

copy of the secret key. They key may or may not be learned by the helper terminals. An
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SKA protocol is called reliable if the same key is obtained by all terminals, and secure, if
Eve has no information about the shared key. The secret key rate of an SKA protocol is
the ratio of the key length to the number of times that the noisy DMC was used. The key
capacity of a model is the highest achievable secret key rate [21, 23].

Eve’s information can include leaked side information during symbol transmissions over
the DMC, leaked information from compromised terminals, and the public messages that
are sent by terminals over the public channel. The following types of secret key capacity are

defined with respect to Eve’s information [21, 23].

e Secret Key (SK) capacity: Eve has no side information about the symbol trans-

missions over the DMC.

e Private Key (PK) capacity: Eve has compromised a subset of helper terminals
D < A° and has access to all the symbols transmitted or received by the compro-
mised terminals. All helper terminals, including compromised terminals, cooperate in
the SKA protocol. It is assumed that the compromised terminals of D make their

observations and variables public.

e Wiretap Secret Key (WSK) capacity: The adversary has access to side informa-
tion about the symbol transmissions over the DMC. Eve’s side information is modeled

as an output variable of the DMC.

The problems of finding these capacities are unresolved for many general channel models,
and are only known for some special cases. WSK capacity is the most general notion of key

capacity, which remains an open problem even for the case of two-party SKA (i.e., m = 2).

5.1.1 Owur Contributions

Existing channel models assume that a terminal either controls an input or has access to an

output symbol of the underlying DMC. In this chapter, we consider scenarios where terminals
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can send to, and receive from, the underlying channel. Such terminals model transceiver
wireless devices [123, Chapter 14]. Here, we introduce a new channel model that we call the
“channel model of transceivers” (or the “transceiver model” for short), in which each terminal
provides input to, and receives output from, the channel. A similar multiterminal model of
transceivers has been considered and studied for multi-user communications in [124]. The
variable associated with a terminal j € M, is of the form V; = (X}, Y}), where X,’s are input
variables and Y;’s are output variables of the DMC. This model has the channel model of
[22] and the multiaccess model of [23] as special cases.

We prove general lower bounds on the SK, PK, and WSK capacities of our proposed
model using the proof ideas from [22, 23]. We also prove general upper bounds on the SK,
PK, and WSK capacities of transceiver model, by relating any upper bound on the SK and
PK capacities of the multiaccess model as a corresponding upper in our proposed model.
The bounds, however, are not tight in general. We also use our methods to prove the SK
capacity for a special cases of transceiver model, where we assume that input symbols are
IID and chosen independently (public channel is not used in between the uses of the DMC.)

Our work raises many interesting questions for future work, including finding tighter
bounds for the SK and PK capacities, and investigation of interactive protocols for achieving

the key capacity of transceiver models.

5.1.2 Related Works

Existing channel models in literature differ in the way terminals control input or access the
output of the noisy DMC, the type of side information that is available to Eve, and the way
terminals use the public channel. Single-input multi-output multiterminal DMC was first
considered in the channel model of [22] where A € M, and all terminals are allowed to send
public messages. In the single-input multi-output channel model of [75] however, A = M,
and a subset of terminals U/ < M participate in public communication while the remaining

terminals are silent (i.e., not sending public messages). An important generalization of the
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model in [22] is the multiaccess channel model of [23], in which A © M, a subset of terminals
provide input to the DMC and the remaining terminals (which is a disjoint subset from the
first subset) are receiving channel outputs. All terminals can send public messages.

For two-party SKA in channel model it is known that [20, Proposition 1]
Csk =max I(X;Y),
Px

where X denotes the input variable of terminal 1 to the DMC, and Y denotes the output
variable that terminal 2 observes. The known results on the SK and PK capacities of single-
input multi-output models are, the SK and PK capacities in [22], and upper and lower
bounds of [75]. For the multiaccess channel model, the SK and PK capacities are not known
in general. Upper bounds and lower bounds on the SK and PK capacities of the multiaccess
model were given in [23], where the lower bounds are based on source emulation approach.
We use this approach to derive a lower bound for our proposed model (see Section 5.3.2).
The SK capacity is proved for the symmetric multiaccess channel' with single output under
the constraint that input terminals are silent [120]. It was showed that this SK capacity is
achievable by an interactive SKA protocol.

Single-letter characterization of WSK capacity for any given channel model remains an
open problem, even for the case of m = 2, and it is known only for few special cases [45, 74].
It is proved [20, Theorem 2] that WSK capacity of the two-party channel model is upper
bounded by

Cwsk < H}j)i(X[(XQ Y|Z),

where X denotes the input variable of terminal 1, and Y and Z denote the output variables
observed by terminal 2 and adversary, respectively. The above bound is tight if (i) the
Markov relation X —Y — Z holds or if (ii) the adversary’s variable Z is revealed to terminals

1 and 2 [20]. The two-party WSK capacity is also known [20, Theorem 2] to be equal to the

LA two-input single-output channel is called symmetric if the conditional probability distribution of the
channel satisfies Py,|v,v, = Pyy|1,1,- For the general definition see Section VII of [120].
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wiretap secrecy capacity [57] of the underlying DMC when we restrict public communication

to noninteractive one-way messages from one terminal to another. That is

Cysi = max{I(X";Y) = I(X"; Z)},

X'X

where the maximum is over all distributions Px/x such that X’ — X — (Y, Z) holds. The
WSK capacity of a special class of multiterminal models (called Markov Tree) was derived
in [22, Theorem 5.1]. In this model Eve’s side information is about the variable of a single
terminal. Authors of [125], generalized our transceiver model [36] by allowing rate limited
private communication, and proved a general upper bound that implies the general upper
bound for transceiver model (Theorem 3 of [36]), and the upper bound given in [23] for the

multiaccess model.

5.1.3 Organization

We introduce our transceiver model in Section 5.2, and prove general upper and lower bounds
on SK and PK capacities in Section 5.3. In Section 5.4, we derive the non-adaptive SK

capacity of the transceiver model, and we conclude the chapter in Section 5.5.

5.2 A General Channel Model of Transceivers

5.2.1 The Model

Consider a set of m terminals denoted by M = [m] := {1,...,m}. The goal of an SKA pro-
tocol is for terminals in M to cooperate (using the public communication) so that terminals
in a subset A © M can establish a shared secret key K. Terminals in A° = M\A are called
helper terminals. The key K is not required to be concealed from the helper terminals. All
terminals have access to a public, reliable, and authenticated channel. A public message

sent by a terminal 7 will be received by all terminals and everyone else, including the passive
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adversary Eve, who will not interfere with the public communication.

There exists an underlying DMC (discrete memoryless channel) which will be used for
generating the correlation among terminals. For each transmission over the channel, all
terminals provide input to the noisy channel and receive output from it; i.e., we assume a
set of “transceivers.” KFach terminal j has two RVs, X; which is an input variable to the
DMC, and Y; which is an output variable of the DMC, and so the RV associated with each
terminal j is given by V; = (X}, Y]), where V; = &; x Y;. Let Vy = (V4,...,V},) denote the
set of all RV’s accessible to all terminals. Eve may also have access to side information Z
which is an output RV of the DMC and is correlated with V. The underlying multi-input

multi-output DMC is denoted by W = (X, Pzy x> Ym X Z), where

Pryvpxp i X1 X o X Xy = VX oo X Yy X 2 (5.1)

is the transition matrix (conditional probability distribution) defined over the finite input
alphabet A7 x --- x &}, and finite output alphabet }; x --- x ), x Z.

Before starting any SKA protocol, terminals are allowed to use the public channel for
initialization (e.g., agreeing on public parameters or variables). An SKA protocol consists
of n rounds, where each round consists of one invocation of the noisy channel, followed by
public communication by terminals in M over the public channel. Let F* denote the random
variable representing all public messages of the m terminals in round 1 <t < n, and let F =
(F',...,F") denote the entire public communication during the SKA protocol. Each public
message of terminal 7 in round 1 < ¢ < n is a function of all previous samples Vi, Vja, ..., Vi,
its local randomness, public messages of the previous rounds F', F? ... F*"! and previous
public message sent in round ¢. Each input symbol Xj; of round ¢ > 2 may depend on
previous public discussions F', F?, ... F~! and previous samples Vit, Vig, ..o, Vie—1). After
the n rounds of the SKA protocol, the RV associated to each terminal j is given by V" =

(X7, Y["). Also, let Vi denote the collection of all RVs accessible to all terminals after round
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Figure 5.1: An SKA protocol runs over multiple rounds. Each round starts with one invoca-
tion of the noisy DMC, followed by a public discussion over the public channel. Eve received
all public messages, F, and side information Z" = (21, Zs, ..., Z,).

n. The protocol ends when each terminal j computes their version of the key K;(V}*,F) that
is a function of all the symbols they send to, or receive from, the noisy DMC (V]"), and all
of the exchanged public messages (F'). Eve has access to all public messages, F, and the side
information Z", which is correlated with V.

Throughout this work, when adversary Eve, has access to side information Z" we call
the model wiretapped and denote the DMC by W = Pgy,  x,,. When there is no side
information accessible to Eve, we call the model non-wiretapped and denote the DMC by
W = Py, x.. In a non-wiretapped model, there is no Z variable and thus equivalently we

assume Z = constant.
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5.2.2 Definitions

Definition 5.1. Consider a set of m terminals M, where A © M denotes the set of terminals
that will share a key K with alphabet K. Let Z" denote Eve’s side information about V3.
The key K is an (¢, 0)-Secret Key (in short (e, 0)-SK) for A, if there exists an SKA protocol

with public communication F, and output RVs {K},c4 for each terminal, such that

(reliability) Pr{K;=K}>1—¢, VjeA, (5.2)

(secrecy) SD ((K,F,Z"),(U,F,Z")) < o, (5.3)

where SD denotes the statistical distance and U is the uniform probability distribution over

alphabet IC.

Definition 5.2 (Key Capacity — see Definition 17.16 of [90]). Consider multiterminal
SKA for a subset 4 = M. Let Z" denote Eve’s side information about V. For a given chan-
nel model W, where W is the conditional distribution of the underlying DMC, a real number
R > 0 is an achievable SK rate if there exists an SKA protocol that for every n establishes
an (e,,0,)—SK K € K where lim,,_, €, = lim, .0, = 0, and liminfn_,ooilogUC\ = R.

The maximum of all achievable SK rates is called the key capacity of given model W.

SK, PK, and WSK Capacities. In all cases, the adversary (Eve) has access to all public
messages, denoted by F. In addition to F, Eve might have side information about V3.
When the adversary has no side information about Vi, the capacity is called SK capacity,
and denoted by Cgy (W). In this case, there is no Z" variable for Eve, and thus equivalently
we let Z" = constant (i.e., independent of V). The adversary may compromise a subset of
terminals D < A°, in which case Eve’s side information is of the form Z" = Vg = (V]'| Vj e
D). The compromised terminals are cooperative in the SKA protocol (it is assumed they
publicly reveal V} to other terminals.) The capacity for this case is called PK capacity and

is denoted by C’ﬁ? (W). In the most general sense, if Eve has access to side information 2",
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which is correlated with V}, the key capacity is called WSK (wiretap secret key) capacity

and is denoted by Cigx (W).

Fractional Partition. The following definition will be used a lot for the rest of this

chapter.

Definition 5.3 (Fractional Partition, [21, 22]). Consider a finite set M = [m] =
{1,2,...,m}. For a subset A < M, and D < A€, define T(A|D) as the family of all
nonempty sets B < D¢ such that, A &€ B. A fractional partition of M with respect to A
and D, denoted by A = (A\g| B € T(A|D)), is a vector of length |T(A|D)| with components
Ag € [0, 1], such that for each j € D¢

Do As=1 (5.4)

BeY(A|D)
s.t. jeB

We denote by A(A|D) the set of all fractional partitions of M with respect to A and D.

Subset D can be empty, in which case we simplify our notation to A(A) and T(A).

Remark 5.1. A fractional partition defined by A € A(A|D) allows a terminal j to “fraction-
ally” belong to multiple subsets of D¢, whereas in a partition P = {B, By, ..., B,} of D¢, a
terminal j belongs only to one of the parts of the partition. For each subset B € T(A|D),
the component of the A vector corresponding to B, Az, can be regarded as the “fractional
ownership” of B over the terminals j that are in B. Therefore, for any j € D¢ the sum of
fractions that j belongs to different subsets B that contain j must be one. This is indeed
the defining condition given in Definition 5.3. Hence, it is easy to see that for any given
arbitrary partition P = {By, Ba,...,B,} of D¢, the A vector give by A = (Ag| B € T(A|D))

such that

1 B =B forsomeje{l,... a}

AB
0 otherwise,
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Vi = X, -, X — LY V= (X, )
Vo = Xy — — Y5 Xo— — Y5 Vo = (X2, Ys)
V3 = X3+ — Y3

Xy W V=Y, W

X,,,— — V;n = Y;n Xm - _Y;n Vm = (me}/;n)

(a) (b)

Figure 5.2: (a) The multiaccess channel model of Ref. [23] where Py, 7|vz 1s the probability
transition matrix of DMC W. (b) Our proposed general channel model, where Py, x,,
denotes the transition matrix and for each transceiver terminal j, we have V; = (X;,Y;).
Eve’s side information is assumed to be Z = constant for both examples here.

characterizes the partition P, and A € A(A|D).
Another important property of the fractional partition is given in the following.

Proposition 5.1. Consider a finite set M = [m] = {1,2,...,m}. Assign to each j € M
a random variable V;. Assume that all V; RV’s are mutually independent. Then, for any
B < M, HVg) = > H(V;). Thus, for any given subsets A = M, and D = A°, the

following holds for any fractional partition A € A(A|D)

doAsH(VE) = > M) H(V) = D> > AsH(V;) = > H(V;) = H(Vpe).

BeY(A|D) BeY(A|D) jeB JED® BEY(A|D) jeDe
s.t. jeB

In the proof above we used the mutual independence of V;’s and Equation (5.4).
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5.2.3 The Relation with Multiaccess Channel Model

The multiaccess channel model, was introduced in [23]. In the multiaccess model, there is
a set of m terminals denoted by M = [m] = {1,...,m}. A subset of terminals Z < M are
called input terminals, the rest of terminals in M\Z are called output terminals. There exists
a secure noisy DMC between input terminals and output terminals. Input terminals supply
input symbols V; j € Z to the DMC, and output terminals observe respective output symbols
of the DMC. The underlying noisy DMC is called a multiaccess channel and is denoted by

W = (VI, PVM\I|VZ7 VM\I), where

PVM\I\VI : ®Vj - ® VJ"

j€T jeM\Z

In the multiaccess model of [23], Eve does not have any information about transmission
over the DMC. The SK and PK capacities for multiaccess channel model are defined similarly.
General upper bounds and lower bounds were proved in [23] for the SK and PK capacities
of the multiaccess channel model.

Note that the multiaccess channel model is a special case of the channel model of
transceivers by taking Z = constant, V; = X; Vje Z, and V; = Y; Vj € M\Z. See Figure 5.2
for a pictorial comparison between the channel model of transceivers, and the multiaccess
channel model of [23]. The channel model of [22] is a special case of the multiaccess model

of [23] for |Z| = 1, and so a special case of our proposed model.

Example 5.1. We give three simple non-wiretapped example models, to compare our
transceiver model and the channel models of [22] and [23]. These models are depicted
in Figure 5.3.

The DMC of the model in Figure 5.3.(a) is a combination of two independent channels,
W1 and W5, where W is a point-to-point channel from terminal 1 to 2, and W5 is a point-
to-point channel from terminal 1 to 3. Here, terminal 1 is an input terminal and V; = X; =

(X12,X13). Terminals 2, and 3 are output terminals with Vo = Y5, and V3 = Y3. This
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XioH W, BV XoH Wy BYio Xo W1 Y1
Xz Wo V3 Xt Wo RYi3 X1 Wo {Y3
w |74 w

(a) (b) (c)

Figure 5.3: Three examples of the transceiver model. The solid arrows show the point-to-
point channels between terminals. See Example 5.1 for details.

channel model is a simple example of the single-input multi-output DMC of [22]. The SK
and PK capacities of this model can be calculated by [22, Thoerem 4.1].

The DMC of the model in Figure 5.3.(b) is a combination of two independent channels,
W1 and W5, where W is a point-to-point channel from terminal 2 to 1, and W5 is a point-
to-point channel from terminal 3 to 1. Here, terminal 1 is an output terminal and V; = Y] =
(Y12,Y13). Terminals 2, and 3 are input terminals with V5 = X5, and V5 = Xj3. This channel
model is a simple example of the multiaccess DMC of [23]. Upper and lower bounds on SK
and PK capacities of this model were given in [22, Thoerem 4 and Theorem 6].

The DMC of the model in Figure 5.3.(c) is a combination of two independent channels,
Wy and W5, where W is a point-to-point channel from terminal 2 to 1, and W5 is a point-

to-point channel from terminal 1 to 3. Here, terminal 1 is a “transceiver” terminal and
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Vi = (X1,Y1). Terminal 2, is an input terminal with V5 = X5, and Terminal 3, is an output
terminal withV3 = Y3. This channel model and also the two previous models are simple
examples of our transceiver model.

More precisely, all of these channel models, are examples of a special class of transceiver
model we call the Polytree-PIN model (see Chapter 6). In this chapter, we give upper and
lower bounds on the SK, PK, and WSK capacities of such models, and show that these

bounds can be tight under certain conditions.

5.3 General Lower and Upper Bounds

In this section, we give general lower and upper bounds for the SK, PK and WSK capacities
of the general channel model of transceivers. Later, in Sections 5.4 and then in Chapter 6,
we give capacity results for specific channel models by using these lower and upper bounds.

The proof of our lower bound relies on the application of a specific approach to SKA
protocols, namely the source model SKA. Source model SKA protocols where introduced
to achieve the capacity of source models [21], but they also can be used in channel models.
Such protocols are important and they have a lot of applications in practice (see [116, 126]
and references therein). Therefore, before stating our lower bound result we first recall the
general source model of SKA, and the single-letter characterization of its PK capacity as

given in [21].

5.3.1 The Multiterminal Source Model

The general multiterminal source model, was introduced in [21]. In this model, there is a
set of m terminals denoted by M = [m] = {1,...,m}. Each terminal j € [m] has access to
a random variable V;. Let Vi = (V4,...,V},) denote the set of all variables accessible to all
terminals. After n IID sampling from V), terminals use a public channel, that is reliable

and authenticated, for a finite number of rounds. A message that is sent by terminal j is
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a function of the terminal’s IID samples (observations) V", local randomness, and previous
public messages. We denote by F the set of all messages sent over the public channel. A
source model is characterized by its associated public joint probability distribution Py,,.
The channel models of SKA [22, 23] where in fact introduced as generalizations of the source
model.

The SK, PK, and WSK capacities for source model are defined similarly as were de-
fined for the channel models given in Definition 5.2. Note that the key capacity notations,
Cee (W), C’?E(W), and Ci o (W), refer to a source model capacity if W is a joint distri-
bution, and to a channel model capacity, if W is a conditional distribution.

The following theorem gives an alternative formulation of the PK capacity than the

expression presented in Theorem 4.1.

Theorem 5.2 (Source model PK Capacity, see Theorem 3.1 of [22]). In a given
source model Vi described by Py,,, for sharing a secret key among terminals in A = M,

with compromised terminals D < A°, the PK capacity is

Cric (i) = min. {1 (V| Vo) - D1 AsH(Vs|Vae)}. (5.5)
A BeY(A|D)

One obvious situation in a source model for which key agreement is impossible is when the
RV’s accessible to each terminal j € M are mutually independent — ie., Py, =[] jem Py
In such cases, all terminals are statistically uncorrelated. Note that the PK capacity of such
source models as given by Theorem 5.2 is

A|D P = H c — A H = H c) H c =

Chi (Prne) = min (H(Vpe) > AsH(Vs)} Juin {H(Voe) = H(Voe)} = 0,

BeY(A|D)
where in the second equality we used Proposition 5.1.

Equation (5.5) implies the SK capacity when D = ¢J. The achievability result is based on

a source model SKA protocol in which first, the compromised terminals (that are assumed to
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be cooperative) reveal their observed random variables, and then the rest of the terminals in
D¢ communicate over the public channel to attain omniscience (i.e., the state that terminals
in D¢ learn each other’s initial observations). Finally, terminals in A extract the key from the
common shared randomness V. It was also showed that the public communication required
to obtain this PK capacity can be noninteractive, meaning that F = F" = (Fy,..., F,),
where F; = V* for all j € D and F; = f(V5,V}") for all j € D°. See the achievablity part of
the proof of Theorem 2, in Section IV of [21].

We prove our channel model lower bound based on the source emulation approach of

[22, 23], that utilizes the source model SKA protocol explained above.

5.3.2 The Source Emulation Lower Bound

Consider the multiaccess channel model (see Section 5.2.3). The simple source emulation,
introduced in [22], works as follows. For a known IID input distribution Py, each input ter-
minal j € Z samples IID symbols V" and transmits their symbols through the DMC. During
these n symbol transmissions, terminals do not engage in public discussion. After the symbol
transmissions, all terminals have n IID samples according to the IID distribution given by
Py, = PVIPVM\I\VI' This way, in effect, a source model with a known IID distribution is
realized (or emulated) among terminals of M. Thus, after the symbol transmission steps,
any suitable source model SKA protocol can be utilized for key generation.

The source emulation technique is proved to be capacity achieving for single-input multi-
output channels [22]- i.e., when & = 1 and Z = {1}. However, in general, using public
discussion during symbol transmission can potentially result in more powerful and tighter
lower bounds for the multiaccess channel model. This was proved in affirmative for some
special multiaccess channels in [120, Theorem 4]. The general source emulation is similar to

the simple source emulation, and was introduced in [23]. We use the general source emulation

approach and prove the following theorem.

Theorem 5.3 (General Source Emulation Lower Bounds). For a non-wiretapped
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channel model of m transcewers W = Py, x,,, and for any publicly known random variable

X' satisfying Pxix,, = Pxs HjeM Px,|x+, we have

A
C?K(PYM|XM) = CP%O} (PX’XMPYM\XM)>

= min {HVuX) = > AsH(Vs|Va)} (5.6)
AeA(A[{0}) BT (A1{0})

and

CA'D(PYM\XM) = Cﬁ?/(PX’XMPYMlXM)ﬂ
= min {HWVul[Vp)— D>, AsH(VsVa)} (5.7)

AeA(AD)
A BeY(A|D")

where Cﬁg/<PX’XM PyM|XM) denotes the emulated source model PK capacity of an associated
model with m+1 terminals, M’ = {0,1,...,m}, where D' = Du{0}, Vo = X', V; =V, Vj >
0, and an underlying source distribution Py, = PX’(HjeM PXJ.|X/)PYM‘XM. The single letter
expressions given in Equation (5.6) and (5.7) for the source model PK capacity are due to
[21] — see Theorem 5.2.

Furthermore, for a wiretapped channel model of m transceivers W = Pyy, x,,, and for

any publicly known random variable X' satisfying Pxx,, = Px HjeM Px;x+, we have

C{/?/SK(PYM‘XM) = CI?/SK(PX/XMPZYM|XM>7 (5'8)

where Cf/?/sK(PX/XMPZYMlXM) denotes the emulated source model WSK capacity of an as-
sociated model in which Eve’s variable is of the form (Z,X"). A single-letter expression for

the source model WSK capacity is not known.

We refer to all of the above lower bounds as to general source emulation lower bounds,
and we refer to them as to simple source emulation lower bounds when we set X’ = constant.

Proof of Theorem 5.3: We show that for a transceiver channel model for terminal
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Terminal 1, generates /"
PVM/
Terminal 1, reveals 2"
All Terminals generate X7
— X1 — —Y | | e .
— X, — —Y) '

n uses of DMC W

XI_PXM|X/ W

(Py,,)" is now realized

4

Source Model
Protocol 11

S

Shared Secret Key K

(a) (b)

Figure 5.4: (a) The associated source model Py, , used in the lower bound of Theorem 5.3.
(b) The steps of the source emulation SKA protocol that achieves the lower bound of The-
orem 95.3.

set M, one can construct a source model for terminal set M’ = {0} U M, and use capacity
achieving source model protocols (e.g., protocol of [21]) in the latter model to obtain a
channel model SKA protocol in the transceiver model. This leads to a lower bound on the
key capacity of the transceiver model. The case of SK capacity is implied from the argument
with D = ¢ and Z = constant. The case of PK capacity is implied from the argument with
Z = constant; and the WSK capacity is implied from the argument with D = ¢J.

For a given transceiver channel model Py, x,, for terminal set M define an associ-
ated source model Py, defined over M’ = {0} U M, where {0} is a new terminal added
to the terminal set. Let X’ denote the random variable of terminal 0. The distribution

of this source model is given by Py , = Px/Py,, = Px/(]] jem Px; x') Py, x . Where Px/
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and Py, x.’s are arbitrary distributions that together generate a distribution on the in-
put symbols of the transceiver channel, which is conditionally independent given X' — i.e.,
Px, x' = I1 JeM Px;,x:. Thus the distribution of Py,, can be viewed as obtained from sym-
bol transmission over a single-input multi-output channel Py, x/ - W, where X' is the input
symbol, and Vi = (X, YY) denotes output symbols. See Figure 5.4 (a). Terminal 0 is
assumed compromised, i.e., D' = {0} u D.

First, we emulate (realize) the source model Py, ,. Let K be a secret key generated for
terminals in A by the protocol II that achieves the source model key capacity. In II, the
public message of terminal j is a function of X7" and Y;". The key K is a function of Vg,
and F. The protocol II defines a protocol II' for the transceiver model, using the following
steps. Note that Px/x,, = PX’(HjeM PXJ,|X/) is known. One of the terminals, Terminal 1
for example, generates 2" = (2'1,...,2/,) that is a realization of X", and reveals it to all
terminals over the public channel. Each input symbol X7 is generated independently (given
2'") according to Pix,ye = Pxj|x1=a, for all t € [n]. In n consecutive rounds, terminals use the
DMC W = Py,,|x,, without using the public communication channel. Thus, after symbol
transmission, source model PVXZ/ is emulated for terminals in M. That is each terminal j has
access to IID random variables X7 and Y;" distributed according to the source distribution
PVXZ/' Now, terminals in M can run the source model SKA II. Compromised terminals send
their samples V) over the public channel. The samples of terminal 0 is also accessible to the
rest of the terminals. Messages of terminals in M\D’ are generated according to II. Then,
all terminals in A can agree on the common randomness V), and extract their secret key.
See Figure 5.4 (b). Thus, at the end of II' the same key K of II will be established for A,
and IT" provides a lower bound on the key capacity of the transceiver channel model. The
key rate of IT’ is the same as the key rate of II which can be as large as the emulated source

model key capacity. [ |

Corollary 5.3.1. For a wiretapped channel model of m transceiwers W = Pyy, x,,, and for
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any publicly known random variable X' satisfying Px:x,, = Pxs Hje/\/t Px,x:, we have

0

Clrsie(Praaixad) = 2 min (Vs Vj| Vi) = 1(Vis (2, X) Vi) (5.9)
i=1

where the lower bound is due to the general source emulation lower bound of (5.8) and the
interactive source model SKA protocol of [93, Theorem 7], which holds for any arbitrary
integer 0 and RV’s Vi, Vs, ..., Vy satisfying

>

PI‘{f/[QHVMZ} = HPT{‘ZH}P—I]VQ mod m}

=1

Adaptive input symbols VS. The source emulation approach. We emphasis again
that the source emulation approach is not always the best approach for SKA, and it is
not capacity achieving in general, as such protocols do not employ the possibility of sending
adaptive input symbols based on public feedback (which is a function of the received symbols
Yu) in between each use of the underlying DMC. In some scenarios, using adaptive input
symbols (and public feedback in between each use of the DMC) is strictly required for higher
SK rates. An example of such scenario is given in [120, Theorem 4], where the SKA with
adaptive inputs outperforms the source emulation technique and achieves higher key rates.
However, in some special cases the source emulation approach is capacity achieving, see e.g.,

Theorem 5.5, Theorem 6.1, and [120, Theorem 5.

5.3.3 Upper Bound

In this section, we prove a general upper bound on the SK and PK capacities of the
transceiver model. This is by associating a multiaccess channel model [23] to a transceiver
model as described below. Given a transceiver channel model W = Py, x,, over terminal
set M = [m], we define an associated (related) multiaccess channel model W over 2m ter-

minals denoted by M. Consider the original terminal set of W to be the output terminal
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Vine1 H — X1 — Y] (X,Y1) + W

Vinre H — X5 — — Y5 (X2, Y2) + Vs
19m W

‘/Qm T _Xm_ _Y;n (Xmaym) T ‘/m

Figure 5.5: The associated multiaccess channel model W used in the proof of the upper
bound in Theorem 5.4. The set of output terminals is M = [m] = {1,...,m} and the set of
input terminals is given by M’ = {m + 1,...,2m}. The conditional probability distribution
of W= Py v,, is given by W = Px x,, W = (I Tiep 1Xi = Xiym)) - W.

set of W and let M’ = {m + 1,...,2m} be the set of new input terminals introduced for
W. Thus, M = {1,...,m,m +1,...2m} = M’ U M. Input terminals of W have RVs
that are of the form V; = X; Vj € M’ = {m + 1,...,2m}, and output terminals of W
are defined as per the given transceiver model, i.e., their RVs have two components given
by V; = (X;,Y;) Vj e M = {1,...,m}. The conditional probability distribution of the

multiaccess channel W is given by,
W = Pyywv. = Pruxaulxw = Pxulx v Prvixm = Pxulx oW,

where Px,,x,, i a collection of noiseless DMC’s, given by

ieM ieM
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Note that the RVs of the input terminals in W have the special property that Vi=X,_m

for all j € M’. See Figure 5.5.

Theorem 5.4 (General Upper Bounds). The channel model SK capacity and the channel
model PK capacity of any given non-wiretapped transcewer model W = Py, x,, for any

D c M = [m], and any A < D° are upper bounded by

CSAK(PYM|XM) < CéK(PVMlVM/)v (5'10)

and

A A
CHE (Pryixa) < Cog (Pupgvan): (5.11)

where the right hand side of the above inequalities are the SK and PK capacities of the

associated model W .

Proof of Theorem 5.4: We show that the PK capacity of W gives an achievable
lower bound for W. Let K € K be a private key established for W by SKA protocol II
such that log || < nC’ﬁE(PYMXM). We use II to generate a key K’ € K in W. First
note that in the associated multiaccess channel model of W, after each symbol transmission
each terminal j € M has access to the same variable(s) of the input terminal j + m € M’.
Therefore, terminals of M’ can always remain silent (not sending public messages), and all
public messages can be generated by terminals in M, the output terminals of W. Thus,
helper terminals of M’ are dummy terminals, and their presence can only help with the
key generation. Let Il be such that in each round ¢ < n, terminals generate and send
input symbols X;; = th’s to W and receive corresponding output symbols Y} = Y/jr Then
terminals engage in a public discussion F*. Let IT" be the protocol for SKA in W which works
as follows. In each round ¢, input terminals 7 + m € M’ generate and send input symbols
Vij+myt = th’s to W. Note that every terminal j € M, receives (as output symbols of 1)

the RVs X;; = X;; and Yj; = Yj;. Then, input terminals in M’ remain silent and output

terminals of multiaccess channel W in M invoke public discussion F* = F*. Following the
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same instructions of II, at the end of round n, terminals in M can agree on a secret key
K’ € K. As, in effect, Il and II' are identical protocols from the view point of M, K’ is
equal to K. Therefore, (1/n)log|K| is also an achievable key rate for the multiaccess model
of W. The maximum rate of such key is given by the PK capacity of W. The argument for

SK capacity is the same with D = (7. [ |

Remark 5.2. We note that using a similar argument, one can prove Theorem 5.4 in the
reverse direction — implying (5.10) and (5.11) to be equalities. That is any SKA protocol
that achieves the capacity of any given multiaccess model, can be used for establishing a
key in any transceiver model. Therefore, one can for example, indirectly prove lower bounds
on transceiver model via general lower bounds given for any multiaccess model. To our
knowledge the only general lower bound known for multiaccess model is the source emulation
lower bound [23, 74], which would imply the same lower bound as in Theorem 5.3 which
we easily directly proved in the previous subsection. However, we note that the associated
multiaccess model used in Theorem 5.4 has more utility for proving technical upper bounds.
This is what we will do in the next two sections. Please note that, Theorem 5.4 in reverse
direction does not give lower bounds for transceiver model via special case lower bounds (e.g.,
the interactive achievability lower bound of [120]) that are proved only for special cases of

multiaccess models.

Corollary 5.4.1. The channel model WSK capacity of any given wiretapped transceiver

model W = Pzy, x,, for any A < M is upper bounded by

Al{m+1 Al{m+1
CIJ/?/SK(PZYM|XM) < CPL{' " }(PYm+1YM|XM) < CPL{' " }<PVM|VM/)7 (512)
where CﬁEerl}(PymHYM‘XM) denotes the key capacity of a with m+1 terminals where termi-

nal m-+1 s assumed compromised and models the adversary by Y,,.1 = Z, i.e., Z is assumed
to be known. Also C’?gmﬂ}(PVMWM) denotes the PK capacity of the multiaccess model W

(as per Theorem 5.4,) associated with the aforementioned model where Z is assumed to be
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publicly known.

Proof of Corollary 5.4.1: Proof follows directly by the upper bound of (5.11) and
Lemma 5.1 of [22] which states that by knowing the adversary’s variable Z, the largest
achievable SK rate can only increase. [ |

We later use Corollary 5.4.1 in Chapter 6 to prove the WSK capacity of a special subclass
of transceiver models, namely the wiretapped Polytree-PIN — see Theorem 6.1.

Theorem 5.4 also implies that an upper bound for the SK (or PK) capacity of W, in-
cluding the upper bounds of [23, Theorem 6], is an upper bound for Cgy(Py,, x,,) (or
Cﬁ‘l? (Pyyxp))- See Corollary below — which immediately follows from Theorem 5.4 and

[23, Theorem 6].

Corollary 5.4.2. Consider a non-wiretapped transceiwer model W = Py, x,, with D < M,

and A < D¢. Then, for an arbitrary RV X", and any X\ € A(A|D) define

A(VamlVpX") = HVm|[VDX") = > AgH(Vs|VeX"),
BEY (A|D)
and
N Xm[VpX") = HXm|[VpX") = > AsH(Xptns| X s Vo X").
BeY(A|D)

Recall that Vp = constant when D = . Then

Cgi(Prygxp) < sup inf {ga(Viu|X") — ga(Xml X"}, (5.13)
Pxnx ., AeA(A)

and for any i € D¢

Cow (Pryixy) < sup inf  {ga(Viu|VoX") — ga(X | VD X")

g NEMAID)

+ Z /\BI(VD§XMmB|XMmBCX”)}7 (514)

BeY(A|D)
s.t. i¢B

where the variable X" can be arbitrarily correlated with input RV’s Xy, without any condition.
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5.4 The Non-adaptive SK Capacity

For two-party SKA, the noninteractive one-way SK capacity has been extensively studied
in the past; see Chapter 3. Noninteractive SKA protocols are preferred in practice as they
are more efficient in terms of public communication cost, and implementation complexity.
In this section, we define the non-adaptive SK capacity for the multiterminal channel model
of transceivers, and show that the source emulation lower bound of Section 5.3.2 with the

noninteractive public communication protocol of [21] achieves this capacity.

Definition 5.4 (Non-adaptive SKA). Consider the following limitations imposed on an
SKA channel model:

(a) No Feedback: The protocol starts with symbol transmission over DMC, and after its
completion, terminals engage in a (possibly interactive) public discussion phase.

(b) Independent IID Inputs: Terminals are locally controlling their input variables, and

the input variables are independent and IID, i.e., Px,, =[] iem Px;-
SKA protocols satisfying (a) and (b) are called non-adaptive. The non-adaptive secret key

capacity, is defined as the largest achievable key rate of all non-adaptive SKAs, and is denoted

by CﬁA—SK(PYMIXM)-

These are commonly used assumptions that hold in many real-life settings. Next theorem
proves that if using public communication in between noisy channel uses is not allowed, the
source emulation technique is the optimum SKA approach, as it achieves the non-adaptive

secret key capacity.
Theorem 5.5 (Non-adaptive SK Capacity). For a transceiver model, and a subset

A M, the non-adaptive SK capacity is given by

CJéA*SK(PYM|XM) = giax CéAK(PXMPYM|XM)' (5'15)
M

Proof of Theorem 5.5: First, we prove that the right hand side of the above equation
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is an upper bound on the non-adaptive capacity (i.e., the converse). Consider an associated
multiaccess channel W with 2m terminals denoted by M = {1,...,m,m+1,...2m}, where
V; = (X,,Y;)Vje M ={1,...,m}, are output variables of the multiaccess DMC and V; Vj €
M' = {m+1,...,2m} are input variables of DMC, satisfying Px,,v,, = Hje[m] Px, ;s

and Pk = 1(X, = Vj1m). By Theorem 5.4, we have

V7'+m
CA (P ) < CA (P P )
NA-SK\L Y| Xm) S UNA-—SK\ L X M|V FY M| XM )

and thus any upper bound on the non-adaptive SK capacity of multiaccess model W is also
an upper bound on the non-adaptive SK capacity of the transceiver model W. An upper

bound is given for the SK capacity of any multiaccess channel model in [23].

Lemma 5.6 ([23]). Let W be a multiaccess channel, for which M’ is the set of input
terminals (transmitters), M is the set of output terminals (receivers), and D = . For any
A< M and any X € A(A) (as defined in Definition 5.3), any achievable secret key K with
alphabet K satisfies

1 .
“log|K| < B, + B, (5.16)
n n

where a,, > 1 and B, — 0, asn — ©; and

Enzi[(H(th)— 0 XsH(Vi|Viser))

=1 BET(A)
— (H(Vpe) — Z AsH (Vigamy Vigenmy)) |-
BeT(A)

The proof of this Lemma is given in [23, Appendix A] (See Equation (A8)). Note that
under n — o the right hand side of (5.16) gives an upper bound on the SK capacity of the
multiaccess model W which, because of Theorem 5.4, implies an upper bound on the SK
capacity of W. The general upper bound in (5.16) holds even if assumptions (a) and (b) are

not satisfied. However, considering assumptions (a) and (b) we can simplify the expression
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of E, in (5.16). Due to no feedback assumption (a), we have

E, = (HV)— Y. AsH(VF|VE))
BeY(A)

_(H(V/Ct')_ Z /\BH(VéZmM’|Vl?CmM’))'
BeY(A)

By the independence of the inputs assumption (b), for any B € M’ we have H(Vg) =

Y.je H(Vj), and by properties of A vectors (see Definition 5.3 and Proposition 5.1) we get

D AsHVaane|Veeam) = D0 Az >, HV) = D, > AsH(V;) = H(Viw),

BeY(A) BeY(A) jeBAM’ jeM’ BEY (A
s.t. ]EB

and since V*’s are IID due to assumptions (a) and (b), we have

E,=n(HVm) = Y. AsH(Vs|Vs)).
BeY(A)
Lemma 5.6 holds for any A and any distribution Py,, (that is a function of Py,, as

Py,

M

= Px, Py, x.). Therefore, for every A € A(A) the largest upper bound on the non-

adaptive SK capacity is given by

. o7
C]éA—SK(‘PYM‘XM) < glax lim sup (XEn + 5n> = %qax QA(VM)y

XM n—o0 X/\/l

where we define gx (Vi) = H (Vi) = Xiger(a) AsH (V| Vie). As the above inequality holds for
every A € A(A), the non-adaptive SK capacity is upper bounded by the smallest upper bound
as a function of A (that is a variable independent of how any SKA protocol is executed).

Hence,

o4 P < 1%
NA-sK (Pyulxa) )\211\1(21) Igifiii%( M)-

Function g»(V) is a concave function of Px,, = Hje m Px; and affine as a function of A
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(see Appendix — Section 5.6.) So the minimax theorem [127, Section 5.5] implies that

A .
Cra—sk (Prulxam) < %{%Agl\l(% (V).

This completes the proof of the converse. The achievability proof is simple. By Theorem 5.2

we know that for the source model @ = Px,, Py, x,, and for D = & we have

C2e(Q) = min {H(Va) - AsH (Vi Vise) } = mingy(Va).
5k (Q) in (V) BE;A) sH (Vs|Vp) oin ga(Vm)
Thus, for any Py,, the source emulation SKA protocol of Theorem 5.3 with X’ = constant
achieves a key rate lower bounded by

1
Zlog|K| > mi V) — &,
- og | K| A?%l&)”( M) — &

for any arbitrary £ > 0. By maximizing Pyx,, and since £ can be arbitrarily small the upper

bound proved in the converse can be asymptotically achieved. [ |

5.5 Conclusion

We introduced a new general channel model of transceivers for multiterminal secret key
agreement and showed that the models in [22] and [23] are special cases of the new model. We
gave lower bounds and upper bounds for the SK, PK and WSK capacities of the transceiver
model. Then, we studied the problem of non-adaptive secret key agreement and gave the
non-adaptive SK capacity of the transceiver model. This result is important because of
the ease of implementation of non-adaptive (and noninteractive) protocols. Future research
directions include finding tighter bounds for the key capacities of the general transceiver
model, and construction of a capacity achieving SKA protocol for wiretapped and non-

wiretapped transceiver models.
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5.6 Appendix

Lemma 5.7. Consider M = [m] and a multi-input multi-output DMC W = Py, x,,, where
Xm= (Xl jeM), Ym = (Y] j €M), and define Vi = ((X;,Y;)| je M). Let D = &.
For any A < M, every fractional partition A € A(A), and any given distribution Px,, define
(V) = H(Vm) — Zperay A\sH (Vs|Vse).  If the probability distribution of Xam satisfies

Px. = ]_[jeM Px;, then g\(Vu) is a concave function of Px,,.

M

Proof of Lemma 5.7:  Given that Py, = HjeM Px;, for any B = M we have
H(Xm) = H(Xp) + H(Xpe), and H(Xp) = X5 H(X;). By simple manipulation of the

entropic quantities, we can rewrite gy(Vy) as

(V) = HVam) — > AsH (Vs|Vae)

BeY(A)
Z As[H (Vs Vi) — H(Vise)]
BeY(A
Z As[H (X ) + HYpu| X 1) — H(Xpe) — H(Ve| X5e)]
BeT(A
Z As[H(X5) + H(Ym|X ) — H(Ve| Xpe)]
BeT(A
:(H(XM 2 AsH ( XB)>
BeY(A)
HYulXm) = D As[HYmXm) — H(Vie| Xpe)]
BeY(A)
H(Y|Xpm) — Z As[H (Y| Xow) — H(Yie| X5e)].

BeY (A

The conditional entropy H(Ya|Xa) is an affine function of Py,,, and H(Yze|Xp) is an

affine function of Py, and a concave function of Px,. Thus g)(V) is a concave function
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of Px,,. Note that in the second last equality we used the fact that

> XsH(Xg) = > ABZH = > ) AsH(X)) = ) H(X; X ),

BeY(A) BeT(A jeB jeEM BiT p JEM
s.t. g€

which is due to the independence property that Px,, =[] jem Px;. See Proposition 5.1. ®

The above lemma can be regarded as a generalization of Lemma A.1 in [22].
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Chapter 6

Secret Key Capacity of

Wiretapped Polytree-PIN

Abstract. In secret key agreement (SKA) in multiterminal channel model,
terminals are connected by a noisy discrete memoryless channel (DMC) with
multiple input and multiple outputs. Terminals can use the DMC to ob-
tain correlated randomness, and communicate over a noiseless public channel
to establish a shared secret key among a designated subset of terminals.
We focus on a special class of multiterminal channel models, called wire-
tapped Polytree-PIN, in which the noisy channel consists of a set of inde-
pendent point-to-point channels whose underlying undirected connectivity
graph forms a tree. We consider a wiretap setting, where the output of each
point-to-point channel is partially leaked to a passive wiretapper adversary,
Eve, through a second independent noisy channel. A secure SKA protocol
generates a group secret key such that Eve has no information about it. In
this chapter, we derive the wiretap secret key capacity, which is the largest
achievable secret key rate, of the wiretapped Polytree-PIN model. Our result
also implies the key capacity of the non-wiretapped Polytree-PIN model, that
is the case when there is no leakage from point-to-point channels to Eve.

Contributions presented in this chapter have been presented and accepted for publication in the pro-
ceedings of ITW 2021 [38].
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6.1 Introduction

Two-party secret key agreement (SKA) with information-theoretic security was first intro-
duced and studied in [19], and [20]. The SKA problem was generalized to the case of multiple
terminals in [21, 22] and has been well studied ever since [74]. In the multiterminal channel
models studied in [22, 23, 75, 120] it was assumed that the set of terminals is partitioned
into two disjoint subsets: a subset of terminals that supply input symbols to the underly-
ing discrete memoryless channel (DMC) and a (non-overlapping) subset of terminals that
observe individual outputs of the DMC. The transceivers channel model introduced in [36]
(see Chapter 5) generalized previous models to the case of multiple transceivers; where each
terminal is capable of simultaneously sending to, and receiving from, the noisy DMC.

The multiterminal transceivers channel model is defined by an underlying multi-input
multi-output noisy discrete memoryless channel (DMC). There are m terminals denoted by
M = {1,...,m}, and a subset of terminals have control over the input variables of the noisy
DMC, and another (possibly overlapping) subset of terminals observe the corresponding
output variables of the DMC. The goal of an SKA protocol is to establish a shared secret
key among a subset of terminals A < M. Terminals are allowed to send symbols over the
noisy DMC to generate correlation. This DMC, however, is wiretapped and the transmitted
symbols partially leak to a passive wiretapper adversary, Eve. Terminals have access to a
noiseless authenticated public channel which they can use to send public messages (interac-
tively) before, in between, and after symbol transmissions over the noisy DMC. In addition
to the leaked information from the noisy DMC, Eve observes all public messages sent by ter-
minals over the public channel. Utilizing the noisy DMC and the noiseless public channel,
at the end of the SKA protocol, terminals in A agree on a secret key (SK), such that Eve
has no information about it. The key may or may not be known to the helper terminals, i.e.,
terminals in A° = M\A.

The “key capacity” of a model is the highest achievable secret key rate of the model

where the rate is defined as the number of key bits that can be established for each symbol
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that is transmitted over the DMC. Depending on the Eve’s side information, three notions
of key capacity have been defined [21, 22]|. If Eve has no side information, the capacity is
called, the secret key (SK) capacity. If a subset of helper terminals D < A are compromised
by Eve, the key capacity is called the private key (PK) capacity. In the most general sense,
if Eve has some side information represented by a variable Z, about other terminals’ private
variables, key capacity is called the wiretap secret key (WSK) capacity. In this chapter, we
focus on the latter notion of key capacity.

The WSK capacity is known only for few special cases [45, 74], and for the general case,
even for two-party SKA (m = 2), remains an open problem. The two-party WSK capacity
when public communication is one-way (noninteractive messages from input terminal to the
output terminal) is shown [20, Theorem 2| to be equal to Wyner’s wiretap secrecy capacity
[57] of the underlying DMC. This is also called the forward WSK capacity. However, when

interaction is allowed, it is proved [20, Theorem 2| that
CWSK < maXI(X; Y’Z),
Px

where, X,Y, and Z are, the input variable of terminal 1, output variable of terminal 2,
and output variable (side information) of Eve, respectively. When a Markov relation holds
between (X,Y, Z) in any order, this bound is tight (gives WSK capacity) and can be achieved
with a one-way two-party SKA protocol. The best known upper and lower bounds on

multiterminal WSK capacity are due to [75].

6.1.1 Our Work

We study the wiretapped Polytree-PIN model with independent leakage, a special class
of transceivers channel model [36], in which terminals are connected by a set of mutually
independent point-to-point (directed) channels, and Eve has access to a noisy version of each

output variable of each channel. See Figure 6.1 and the description in Section 6.2. For the
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case of m = 2, the wiretapped Polytree- PIN model is the same as the two-party model of
20, Theorem 2] when the Markov relation X —Y — Z holds. We focus on this special type
of wiretap model, which does not fit into other multiterminal channel models [22, 23, 75]
and so its key capacity cannot be directly using previously known results in [23, 75, 120].
This special case can however be seen as an instance of the transceivers model [36]. The
Polytree-PIN model can also be viewed as the channel model counterpart of the Tree-PIN
model of [34], which is a special class of pairwise independent network (PIN) source models
[55, 60].

The SK capacity of non-wiretapped Polytree-PIN was derived under the constraints that
the input variables are independently generated, and the public communication is nonin-
teractive [36]. In this work, we consider no restriction on the terminals use of the public

channel, and prove the WSK capacity of wiretapped Polytree-PIN.

6.1.2 Related Works

Multiterminal SKA problem in channel model has been studied extensively; e.g., see [22,
23, 36, 75, 120]. Single-input multi-output DMC’s where studied in [22, 75]. The SK and
PK capacities are derived in [22] for the case when terminals are allowed to send public
messages without any specific restriction. These capacities are shown to be achievable by an
SKA approach called source emulation. We also employ this approach and show that source
emulation is capacity achieving for the case of wiretapped Polytree-PIN. The WSK capacity
of a special class of models (called Markov Tree) was derived in [22, Theorem 5.1] in which
Eve gets side information only about the variable associated with one of the terminals'.
The case of multi-input multi-output (the multiaccess) channel was studied in [23, 120].

The SK and PK capacities of the multiaccess model are not know, but general upper and

"'We emphasize that while our model of wiretapped Polytree-PIN resembles the wiretapped Markov Tree
of [22], they are different in some aspects. Eve in our model is more powerful in the sense that it observes
side information about all variables of terminals, but our model is more restrictive as it has the structure of
pairwise independent channels.
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lower bounds were proved in [23]. The SK capacity is proved for the symmetric* multiaccess
channel with a single output terminal under the constraint that only the output terminal
sends public messages [120].

In all these SKA channel models, it was assumed that a terminal is either providing
an input to the DMC, or is receiving an output from the DMC. The transceivers model,
introduced in Chapter 5 (see also[36]), generalizes the multiaccess model of [23] by allowing
terminals to send to, and receive from the DMC. For this model of transceivers, general
upper and lower bounds were proved for the SK, PK, and WSK capacities, and the SK
capacity was derived when the DMC’s input variables are IID and generated independently
and non-adaptively.

To the best of our knowledge, except for the result of [22, Theorem 5.1], our result is the

only other channel model WSK capacity result for a family of multiterminal models.

6.1.3 Organization

We define the wiretapped Polytree-PIN, and state our main result in Section 6.2. We then

prove our result in Section 6.3, and conclude the chapter in Section 6.4.

6.2 Problem Formulation and Main Result

6.2.1 The Model

A Polytree-PIN transceiver model consists of a set of m terminals denoted by M = {1,...,m},
and a noisy DMC which is defined by a polytree G = (M, £), that is a directed acyclic graph
for which the undirected version is a tree. All terminals have access to a noiseless authenti-
cated public channel as well. In G, each directed edge e;; € £ is unique and can be represented

by an arrow from terminal ¢ to terminal j. When e;; € £ exists then ej; ¢ £, and there are no

2A two input single out put channel is called symmetric if the conditional distribution of the channel
satisﬁes PV3|V1V2 = PV3|V2V1'
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Figure 6.1: An example wiretapped Polytree-PIN. The solid arrows (directed edges) show
the independent point-to-point channels of the model, and the curly arrows (with the same
color) show the corresponding wiretapping RV’s of Eve. With respect to each directed edge

e;j € € we have X;; — Y}, — Z;;, and Eve’s side information is Z = (Z;;] e;; € £).

self loops, that is e; ¢ £. Each directed edge e;; € € of G = (M, E) that connects terminal
¢ to terminal j corresponds to an independent point-to-point channel where X;; and Yj; are
respectively its input and output RVs. Thus, the RVs of each terminal i € M are of the
form V; = (X;,Y;), where X; = (X;j| e;; € £), Y = (Y] eji € ). let Xpq = (Xu,..., Xin),
Yu = Y1,...,Y,), and Vi = (Vi,...,V,,) be the random vectors representing all input
RV’s, all output RV’s, and all terminals’ RV’s, respectively. The DMC of a wiretapped
polytree-PIN is given by W = Py, x., = PruxuFPzix vy With Py x,, = Heijeg Py, x,,
where Py x,; corresponds to the point-to-point channel between X;; and Yj;.

A polytree-PIN is called with independent leakage if the wiretapper’s RV is of the form
Z = (Zj| ei; € £)®, where the Markov relation X;; — Y}; — Z;; holds for all e;; € €. For this

case, the DMC is given by

W= Povuixu =1 11 PraxyPrsm
1EM  jeM

s.t. (:‘UES

3With respect to some fixed arbitrary order over the edges in &.
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where Pz, |y, represents the point-to-point channel between Y}; and Z;; (Eve). See Figure 6.1.
When Z = constant, that is when Eve has no side information, the model is called non-
wiretapped, and is denoted by W = Py, x,,-

The goal of an SKA protocol is for terminals in A © M to share a secret key K by using
cooperation of terminals in M. All terminals have access to a public channel, and public
messages sent by a terminals will be received by all terminals and the passive adversary Eve,
who will not interfere with the public communication. There is no initial correlation between
the terminals. Before starting the SKA protocol, terminals are allowed to use the public
channel for initialization (e.g., agreeing on public parameters). An SKA protocol consists
of n rounds, where each round consists of one invocation of the noisy channel, followed by
public communication by terminals in M over the public channel. Let F* denote the random
variable representing all public messages of the m terminals in round 1 < ¢t < n, and let
F = (F!,...,F") denote the entire public communication. Each public message of terminal
Jjinround 1 <t < n is a function of all previous samples Vji, ..., Vj, its local randomness,
public messages of the previous rounds F', ..., F"! and previous public message sent in
round ¢. Each input symbol Xj; of round ¢ > 2 may depend on previous public discussions
F! ..., F'"! and previous samples Vit, ..., Vje—1). After the n rounds of the SKA protocol,
the RV associated to each terminal j is given by V" = (X]”,Y]”) Also, let V{ denote
the collection of all RVs accessible to all terminals after round n. The protocol ends when
each terminal j computes their version of the key K;(V}",F) that is a function of all the
symbols they send to, or receive from, the noisy DMC (V"), and all of the exchanged public
messages (F). Eve has access to all public messages, F, and the side information Z", which

is correlated with V.

6.2.2 Definitions

Definition 6.1. For a set of terminals M, let A € M denote the subset of terminals that

want to obtain a shared key K with alphabet IC. Let Z" denote Eve’s side information about
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V. The key K is an (e, 0)-Secret Key (in short (e,0)-SK) for A, if there exists an SKA

protocol with public communication F, and output RVs {K;};c 4 for each terminal, such that

(reliability) Pr{K; =K} >1—¢, VjecA, (6.1)

(secrecy) SD ((K,F,Z"),(U,F,Z")) < o, (6.2)

where SD denotes the statistical distance and U is the uniform probability distribution over

alphabet IC.

Definition 6.2 (Key Capacity — see Definition 17.16 of [90]). Let Z™ denote Eve’s side
information about V. For a given channel model W, where W is the conditional distribution
of the underlying DMC, a real number R > 0 is an achievable SK rate if there exists an
SKA protocol that for every n establishes an (e,,0,)—SK K € K where lim, ., €, = 0,
lim,_,, 0, = 0, and liminf,_, % log |[K| = R. The maximum of all achievable SK rates is

called the key capacity of the given model W.

SK, PK, and WSK Capacities. Eve has access to all public messages, denoted by F,
and might wiretap some side information about V{;, denoted by RV Z". When Eve has no
side information about V}}, then Z™ = constant (i.e., independent of V), and the capacity is
called SK capacity, denoted by C¢y (W). Eve may compromise a subset of terminals D < A,
in which case 2" = Vj = (V| Vj € D). The compromised terminals remain cooperative in
the SKA protocol (it is assumed that they reveal V5 to other terminals through the public
channel.) The capacity for this case is called PK capacity and is denoted by C’Ié}? (W). In
the most general sense, if Eve has access to side information Z™, which is correlated with
Vi, the model is called “wiretapped”, and the key capacity is called WSK capacity, denoted
by CI“/?/SK(W)-
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6.2.3 WSK Capacity of Polytree-PIN

The main contribution of this chapter is deriving the WSK capacity of wiretapped Polytree-
PIN with independent leakage. Here, we state the claimed result and give the proof in the

next section.

Theorem 6.1 (WSK capacity of Polytree-PIN). The WSK capacity of a wiretapped

Polytree-PIN with independent leakage defined by G = (M, E) is

Cirsx(Pzyuixy) = max  min (X Yyl Zyy), (6.3)
P e
s.t. ei;€€A

where G 4 = (Mg, E4) is the subgraph of G with the smallest number of edges that spans all
terminals of A. Moreover, this key capacity is achievable by the simple source emulation

approach.

The above theorem also implies the SK capacity of the non-wiretapped Polytree-PIN

model, with the choice of Z = constant. That is,

CSAK(PYM\XM) = max min I(Xij; Y;Z)7 (6.4)
PXM 57‘76/\/618
s.t. e;;€€4

and that this SK capacity is achievable by the simple source emulation approach.

Note than the implied non-adaptive SK capacity formulation of Theorem 5.5 for the case
of non-wiretapped Polytree-PIN is equal to the right hand side of Equation (6.4); however,
the statement of Equation (6.4) is stronger than the claim of Theorem 5.5. While in Equation
(6.4) the model is not restricted to non-adaptive SKA, we prove that the non-adaptive SKA
approach of source emulation is capacity achieving for the case of wiretapped (and non-

wiretapped) Polytree-PIN.
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6.3 Proof of Theorem 6.1

In this section, we provide the proof for Theorem 6.1. The proof has two parts. In the
direct part, to prove a lower bound on Cﬁlfs (W), we use the source emulation approach of
[22] and the source model Tree-PIN SKA protocol of [34]. In the converse part, we prove
an upper bound on Ci s, (W) using a combination of techniques from [23] and [36]. The
novelty of the upper bound proof lies in exploiting the induced Markov relations among all
variables (within V},, F), without imposing additional limitations on the model, to show
that the upper bound is tight in general for Polytree-PIN, and is achievable by the source
emulation lower bound. Theorem 6.1 also implies the SK capacity by letting Z = constant.
We first review the lemmas that are used in the converse, and then we review the source

emulation technique.

6.3.1 Converse Techniques
The following lemmas will be used for the converse part of our proof.

Lemma 6.2 (Lemma 5.1 of [22]). For a wiretapped channel model W, where Eve’s RV
1s not constant, let Cﬁ%‘MHl}(W) be the PK capacity of an associated model W that is
the same as W except that Eve is assumed to be a new compromised terminal — that is
M= MU {IM|+1}, and Vimi+1 = Z. By definition of the PK and WSK capacities we
have, Ci g (W) < Cﬁ%w'“}(ﬁ/).

The multiaccess model of [23], is a special case of transceivers model, in which a subset
of terminals only have access to the input RVs and the rest of the terminals only have access

to the output RVs of the DMC.

Lemma 6.3 (Theorem 5.4 of Chapter 5, see also Theorem 3 of [36]). Consider
a non-wiretapped transceivers model W = Py, x,, where M = {1,...,m}. Define the
associated multiaccess model W over the terminal set M = M’ U M, where M’ = {m +

1,...,2m} is a new subset of terminals that only provide input symbols V; = X; Vi € M’
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to the underlying multiaccess DMC of W. The original terminal set of W (i.e., M) is now
the (nonoverlapping) subset of terminals that observe output RV’s 7j Vj e M, composed of
two components V; =Y ; = (X;,Y;). The multiaccess DMC of W = Py, v, = Py xS

defined based on the DMC of W as

W = Py % Praddxa = ( H 1(X; = Xivm))W,
ieM
where, for any i € M, the connection between input symbols X, and X; component of
output RV’s is given by noiseless DMC’s 1(X; = Xitm). Then, for any D < M and A < D°
we have CﬁE(W) < CﬁE(W).

6.3.2 Source Emulation

For the achievability, we use the source emulation approach [22, 23, 75]. In the multiterminal
source model [21], there are m terminals each having access to n IID copies of V; (Vj < m)
that are used for SKA by using public communication among terminals. The SK, PK, and
WSK capacities have been defined for source model in [21] (similar to Definition 6.2).

A source model SKA protocol, gives a lower (achievability) bound on the channel model,
in the following way. Let terminals of a given channel model W = Pgy, x,,, use the
underlying DMC n times, with IID input symbols, and without using feedback over the
public channel. The variables that will be held by each terminal at the end of this symbol
transmission define a source model that is described by Pgy,, = Px, W. This is called
source emulation [22]. A secure source model protocol will give a protocol for the channel
model by first invoking the symbol transmissions that emulate the source, and then directly
using the source model protocol, which immediately implies a channel model lower bound.

Note that source emulation may not achieve the key capacity, since it does not utilize
the available public channel between DMC applications, which can be used for example

to provide feedback and adaptation of the channel input variables. Theorem 4 of [120]
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Figure 6.2: An example of Polytree-PIN transceiver model and its associated multiaccess
channel model as per the proof of Theorem 6.1. The dashed arrows show the noiseless
channels of the multiaccess model, connecting terminals of M’ to the output terminals in
M. There is one noiseless DMC per each input RV of the original Polytree-PIN.

shows that source emulation is not capacity achieving for certain channel models. We show,
however, that though Polytree-PIN model allows adaptive channel inputs, such SKA method

is not necessary for achieving the WSK capacity, and source emulation is sufficient.

6.3.3 The Proof

Proof of Theorem 6.1: For the converse part, we start with Lemma 6.2, and Lemma

6.3. For wiretapped Polytree-PIN W' = Pyy, x,, With polytree G = (M, E) where M =
{1,...,m}, we prove an upper bound on Ci} ¢z (W). Define the associated transceiver model
W by considering Eve as a new compromised terminal labeled as 2m + 1 added to the
terminal set; that is, D = {2m + 1}, M=MUD, Vp=Yp =2 = (Zij] ei; € E), and
W = Pypyuixu = W. By Lemma 6.2, Cj g (W) < C’ﬁ}?(ﬂwf). Then, we define a multiaccess

model W by considering the m + 1 terminals of W as its output terminals, and introducing
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m new input terminals denoted by M’ = {m + 1,...,2m} —ie, M = M’ U M. The
input terminals’ RVs of W are X; = (X;| e(i_m); € ) Vi € M, and the non-compromised
output terminals’ RVs are of the form Y; = (X;,Y;) Vi € M, with X; = (Xj;| e;; € &),
and Y; = (Yj;| e;; € £). The only compromised terminal 2m + 1 is an output terminal with
RV Yomi1 = Yp = Z. The conditional probability distribution of the multiaccess channel

W = Pyﬂ X, is given by,

P?’D?M‘YM/ = PZYMXM‘YM/ = PXM|YM/PZYM|XM

where Py X, isa collection of noiseless DMC’s, given by

[Poxn =11 T1 15 =Xarmy)

eM iEM  jeM
s.t. e ef

and Pzy,,x,, = W. By Lemma 6.2 and Lemma 6.3 we have
Citsc (W) < Cpg (W) < Gl (W).

Next, we prove an upper bound for the PK capacity of W. For any edge eij € €4, define
Pij = {Bij, Bf;} to be the bi-partition (the cut) of M that e;; € £4 crosses (i.e., either i € By
and j € Bj;, or j € By and i € Bf;). Also, define Pii = {Bij, B_fj} to be the partition of
M = M U M such that €jj Crosses P_Z-j, and for every j < m in one part of 73_2-]-, ]+ m
belongs to the same part. Note that B;; n M = B;; and B_ZCJ N M = Bf;. See the example
partitions in Figure 6.2.

Let K € K be an achievable (¢, 0)—SK for W, achieved by an SKA protocol IT with public

communication F. We prove that for any achievable (e, 0)—SK for W we have

log || < I(Vg,; Vige | Z"F) + 0, Ve € Ea (6.5)
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where § = (¢, 0) = olog @ + (IM] + 2)(elog |K| + h(e)).

Before proving Equation (6.5), we review some notations. For a subset A < M, let T(A)
be the family of all nonempty sets B < M such that, B does not contain A (A & B), and let
A(A) be the set of all |T(A)|-dimensional vectors A = (Ag | B € T(A)) such that 0 < A\g < 1,
and for any terminal j € D¢, all A € A(A) satisfy X sy ) 1. jes A8 = 1. See Definition 5.3.
As K is an (¢,0)—SK achieved by F, Equations (6.1) and (6.2) are satisfied. Since W is a

multiaccess model, [22, Lemma A.2| implies that for every A € A(A) we have

H(K|FZ") < H(VEIFZ") = > AsgH(VE|[VgFZ") + v,
BeY(A)

where v = (|M\\ + 2)(elog |K| + h(e)). Also, we define s = s(K,F, Z") = log |K|-H(K|F, Z™).
Then

log |K| < HVE[FZ") = Y AsH(VF|VEFZ") + 5+ v (a)

BeY(A)

<SHVEFZY) = Y AsH(VE|VEFZ") +5 (b
BeY(A)

< I(Vg,: V4 |Z"F) +6 ()

where (a) is due to definition of s = s(K,F,Z"), (b) is due to Lemma 1 of [21], i.e.,

s(K,F,Z") = s < olog @, (c) is due to choosing A = (Ag,G € T(A)) as

1 G=BjorG=E8
Ag =

0 otherwise,
and that we have X;,n,, = X; Vj < m. This proves Equation (6.5). Next, let P;; = {B;;, B}
be the bi-partition of M such that i € B;; and j € Bf;, and that the directed edge e;; is

from terminal i to j (i.e., Xy — Y — Zi;). Define B = B;;\{i}, B = B{;\{j}, and also let
Vi = (Xaulk # 7),Y;) and V; = (X, (X;|k #14)). Note that neither B;; nor By; contain A
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as e;; € £4. Thus,

log |K| < I(Vg,,; ngj|Z”F) +9

Z”F)+I(V’3-V”jj "FV) + 6 (a)

= (V" YR Z'F) + T(V ViV T+ 0 (b)

i g

= I(V", Vé}j

= I(V" Yol Z7EY]H) + (VY Z0F) + 6 (c)

7 » L gt

< I(VIF(ZY;i)" 3 Yinl Zijn)+

n—1.yn—1|7n . vn—1 —1
1V Y Z20F) + 1(Vis Y T 45 (d)

< 1(Xuy Vil Zig) + 107537 27 F) ¢

< Z I(Xij4; Yiia Zije) + 6

t=1

where in (a) the second term cancels to zero as Markov relation Vé‘; — Z"FV" — Vggj holds,
(b)isby V;"—Z "F}??—%”Vl% , (c) follows from entropy chain rule, (d) holds since conditioning
reduces entropy, and that Z,V;,,—(ZV;)"'F—Y7~" holds, and (e) is due to V;"—F(ZV;)" 1 —
Xijm — Yjin. Recall that I(Jy; J3|J2) = 0if J; — Jy — J3. Also, remember we assume that F
contains Z" when considering the PK capacity. The above inequality holds for any e;; € €4,

thus

— 1
CA (W) < CAP(W)<  min limsup max — log |K|
i,j€EM n—00 xn T
s.t. e;;€€4 M

< min  max [(Xy; Yl Zij)
i,jeM PXM
s.t. eijESA

=max min (X
PXM i,jEM
s.t. eijEEA

Y5l Zij), (6.6)

and the last equality is due to minimax inequality [127, Section 5.5] and that there exists

a distribution of the form Px,, = Heijeg Px,, that maximizes I(Xy;;Yj;|Z;) for all e;;. See

Lemma 6.4 of Appendix (Section 6.5). Thus, the maximization can be reduced to maximum
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over independent IID inputs.

To prove achievability, we prove that simple source emulation approach of Equation (5.8)

with X’ = constant (see also [22, Section IV] and [23, Section IV]) achieves the upper bound
in (6.6). Each terminal with control over input symbols Xj;, independently generates X

according to the distribution Py, =[] Px,;. Then by sending input symbols through

ei €€
the DMC, terminals receive the output RVs Y. Thus, n IID copies of a source model
Pzv,, = Px, Pzy,x, 1s generated amongst the terminals. Note that due to properties
of Polytree-PIN transceiver model (i.e., mutually independent point-to-point channels, and
Xij =Y — Z;; for all e;; € ), this source model is a Tree-PIN source model* and for any

arbitrary £ > 0, and any distribution Px,, = Heijeg Px,;, one can employ the source model

SKA protocol 6 of Chapter 4 (see also [34]) to establish a secret key of rate of

1 .
Elog|l€|> ml}(l/l {1(Xij; Yl Zij) } — €.

s.t. e;;€€4

The protocol works as follows. Corresponding to each e;;, terminals ¢ and j use their RV’s
X7: and Y} to agree on pairwise secret key Sj; (using a two-party SKA, e.g., Protocol 4 or 5~
see also [32, 79]), where length(S;;) = nl(X,j;Yi;|Zi;) — o(n). Then, terminals run a public
communication protocol that enables all terminals in M 4 € D¢ to securely agree on one of
the pairwise keys as their final key, say for example K = S;; with j € M 4 and e;; € £4. The
proof is in the Appendix of Chapter 4. Since £ was arbitrary, by maximizing over Px,, we

obtain the upper bound of Equation (6.6) and hence the capacity. [ |

6.4 Conclusion

Secret key agreement protocols with security against wiretapping adversaries are important

in practice as they naturally model leakage of communication to eavesdropping adversaries in

4A source model described by Pyy,, is a wiretapped Tree-PIN if there exists an undirected tree G =
(M, ) such that {(Vij, Vi, Zij)}e,;ee are mutually independent, and V;; — Vj; — Zi; holds for all e;; € &,
where V; = (Vj;] e;; € £) is terminal j’s RV.
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wireless settings. Finding WSK capacity in general is an open problem [45, 74]. We studied
the special case of wiretapped Polytree-PIN with independent leakage, and derived its WSK
capacity. Our results also proved that, for this model, capacity can be achieved by using
the source emulation approach which can be implemented in practice. Finding secret key
capacity of other wiretapped transceiver models is an interesting direction for future work.
One possible generalization of Polytree-PIN transceiver model is the case of independent
point-to-point channels characterized by general directed graphs where the directed graph is

not a polytree (contains loops).
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6.5 Appendix

Lemma 6.4. For any given Polytree-PIN W = Pgy,,|x,, with independent leakages, define
R;j(Px,,) = I(Xi;;Y;i|Zij). Then, we have

max min R;;(Px,)= min maxR;;(Px,,).
PXM i,JEM i,jeM PXM
s.t. ejj€€Q s.t. ej;€€A

Proof: By minimax inequality [127, Section 5.5] we have

max min R;j(Px, )< min maxR;;(Px,,)-
PXM 1,JEM i,jEM PXM
s.t. eijEE_A s.t. eijegA

Then we note that, for Polytree-PIN W in which point-to-point channels are independent,
there exists a joint probability distribution of the form Pg = Heijes P%,, that maximizes

I(XZJ, K]|ZZ]) for all €ij- That is for any €;;
R = ax Rij(Px,,) = flgl)gff(XiﬁszWZz‘j) = Ri;(Px,,)

Therefore, we have

max min  Ry(Px,) > min Ry(Px, )

Px 4 1,jeM 1,jeM
s.t. eijEEA s.t. eijegA
= min R}
3,JEM
s.t. eijegA

= min maxR;;(Px,,),
i,jEM PXM
s.t. eijegA

which completes the proof. [ |
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Chapter 7

Conclusion and Future Work

In this thesis, we studied the problem of secret key agreement through the lens of information
theory. The key agreement protocols that we considered, guarantee information theoretic
security without making computational assumptions about the adversary. Instead, concep-
tual assumptions are on the amount and structure of the leakage that is available to the
eavesdropping adversary; which in practice translate into physical-layer requirements that
could be realized, for example, in wireless network environments.

The two main categories of information theoretic SKA models are: (i) source model, and
(ii) channel model. Chapters 3 and 4 studied two different topics within the context of source
model, and Chapters 5 and 6 explored SKA in channel model. The contributions of these

chapters include:

Proving finite-length upper and lower bounds for the maximum achievable key length

of two-party one-way SKA.

Deriving the WSK capacity of the Tree-PIN source model.

Introducing the transceiver model and proving upper and lower bounds on its SK, PK,

and WSK capacities.

Deriving the WSK capacity of the Polytree-PIN channel model.
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In the following, we outline some of the open research questions that arise from our
investigation and will be interesting directions for future research. We list them in order of

appearing in the thesis Chapters.

e In Chapter 3 we gave finite-length upper and lower bounds on S™ — the maximum
achievable key length. However, these bounds are not tight. One immediate direction
is the quest for a tight pair of finite-length upper and lower bounds that match up to at
least the second order terms. Another related question is to find a tight converse for S™
under the assumption that X —Y — Z holds. Such finite-length upper bound would
then be directly comparable with the second order characterization of (interactive)
S that was proved in [31]. Information spectrum methods and appropriate spectral

entropies can provide powerful tools to tackle these questions.

e In Chapter 3 we proposed a two-party one-way SKA protocol (Protocol 5 Ipy) that
has computational complexity O(nlogn) and we proved its finite-length behavior. It
would certainly be an intriguing research avenue to find more efficient OW-SKA pro-
tocols, that can either perform better than ITpy with respect to either computational

complexity, and/or finite-key length.

e We utilized the information spectrum methods, in Chapter 3, to prove a “single-copy”
(n = 1) upper bound on maximum key length of two-party OW-SKA. A similar direc-
tion is to investigate if we can prove single-copy upper bounds on maximum key length

of the general multiterminal source model of [21].

e In Chapter 4 we argued that our proposed SKA protocol to achieve the WSK capacity
of Tree-PIN is more efficient than the PK capacity achieving protocol of [21] from
the perspective of using public communication bits. It remains open whether our
protocol is optimum in that sense. Then, a related question also arises which is to find
the WSK capacity of Tree-PIN under arbitrary upper limits on the asymptotic pubic

communication rate. Recall that we proved WSK of Tree-PIN under the assumption
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that terminals have free and unlimited access to public discussion. See [115], which

studies similar questions for non-wiretapped PIN.

In Chapter 4 we also discussed about the gap between noninteractive WSK capacity
and the general WSK capacity in multiterminal source models. The gap remains open,
and it would be interesting to see if the gap can be tightened or closed using either
novel converse techniques or new noninteractive SKA protocols. A converse technique
which has been often fruitful is the axiomatic method for proving upper bounds —
see for example [26, 93]. That is a function of the source distribution is proved to
be a legitimate upper bound on key capacity, if it satisfies a set of logical axioms
(conditions). It seems that this method falls short of providing a powerful tool for
proving a noninteractive converse. Maybe this approach could be improved and then

utilized or perhaps new converse methods will be required.

We studied the transceiver model in Chapter 5 and proved upper and lower bounds for
SK, PK, and WSK capacities. A primary future objective is the pursuit of character-
izing SK capacity for the multiterminal transceiver model. This goal perhaps requires
new converse methods and/or novel SKA constructions. Similarly, finding tighter up-
per and lower bounds on PK, and WSK capacity is an important open question we

leave for future work.

Our channel model lower bounds in Chapter 5 and 6 are all based on the source
emulation approach. Unlike the case of Polytree-PIN, source emulation is not always
capacity achieving. Finding more efficient interactive and adaptive SKA protocols
is also a valuable research topic. Moreover, an appealing question is to search for
necessary and/or sufficient conditions a channel model has to satisfy under which the

general or simple source emulation approaches are capacity achieving.

At the end of Chapter 5 we proved the non-adaptive SK capacity using the converse

bound of [23] and simplifying the expression by enforcing the non-adaptive SKA as-
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sumptions. It remains open whether a similar tight converse can be proved for PK
capacity using the same bound in [23]. This leads also to a call for improving the PK

capacity upper bound of [23].

Similar to the extension of Tree-PIN model that we studied in Chapter 4 Section 4.5.2,
it would be interesting to study SKA in the extended model of Polytree-PIN where
two Markov relations (with opposite directions) hold with respect to each edge e;;. For

such case, our converse techniques presented in Chapter 6 might be useful.

In this thesis, we focused on the source and channel models of [21-23]. However,
modified variants of these models have been studied for key agreement as well. For
example, [128-130] consider the problem of secret key agreement for state-dependent
channel models, and [122] proposes a new two-party model that combines the source
and channel models of SKA. Therefore, extending the transceiver (or Polytree-PIN)
model to the case of state-dependent channels or the case when correlated variables of
a multiterminal source model are also available at the transceiver terminals are among

the exciting problems we leave for future work.

For both the multiterminal source and channel models, we considered the case where
a single adversary is obtaining side information about the variables of the legitimate
terminals. Studying SKA models with multiple (cooperating and/or non-cooperating)

adversaries with distinct goals, is an interesting future research direction.
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