To avoid regulation and legal exposures, insurers can develop
their own information-gathering practices and privacy codes.

ho “owns” the informa-
tion: that has been gath-
ered about an individual
— the data gatherer or
the data subject?

Companies and brokers have a
right to gather information about
persons who wish to apply for insur-
ance; clearly, this is essential to
determining the risk classification of
the applicant. The insurer’s right to
information, however, is not ungual-
ified. It must be balanced against the
applicant’s right to privacy.

Far from being an arcane issue,
the appropriate use of information
and respect of personal privacy are
issues on the front lines for insurers.
One only has to look to the contro-
versies concerning AIDS faced by the
life and health insurance industry
over the past decade.

Some of these issues may well
appear in any future privacy regula-
tions and could include:

e Notification to individuals what
information is being collected about
them, why this information is need-
ed, and how it is to be used.

* Relevance of information to the pur-
pose for which it is being collected.

¢ Nondisclosure of information
gathered.

s Explanation of why an individual
has been denied access to a certain
benefit, such as insurance.

The Information Age has led to an
across-the-board increase in concerns
about the quantity and quality of
data maintained by businesses and
government. A report released last
fall from the newly formed Institute
for Applied Ethics in Insurance
reviewed the concepts of ethics and
U.S. legal issues surrounding infor-
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mation. The report provided indus-
try-specific discussions of standards
for information gathering, record
maintenance and protection of con-
fidentiality.

Canada at present has no statutes
that govern the information practices
of insurance companies (there is a
voluntary privacy code sponsored by
the Insurance Council of Canada: see
sidebar). In general, information
gleaned by Canadian business that is
legally and voluntarily given, such as
that obtained in providing insurance,
can be used in the private sector,

The use of this information for
marketing and other similar purpos-
es is currently legal, though abuses
would likely attract regulatory scruti-
ny. Privacy protection comes primar-
ily from the common law
protections derived from torts such
as appropriation of personality, tres-
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in three major categories: expecta-
tions of management and staff,
behavior of management and staff
and outside threats

The foundation for a proactive
ethical environment is a corporate
culture in which the rules and regu-
lations governing data creation, use,
maintenance, and disposal have
been established and communicated
to all users. To be successful, the firm
must establish and maintain the
desired corporate culture by defining
the responsibility of each employee.
Two major areas that assist in devel-
oping appropriate expectations are a
code of ethics and a set of sound
information systems policies.

Creating a code of ethics is one way
to communicate expectations to the
firm’s employees. The code should
convey management’s philosophy on
information value, protection of infor-
mation assets, appropriate use of infor-
mation, and the responsibility of every
employee to “live the philosophy.”
Although employees are an organiza-
tion's most important resource, they
are also the most likely threat, especial-
ly the dissatisfied and disloyal.
Therefore, it is extremely important to
create a staff that is ethics conscious
and motivated to avoid ethical inci-
dents. Because motivation — as well as
eagerness to follow established rou-
tines — tends to decrease with time,
creative measures are needed to keep
ethical conscicusness high.

To be useful, the code(s) must be
specific enough so employees can see
clearly the association between the
tasks they perform and the code(s) of
ethics. An organization may have
both a general code of ethics to act as
a high-level set of guidelines and a
code of ethics directed specifically
toward each work group. For exam-
ple, the technological employees
who design, construct, and imple-
ment information systems are an
extremely important work group in
conveying an appropriate philoso-
phy toward information assets.

The second aspect of setting expec-
tations is translating the philosophy
generated in the code of ethics into
information systems policies that are
monitored and evaluated. These poli-
cles should be integrated into busi-
ness processes, procedures, and
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practices. However, they are more spe-
cific and should be measurable with
adequate investment of effort to
assure that when objectives contradict
each other — such as freedom of
information and privacy policies —
those conflicts are resolved.

Once policies have been written,
appropriate security measures for the
identified ethical vulnerabilities and
risks must be selected. Measures usual-
ly correspond to (1) loss prevention,
(2) loss reduction, and (3} loss recovery
farniliar to the risk management disci-
pline. Each measure usually will have
three media formats: physical, logical,
and administrative. For example, loss
prevention measures can be imple-
mented that include physical place-
ment of servers and work stations or
terminals in building, lfevels of humid-
ity, type of fire extinguishing devices,
and power supply. Logical measures
include limiting the life of passwords,
station restrictions, time restrictions,
and composition of password.
Administrative measures include pro-
cedures for data disposal, disaster plan-
ning, back-ups, and building systems.

Information security is a “people
problem.” While technology can help
minimize breaches, it cannot elimi-
nate them. Most organizations will
pay more attention to the outside
“snooper” and willingly spend more
time, effort and money to prevent
these types of intrusions when ethical
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continued from page 50

¢ society harbors an inherent dis-
trust of large organizations, inchid-
ing insurers.

This distrust, in turn, implies that
regulation of the insurance indus-
try’s data practices is a real possibili-
ty. One strategy to avoid

unacceptable regulations in this area
is to work proactively to develop the
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PRESIDENT & CECQ

The Hartford Insurance Co. of
Canada Board of Directors is pleased
to announce the appointment of
Kenneth J. Yeaglin, CPCU, AIM as
President and Chief Executive
Officer. Mr. Yeaglin has 28 yeats of
insurance expetience, and over 17
years with The Hartford Group. He
has held Regional Vice President
positions in Indianapolis and Kansas
City, and has been the Executive Vice
President of Hartford Canada since
February, 1998.

Hartford Canada writes general
Commercial Lines insurance with spe-
cial programs for small commercial
customers, associations and fran-
chise groups, middle market busi-
ness, United States exposures for
Canadian firms, inland and ocean
marine and miscellanecus bonding.
They are located at 20 York Mills
Road in Toronto and can be reached
at (418) 733-1777.

system that will provide the regula-
tion.

Insurers should make an active deci-
sion about where to go next. With the
convergence of sophisticated technol-
ogy for gathering customer data and
increased public concerns about priva-
cy, now is the time to actively join
forces as an industry to help define the

" future of information handling. If they

choose this proactive path, the insur-
ance industry can have a profound
impact as society enters the Infor-
mation Age.

The law, because it evolves
through a series of court cases, lags
behind new developments in society.
Ii the industry chooses to remain on
the sidelines and merely react to
decisions, they will forfeit their right
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FAMILY UNDERWRITING
MANAGEMENT LIMITED

KENNETH A. RAYNER

Philip H. Cook, Managing Director of
Family Underwriing Management
Limited, is pleased to announce the
appointment of Ken Rayner as Director
of Business Development based in
Toronto.

Ken brings to Family an extensive
background and visibility in the
Insurance Industry over many years
which makes him ideally qualified to
manage the company's exciting expan-
sion plans.

Family Underwriting Management
Limited provides innovative insurance
product and systems soluticns to retail-
ers of Personal Lines Products.
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to complain about the results. The
insurance industry is today chal.
lenged to step forward and accept
the substantial opportunity that ig
available to provide leadership in
this area - and to potentially avoid
unwanted regulation.

Failure to do so could see tfest
cases holding the property/casualty
insurance industry responsible tg
pay court-ordered financial damages
for such tort claims as defamation of
character under a wide range of prop-
erty-casualty contracts.

Dr. Norma L. Nielson is chairholder in
Insurance and Risk Management in the
Faculty of Management at the University
of Calgary, where she teaches courses and
conducts reseqrch in a wide range of insur-
ance and risk management subjects. She
would like to acknowledge the contribis
tions of Daniel . Brown, Linda Gammill,
and Mary Alice Seville, and the assistance
of Peter Bowal with respect to some
specifics of Canadian law.

NUMBER CRUNCHING

Regarding your editorial, Pri-
vatization Potential (CI, August,
1998), the 1995 statistics you quoted
for Manitoba Public Insutance are for
a 16 month time period as a result of
the corporation changing its year-
end to February 28 from October 31.

MPT's combined ratio for 1996 and
1997 fiscal years is 108.3 per cent and
110.6 per cent respectively. Overall,
in the 26 year history of the corpora-
tion, the combined ratio has been
115.5 per cent. Accumulated retained
earnings are $102.1 million, with
annual premium volume of approxi-
mately $483 million per year.

Also over its 26 year history, MPI
has returned almost 90 cents of every
dollar in insurance premium earned
back to policyholders in the form of
claims payments.

B.W. Galenzoski, vice president, ﬁnm:ce’
Manitoba Public Insurance
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