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Chapter 1

Introduction

For groups Gy, Gy and (3, a pairing is a map of the form ¢ : G; x Gy — Ga.
Typically, G; and G, are written additively, while G5 is written multiplicatively. In
elliptic curve cryptography, a pairing maps a pair of points on an elliptic curve into
the multiplicative group of a finite field.

For cryptographic applications, it is desirable for the pairing to have additional
properties. In particular, pairings that are bilinear, non-degenerate and efficiently
computable [BF03] may be used in several different ways. A pairing is bilinear if for

all points P;, P, € Gy and @y, Q2 € G,
¢(Pr + P, Q1) = ¢(Pr, Q1)p(Pe, Q1)

¢(P1, Q1 + Q2) = #(P1, Q1)9(Pr, Q2)

which implies that ¢(aPr,bPs) = ¢(P;, P,)® for integers a and b. A pairing is non-
degenerate if for every nonzero point P; € G; there exists a point P, € G, such
that ¢(P1, P) # 1 and likewise, for every nonzero point P, € G, there exists a point
P, € Gy such that ¢(Py, P2) # 1. An efficiently computable pairing simply means
that there must be an efficient algorithm to compute ¢(Py, P) for P, € G; and
P, € Gs.

It is also desirable that the selected groups have large prime order. Furthermore,
the groups must be selected so that the discrete logarithm problem, DLP, is suffi-

ciently hard in each of the groups. The DLP is given elements a and b, find k € Z

1



such that a®f = b.

1.1 Applications of Cryptographic Pairings

There are numerous instances in which pairings can be applied to elliptic curve
cryptography. Some of the earlier inspirational work is given by the MOV attack
[MOV93], the Tripartite Key Exchange [Jou00], and most notably, the Identity Based
Encryption scheme [BF03]. For a more extensive list of applications using pairings,
see [BKLS02].

In 1993, the first application of a pairing used in cryptography was given by the
MOV attack, named after its creators Alfred Menezes, Tatsuaki Okamoto, and Scott
Vanstone. This attack converts an elliptic curve discrete logarithm problem, ECDLP,
into a DLP in a finite field. The ECDLP is stated as follows: let P be a point on an
elliptic curve of order m and R an additional point on the curve where m, P and R
are publicly known. Find an integer £ such that 0 < £ < m—1 and R = £P, provided
it exists. The MOV attack is accomplished by way of an isomorphism between a
subgroup of an elliptic curve of order m generated by P and the set of m*® roots of
unity. This map is given by the Weil pairing e,,. Let @ be a point of order dividing
m such that the Weil pairing applied to S € (P) and @, e, (S, @), is an m® root of

unity. This isomorphism, denoted by f, is defined as
fi{P) — pm
S = en(SQ).

The general idea is to solve en(R, Q) = en(P,Q)° for £ (mod m). Note that under

certain conditions i, is a subset of the multiplicative group of a finite field and so the
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ECDLP becomes a DLP. This attack can be applied to supersingular elliptic curves
due to the fact that u,, is embedded into a relatively small field that is a subset of or
equal to Fg; see Chapter 10 for further discussion. It is unknown if this attack will
be effective as the size of the field u, is embedded into tends to infinity [MOV93]. In
particular, this attack can be avoided by choosing non-supersingular curves (these
curves have fewer restrictions on the value k, as k can be at most 6 for a supersingular
curve) such that the field that u,, is embedded into is large enough so that the DLP
is infeasible. The advantage of using this attack is that it is easier to solve the DLP
than it is to solve the ECLP as there are known attacks for the former form of the
logarithm problem that have running times that are subexponential [MOV93].

The first constructive application of a pairing was with the Tripartite Key Ex-
change, created by Antoine Joux in 2000. This allows three parties to exchange a key
in one round of communication so that they can all participate in a secure exchange
of information. Since the exchange is done in only one step, the process is faster and
less demanding of the communication channel. For the key exchange, the parties
agree upon an elliptic curve E defined over a finite field F, such that the discrete
logarithm problem in E(F,) is sufficiently difficult. Also, two linearly independent
points, P and @), are chosen with large prime order. Each party has a secret inte-
ger, a, b and ¢ and computes aP,a@), bP,bQ) and cP,c@ respectively; these values
are made public. Using a pairing, each party computes ¢(bP,c@)* = ¢(cP, bQ)?,
#(aP,cQ)’ = ¢(cP,aQ)® and $(aP,bQ)° = $(bP,aQ). By the bilinearity property,
each of these values is equal to ¢(P, @)%°, the shared secret key. What is significant
about this application is that all previously developed protocols for key exchange

between three parties require at least two rounds of communication for exchanging



keys.

Arguably the most useful application was to due Dan Boneh and Michael Franklin
in 2003 with their identity based-encryption scheme. This enables one to attach an
identity along with an encryption that is efficient and secure. Although there have
been several identity-based encryption schemes presented in the literature, they have
all required certain restrictions [BF03], making them less desirable. The identity-
based encryption scheme given by Boneh and Franklin manages to avoid problematic
stipulations and is therefore a much more functional system. In fact, before 2003,

finding such a system was considered an open problem.

1.2 The Motivation and Organization

In a given application that makes use of a cryptographic pairing, computing the
pairing is often the computational bottleneck. In an attempt to expedite this com-
putation, numerous pairings have been developed and improved. This thesis serves
as a dictionary for these pairings which, to the best of my knowledge, does not cur-
rently exist in the literature. Also, for the sake of simplicity, an attempt to obtain
consistnet notation among each of the pairings has been provided to make com-
prehending and comparing the pairings more feasible. As well, my analysis of the
cryptographic pairings has been included.

First, the background for cryptographic pairings is covered in Chapter 2. This is
followed by a description of each of the pairings in Chapters 3-8, beginning with the
first pairing that was applied to cryptography, the Weil pairing. This is followed by

the Tate pairing, and then each of the variants of the Tate pairing are introduced



in the order in which they were developed. In Chapter 9, the basic algorithm that
is used to compute the pairings is outlined. Finally, a discussion on the efficiency of

each of the pairings is given in Chapter 10.



Chapter 2
Preliminaries for Pairings

This chapter begins by introducing the space in which an elliptic curve is defined
and builds up to the formal definition of a curve. This is followed by a discussion on
divisors which are fundamental for cryptographic pairings. Finally, an elliptic curve

is defined and the chapter concludes with pairing specific definitions.

2.1 Affine and Projective Space
Let K be a perfect field. Affine n-space over K is defined to be the set of n—tuples
A" = A"K)={P = (z1,...,2,) | z; € K}.

The set of points A*(K) = {P = (z1,...,2,) € A%E) | z; € K} is called the set
of K —rational points in A™. In a similar manner, projective n-space can be defined

over K as the set of (n + 1)—tuples as follows,
P"=P"(K)={P = (zo,...,%n) € A" | i such that z; # 0}/ ~ .

The equivalence relation is given by (zo,...,2Zs) ~ (¥0,. .., ¥Ys) if there is an element
X € K" such that for every 4, 2; = Ay;. The equivalence is denoted by [zo,...,Zn)].
The coordinates of [z, ...,z,] are called the homogeneous coordinates for the cor-
responding point in P™. Again, the set of K—rational points in P™ is given by

PYK) = {P = [2o,...2n) € P*(K) | 2; € K}. It may be the case that not each



of the #; € K for P = [zp,...2,) € P*(K), it is just required that some non-zero
coordinate z; can be chosen such that z;/z; € K.

The relationship between projective and affine space, roughly speaking, is that
projective space can be thought of as affine space with points at infinity added.
Projective n—space contains many copies of affine n—space. One particular way to

illustrate this notion is to consider the map ¢; for 0 < 7 < n such that

¢ A —s Pn

(@1, ,%n) = [T1,.-, % L, Zig1, .-, T

Each 7 gives a distinct copy of A™ in P™.
Let K[X] denote the ring of polynomials in n variables, K[Xy,...,X,] with

coefficients in K. A polynomial f € K[X] is called homogeneous of degree d if
FOX1,...,AX,) = X f(Xq,..., Xn)
for every A € K. For example, let f(X1, X», X3, X4) € K[X] such that
F(X1, X, X5, X4) = XPXZ + X5 + Xs X3
and A € K. Note that

FOX1, ., AX0) = (AW X1)*(AX,)? + (A Xa)* + (AX3)(AX,)®
= M(X7X7 + X5 + X3X3)

= )‘4f(X17° o ’X4)’

and so f is a homogeneous polynomial of degree 4.



An ideal J C K[X] is called a homogeneous ideal if it is generated by homoge-
neous polynomials. The set of zeros of the homogeneous polynomials in a homoge-

neous ideal J is called a (projective) algebraic set and is denoted as
V(J)={P € P"| f(P) =0V homogeneous f € J}.

The homogeneous ideal of V(J) is denoted by I(V'(J)) C K[X] and it is generated by
homogeneous polynomials f € K[X] such that f(P) = 0 for all points P € V(J). If
the polynomials that generate I(V(J)) are strictly in K [X], then V(J) is said to be
defined over K which is denoted as V(J)/K and its ideal is denoted as I(V(J)/K).
In affine space the notions of an affine algebraic set, the variety V(J) defined over
K and the ideal of V(J) hold except that polynomials need not be homogeneous.

If V(J) is an algebraic set defined over K then the set of K-rational points of
V(J)is

V(J)NA™(K) in affine space, and
(VIE) = ’

V(J)NP*(K) in projective space.
The projective algebraic set V(J) is called a (projective) variety if the homogeneous
ideal of V(J), I(V(J)), is prime in K[X]. Likewise, an (affine) variety is defined in
the same way, except that I(V(J)) need not be homogeneous.
Let V(J) be a variety defined over K. The affine coordinate ring of V(J)/K is

defined by
_ _ KX]
-~ I(V(I)/E)

The quotient field of K[V (J)] is denoted as K (V(J)) and is called the function field

K[V (J)]

of V(J)/K. Similarly, the affine coordinate ring for K is defined as K[V (J)] =
K[X]/I(V(J)) and its function field is K(V(J)). In projective space, the function
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field K(V(J)) of V(J) defined over K is given by the function field of V(J) N A",
K(V(J)) may be defined in the same manner.

A subset {4,...,£,} of a field L that is an extension over F' is called alge-
braically independent if there does not exist a non-zero polynomial f € F[X] such
that f(4y,...,4,) = 0. The transcendence base for the extension L over F is a maxi-
mal subset, with respect to inclusion, of L that is algebraically independent over F.
The transcendence degree of the extension L over F' is the cardinality of the tran-
scendence base. For an affine variety V(J) the transcendence degree of the extension
K(V(J)) over K is called the dimension of V(J), which is denoted as dim(V(J)).
In projective space, if A" C P™ is chosen so that V(J) N A™ # () for V(J) defined
over K, then the dimension of V(J) is given by dim(V(J) N A®).

Definition 2.1.1. (An algebraic curve) A projective variety of dimension one is

called an algebraic curve.

Finally, consider the following map between the algebraic varieties V(J)1, V/(J)s

in A". A map ¢ is called a rational map from V(J); to V(J)s if
¢ :V(J) — V(J)a,

¢ = (fo,- -, fn),
where f; € K(V(J)1) and for every point P € V(J)1, each of the f;’s are defined, i.e.
&(P) = (fo(P),..., fa(P)) € V(J)a. The rational map ¢ is defined over K if there
is an element A € K such that Afo, ..., Af, € K(V(J)1). Note that (fo,. .., f.) and

(Afo,- -, Afa) give the same map on points.



Consider two curves C; and C; and a non-constant rational map ¢ : C; — Cy

defined over K. Then ¢ induces an injection of function fields that fixes K as follows,
f e ¢ (f)=fos

‘The degree of ¢, deg ¢, is defined to be zero if ¢ is constant, otherwise the degree

is said to be finite and is given by
deg ¢ = [K(C1) : ¢*(K(Ca))].
Furthermore, the map ¢ induces another map
¢ K(C) — K(Co) (2.2)
Fo= (997 o Nreyyaniea(f)

where Ng(c,)/¢#(k(C2)) is the norm map [DF99) relative to the inclusion of K(Cy)
into K(Cy) under ¢*.

2.2 Divisors

The free abelian group of a curve C, generated by the points on the curve is called
the divisor group of C which is denoted by Div(C). A divisor D in Div(C) is written

as the formal sum
D= np(P)
where np € Z, and np = 0 for all but a finite number of points P on C. The degree

of D is defined to be

deg D = Z np.
PeC
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The divisors of degree 0, which are denoted
Div’(C) = {D € Div(C) | deg D = 0},

form a subgroup of Div(C). The support of D, supp(D), is the set of points P such
that np # 0.
For example, let C be a curve and S,T, U be points on C. A divisor D € Div(C)

could take the form
D = 3(S5) + 4(T) - 7(U). (2.3)

In this case, deg D = 3+4 — 7 = 0, hence D € Div’(C). Also, supp(D) = {8, T,U}.
Let C be a smooth curve and f € K(C)*. A divisor can be associated to f, called
div(f), which is given by
div(f) = Y ordp(f)(P)
PeC
where ordp(f) € Z counts the multiplicity of a zero or a pole! at a point P € C.
To illustrate this notion, consider a curve C' = P! and identify P! with A'U{0O}.

Let f be a function in P! restricted to an affine set such that

;o (= PPe—QF
@-RF

(2.4)

The divisor of f is given by div(f) = 2(P) + 3(Q) — 5(R).
A divisor D € Div(C) is called principal if D = div(f) for some f € K(C)*
let Prin(C) describe the set of principal divisors. An equivalence relation of divisors

D and D' is defined by the property that if D — D’ is principal then D ~ D'. The

1Note that if ordp(f) > 0 then P is a zero, and if ordp(f) < 0 then P is a pole.
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Picard group or the divisor class group of C called Pic(C) is defined as

Div(C)

Pie(C) = Prin(C)

The subgroup of Pic(C) which is fixed by G/ is written as Picx(C). Pic®(C) refers
to the quotient of Div®(C) by Prin(C) and is called the degree 0 part of the divisor
class group of C.

Once again, consider the non-constant map of smooth curves ¢ : C; — C,. This

map also induces a map on divisor groups,

¢* : Div(Cy) — Div(Ch) (2.5)
@ — Y el(P)P)

Pes~1(Q)
which can be extended additively to arbitrary divisors. The term e4(P) is called the

ramification index of ¢ ot P which is defined as

eg(P) = ordp(¢™(t4r)))

where typy € K(C,) is a uniformizer at the point ¢(P). A uniformizer for a curve

at a given point P is defined as a function ¢ € K(C) such that ordp(t) = 1.

Proposition 2.2.1. Consider the non-constant map of smooth curves ¢ : C1 — Cs,
then for all f € K(Cs)*,
¢*(div(f)) = div(¢*(f))-

12



Proof.

¢*(div(f)) = ¢* <Z ordp(f)(P))

PeC

=Y ordp(f)$"*(P)

PeC

= Zordp(f) Z 64,(@)(@)

PeC Qegd—1(P)

=" ) ordp(f)es(@)(Q)

PeC Qe¢1(P)

=Y > orde(¢"(NQ)

PeC Qeg~1(P)

= > ordg(¢*(H))Q)

Qep~1(P)

= div(¢"(f))

Note that the fifth equality comes from [Sil86, Ex.2.2] and the second to last equality

is due to the fact that every point is counted exactly once. O

The previous proposition indicates that the map ¢* takes divisors of degree zero
to divisors of degree zero and also principal divisors to principal divisors, hence
inducing the map

¢* : Pic®(Cy) — Pic®(Cy).

2.3 Elliptic Curves

Definition 2.3.1. (Elliptic Curve) An elliptic curve is a curve given by the Weier-
strafl equation

y2 + a2y + agy = x>+ a2w2 + aux + ag.

13



The elliptic curve is non-singular i.e., there are no points of the curve satisfying both

the partial derivative with respect to y
2y+ a1z +a3 =0,
and the partial derivative with respect to x
3z% 4+ 2052 + a4 — a1y = 0.

E is said to be defined over K if a; € K for all i. If the points (z,y) on E are in

L x L for some extension L of K, this set is denoted by
E(L) ={(z,y) € L X L | ¢* + a1y + asy = &° + ap2® + a4z + a} U {O}

where O represents a special point at infinity. If the char(K) # 2,3 then the Weier-

straf equation can be written in the reduced form
y? =2+ Az + B.

This equation is non-singular if the discriminant [DF99] —16(4A%+27B?) is nonzero
[Sil86].

For a more theoretical definition of an elliptic curve see [Sil86, III].

Consider an elliptic curve of the form
E:y® + ajzy + azy = 2° + apz® + aux + as.

Points P € E are of the form (z,y) along with the point O at infinity. Recall that
E is a subset of P2, Since the degree of E is 3, then a line L in P? intersects E

in three places, which need not be distinct. Two points P,@ € E are added using

14



the Composition Law: Let L be the secant line of P and @ (or the tangent line if
P = @) and denote R as the third point of intersection of L with E. Let V denote
the vertical line through R and O. The third point of intersection of V' with F is
defined to be P + @.

Proposition 2.3.2. The Composition Law on E has the following properties.

1. Consider the line L that intersects E at the points P,Q, R, then
(P+Q)+R=0.

2. For every point P€ E, P+ O = P.

3. For all points P,Q € E, P+ Q@ =Q + P.

4. Bvery point P in E has an inverse which is denoted as —P.

5. For all points P,Q, R € E, addition is associative, i.e.
(P+Q)+R=P+(Q+R).

Note that E together with the Composition Law forms an abelian group.

Proof. 1. Clear from the Composition Law.

2. Let @ = O, then the lines L and V in the Composition Law are the same line.
Since L intersects E at points P, O, R and V intersects E at points R, O+ P, O
then P=0 + P.

3. Clear from the Composition Law.

4. Let L be the line that intersects F at points P, O, R. The vertical line V through
R and O intersects E at P+ O = P. Thus O = (P+O)+ R = P+ R implying

that R is the inverse of P.

15



5. Using the Group Law given in Definition 2.3.3, this can be proved by working
each case out explicitly.

O

Not only can points on E be added together, but they can also be scaled. Multi-
plying a point P by an integer is given by the multiplication by m map, [m], where
m]: E — E
P +— [m]P
where [m]P = P + -+ P (m terms) for m > 0.

The following definition gives explicit formulae for computing the addition of

points on an elliptic curve.
Definition 2.3.3. (The Group Law) Consider the elliptic curve E given by
y2 + a1y + azy = 2% + ap2® + auzx + as,
with points P, = (z;,y;) € E for 1 <4< 3, and P = P, + B,.
1. The point —P; is given by (21, —y1 — 4121 — ag).
2. Ifvy =29 and y1 +yo + 0122 + a3 =0, then P+ P, = O.
8. If xy = zy and y1 + Yo + a1%2 + a3 # 0, then P, + P is given by
T3=N4+ul—ay—11— Ty, Y3= —(A+a)zs —b—as

where L = Az + b and

_ 322 + 2a511 + ag — 191

_ —2% + asz1 + 2a6 — asy
2y1 + a171 + a3 .

B 2y, + a1T1 + as

b}

16



4. If z1 # 2o then P; = Py + P is again given by
T3 = )\2‘*‘&1)\—0,2—'371 — 22, Yz = —()\+a1)az3-—b—a3

where L = Az + b and

YU Y1T2 — Y221
A= , b= .
To— T Lo — I1

The possible values for the number of points on an elliptic curve is given in the

following theorem.

Theorem 2.3.4. Let N = q+ 1 —t where ¢ = p" for a prime p and t is called the
trace of Frobenius [Was08]. For an elliptic curve E defined over F,, #E(F,) = N
if and only if |t| < 2,/q and one of the following holds:

1. ged(t,p) =1,

2. n is even and t = £2,/q,

8. n is even, p # 1 (mod 3) and t = £./q,
4. mis odd, p =2 or 3, and t = £pt1/2
5. nis even, p# 1 (mod 4) and t =0,

6. n is odd and t = 0.

2.4 Divisors for Pairings

The following definitions are standard in most cryptographic pairings. Let D =

> peg np(P) be a divisor such that

D~ (P)-(0)

17



for points P,O € E. Let f; p be a rational function on E with divisor
div(fs,p) = 1D — D;

where D; = ([i]|P) — (O). If D = (P) — (O) then the function f; p is also written as
fi,p with divisor

div(fi,p) = i(P) — i(O) — ([IP) + (O).

For any function f, the evaluation of f at a divisor D = 3,z np(P) is given by

f(D) =[] £(P).
P
For example, consider the divisor D = 3(5)+4(T") —7(U) given in (2.3) and function
f=(z— P)*(z — Q)%/(z — R)® defined in (2.4). Then

(S=PR(S=@°1° [(T=P*T-Q)°* [(U-P2U-Q)?*
D)= =5y }'[ (T - R} }'[ T-BF |

A standard requirement for most pairings is that the function f; p is normalized
by a uniformizer at the point O so that the pole at O is removed. Thus, the product
of f;p with the uniformizer evaluates to 1 at the point O. From here on, it will
always be assumed that f; p is normalized at O.

An important property of principal divisors is given in the next proposition.
Proposition 2.4.1. For f € K(E)*, deg(div(f)) = 0.

For a proof see [Sil86, I1.3]. A property that is often used for determining whether
a divisor is principal is given by the following theorem.

Let o define the following surjective map that takes a degree zero divisor D to
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the following sum

c:Div’'(E) — E

D ~ > [nplP.

PeE
Theorem 2.4.2. Consider an elliptic curve E and a divisor D = Y, p.pnp(P) €
Div®(E). Then

D is principal < Z[np]P=(’).
PeE

Proof. In order to simplify the proof, it is necessary to show that the general form
of D is
D = (S) —(T) + div(¥)

for points S,T" € E and a function £. Consider the points P, Q) and R on F that also lie
on the line az+by+c = 0. then these points are zeros of the line f(z,y) = az+by+c.
If b  Of then f has a triple pole at the point ©. Note that

div(f) = (P) + (@) + (R) — 3(0)
=(P)+ (@) + (=(P +Q)) — 3(0) (2.6)
where the last equality holds by Proposition 2.3.2. Suppose that the points R and
—R lie on the vertical line z + d = 0, then the function g(z) = z + d has zeros at R
and —R. This implies that g has a double pole at O and the divisor of g is given by
div(g) = (R) + (—R) — 2(0)

= (—(P+R))+ (P+R)—2(0) (2.7)

tIf b = 0 then & = —c/a is a vertical line.
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and again, the last equality follows from Proposition 2.3.2. Subtracting (2.7) from
(2.6) yields the following,

div(f) — div(g) = div(f/g) = (P) + (Q) — (P + Q) — (O). (2.8)

Equation (2.8) can be rewritten as (P) + (Q) = (P + Q) + (O) + div(f/g) which
shows that for a divisor D on F, the sum of any two terms with positive coefficients
is equal to a single positive term, say (S), plus a multiple of (O) plus the divisor
of a function. This is analogous for the sum of any two terms of D with negative

coefficients, which gives the following general form for D,
D = (S)— (T) +¢(0) + div(¥)

for some points S,T € E, ¢ € Z and a function £. For the map o defined in equation
(2.8) note that
o(div(f/g) =P+Q—-P-Q-0=0

and so the function £ is the product of functions of the form f/g which implies that
o(div(¢)) = O (2.9)

as well.

By supposition, deg D = 0, therefore
O=degD=1-14i+0=1,

that is, 4 = 0ff, and
D = (8) — (T) + div(e)

ttNote that by Proposition 2.4.1, deg(div(£)) = 0.
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gives the simplified general form for D.

Applying the map ¢ to D shows that

o(D)=S-T+0=85+T.

(<) : Suppose that o(D) = 3 peplnp]P = O, then S —T = 0, ie. =T, and
D = div(¥) is principal.

(=) : On the other hand, let D = div(k) for some function k. Using (2.9),

o(D) = o(div(k)) = O

that is Y peglnp|P = O as desired. O

By Theorem 2.4.2, the kernel of ¢ is Prin(E). Using the 1% Isomorphism Theorem
note that

Pic’(E) = Div’(E)/ Prin(E) & Im(c) = o(Div’(E)) = E
where the last equality holds since o is surjective. Therefore, o also induces an
isomorphism, which is again denoted by o,
o:Pic(E) — E ©(2.10)
(P)-(O)] — P

where [(P) — (O)] represents the equivalence class of the divisor (P) — (O).

Finally, two special types of divisors that are required for pairings are defined
as follows. A semi-reduced divisor is a divisor of the form D = Y7, znp(P) —
Y pernp(O) where np > 0 and the points P are finite points such that when
P € supp(D) then —P ¢ supp(D). Let D = 3 pcpnp(P) — > pep np(O) be a semi-

reduced divisor. For an elliptic curve, if 3 p.pnp < 1 then D is a called a reduced

divisor.
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Chapter 3

The Weil pairing

André Weil introduced this pairing in his proof of the Riemann Hypothesis for
function-fields [Weid6] in 1946. Almost fifty years later, Menezes et al. [MOV93]
first made use of the Weil pairing in cryptography in 1993 with the MOV attack.
The Weil pairing is significant as it was the first pairing used in cryptography; how-
ever, in practice it is no longer favoured because it takes more than double the time
required to compute than other types of pairings, such as the Tate Pairing [Gal05].
This is due largely to the fact that it requires computing the Tate pairing twice. It
has been argued that asymptotically this pairing would be more efficient to compute
at high security levels [KMO05]. However, in [GPS06] it is stated that at security
levels of cryptographic relevance, the Tate pairing is always more efficient than the

Weil pairing.

3.1 The Definition of the Weil Pairing

For an elliptic curve E defined over a field K the set of m-torsion points of E for

m € Z7 is defined to be
E[m] ={P € E(K) | [m]P = O}.

Let T € E[m]. By Theorem 2.4.2 there exists a function f € K(E) such that
div(f) = m(T") — m(O). Let T" € E such that [m|T" = T Similarly, there exists a
function g € K(F) such that
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div(g) = [m]*(T) — [m]*(0) (3.1)

= Y (T'+R)-(R),

ReE{m)

where [m]* is an automorphism induced by [m] on Div(E) given by [m]*(Q) =
> peim)-1(@) €(P)(P).

Since f o [m] and g™ have the same divisor, then up to a scalar multiple in K,

folm]=g™ (3.2)
For all points X € E and a point S € E[m] the following holds,
9(X +8)™ = f([mX +[m]S) = f(Im]X) = g(X)™. (3.3)

Thus g(X + 5)™/g(X)™ = 1, and hence g(X + S)/g(X) € p, where u,, is the set
of m** roots of unity.
From these properties it is possible to give the classical definition of the Weil

pairing [Sil86].

Definition 3.1.1. Let E be an elliptic curve defined over a field K. Let m € Z such
that m > 2 and relatively prime to char(K) > 0. Let T, S € E[m]. For a function g
as defined in (8.1) the Weil pairing e, is defined to be

em : Elm] X E[m] — pm
(5,T) = g(X+38)/9(X)
for any point X € E such that g(X + 9) and g(X) are defined and nonzero.
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Note that although g is only defined up to a scalar multiple ¢ € K, the pairing

is independent of this choice of c.

3.2 Properties of the Weil Pairing

The Weil pairing has several nice properties that are particularly useful in applica-
tions. For example, the bilinearity property is an integral component of A. Joux’s

Tripartite key exchange [Jou00]. The following is a list of the relevant properties.

Theorem 3.2.1. The Weil pairing has the following properties:
1. (Bilinearity) For all points S1, Sa, S, T1, Tz, T' € E[m],
(a.) em(Sl —+ Sz,T) = em(Sl,T)em(Sg,T)

(b) em(S’, T1 + Tz) = em(S, Tl)em(S’, Tz)

2. (Alternating) For any point T € E[m], e, (T, T) = 1. This implies that for any
points S, T € Em]
em (S, T) = en(T, S)~L.

8. (Non-degeneracy) For any point S € E[m], if en,(S,T) = 1 for all T € E[m]
then S = O.

4. (Galois invariance) If E is defined over K and o € Gal(K/K) then for all
points S,T € E[m)]
en(S,T) = e,(5°,T°).

5. (Compatibility) If P € E[mn] and Q € E[m], then
emn(P, @) = em([n]P, Q).
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Proof. 1. Bilinearity: (a.)

_ g(X + 81+ 8,) ‘ 9(X + 51)
em(S1+ 52, T) = 9(X) g(X + S1)
3 . g(X + S + 52)
= en(51,7T) (X +51)
9(¥ +5)
9(Y)

= (51, T) - em(Ss, T).

= em(Sl,T) .

(b.) Let fi, f2, f3, 91, 92, g3 be functions such that for i = 1,2,3, T; € E[m] and
fi € K(E) such that div(f;) = m(T;) —m(0). Let T} € E such that [m|T! = T}
and define g; € K(F) such that div(g;) = [m]*(T;) — [m]*(©). As in (3.2), up
to a constant in K, f; o [m] = g™ Let T = T} + T}, and h € K(E) such that
div(h) = (T1 + T3) — (T1) — (T3) + (O). Consequently

div (%) = div(fs) — div(fy) — div(fy)
= m(Ty +T) — m(O) — (m(T1) — m(O)) — (m(Tz) — m(O))
= m|(Ty +T) — (T1) — (T) + (0)]
= div(h) - m

= div(h™)
and hence f5 = cfy foh™ for some constant ¢ € K. Therefore

g3 = fao[m] = (cfrfoh™) o [m]
= c(fr o [m])(f2 0 [m])(K™ o [m])

= cgi"gy'(h o [m])™,
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and g3 = c'g1g2(h o [m]). Evaluating the pairing by substituting for g5 yields

X+ 8) (X + 8)gaX + S)h(mIX + [m]S)
em(ST+ D) ==y = 51 (X) @) X)
h(fm]X)

= em(S, T1)em(S, Tz)mj

= em(S) Tl)em(S) T2)

as desired.

. Alternating: By the bilinearity property,
em(S+ T, 5+ T) = en(S, S)en(S, T)em(T, S)en (T, T).
If for all T € E[m], en(T,T) = 1 then
em(S+T,5+T) =en(S,Ten(T,S) =1

and the desired result would be obtained. Consider the translation by P map

7p where

Tp:E — F

R — R+P
The translation by P map induces the map 75 on Div(E) as follows,

7p : Div(E) — Div(E)

T) ~ Z e-(@)(Q)-

Qers!(T)
Hence, 75 takes (T") to the sum of points that are in the preimage of T under

the map 7p counting appropriate multiplicity. It is worth noting that this is a
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rather simple map with no multiplicity and that there are only single points in

the preimage. For example, observe that

div(f o mr) = div(rjr(f))
= m(Tf;]T(T)) - m(T[:]T(O»
= m{rh(T)) = m{rgh(O).
Let @ be a point that gets mapped to T' under 7j;7. Then

T = 130(Q) = Q@ +4[TY,
and solving for Q,
=[1—4T.
Therefore,
div(f o myr) = m([1 — 4T) — m([-4)(T)),

and hence

div (“ﬁ fo T[Z-]T> =m Z_([l —4T) — ([-4]T) = 0.

=0 =0

This implies that []*5"(f o 7pyr) is constant.
Composing f first with the function [m] gives []irg"(f o [m] o 7jyr) which is
still a constant function. Raising the product of functions H;’;Bl(g o Tzv) to

the m** power gives

m—1 m—1
H g 0 Tyr)™ H (9™ o Tlip) = H (9™ o Tar)
=0 i=0 i=0

where the latter equality holds, as 7{j7(P) = P+[m][i]T" = P+[]T = ryr(P).
Observe that J[15 (g™ o Tr) = [Irg (f o [m] o Tiyr) by the property that

o [m] = g™ and so []125*(g o Tpyrv) is constant.
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Thus, evaluating this function at the two points X and X + T” produces the

same result, i.e.

_l:[ 9(X +[T") = nﬁ g(X + [i + 1T").

Cancellation gives
9(X) =g(X + [m|T") = g(X +T)

and so

g(X+T)
9(X)

. Non-degeneracy: Suppose that for all S € E[m], e, (S,T) = 1. Since e,,(5,T) =

g(X + 8)/9(X) then g(X + S) = g(X) for all S € E[m]. By [I11.4.10.b Silv]

en(T,T) = = 1.

there exists a function h € K(E) such that g = ho [m]. Then
folm]=g"=(ho[m])™=h"o[m].

Therefore h™ = f, and so m - div(h) = div(f) = m(T) — m(O), giving that
div(h) = (T')—(0). Finally, [Sil86, I11.3.3] states that if (T") ~ (O) then T = O.

. Galois invariance: Let o € Gg/k- It f,g are functions for T' as above, then

f?,9° are the corresponding functions for 7. Evaluating the pairing yields

em(S°,T7) =

g7 (X7 +57) _ [g(X +5)
9°(X°) 9(X)

. Compatibility: Taking the functions f and g as above,

| =entsmr

div(f™) = nm(T) — nm(O)
and
(g0 [n])™ = (f o [mn])™.
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Therefore,

emn(Sa T) = Z C;[Z][Sj]i;)‘g) = g(Yg-(*-Y[;L]S) = em([n]s> T)

3.3 The Computational Description

It is possible to give an alternate, more explicit definition for the Weil pairing,.
This definition is better suited for computations and facilitates comparisons to other

pairings.

Theorem 3.3.1. Let P,Q € E[m|. Let D and D' be divisors of degree zero with
disjoint support such that D ~ (P) — (O) and D' ~ (Q) — (O). Let fu,p and fump
be functions as defined in § 2.4. Namely, div(fmp) = mD — Dy, and div(fm pr) =
mD' — D;.. The Weil pairing, e, (P, Q), is defined as

em : Elm] X Elm] — pun, (3.4)

(@) +  fmn(D")/ fm,p (D).

For a proof of the equivalence this description of the Weil pairing to the definition
of the pairing given by Definition 3.1.1 see [How96]. Note that D and D’ are typically
chosen to be D = (P) — (0), and D' = (@ + R) — (R), where R is an arbitrarily
chosen point on the curve. In a cryptographic setting, the points P and @ are usually
taken from the groups E(FF,) and E(F ) respectively. This pairing, like many of the
other pairings, is computed using Miller’s algorithm which will be described later in

Chapter 9.
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The following proposition gives yet another description of the Weil pairing. In
this case, the functions f, p and f, o are evaluated at points rather than divisors.
Other types of pairings are often evaluated in this way, and thus this particular

description makes it easier to compare each of the different pairings.

Proposition 3.3.2. Let E be an elliptic curve defined over F,. Consider the points
P,@Q € E[m] such that P # Q. Then

en(P,@) = (1) £220)

For a proof see [Mil04, CC90]. It is interesting to note that in the literature this

version of the Weil pairing is often given incorrectly— without the (—1)™ factor.

3.4 The Squared Weil Pairing

This pairing was developed by Kirsten Eisentrager, Kristen Lauter, and Peter L.
Montgomery [ELMO04] in 2004. Although it provides an improvement to the Weil
pairing, which will be discused further in Chapter 10, it is still not superior to the
Tate pairing or its variants. However, the concepts used in the Squared Tate pairing

may be applied to the Tate pairing giving an improvement of the efficiency there.

Definition 3.4.1. The Squared Weil pairing is the composite

e, : Efm] x E[m] == pup, 2, J7

(P,Q)— en(P,Q)— en(P,Q)%

Theorem 3.4.2. Let m € Z*. Let P,Q € E[m] such that P,Q # O and P # +Q.
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Then the Squared Weil pairing admits the following formula

fm,P(Q)fm,Q(_P)
fm,P(_Q)fm,Q(P)

Proof. Let Ry,Ry € E such that the divisors D = (P + R;) — (R;) and D' =

= (=1)™en(P, Q)%

(@ + R;) — (Ry) have disjoint support. Let D” = (—Q + Rp) — (R,). Note that the

functions fm p, fm,p’ have divisors
div(fm,p) = mD — ([m]P) — (O) = mD
and
div(fm,pr) = mD’ = ([m]@) — (0) = mD'.
From Theorem 3.3.1,

- fm,D((Q + R2) - (RZ) _ fm,D(Q + RZ)fm,D’(Rl)

)
 fump(P+R1) = (R1)  fn (P + Ri)fm,p(Rs)’

Let 9(X) = fm,p(X — Ry). Then

em(P, Q)

div(g) = m(P + Ry) — m(Ry) = mD = div(fm,p).

Therefore g = cfy, p for some constant ¢ € FZ and hence

fmp(@+Rp) _ g(@+Rp) _ fmp(Q+ Ry — Ry)
fm,D(R2) g(R2) fm,P(R2 - Rl) '

Likewise,

fm,D’(Rl) — fm,Q(Rl - Rl)
fm,D’(P + Rl) fm,Q(P + Rl - R2)

Substituting into the Weil pairing gives

_ fm,p(D) . Jm,p(@+ Ry — Ry) fm,o(R1 — Ra)

6m(P) Q) = fm,D'(D) = fm’p(Rz — Rl) . fm,Q(P + Ry — RZ) .
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Similarly for P, —@ :

oy fmp(Q+ R —Ri)  fm-q(1— Rp)
en(P, —~Q) = fm,p(R2 — Ry) fm—o(P + Ry — Ry)

which reduces to

—O) — fm,p(=Q + Ry — Ry) - fm@(—Ri + R2)
em(P7 Q) - fm,P(Rz — Rl) fm’Q(—P — Rl T R2) .

Therefore e, (P, @)? can be simplified to

em (P, Q) fm,P(Q + Ro — R1) fm,@(R1 — Ra) fmo(—P — Ry + Ry)

en(P,=Q) ~ fm,p(—Q + Ra — R1) fmo(—(B1 — Rs)) fm@(P + Ry — Ry)’

Letting R = Ry, — R; gives

— fm,P(Q -+ R)fm,Q(R)fm,Q(“P + R)
fm,p(=Q + R) fn@(—R) fm(P — R)’

Let P,@ € E[m] such that P is not a multiple of @. Equation (3.5) is a ratio-

em(P, Q)2

(3.5)

nal function in R, call it (R). Since the zeros and poles of f,, p are at P and O
respectively and similarly at @ and O for f,, g, then ¢(R) can only have zeros and
poles at R € {P,Q,—Q,P + Q,P — @Q,O}. Although at each of these points the
function £ cannot be evaluated at R, there is an equivalent function that behaves
like £ at every other place, except that it has these singularities at R removed. Since
Y(R) = en(P,Q)? for the values of R where £ does not have a zero or a pole, then
this must hold for all values of R.

Now, let f : E — T, be a rational function on F with a zero of order m at O.
Consider the rational function A(X) = z(X)/y(X) that has only a zero of order 1 at
X = O. Then the function

N S
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has neither a pole nor a zero at X = O since f has a zero of order m at @. Then
k(O) is finite and nonzero. Consider the function ¢(X) = h(X)/h(—X). Since this
function has no zeros or poles on F, it is constant. Computing ¢(X) at a finite point

X = (z,y) on F with nonzero coordinates gives ¢ = —1. Let
g: & — F,
X = f(X)/f(=X).

Thus

FX) _ BOORR(X) _ gm0 _
I =505 RO KK Y

This gives that g(O) = (—1)™ and so

fm@(F1 — Ryp)
fm,o(—(R1 — Ryp))

for R = O, i.e. R; = R,. By assumption, f, p has no zeros or poles at @ and

= (-1

similarly, fmno has no zeros or poles at P which gives the following simplification

1ym m Im,P (@) fm,@(—P)

em( B, Q) = (O O i (P)

3.4.1 Computing the Squared Weil Pairing

The Squared Weil pairing is computed using a modified version of Miller’s algorithm
[Mil86], also Chapter 9, except that the functions are built up and evaluated as

follows, to account for the squaring.

Ltk P(Q)/ finp(=Q) _ f5.p(@)/f5,p(=Q) = for(Q)/fip(—Q)
firke(P)/ fise@(—=P) ~ fi0(P)/fi@(=P) " fua(P)/fro(=P)
(Q
(

9P wP(Q)/ 9P e (—Q)
gpieme(P)/ g me(—P)
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Because the pairing is a quotient of the Weil pairing evaluated at a point over Weil
pairing evaluated at the negative of the point there is cancellation with the secant
line terms that is not obtained with the standard Weil pairing. Therefore, there are
two less fractions in the Squared Weil pairing than in the Weil pairing which will be

more evident in Chapter 10.
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Chapter 4

The Tate Pairing

Despite some early debate [KMO05], it is now commonly accepted that the Tate
pairing is more efficient to compute in a general cryptographic setting than the
WEeil pairing, [GPS06]. John Tate introduced this pairing in Applications of Galois
Cohomology in Algebraic Geometry [Tat59] in 1959. Stephen Lichtenbaum, a former
student of Tate, modified this pairing for computational purposes [Lic69] in 1969.
In 1994, Gerhard Frey and Hans-Georg Riick first made use of the Tate pairing in
cryptography by expanding upon the MOV attack [FR94]. Five years later, Gerhard
Frey and Michael Miiller along with Hans-Georg Riick proposed the idea of using
the Tate pairing as part of an elliptic curve cryptographic protocol [FMR99]. Note
that in the literature the names Tate pairing and Tate-Lichtenbaum pairing are often

used interchangeably.

4.1 Definition of the Tate Pairing

Let E be an elliptic curve defined over F,, with ¢ = p™ for some prime p. Choose m
such that ged(m, q) = 1. Let k be the unique integer such that Fp = Fg(un) where
U is the set of m*® roots of unity in FZ. The value k is called the embedding degree
and it is the least positive integer such that m | (¢® — 1) and unless specified, it is
assumed that & > 1. Consider the sets E(Fu)[m] = {P € E(Fy) | [m]P = O} and
mE(Fqg) = {[m]P | P € E(Fg)}. Let P € E(Fp)[m], and Q € E(F).
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Definition 4.1.1. Let D and D’ be divisors with disjoint support such that D =
(P) = (0) and D' = (Q + R) — (R), for some R € E(Fu). As defined in § 2.4, let
fi,p be a function (normalized at ©) such that div(f; p) = i(P) —i(O) — ([{}P) + (O)
for i € Z. The Tate pairing 4s defined as

o BER)]  BER)/mEFg) — B/ Fp)™ (1)

(PQ) =  fmp(D) (mod (Fu)™).

Note that the element @ is of the form @ + mE(F,). However, for a point S €
mE(F ),

<PaQ+mS>m = <P7Q>m ' (P,Sm = (Pa Q)m (mOd ( ;k)m)

by bilinearity of the pairing, § 4.2. For simplicity, the element @ + mE(F ) will be
always written as Q.

Alternatively, by the isomorphism Pic’(E) & E from (2.10), this map can be de-
fined as follows [FR94], which can be used to extend the Tate pairing to hyperelliptic
curves. Let [D] and [D'] represent equivalence classes in Pic®(E)[m] and Pic®(E) re-
spectively. Let D = (P) — (0), D' ~ (Q) — (O) and let f,,, p be defined as in § 2.4,

i.e. with divisor div(fm,p) = mD — D,, = mD. Then
(" )m : Picg , (E)[m] x Picg , (E)/mPicg ,(E) — Fp/(Fp)™ (4.2)
([DL,ID]) + fmp(D') (mod (Fg)™).
Proposition 4.1.3 states that the choice of divisors for the Tate pairing in the divi-

sor equivalence classes is irrelevant. In order to prove this proposition, the following

property is required.
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Lemma 4.1.2. (Weil Reciprocity law) Let C be a non-singular curve, K a field and
fr9 € K(C)* functions such that supp(f) Nsupp(g) = §. Then

F(div(g)) = g(div(f)).

Proof. Case 1: Suppose that C = P'. Let P* be identified with A' U {O}. Looking
at the restriction of functions f and g in P! to an affine set, these functions are of

the form

m
f =[]~ Py=n,

=0
n

g= H(x — Qi)OI‘in(g)
$=0

where the divisors of these functions are given by

div(f) = 3 ordn(F)(P),

=0

div(g) = ) orde,(9)(@s)-

=0

Suppose that f and g have disjoint support and that their support does not contain

the point O. Notice that

f(div(g)) = ﬁ F(Q;)rda: (@) = ﬁ f[(@z — P;)°rda;(9) ordp(f)

n m
= (_1)2 ordg, (9) 2 ordp, (f) H H( B — Qi)ordQ,- (g)ordp; (f)

=0 ¢=0

(B — Q;)°de:(0)ordr, (1)

s

s s
I
o

g(P)r ) = g(div(f))

o
Il
o
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where the fourth equality holds by Proposition 2.4.1. If O € supp(f) or O € supp(g),
then (O — P,)/(O — P;) is defined to be 1 and the proof still holds.
Case 2: Let C be an arbitrary curve and id € P! be the identity function. Note
that div(id) = (0) — (O). Using Proposition 2.2.1,
g*(div(id)) = div(g*(id))
= div(g o id)
= div(g)
where g* is the map on funtion fields and divisor groups defined in equations (2.1) and
(2.5) respectively. Thus, f(div(g)) = f(g*(div(id))) = (g«(f))(div(id)), where the
former equality holds by [Sil86, Ex.2.10] and g, is the map on function fields defined

in equation (2.2). The function g.(f) is defined on P! and by the Weil reciprocity

law on P! given in Case 1,

(9+(£))(div(id)) = d(div(gs o f))
= (g"(id))(div(f))
= (g o4d)(div(f))
= g(div(f))-
O

Proposition 4.1.3. In the evaluation of the Tate pairing, the divisors D and D’
may be replaced with any divisors C and C' from the equivalence classes [D] and [D']

respectively, provided that the support of C is disjoint from that of C'.

Proof. Consider C € [D] and ¢’ € [D']. Note that C = D + div(g) and C' =

D' +div(h) for some functions g, & defined over Fg. Let fy, o be a function such that
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div(fin,c) = mC — Cp, = mC as in § 2.4, and such that supp(h) N supp(fr, o) = 0.
Also, assume that supp(C) N supp(g, &, fr, o) = 0. Note that

div(fm,c) = mC
=mD +m div(g)

= div(fn,p) + div(g™).

Then up to a constant in ]F‘Zk, the equality f;, o = fm,p - g™ holds. Consider

fno(C) = fm,p(C")g(C)"
= fm,p(D' + div(h))g(C")™
= fm,p(D") fn,p(div () g(C")™
= fm,p(D")(div(fm,P)) 9(C")™
= fm,p(D)W(D)"g(C")"
(

= fm,p(D') (mod (Fg:)™).

The fourth equality holds by the Lemma 4.1.2. Therefore, the choice of divisors

in the divisor classes [D] and [D’] in the Tate pairing is irrelevant. O

A variant, e, of the Tate pairing often called the reduced Tate pairing [HSVO06] is
defined as
e: E(Fg)[m] x E(Fu)/mET ) —  fim.
(BQ) — (PQE™m
Like the Weil pairing, in practice the point P is chosen from the group E(F,) and @
from the group E(F,:). This pairing is better suited to computations as it does not
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involve cosets in the codomain, but rather a unique value in (]sz)(qk‘l)/ ™, Again,
by the isomorphism Pic’(E) & E, the reduced Tate pairing can be represented as
(D, D&,

Since by (4.2) the Tate pairing can be expressed as (P,Q),, = fn,p(D’) and by
(3.4) the Weil pairing as e,(P, Q) = fm,p(D')/ fm,p'(D), the relationship between
these two pairings is given by

(P, @)
(@, Py,

Note that computing the Weil or Tate pairing reduces to finding the value of the

en(P,Q) = (4.3)

function fr, p (and also f, pr in the case of the Weil pairing) evaluated at D’ (D) such
that div(fm,p) = mD — Dy, (div(fum,p') = mD’'— D!). Miller’s algorithm, described
more fully in Chapter 9, can be used to compute the value of the necessary function

at a given divisor.

4.2 Properties of the Tate Pairing

Much like the Weil pairing, the Tate pairing has the following properties.
1. (Bilinearity) For all points P, P, P, € E(Fu)[m], and Q, @1, @2 € E(F),
(P + P, Q),, = (P, Q),, (P2, @),
(P, Q1+ @2),, = (P, Q1) (P, Q) -

2. (Non-degeneracy) For any point P € E(Fu)[m], such that P # O, there
exists a-point @ € E(Fg) such that (P,Q),, # 1. Similarly, for any point
Q € E(F) such that @ ¢ mE(F,) there exists a point P € E(F)[m] such
that (P,Q),, # 1.
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3. (Galois invariance) If o € Gal(Fy/F,) then o({(P,Q),,) = (¢(P),o(Q)),, -

These properties can be proved using techniques that are similar to those used
for the Weil pairing in §3.2. For a more detailed description, see [Gal05, IX.4].
Another property of the Tate pairing that is useful for relating it to its variants

is given by the following Theorem.

Theorem 4.2.1. Consider an elliptic curve E defined over F,. Let m | #E(F,)
and k be the embedding degree. Suppose that N = hm, for some h € Z such that
N | (¢" — 1). Choose P € E(F,) to have order m and @ € E(Fx). Then

(PQN = (P

Proof. Let D ~ (@) — (O) and g be a function over F, such that div(g) = m(P) —
m(0O). Then div(g") = N(P) — N(O) and hence

b= - - —_
(P, Q)N N = gh(D)W DN = g(D)a"DIm = (p, Q)" V/m,
O

The function fn, p in the Tate pairing can be evaluated at a point rather than at
a divisor; this is commonly used in the variants of the pairing. The following lemma

and theorem show how this may be accomplished.

Lemma 4.2.2. Let d be a divisor of k such that d < k. Then the value ¢ — 1 is a

factor of (¢* — 1)/m if m is prime.

Proof. Note that ¢* — 1 can be factored as

k
ko

¢F-1=("-1-> ¢

1=0
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Since the embedding degree k is greater than 1, m | (¢*—1) and m { ¢¢— 1. Therefore,

k_y
m | Y85 ¢ and so ¢? — 1 is a factor of (¢* — 1)/m. O

Theorem 4.2.3. Let P € E(F,)[m], @ € E(F,) be linearly independent points, and
k> 1. Then

e(P,Q) = fmp(Q) @ -D/m,

Proof. Choose a point R € E(F,) such that R ¢ {O,—P,Q,Q — P}. Let C be a
divisor such that C' = (P + R) — (R). Consider a function f;, » such that div(f}, o) =
mC — Cp, = m(P + R) — m(P) — ([m]P) + (O) = m(P + R) — m(P). Since C =
(P+ R) — (R) ~ (P) — (O) = D, this gives that C = (P) — (O) + div(g) for some
rational function g. In the proof of Proposition 4.1.3, the equality f,, o = fm.p - g™
was demonstrated. Due to the restrictions imposed on the point R, the function f;, »
has neither a zero nor a pole at @ or O. Again, by Proposition 4.1.3, the function
fm,p in the Tate pairing can be evaluated at any divisor in the divisor class [D']
provided that its support is disjoint from the support of C. Since (Q) — (O) satisfies

this property,

(¢*-1)/m _ 'r/n,C’(Q)(qk—l)/m
 fro(O)@Dm

Because the points P + R, R € E(F,), f;,c may be chosen so that f;, » € Fy(E)

(P, Q) = frn,c((@) — (0))

which implies f;, -(O) € F;. By Lemma 4.2.2, (¢ — 1) | (¢* — 1)/m and hence

I (O) T = (1, o(O)r 1)@ D/ma1) = 1,

)

Therefore e(P, Q) = f,’n,C(Q)(qk‘l)/ ™. Note that g(Q) € F}; and so

f,’n,C(Q)(qk‘l)/m = fm,P(Q)(qk—l)/m ) g(Q)qk—l _ fm’P(Q)(qk—l)/m.
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4.3 The Squared Tate Pairing

This pairing was created in 2003 by Eisentréiger et al. [ELMO04], the same authors who
created the Squared Weil pairing, in an effort to improve the efficiency of the Tate
pairing. Under certain circumstances, less operations are required for computing the
Squared Tate pairing versus Tate pairing, as will be described further in Chapter 10.
The Squared Tate pairing is based upon the same principles used for the Squared

Weil pairing.

Definition 4.3.1. The Squared Tate pairing is the composite

2

Um =€ B(Fp)[m] X B(Fp)/mEFp) —=  fim ——  fim

(P,Q)— e(P,Q)— e(P,Q)
where e is the reduced Tate pairing.

Theorem 4.3.2. Let m € Z, let E be an elliptic curve defined over By such that
m | (¢* — 1). Consider points P € E(Fz)[m] and Q € E(Fy) such that P,Q # O
and are linearly independent. Consider the divisor D ~ (P) — (O) and the function
. fm,p on E such that div(f, p) = m(P) — m(O) — ([m]P) + (O). The Squared Tate

pairing admits the following formula

Fm,p(Q) )“’"‘W’”
fm,P("'Q) .

Note that this proof is analogous to the proof of the Squared Weil pairing except

m(PQ) = (

that there is no (—1)™ factor involved.

Proof. Let Ry, Ry € E such that the divisors D = (P+R;) — (Ry), D' = (Q + Ry) —

(Rz) have disjoint support. Let D" = (—Q + Ry) — (Ry). The proof follows from
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the proof of the Squared Weil pairing, except that the term f,,, p/(D) need not be

computed. This gives that

2 (PQ, _ fnp(@+R—Ry)
BQn = 150 = Fnr(-QF o= F)

Using the same reasoning as in the Weil case, R, can be chosen to equal R;. Raising

to the appropriate exponent gives the desired result, namely

(¢"—1)/m
(P, Q) = (%) 0, (P.Q).

4.3.1 Computing the Squared Tate Pairing

The method used for computing the Squared Tate pairing is similar to the approach
for the Squared Weil pairing, which in turn uses the same principles as Miller’s

algorithm (Chapter 9). The functions are built up and evaluated as follows,

Fep(@) _ fip(Q)  fer(@)  guipmp(Q)
Fiuep(=Q)  fip(=Q) fier(—Q) gupmpr(—Q)

Again, like the Squared Weil pairing, there is cancellation with the functions

gii+up(Q) and gjjyn,p(—Q), as the vertical lines through [j + k]P evaluated at @
and —@Q are equal.
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Chapter 5

The Eta pairing

The Eta pairing is a generalization of the ideas originally presented by Iwan Du-
ursma and Hyang-Sook Lee [DLO03] in 2003 on a specific hyperelliptic curve. In 2007,
Paulo S. L. M. Barreto, Steven Galbraith, Colm O’hEigeartaigh and Michael Scott
[BGOS07] developed the Eta pairing which extends the ideas of Duursma and Lee to
more supersingular elliptic and hyperelliptic curves. To date, it is the only pairing
that has been designed explicitly for such curves. Due to erroneous statements about
their efficiency, misconceptions about their security and their seemingly simple form?,
supersingular elliptic curves have not been popular choices for uses in cryptography
[KMO5]. This is likely due to the fact that in cryptographic settings that do not in-
volve pairings, supersingular curves are typically avoided [FST06]. However, making
use of these curves provides a greater selection for pairing based cryptosystems and
some of the most efficient pairing computations to date have utilized supersingular

hyperelliptic curves [BGOS07].

5.1 Supersingular Elliptic Curves

The Eta pairing requires the elliptic curve E to be supersingular. A supersingular

curve can be defined as follows.

1An example of a simplistic supersingular elliptic curve is E : 42 = 2% — 1 defined over F, with
g = -1 (mod 6).
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Definition 5.1.1. Let E be an elliptic curve defined over By, where g = p™ for some
n € Z and a prime p. E is said to be supersingular if one of the following (equivalent)

conditions holds.
1. #E(F,) =1 (mod p) in which case p | t where #E(F,) =q+1—t.

2. E(F,)p] = {0}.

8. The ring of endomorphisms of E defined over F, is non-commutative.

For a proof of the equivalence of these conditions, see [Sil86, V.3].
Define a distortion map as an endomorphism that maps a point from E(F,) to
E(TF ). Making use of such a map, another property of supersingular curves is given

by the following theorem.

Theorem 5.1.2. Let E be an elliptic curve defined over F,. If E has a distortion

map then it is supersingular.

Proof. Consider a point P € E(F,), then m,(P) = P, where 7, is the ¢** power Frobe-
nius map. Let ¢ be a distortion map such that ¢(P) ¢ E(F,). Note that ¢(m,(P)) =
¢(P) # my(¢(P)). Since both m4,¢ € End(E), End(E) is non-commutative, and

hence E is supersingular by the third condition in Definition 5.1.1. O

Finally, another interesting property of supersingular curves is that the embed-

ding degree is always less than or equal to 6 [MOV93].

5.2 Defining the Eta Pairing

Let E be a supersingular elliptic curve defined over F, with ¢ a power of a prime

such that the embedding degree is even. Let ¢ be a distortion map that allows
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denominator elimination; that is if P € E(F,) then the z—coordinate of $(P) is

defined over Fi/2.

Definition 5.2.1. (The Eta pairing) Choose N € Z such that m | N | (¢* —1). Let
D, D' be reduced divisors on E that represent divisor classes of order dividing N;
that is, [ D], [D'] € Pic’(E)[N] and let D = (P) — (O). As defined in 2.4, let f;p be
a function such that div(f; p) = i(P) — i(O) — ([i]P) + (O). For any integer T the

Eta pairing is defined as
nr : Pic’(E)[N] x Pic®(E)/NPi®(B) — Fi/(Fu)™
([DL,ID) —  frp(¢(D).

The Fta pairing on points P, Q) is defined as

nr(P, Q) = 1r((P) - (0),(@) — (0)).

A special case of this pairing, when T' = ¢, gives the pairing defined by I. Duursma
and H. Lee [DLO03] for a specific class of supersingular hyperelliptic curves; this was
the motivation for the development of the Eta pairing. P. Barreto, S. Galbraith,
C. O’hEigeartaigh and M. Scott [BGOS07] improved the Eta pairing’s efficiency by
taking T'=q — N.

5.3 Relating the Eta Pairing to the Tate Pairing

The following theorem relates the Eta pairing to the Tate pairing and hence shows

that the Eta pairing is both non-degenerate and bilinear.

tIfi < 0 then iD is written as (—4)(~D) and div(f;,p) = (—=i)(—P)—(=i)}(O)—([~i)(=P))+(O).
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Theorem 5.3.1. Let E be a supersingular elliptic curve defined over F, with even
embedding degree k > 2 and distortion map ¢. Let D be a divisor on E defined over

Fy, with order dividing N € N. Choose T' € Z such that
1. TD ~ (D) in the divisor class group where vy is an automorphism of E which
is defined over F,.
2. v and ¢ satisfy the condition that v¢%(Q) = ¢(Q) for all points Q € E(F,).
3. T*+1=LN for somea €N and L € Z.
4. T'=q+cN for some c € Z.

Then
(<D,¢(D/)>§3k_l)/N)L = (’I’]T(D,D’)(qk_l)/N)aT”’_l.

In Chapter 6 it will be shown that this pairing is simply a version of the Ate
pairing?. For this reason, the proof of this theorem will be omitted until that time.

The Eta pairing can be defined in a much simpler way [HSV06] as

nr:G1X Gy — Uny
(P) Q) = fT,P(Q))

where the definition of the groups G; and G will be given in § 6.2. The relation

between the Tate and Eta pairing is given as

e(P,Q)F = frp(Q)@~D/M

2The original version of this proof contains unnecessary details that the authors of [HSV086]
manage to work around. In particular, the use of the automorphism - is avoided altogether.
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where M = ged(¢® — 1,T%* - 1), L = (T* — 1)/M and

k=1
c= ZT’”‘l‘iq" = k¢*'  (mod m).
i=0

Although Theorem 5.3.1 relates the Eta pairing to the Tate pairing, a further ex-
ponentiation is required to obtain the correct value for the exponent of the reduced
Tate pairing; the authors of [BGOS07] indicate that as an alternative, a cryptosystem
could be designed around the Eta pairing which would alleviate this requirement.
However, since it may not be desirable to work with a non-standard pairing, con-
verting the Eta pairing to the Tate pairing may be required. Despite this additional
step, the Eta pairing is still more efficient to compute than the Tate pairing for the
supersingular curves defined over finite fields of characteristic 2 and 3 examined in
[BGOS07].

Ar.lother advantage of the Eta pairing is in the case where it is desirable for points
P and @ to be linearly dependent. Most pairings are degenerate in this case. For

instance, if @ = [£]P for some £ € Z, then
e(P,Q) = (P,[JP) =e(P,P)f=1¢=1.

Using a supersingular curve, a distortion map ¢ can be used so that ¢(P) ¢ (P) and

so the Eta pairing applied to linearly dependent points need not be degenerate.
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Chapter 6

The Ate Pairing

The Ate pairing is a generalized version of the Eta pairing and can be extended to
ordinafy curves as well as supersingular curves. This pairing was created by Florian
Hef, Nigel Smart, and Frederik Vercauteren [HSV06] in 2006. The name was chosen
based upon the fact that this pairing is very much like the Tate pairing, but under
certain circumstances it is more efficient, see Chapter 10, so removing the ‘T’ from
the name represents the accelerated computation. Since it is also like the Eta pairing
in various ways, except that the arguments for the pairing are reversed, then noting

that Ate is Eta spelled backwards is also rather fitting.

6.1 Defining the Ate Pairing

Typically the Tate pairing is defined on Gy x Gz with the groups Gy = E(F)[m]
and Go = E(Fy)/mE(F,). In practice however, subgroups of the form

G: = E[m] N Ker(m, — [1]), (6.1)

Gy = E[m| N Ker(m, — [g]) (6.2)
are often used to speed up the computations where
7g—~[1]:FE — E

(m’y) = (wq,yq) - (3771/)
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and

m—[g: E — E
(z,y) = (2%97) —[d(z,y).

Computing the Tate pairing on the cross product Gs x Gy is less complicated
from a theoretical stand point, which will become more evident in § 6.2. It is with

these ideas that the Ate pairing is defined.

Definition 6.1.1. (Ate pairing) Let E be an elliptic curve defined over Fy and m be
a large prime such that m | #E(F,). Define t by #E(F,) = ¢+ 1 —t. The quantity
t is called the trace of Frobenius acting on E(F,). Denote T = t — 1 and choose
Q € Gy, P € G, for Go,G: defined in (6.2) and (6.1), respectively. Let frq be the
function defined in § 2.4, such that div(fro) = T(Q) — T(0) — ([T]Q) + (O). The

Ate pairing, ar, is defined as follows,

ar:Go X Gy — iy,
(@,P) = [fro(P).

The following series of lemmata will be required for relating the Ate pairing to
the Tate pairing.

Let N € Z such that N = ged(T* — 1,¢* — 1) where m | N. Denote (T* —1)/N
by L.

Lemma 6.1.2. The Ate pairing with parameter T* is related to the reduced Tate

pairing by the equality,
e(Q, P)" = friq(P)@ =N = apu(Q, P)@ DN,
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Proof. By definition,
e(Q,P) = (@, P) V™ = frq(P)@" D/,
Lemma 4.2.1 implies that
fm@(P) &I = fyg o(P)@ DN
since m | N | (¢* — 1). The divisors of the functions f§, and fry,q are given by
div(firg) = L(N(Q) — N(0) = (IN]Q) + (0)) = div(f% p),

div(fin,g) = LN(Q) — LN(O) — ([LN]Q) + (0)) = div(fLw,p)
for D = (Q) — (O) € [D], where [D] € Pic®(E)[m]. Since the order of D divides N
then
N(Q) — N(O) ~ 0~ (0) = (0).
By the isomorphism o : Pic’(E) — E from equation (2.10), o(N((Q) — (©))) =
[N]Q and o((0) — (©)) = O. Since N(Q) — N(O) ~ (O) — (O), then [N]Q = O. Up
to a constant in F%,
fia=fing.

Consider

e(Q, P)E = fuo(P)He"-DIN

= fino(P) (¢*-1)/N

= fre_10( p)@*-D/N

where the third equality holds by definition of L. Finally, all that remains to be

shown is that the parameter T% — 1 can be replaced with T*. Since 7% — 1 = LN
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and the order of @ divides m which in turn divides N, [T* — 1]Q = O and so
div(frr-10) = (T* = 1)(Q) = (T* - 1)(0) — ([T* - 1]Q) + (0)
= (T*)(Q) - (T*)(0) - (@) + (0).
Observe that [T*]Q = [T* — 1]Q + @ = Q, hence
div(freq) = THQ) — T*(0) - (IT*Q) + (0)
=T*Q) - T*(0) - (@) + (0)
= diV(ka—1,Q)-

This implies that up to a constant in Fy, fre_1,o = freo giving the desired result
that
e(Q, P)" = frig(P) IV,

O

Lemma 6.1.3. For T'=1t— 1, where t is the trace of Frobenius, the function frx g

can be chosen such that
k—1 k—2
froq =g fme: froe-1o-
Proof. Observe that

div(12G" i - Frmi-1) = TH(Q) — TH(0) — THY([T]Q) + T+1(0)

+TH(TIQ) — THH(0) - T([17]Q) + T-(0)

+T([T*7Q) — T(0) - (IT11Q) + (0)

= le(ka ,Q)
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and so up to a constant in F}, fre g = fr}"’gl f;—’{'{;]zQ <+ frye-ng. O
Lemma 6.1.4. For each point @ in the group Ge,

frai@ = 1o
where o s the ¢t* power Frobenius endomorphism.

Proof. For every point @ € Gz, m(Q) = [q]@ = [t — 1]Q = [T]Q, hence, 75(Q) =
[T%]Q. With this property,
div(frmi(@) = T(1(@)) — T(O) — ([T)(7}(Q))) + (O)
= T(me(Q)) — T(0) — (75(Q)) + (O).
Since 7, is of degree ¢ and purely inseparable,
() (div(Frms@)) = div(7)) " (frmi(@)))

= ¢'T(Q) — ¢'T(0) — ¢(my(Q)) + ¢(0O)
= div(ffo)

Also, by Theorem 2.2.1,

()" (div(Frmi@)) = Aiv(frm@) © 72)
and hence up to a scalar multiple in I}
fray@ 0y = fhg-
Note that ¢* can be interpreted as an action of Frobenius and thus f%fQ can be written
as fng o7r2 implying that fT,ng @ ° 7ré = fﬁiQ ) 7r2. The desired result, fTﬂf?} @ = fr_%jQ,

follows since 7r; is in the group of automorphisms of £ and hence the cancellation

law holds. O
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The following Theorem describes the conditions under which the Ate pairing is

non-degenerate. Also, it relates the reduced Ate pairing to the reduced Tate pairing.

Theorem 6.1.5. Let E be an elliptic curve over Fy, m a large prime such that
m | #E(F,), k the embedding degree and t the trace of Frobenius. For T' =1t — 1,
Q € G2 = E[m|NKer(ny — [q]) and P € G = E[m] N Ker(r, — [1]), the following
hold.

1. ar(Q, P) = fro(P) is a bilinear pairing.

2. For N = ged(T* — 1,¢* — 1), T* — 1 = LN,
e(Q, P)* = frq(P)@ =M

where e is the reduced Tate pairing and

k=1
c= ZTk“l_iqi =kg®!  (mod m).

1=0

3. If m does not divide L then the pairing is non-degenerate.

Proof. Recall that

$

fr@(P) = fro(PY" frmo(P)™ " -+ frype-uq(P) (Lemma 6.1.3)
k- k—
= Fr@(P)" " fray@(P)" - fp 10y (P)

= fro(PY" 7 froP)T " fro(PY™ (Lemma 6.1.4)

= fr,o(P)°

where ¢ = SF1 Th-1~igi = ggk=1 (mod m). In summary, freg(P) = fro(P)® and

therefore Lemma 6.1.2 gives

&(@, PY* = friso(P)@ N = fpo(P)*=0/N,
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This shows that the Ate pairing is bilinear. If m does not divide L, the Ate pairing

is a non-degenerate pairing since the reduced Tate pairing is non-degenerate. O

Like the Tate pairing, the Ate paring can be given in a reduced form. By con-
vention, m is chosen so that m?{ (¢* — 1) and hence m?  N. Denoting N = ms for
some integer s, then m { s. Also, in practice, m is much larger than &k thus m ¢t k.
Since m | ¢* — 1, m { ¢ and so m { ¢ where ¢ = kg*~! (mod m). Denoting M as

M = Lsc™' (mod m), the reduced Ate pairing can be defined as

e(Q) P)M = 6(Q, P)Ls/c - fT,Q(P)(qk—l)/m.

6.2 A Different Approach for the Ate Pairing

For a slightly more complicated procedure defining the Ate pairing, consider the
pairing on Gy X Gy. The first step will be to give a different representation for the
groups Gi and Gi. Let 7, denote the dual isogeny of w,, called the Verschiebung,
where 7, 0 m, = [q].

Note that for P € Gy = E[m] N Ker(w, — [1]),

[g]P = (7t 0 mg)(P) = #4(P)

since my(P) = P. Hence another representation for G; is given by G1 = E[m]| N
Ker(#ty, — [g]).

Similarly, for @ € Gy = Ker(w, — [q]),

mg(Q) = [g]Q = (g 0 ) (@) = Fg(my(@)). (6.3)

For a point Q) € G, consider the subgroup (Q) of Gs;

(@) = [g)Q € (@) € Go
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and since () was chosen arbitrarily, 7,(Gs) = G. Using (6.3), this implies that for
a given point @, 74(Q) = Q. Therefore, another representation for Gy is given by
G2 = E[m] N Ker(#, — [1]).

In order to define the Ate pairing on G; x Gs a few modifications are required.
The properties of the Ate pairing given by Theorem 6.1.5 still holds in the case of the
Ate pairing on G5 X G except that Lemma 6.1.4 may require modification depending
upon whether F is a supersingular or an ordinary elliptic curve.

Case 1: Let E be a supersingular elliptic curve. By definition [Sil86, V.3.1],
El[¢'] = {O} and the map # is purely inseparable of degree ¢*. Lemma 6.1.4 implies
that

Fraip) oy = f’f‘fP‘

Since 7,4(Q) = @ for Q € G, then

(Frase) © F)(Q) = frasm)(Q) = (frp(@)).

Finally, by Theorem 6.1.5,

e(P,Q)" = frp(Q)1" VN

where ¢ = SV Th-1~igi = fg*~1 (mod m).

This particular case gives a lovely description of the Fta pairing that is more
simplified in contrast to the definition of the pairing given in Chapter 5.

Case 2: Let E be an ordinary elliptic curve. Then, by definition [Sil86, V.3.1],
El¢’] ® Z/¢'Z and the map 7} is separable. Note that Ker(#!) = E[¢¥], and

hence Ker(#?) is not equivalent to {O} as before, which makes it difficult to relate

fT,;,z (P) © 7?3 to fr,p as is needed in the proof of Lemma 6.1.4 for the Ate pairing.
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However, using a twist of the elliptic curve it is possible to get around this problem,

which will be addressed in Chapter 7.

6.3 The Optimised Ate Pairing

This pairing is a generalized version of the Ate pairing where the parameter T is
replaced with any integer that is congruent to ¢ modulo m. The parameter is chosen
to be of minimal absolute value, hence optimizing the Ate pairing in certain cir-
cumstances. In 2007, this pairings was developéd by Florian Hef3, Naoki Kanayama,
Seiichi Matsuda, and Eiji Okamoto [HKMOO7].

The following theorem gives a description of the Optimised Ate pairing and relates

the pairing to the reduced Tate pairing.

Theorem 6.3.1. Let E be an elliptic curve defined over Fy. Let S € Z such that
S = g (modm). Let N = ged(S* - 1,¢* —1) > 0 and L = (S* — 1)/N. Let
cg = S Vi k-1~igi (mod N). Then
ag: G X Gy —
(QP) = fsq(P)s@-n/m
is a bilinear pairing.
If m does not divide L then this pairing is non-degenerate.

The Optimised Ate pairing can be related to the reduced Tate pairing as follows

as(Q, P) = e(Q, P)~.

The proof of this theorem is analogous to the proof of Theorem 6.1.5 for the

Ate pairing. The pairing also gives improvements to the Ate pairing for certain
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embedding degrees and composite group orders which will be addressed in Chapter

10.

6.4 The Ate; Pairing

This pairing is like the Optimised Ate pairing in that it generalizes the Ate pairing,
but does so in a different way. The pa'rameter T is now replaced with a power 4 of T
modulo m for an ¢ within a certain range and can be computed efficiently for curves
with small trace values. This pairing was developed by Jiwu Huang, Fangguo Zhang
and Chang-An Zhao in 2008 [HZZ08].

In a manner similar to § 6.3, the subsequent theorem gives a description of the

Ate; pairing and provides the relationship that equates it to the Tate pairing.

Theorem 6.4.1. Consider an elliptic curve E defined over a finite field F, with g
a power of a prime. Let m be a large prime such that m | #E(F,), t the trace of
Frobenius, k the embedding degree and T = t—1. Consider T; = T* = ¢* (mod m) for
0 <i < k. Choose @ € Gy = E[m|NKer(ry—[q]) and P € Gy = E[m]NKer(m,—[1]).
Consider the following:

1. ap(Q, P) = fr,o(P) is a bilinear pairing.

2. Let £ be the least positive integer such that (T;)* = 1 (mod m). Let N =

ged(Tf — 1,¢4* — 1) and Tf — 1 = LN, then

e(Q, P)E = fr,o(P)l" -0/

where e is the reduced Tate pairing and c = Zﬁ._f‘) TE (¢ (mod N).

3. If m does not divide L this pairing is non-degenerate.
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The proof follows in an analogous fashion to the proof of Theorem 6.1.5 for the Ate
pairing.

In optimizing the computation of this pairing, the idea is to compute T; = T* = ¢*
(mod m) for each ¢ € Z such that 0 < ¢ < k and to select the T; parameter with
the least number of bits. In general, this approach does not provide improvements
over the Tate pairing, but for curves in which the trace of Frobenius value is small,
there may in fact be a reduction in the Miller loop. This will be discussed further in

Chapter 10.
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Chapter 7
The Twisted Ate pairing

The Twisted Ate pairing is like the Ate pairing except that it reverses the order
of the arguments. In order to define a map in this way, the theory of twists is
required. This pairing was developed in 2006 along with the Ate pairing by Heflet al.
[HSV06]. Given certain parameters, this pairing provides improved efficiency over

the Tate pairing, which will be discussed further in Chapter 10.

7.1 Preliminaries for Twists

First, the background material that is specific to the Twisted Ate pairing will be

discussed.

Definition 7.1.1. Let E,E' be elliptic curves defined over F,. If there exists an
isomorphism

¢4: E — FE
defined over ¥y where d is minimal, then E' is called a twist of degree d of E.

Consider an elliptic curve E of the form F : y?> = 23 + Az + B defined over F,
where ¢ = p” for some prime p. From [Sil86, X.5.4], if p > 5 then the set of twists is

canonically isomorphic to I /()¢ with
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/

2 if §(B) # 0,1728,

d=4q 4 if j(E)=1728,

\ 6 if j(B)=0.
The term j(E) is called the j—invariant of the elliptic curve which is a quantity
defined by the coefficients and the discriminant of the curve [Sil86, III.1]. Note |
that all elliptic curves have at least degree 2 twists [FST06]. In the case when
d = 2, which is usually the case, the unique twist £’ of F is given by the equation
Cy® = a* + Az + B, for ¢ € F}/(F;)2.

For d = 2,4 and 6, Aut(E) & pg, with ug the set of d** roots of unity [Sil86,

I11.10.2]. An isomorphism is given by
[1:pe — Aut(E)
£ — [

where [§](z,y) = (§%2,€%).
Note that the isomorphism defining the twist E’ of E of degree d induces the

following ring isomorphism,
®,;: End(E') — End(E)
fo= ®a(f)=gao fogyh

Let m, and 7, denote the Frobenius endomorphisms on E and E’ respectively. Con-

sider any rational map g : E — E’ and observe that 7 0 g = g° o m,. Therefore,

®y(my) = paomyo ¢yt = g0 (¢7")° o m,.
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The automorphism ¢, 0 (¢7')° € Aut(E) is of order d [HSV06] and hence a,
primitive d** root of unity. By the isomorphism [] : pq — Aut(E), the twists E; of
degree dividing d of E can be labelled for 1 =0,...d — 1 by

B;(7q;) = [€8)my.

The value &, is a fixed primitive d** root of unity and g © By — Ej; is the usual
Frobenius éndomorphism. The map ®; is the ring isomorphism induced by the
isomorphism ¢; : E; — E defining the twist E; of degree dividing d of E.

Notice that E(F,) = Ker(r%— [1]) and likewise E;(F,) = Ker(my; — [1]). Mapping

the Frobenius endomorphism of E’ into E by ®(m,;) = [¢}]m, gives the following

isomorphism
Ei(F,) & Ker([gilm, — [1]). (7.1)
Recall that
G1 = Em|NKer(m, — [1]) and (7.2)
G2 = E[m] N Ker(m, — [q]). (7.3)

Using the previous analysis, let E' be a twist of degree d of E, n = ged(k, d) and
e = k/n. Then
E'(Fee) = Ker([€a]mg — [1]).

Hence, the isomorphism in (7.1) can be used to give the following alternative repre-

sentation for G, for the twisted Ate pairing,

Gz = Elm] 0 Ker([¢,]m; — [1]). (7.4)
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Working with G in the form of (7.3) for @ € Gs, 7, acts as a multiplication by ¢
map. Using the alternate representation of G, given in (7.4), this implies that the
map [£,] acts as a multiplication by ¢~¢. From [HSVO06], [£,] acts as a multiplication
by ¢° map on G; and so for P € Gy, [¢°]P = [T°]P = [£,] P. These properties of Gy

and G, will be required for the Twisted Ate pairing.

7.2 Definition of the Twisted Ate Pairing
Suppose that E admits a twist £’ of degree d. Let n = ged(k, d), e = k/n and
G1 = E[m] N Ker(n, — [1]),

Ga = E[m] N Ker([¢a]mg — [1]),

where £, is a primitive n** root of unity.

Definition 7.2.1. Let E be an elliptic curve over Fy, m a large prime dividing
#E(F,) = g+ 1 —t where t is the Trace of Frobenius. Set T =t — 1 and choose
P € Gy and Q € Go. Let f; p be a function as defined in § 2.4 such that div(f; p) =
W P) —3(0) — ([{]P) + (O). Then the twisted Ate pairing is defined as follows,

at® Gy X Gy —> i

(P,Q) +  frep(Q)@ DN

where N = ged(T* — 1,¢* — 1), T* — 1 = LN, and

m~1

c= Z Tem=1-0g¢ = gem=1)  (mod m).

=0
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The reduced twisted Ate pairing is defined as fre p(Q)@*~1/m,

The Twisted Ate pairing can be related to the Tate pairing in a similar manner
as the Ate pairing relates to the Tate pairing. The following theorem describes
this relation and gives the conditions under which the Twisted ate pairing is non-

degenerate.

Theorem 7.2.2. Let E be an elliptic curve defined over F,, m o large prime such
that m | #E(F,). Denote t as the trace of Frobenius and set T =t — 1. For P €
G1 = E[m]NKer(m,—[1]) and Q € G2 = E[m|NKer([é:]n¢ — [1]) the following hold.
1. frep(Q) is a bilinear pairing.
2. For N = ged(T*~1,¢¥—1), TF—1 = LN and c = 317y Te=1-0)gei = pgetn=1)
(mod m),
e(P, Q)" = fre p(Q)0 I
where e(P, Q) is the reduced Tate pairing.

3. If m{ L then the pairing is non-degenerate.

The proof parallels the proof of Theorem 6.1.5 for the Ate pairing except that

Lemma 6.1.4 is replaced by the following lemma.

Lemma 7.2.3. Let P € G1. Then

Freien)P © [€n] = Fre,p.

Proof. Note that [¢,] is an automorphism of E, has trivial kernel, and is separable
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of degree 1. Consider

Aiv{(fre,je.p) © [én]) = [6n]” div(fre c,1P)
= [&]" (T°([6) P) — T°(0) — ([T°)([£.) P)) + (0))
=T*(P) - T°(0) - ([T°]P) + (O)

= diV(fTe’p).

Also, precomposing with 7 gives

Frejeap o [En] o me = fhe p

since fre p is defined over F,. Thus for @ € G

Freeap(Q) = fre,p(Q)T"

Following the remaining steps in the proof of Theorem 6.1.5 gives

e(P, Q)" = fre p(Q)°@-DIN

for N = ged(T* — 1,¢* — 1), T — 1 = LN, and

m—1
c= Z Tm=1=9g¢; = mge™=1  (mod m).
=0

The Twisted Ate pairing is only more efficient to compute than the Tate pairing
when |T¢| < m, namely when the trace of Frobenius is relatively small compared
to the value of m. It is also worth noting that in the case where £ = E’ and F is

supersingular, this pairing coincides with the Eta pairing.

66



7.3 The Optimised Twisted Ate Pairing

Like the Optimised Ate pairing, the Optimised Twisted Ate pairing was developed by
Hef et al. [HKMOOQ7] in 2007. This pairing also gives improvements to the Twisted

Ate pairing for certain embedding degrees and composite group orders.

Theorem 7.3.1. Let E be an elliptic curve defined over F, that admits o twist of
degree d. Let S € Z such that S = g (mod m). Let N = ged(S* —1,¢* — 1) > 0 and
L= (S*—1)/N. Let cg = 3778 §k=1~igi (mod N). For points P € Gy and Q € G
as defined in § 7.2, a bilinear pairing called the Optimised Twisted Ate pairing is
defined as

A Gy X Gy — im
(PQ) + fsp(Q)s I/,
If m does not divide L then this pairing is non-degenerate.

The Optimised Twisted Ate pairing can be related to the reduced Tate pairing as

follows.
ag"*(P,Q) = e(P, Q)".
The proof of this theorem is analogous to the proof of the Twisted Ate pairing

in § 6.1.5. See [HKMOOQ7] for the slight change of details. This pairing provides a

generalization of the Twisted Ate pairing.

7.4 The Twisted Ate; Pairing

The definitions of the Ate; and Twisted Ate pairings can be extended to define the

Twisted Ate; pairing. This pairing was developed by Huang et al. [HZZ08] in 2008,
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along with the Ate; pairing. The definition is as follows.

Definition 7.4.1. (Twisted Ate; Pairing) Consider the elliptic curve E defined over
F, with embedding degree k. Suppose that E admits a twist E' of degree d. Let m be
a large prime divisor of #E(Fy), T =t—1 and T, =T = ¢* (mod m) for0 < i < k.
For o function f;p defined in § 2.4 and points P € G, and Q € G as defined in §
7.2, the Twisted Ate; pairing is defined by

a%’em G X Gy — up
(P,Q) —  frep(Q)d DN

where N = ged(T* — 1,¢* — 1), T* — 1 = LN, and

m—1
c= Z T 088 = mgem=1)  (mod m).
i=0

Showing that this is a bilinear, non-degenerate pairing is similar to doing this for

the cases of the Ate; and Twisted Ate pairings.
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Chapter 8

The R-ate pairing

The R-ate pairing is a further generalization of the Ate pairing that incorporates
the Ate; pairing as well. In addition, it offers faster computation over the Ate;
pairing given certain parameters, which will be discussed further in Chapter 10.
This pairing yields greater efficiency on certain curves than has been obtained with
any other pairing. It was developed in 2008 by Eunjeong Lee, Hyang-Sook Lee and
Cheol-Min Park [LLPOS§].

8.1 Defining the R-ate Pairing
As defined in §2.4, for D ~ (P) — (O) let f, p denote the function with divisor
div(fn,p) =nD — D,
and let D,, denote the divisor
Dn = ([n]P) — (O).

Note that a function f, p, has divisor div(f, p,) = nD, — Dp2 and is also commonly
denoted as f,np where n.D in this case does not refer to the divisor D multiplied by

the scalar n. If D = (P) — (O), then f, p can also be written as f, p where

div(fn,p) = n(P) — n(0) — ([n] P) + (O).
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Denote by Gy;)pxp the function that is the quotient of the secant line through the

points [§]P and [k]P over the vertical line through the point [j + k] P. Consequently,
div(Gpipmp) = (I411P) + ([K1P) — ([ + K] P) — (O)

which is represented in Miller’s algorithm as the function 91\P, kP / 9j+kp in Chapter

9.

Definition 8.1.1. Let E be defined over F,. Let [D],[D'] € Pic’(E)[m] such that
D ~ (P)—(0) and D' ~ (Q) — (O). Let a,b, A, B € Z such that A = aB +b. The

R-ate pairing is defined as follows

R4,5(D,D") = fo,p5(D') - fo,0(D') - Ganippip(D’).

This pairing is bilinear and non-degenerate if the conditions in the subsequent
theorem are satisfied. Additionally, this theorem relates the R-ate pairing to the

reduced Tate pairing.

Theorem 8.1.2. Let E be defined over F,. Let D,D' and a,b, A, B be defined as in
the definition of the R-ate pairing. Suppose fap(D') and fg p(D') are Tate pairings

and hence non-degenerate bilinear pairings' such that
e(Da D,)Ll = fA,D(DI)Mla e(D>D/)L2 = fB,D(E)Mz

for Ly, Ly, My, My € Z. Let M = lem(M, My), dy = M/M, dy = M/M,, and
L = diL; — adaLy. If m does not divide L then the R-ate pairing Rag(D,D’) is a

non-degenerate bilinear pairing such that

e(D,D')* = Ry (D, D",

1 Recall that by the properties of the Tate pairing given in § 4.2, the pairing is bilinear and
non-degenerate.
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Proof. Let D = (P) — (O). Note that

div(fa5,0) = aBD — Das
= aB(P) — aB(O) — ([aB]P) + (O)
= aB(P) — aB(0) — (a([B]P) — a(0))
+ (a([B]P) = a(0)) — ([aB]P) + (0)

=q- diV(fB,D) + diV(fa,DB).

Up to a constant in ¥y, this implies

faB,0 = fBp " faD5-

Thus

fap(D') = faps,0(D")
= faB,p(D") - fo,0(D’) - Glapyppyp (D)
= f5,0(D) - fa,05(D") - fo.0(D') - Glapipyp(D')
= f3,p(D') - Rap(D, D).
The second equality follows from Theorem 9.1.1. Since f4,p(D’) and f§ D(D’ ) are
bilinear pairings then R4 5(D, D’) is as well. Raising both sides to the exponent M

gives

fap(DY = fp,p(D")*™ - Ras(D, DM,
Hence
e(D, D"\l = ¢(D, D)oLz . B, o(D, D)™,
Therefore e(D, D')* = Ry g(D, D')M. In conclusion, the R-ate pairing is non-degen-

erate if m does not divide L, as in the Ate pairing, Theorem 6.1.5.
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8.2 Optimizing the R-ate Pairing

The functions f, p, and fpp are defined with distinct divisors, namely Dg and D.
Using certain parameters for A and B (that are typically used for other pairings) the
functions f, p, and f, p can be defined in a more optimal way. One way to do this
is to define the functions with the same divisor and therefore Miller’s algorithm does
not need to be computed twice. Another way to optimize the pairing is to eliminate

one of the functions altogether.

Corollary 8.2.1. Let E be a non-singular elliptic curve defined over IF,. Let & denote
the embedding degree and consider a large prime m such that m | # Pic’(E)(F,). As
in the Ate pairing, choose [D] € Gy = Pic’(E)[m] N Ker(r, — [1]) and [D'] € G, =
Pic’(E)[m] N Ker(m, — [g]). Consider the following.

o ;=T'=¢" (modm)for 0 <i<k.

e h;, the least positive integer such that T;% = 1 (mod m).

o N;=ged(T) —1,¢" —1); TM — 1 = L;N;,.

o =R TG (mod N;).

o M;=(¢*—1)/N;.

The R-ate pairing is related to the Tate pairing via the relation
e(D, D) = Ry p(D, D"

for the following parameters (A,B) and exponents L, M.
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1. (4,B) = (¢",m),

— ;181 ko~ — Lok—1g"=1
L=ig = — kg*a, M = kgF 142 |

2. (A,B)=(q,T), for¢>T,
L=M1—(ZL1,M=61M1 .

3. (4,B) = (T,,Ty),
L =d;L; — ad;L;, M = lem(c; M;, c;M;) = die; M; = djc; M .
4. (4,B) = (m,Ty),
L =dy — ad;Lj, M =lem((¢* — 1)/m, ¢;M;) = doL=2 = dye; M;.
In each of these cases, the R-ate pairing is equal to:
L. Rym(D,D') = fr,p(D')
2. Ryr(D,D") = fo,0(D")? " fo,0(D’) - Glarippp(D’)
3. Ry, (D, D) = fop(D)? - f5,0(D') - Giamyypmp(D’)

4. Rugy(D,D') = fo,0(D)? - fo,0(D') - Clayjpppip(D').
Note that in the first case the R-ate pairing reduces to the Ate; pairing.
Proof. For A = ¢*, B = m, the R-ate pairing is defined as follows,
Rypm(D, D) = fo,0,(D") - fo,o(D") - Glamipp1p(D')

where ¢ = am + b. Since T; = ¢* (mod m) this gives that ¢* = am + T}, i.e. b =T
Because P € E[m)], the secant line through [am]P = O and [T}]P is equal to the
vertical line through [am + T;}P = [am]P + [T}]P = [T;]P. Additionally, note that
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Dp, = ([m]P) — (O) =0 and 50 f,p,, = fa,0, that is, f,o is a constant function; let
fa,0 = 1. Therefore
Ryim(D, D"y = fr,p(D).

The proofs for cases 2 through 4 are identical since B is given as some power of
T in each of these situations. Although the parameters for A are quite distinct, they
only affect the value of a and b given by the relation A = aB + b which does not
alter the proof. For B = T}, and A is either g, T; or m the R-ate pairing is defined
as follows,

Rz (D, D) = fo,pr, (D) * f5,0(D") - Grazyyppp(D')-

Note that [D'] € Pic®(E) N Ker(m, — [1]), and so n,(D') = D'. Similarly, [D] €
Pic’(E) N Ker(r, — [g]), hence, my(D) = [¢]D = [T]D. Since T} = ¢’ (mod m),
mi(D) = [T;]D. Consider

fa,pr, (D) = fazyp = fomipy(D) = FEp(D")
where the third equality holds by Lemma 6.1.4. Whence
Razy(D, D) = fop(D)? - fo,0(D') - Grazppup(D').

For a proof of the choice of exponents, see [LLP0S]. O
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Chapter 9

Miller’s Algorithm

Victor Miller [Mil86] created the first efficient algorithm for computing pairings on
elliptic curves in 1986. At present, it is the algorithm of choice for computing the
Weil pairing, the Tate pairing and several of its variants, namely the Eta, Ate and
Twisted Ate pairings. The Squared Weil and Tate pairings and the R-ate pairing
are computed using algorithms that are variations of Miller’s algorithm. The goal of
this algorithm is to compute the value of a function at a divisor (or a point) using
properties of the group law. The idea is to begin with the constant function f; p with
divisor div(f1,p) = 1(P)—1(0)—([1]P)+(O) and, using point addition and doubling,
obtain the function f, p with divisor div(fm,p) = m(P) — m(O) — (Im]P) + (O)
evaluated at the divisor D' ~ (@) — (O) (or explicitly at the point Q provided that
the embedding degree is larger than 1). What makes this algorithm particularly
efficient is that specific functions for f; p in 2 and y need not be computed at each
stage; rather, the evaluation of these functions at either the divisor or the point is

all that is required.

9.1 Overview

Miller’s algorithm applied to the Tate pairing and its variants® proceeds based upon

the idea that if f;p(D') and fi, p(D') have been computed then f;ip(D’) can be

Miller’s algorithm for the Weil pairing is quite similar, but an explicit description will be
omitted as computing it is far less efficient than computing the Tate pairing [GPS06).
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computed? as follows.

Theorem 9.1.1. Let P € E(F,), Q@ € E(F,) and f,p the function defined in the
usual way where div(f, p) = n(P) — n(O) — ([n]P) + (O) for n € Z. Choose divisors
D ~ (P)—(0) and D' ~ (Q) — (O) with disjoint support, denote gipp as the
line through the points [§]1P and [k]|P and gyimp as the vertical line through [j + k] P.
Then for all j,k € Z

N _ ' N 9LPkP(D)
Jinp(D") = f3,p(D') + fo,p(D) - "D (9.1)

Proof. Note that
div(gypmp) = ([J1P) + ([61P) + (=[j + k] P) - 3(0),
div(gynp) = ([j + E1P) + (=[j + k| P) — 2(0).
Thus,
div(gppmp) — div(gyrne) = ([41P) + ([k]P) — ([j + &]P) — (O).
Using the above equality,
div(fjnp) = (7 + k)(P) — (5 + £)(O) — ([ + K| P) + (O)
=j(P) = 3(0) = ([51P) + (O)
+ k(P) — k(0) — ([k]P) + (0)
+ (U1P) + ([K]P) - ([j + KIP) — (O).

= div(f;,p) + div(fi,p) + div(gypmp) — div(gy+sp)

*Equivalently given f;,p(Q) and fi,p(Q), then firx p(Q) can be computed.
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giving the desired result,

fiup(D') = fi,p(D) - fr,p(D") - gupp(DY) 4

Jii+ep(D’)
O
Computing the function fjxp is called a “Miller operation” [Mil04].
Analogously, for the Weil pairing:
Fienp(D) _ f5p(D")  fio,p(D')  guipmp(D)/gi+up (D) (9.2)

firr@D) ~ fia(D) froD) gueme(D)/g+meD)
9.2 Miller’s Algorithm

The following gives a description for computing the Tate pairing (hence also the
Eta, Ate and Twisted Ate pairings) using Miller’s algorithm. The Weil pairing is
computed in a similar manner using the equality in (9.2). This algorithm uses the
principles of the Right-to-Left Double-and-Add algorithm.

Let P € E(F,)[m|, and let @ € E(Fu). Let f,p be a function with divisor
div(fn,p) = n(P) — n(O) — ([n}P) + (O) and consider the divisors D ~ (P) — (O)
and D' ~ (Q)—(O) with disjoint support. Define v, = f, p(D’) and let fo p, fip = 1.

1.Seti=m,j=0k=Ly=1vn=1

2. If i is even: replace ¢ with £. Compute
. 9wpmp(D")
gemp(D")

tNote that D’ is a degree zero divisor and so the equality holds, not simply up to a scalar
multiple.

vak = for,p(D') = fi p(D')
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which holds by Theorem 9.1.1. This term, wvo, is computed by finding the
tangent line at [k]P and the vertical line at [2k]P. Change k to 2k. Save v, for

the new value of k.

3. If 4 is odd: replace ¢ with ¢ — 1. Compute

. D
itk = ke (D) = f3,p(D') - fir,p(D") - ME‘(T)
gii+p(D")
which again is due to Theorem 9.1.1. The term v is computed by finding
the secant line of [k]P and [j]P, and the vertical line at [ + k] P. Change j to

Jj -+ k. Save v; for the new value of j.
4. If 1 5£ 0 go to step 2.

5. Output: vp, = fm,p(D').

9.3 Example of the Algorithm

Let E : y?2 = 2% + 2 be an elliptic curve defined over F;. The value m is chosen to
be a large (typically prime) divisor of #FE(F;) = 9 so let m = 3. The least positive
integer k such that 3 | 7% — 1is 1, so 1 is the embedding degree. Let P = (3,6) and
note that P has order 3.

Suppose that the objective is to compute (P, P),. Then Q = P = (3,6).

Let D = (3,6) — (0), D' = (0,4) — (5,1) so that D and D’ have no common

points®.

Note that (3,6) + (5,1) = (0,4).
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Miller’s algorithm is then used to compute fm, p(D’') where div(fm p) = 3(3,6) —
3(0) - ([3](3,6)) + () = 3(3,6) — 3(0). Recall that both fop and f1 p are equal to
1.

1. Set i=38,j=0,k=10=1v =1,

2. 1 = 3 is odd, s0 v;4r = Vo1 = v; must be computed. However, v; = 1 from

step 1. The values are updated: 1 =2,j=1,k=1,v1 =1,v, = L.

3. © = 2 is even, SO vy, = vp must be computed. This is done by computing the
tangent line at [k]P = P, which in turn is done using the group law to compute
[2]P = P+ P. The slope of the tangent line of E at P is 4 and so [2)P = (3,1).
The tangent line through P is given by y + 3z + 6 = 0 and the vertical line
through [2]P is « + 4 = 0. Thus,

) W0/t Dlon ¢

N ¥ 32+ 6)/(m + 4|5

Finally, the values are updated: i =1,/ =1,k =2,v; = 1,0, = 5.

4. i = 1is odd, s0 vj1r = V142 = vs must be computed. This is done by computing
the secant line of [2]P and P. However, [2]P 4+ P = [3]P = © which simplifies
this step to requiring only the computation of the secant line through [2]P and

P, which is given by the vertical line z + 4 = 0. The term v; is given by

(z+4)0g _

Vg3 =7V Vg - (:I}+4)|(5,1) =

1-5-2=3 (mod 7).

Therefore the Tate pairing for m =3 at P = @ = (3,6) is given by

(P,P)3=v3=3 (mod (F7)°)

79



and the reduced Tate pairing value is

e(P,P) = (P,P){™V3=32=2 (mod 7).

9.4 Miller’s Algorithm in Practice

The description in § 9.2 gives a nice, illustrative version of Miller’s algorithm. How-
ever, for the purpose of applications, this algorithm is typically implemented in a
more efficient manner using the principles of the Left-to-Right Double-and-Add al-
gorithm. This procedure is more desirable as it requires less storage.

The setup of the algorithm is similar to the Right-to-Left version. Choose P €
E(Fg)[m] and Q € E(Fy). Let D ~ (P) — (O) and D' ~ (Q) — (O) have disjoint
support. The function f, p with divisor div(f, p) = m(P)—m(O) which is evaluated
at D’ is computed as follows.

Set T'= P, f =1 and i = |log,(m)| — 1. For ¢ > 0, compute the following steps:
1. Calculate the tangent line £ at T and the vertical line v through [2]T.

9. T — [2IT.

3. f— f2-4D")/u(D").

4. If the i bit of m is 1, then:

(a) Calculate the secant line £ of T and P and the vertical line v through
T+P.

(b) T—T+P

(©) f F-4D")/ (D).
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5. 4—1¢—1.

Output: f = fip(D').

The example from § 9.3 using the Left-to-Right method is computed as follows.
Recall that E is defined over F; and is given by 92 = 22 +2, m = 3, k = 1,
P =@ = (3,6). The divisors D and D’ are given by (3,6) — (O) and (0,4) — (5,1)
respectively. The objective is to compute f3 p(D’). Note that 3 = 11,.

Let T = (3,6), f = 1 and i = 0. Since ¢ > 0, the lines £ and v must be computed.
1. The tangent line £ is given by y+32+6 = 0 and the vertical line v is z+4 = 0.
2. T« [2]T =(3,1).

3. Set

(y +32+6)/(z+ 4oy _,

— f2.
L 38/ Dlen

(mod 7).
4. Because the 0t bit of 3 is 1:

(a) The lines £ and v must be computed for adding P and T. Note that
P+T =1[3](3,6) = O and so £ = v and is given by z +4 = 0.

(b) T « O.
(c) Set
e @ Dlon _
fe7 Dl — 3 (mod 7).
5. 1 —L

Output: f = f3p(D') =3 (mod 7).

The remaining steps of the computation are identical to those given in § 9.2.
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Chapter 10

Efficiency Comparison

With such a large selection of pairings, it may seem that choosing the appropriate
pairing in a particular cryptographic setting may be a daunting task that no longer
comes down to simply deciding between the Weil or Tate pairings. If the embedding
degree is small and the curve is supersingular, it may be more advantageous to work
with the Eta pairing. Alternatively, perhaps the curve is ordinary and the number
of points on the curve is roughly the same size as the large prime m; in this case
the Ate pairing may be more optimal. There are a multitude of factors that can
be considered. The objective of this chapter is to determine whether or not it is

worthwhile to consider such factors or to simply use the Tate pairing in all settings.

10.1 Minimum Security Requirements

Let ¢ = p" for n € Z and consider the field Fx where k is the embedding degree.
Although the pairing is computed over the field F, this may not be the minimal
field in which p,, is embedded into [Hit07]. In fact, the minimal field in which p,
is embedded into is F i = Fjoram@)/n, where m is the large prime divisor of #E(F,).
Note that in the case where ¢ is a prime, i.e. ¢ = p!, then F v = Fg. For security
purposes, a pairing-based cryptosystem requires that ¢* is large enough so that the

discrete logarithm problem is infeasible!. It is also necessary that m is large enough

1Currently, the best known algorithms for solving discrete logs in a finite field is the index
calculus attack [FST06].
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Table 10.1: Security requirements for a given bit size.

| Security Level | 80 | 128 | 192 | 256

m 160 | 256 | 384 | 512
|F x| 1024 | 3072 | 8192 | 15360

so that the points of order m are unaffected by the Pollard-rho attack. For m = 2¢,
¢ € Z, the number of group operations required to compute the Pollard-rho attack is
v/m = 2¢/2, The value £/2 defines the security level of a cryptosystem in bits, which
indicates the number of bits required to write down the number 2¢/2. For instance, if
m = 23 then \/m = 2% group operations are required for the Pollard-rho algorithm
and such a system would have an 80 bit security level. Given a specific security level,
the minimum bit length size for m and F v are given in Table 10.1 [KMO5].

Note that not just any elliptic curve can be used for pairing based cryptography.
Curves with relatively small embedding degree and large prime divisor m (as men-
tioned above) are required; these curves are called pairing-friendly elliptic curves

[FSTO6].

10.2 The Cost of Computing the Weil Pairing

Although in practice it is undesirable to compute, as it requires roughly two Tate
pairing computations, the Weil pairing is, nevertheless, worthwhile examining, as it
gives insight into the computation of the other, more efficient pairings. By Proposi-

tion 3.3.2, computing the pairing requires obtaining the value

en(P,Q) = (—1)”’%5%
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The coordinates of the points P and @ are typically chosen from the fields Fg and F
respectively. Therefore, computing fm, p(Q) is not equivalent to computing f, o(P)
for embedding degree larger than one. In the literature the latter is referred to
as a Miller-Lite operation, as it is faster to compute, where the former is called
the Full-Miller operation. It was argued in [KMO05] that for high security levels,
exponentiating the Tate pairing would have such a significant cost that it would
offset the cost of computing the Weil pairing. However, at that time, the extent to
which the exponentiation could be computed efficiently was not known. There are
techniques that are used for point exponentiation for elliptic curves such as the use
of projective coordinates [Gal05], defined in [BSS99, IV.1] and the Sliding Windows
method [Gal05, GPS06], defined in [BSS99, IV.2.3]. However, it was argued in
[Gal05] that these techniques are not useful for the Tate pairing. In the case of the
Tate pairing, the exponentiation can be computed efficiently by making use of the
Frobenius endomorphism [Gal05]; hence, it was concluded that at relevant levels of
security, the Tate pairing is in fact always faster than the Weil pairing [GPS06].

A consideration that must be made when computing a pairing is whether to
use affine coordinates or projective coordinates. Depending upon the circumstances,
either choice could be more advantageous. This decision depends upon the number
of divisions that are required when using affine coordinates versus the number of
extra multiplications required when using projective coordinates. The Weil pairing
will be examined using both types of coordinates following the analyses given in

[KMO5] and [ELMO04] with some additional details included.
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10.2.1 Projective Coordinates

Recall that in affine space, the Weierstrafl equation for an elliptic curve defined over
F, can be written as

B:y =1+ Az+B

if char(F,) # 2, 3. Using projective coordinates F becomes
E:Y?Z=X%+AXZ*+ BZ®

where (z,y) = (X/Z,Y/Z) for Z # 0. A special type of weighted projective coor-
dinates are called Jacobian coordinates. These are given by the relation (z,y) =

(X/Z2,Y/Z®) for Z # 0 where E takes the form
E:Y?=X®*+AXZ*+ BZ°

At each stage of Miller’s algorithm the computation of

9P P(Q)
ok, = fi - fop(Q) - TABETE
Fiwnp(Q) = fp(Q) - fr,p(Q) P (2)
is required for the Miller-Lite operation.
If m is chosen to be a Solinas prime [Sol99] of the form 2%42f 41, the Miller-Lite

operation can be denoted as

fi R 4@t

f2 2 w(@)/v
In this case, building up to [m]P = [2% £ 2° £ 1|P = [26(2%F £ 1) = 1] P requires
only 2 additions or subtractions and « doublings, which means that the number of
required additions (or subtractions) is negligible. The terms £ and v are the tangent

and vertical lines at a point 7" and [2]T, respectively, where T represents [2{]P in
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Miller’s algorithm for some ¢ € Z. Note that the divisions are not computed at
each stage but rather at the end of the computation and so the value fj.y p(Q) is
represented as a fraction. This computation is also done for f, o(P).

Let T = (X,Y, Z) be a point given in Jacobian coordinates. The formula for

doubling T is given by [2]T = (X3,Y3, Z3) where

Xs=(3X2%+ AZ*)? - 8XY?
Y = (83X + AZY)(4XY? — X3) — 8Y*
Zs=2YZ.

The vertical and tangent lines are given by

v(@) = vi(z)/v2 = (Z5z — X5)/Z3,
Uz, y) = b(z,y)/le = (Z3 2%y — 2Y* — (3X? + aZ*) (2 2% — X))/ (Z:2).
For the case when k& = 1, let E be an elliptic curve defined over F, where ¢ > 2

and g= A%+ 1.If4| g let

E:y*=2%—1.

If ¢ =2 (mod 4) then take
E:y?=2%— 4z

Computing a Miller operation requires the following step for each bit of m.
T 2T, fi e ffv:la(Q), fo— f3u:1(Q).

Denoting a squaring as S;, a multiplication as M; and an inversion as I; in the

field Fy this procedure requires 951 + 12Mj. Since the Weil pairing requires the
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computation of both fn, p(Q) and fi, o(P) the total operation count for this pairing
is 1851 + 24M.
Consider the case when k > 2 and k is even. Let E be defined over F,, for ¢ > 2
and E of the form
E:y?*=2%-32z+B.

In this case, there are several ways to make the pairing computation more efficient.
Since k is even, the field /2 can be used by choosing the point @ with z—coordinate
in F /2 and y—coordinate of the form /B where 8 is a non-square in IF /2 [Sol99].
The terms z and y can be referred to as “real” and “imaginary” respectively [KMO5].

The value m is chosen to be a large and therefore odd prime, and has the property
that m | (¢° — 1) but m { (¢*/% — 1). Note that m | (¢*/? + 1) which is an even value
since ¢ > 2. Rewriting the exponent (¢* —1)/m as (q—’c/:z—+1> (¢*/* — 1) shows that an
element of the form ~+/f when raised to this power is squared by the term (¢*/2+1) /m
and hence lies in Fu/2 and the term (¢*/2 — 1) ensures the resulting element is 1.
Therefore, in the final exponentiation of the reduced Tate pairing, terms in F /2
become trivial, and so do terms that are “purely imaginary,” i.e. of the form y+/B.

When computing the Miller-Lite portion of the Weil pairing, fn, p(Q), the terms

v1(z),v2, €2 € F /2 and thus the computation of f1/f> is reduced to
T — [2T, fi — ff4(Q).

In the computation of the Full-Miller part of the Weil pairing, f,,o(P), the terms
v1(z), v are in F k2 and £y is “purely imaginary” which gives the same simplification

as in the Miller-Lite operation
T (2T, fi — fia(P).
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Computing the Full-Miller step requires kM +4S},/2+6Mj, j2+Si+ M), operations.
The Miller-Lite step requires 45, 4+ 8M; + Sy + M, for k = 2 and 45 + (k+ 7) My +
Sk + My, for k > 4 and k even [KMO5].

10.2.2 Affine Coordinates

Following the method in [ELMO04] both the numerator and the denominator of the
Weil pairing are computed together as fm, p(Q)/fm,o(P) which doesn’t affect the
efficiency, but is significant for computing the Squared Weil pairing, thus enabling a
comparative analysis. This description was given in Chapter 9; recall that at each
stage of Miller’s algorithm for D = (P) — (O) and D' = (Q + R) — (R), the value
Fi+8,0(D")/ fi+k,pr(D) is computed from f;,0(D")/ fj,0/(D) and fi,0(D")/ fr,0r(D) as

follows,

fi+e0(D) _ fip(D)  fien(D)  gipwmp(D’)/gyrp (D)
Fiwtp(D)  fip(D)  fro(D)  gpieme(D)/gi+ne(D)
_ fip(@+ R)/f;p(R)  fr0(@+ R)/fr.n(R)
f3,00(P)/ £5,0:(O) fi,01(P)/ fr,pr(O)
gpmP(@+R)  gyrwp(R)  gueme(O) gy+ue(P)
gipmp(R)  gyp(@+R) gpeme(P) gy+xe(O)

).
)

(10.1)

where gi;)p,xp is the secant line through [j]P and [k]P and gj;p is the vertical line
through [j + k] P (respectively for @). Computing [§]P + [k]P costs 1 field inver-
sion and 2 field multiplications if the z—coordinates of [j]P and [k]P are distinct?.
The secant line through [j]P and [k]P is given by gj;pmp(X) = y(X) — y([j]1P) —
¥(z(X) — =([j]P)) where v is the slope. Hence, evaluating g;jpmp(D’) requires 2

field multiplications. No further operations are required to compute g;4z)p(D’) since

’If [jlP = [k]P with non-zero y—coordinate, then doubling [f]P requires 2 addition field
multiplications.
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gii+rp(X) = (X)) — z([j + k] P). This procedure is repeated for point doubling and
addition involving @. Finally an additional 10 multiplications are required for mul-
tiplying the 6 fractions in (10.1) together. Thus for each bit of m, this procedure
requires 18 M}, + 2[;. In this particular case, an inversion is roughly equivalent to 5

multiplications, giving a total of 28 M.

10.3 The Cost of Computing the Tate Pairing

By analogy to the Weil pairing, an analysis of computing the Tate pairing in both

projective and affine coordinates will be given.

10.3.1 Projective Coordinates

Computing the Tate pairing requires the evaluation of
(P, @) = fn,p(D).

As in the similar case of the Weil pairing, at each stage of Miller’s algorithm,

Fi+k,p(D’) must be computed; this can also be represented as

fr £ 4@+ R)/6(Q)

— e —

2 13 vi(@+ R)/u(R)

where £ and v are the tangent lines and vertical lines respectively defined in § 10.2.1

and D' = (Q+R)—(R). Let R = (0,0). For the case of £ = 1 and hence P, @, R € F,

the following Miller operations must be computed for each bit of m
T— 2T, fi — ff0(Q+ Ryw(R), f2+— f6(Rvi(Q+ R) (10.2)

for points T" and [2]T" as defined in § 10.2.1. This operation requires 95; + 13M;.
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Now consider the case when & > 2 and % is even. Let the points P and Q be
defined as in § 10.2.1. As in the case of the Weil pairing, terms contained in a proper
subfield of Fyx can be ignored. By Lemma 4.2.3, the point R can be ignored, and

then computing the reduced Tate pairing amounts to calculating

e(P,Q) = (P,Q) /™ = £, p(Q)"/m.

Since @ € Fyr/2 then v1(Q) € F iz, and so the denominator in (10.2) can be elimi-

nated. Therefore, for each bit of m the Miller operation is simplified to
T« 2T, f1— ff6(Q).

This requires 451 +8M; +.S2+ M, operations for k = 2 and 4.5 + (k+7) My + S+ My,

for k > 4 and k even.

10.3.2 Affine Coordinates

The analysis for the Tate pairing computation using affine coordinates is analogous
to that of the Weil pairing. The notable difference being that the goal is to compute
Jmn,p(D') versus fm p(D')/ fm,p/(D) and so there are two less fractions to compute.

For D = (P) - (0), D' = (Q + R) — (R), the value fj.xp(D') is given by:

no_ / ’ gU]P,[k]P(D/)
fist,p(D') = f3,0(D") + fre,p(D') - e (D)

_fin(@+R) fen(@+R) gupme(@+R)  gyiur(R) (10.3)

fip(R) fe,p(R) gipmp(R)  gy+rp(Q + R)

which must be computed for each bit of m. Again, elliptic curve addition requires 2

multiplications and 1 inversion®. Another 2 multiplications are required to evaluate

3In the case of point doubling, only 1 additional multiplication is required.
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the secant lines and no further operations are needed for the vertical lines. Finally,
combining the 4 fractions in (10.3) requires 6 multiplications giving a total of 10
multiplications and 1 inversion. Since 1 inversion is roughly equal to the cost of 5
multiplications, this gives a total of 150, for each bit of m for computing the Tate

pairing.

10.4 The Cost of Computing the Squared Weil Pairing

The computation of the Squared Weil pairing is analogous to that of the Weil pairing

except that the objective is to compute

fm,P(Q)/fm,P(—Q)
fm,Q(P)/fm,Q(—P).

Consider

FitkP(Q)/ firep(=@) _ [5p(@)/fip(=Q)  fur(Q)/fip(—Q)
fim@(P)/ fisna(=P)  fio(P)/fio(=P) fua(P)/fro(—P)
9P wP(@)  gy+rp(=@)  guieme(—P)  gy+ue(P)
girwP(—Q)  gy+up(Q)  gumeme(P)  gy+ue(—P)
_ [ip(@)/fip(=Q)  fu.,p(@)/fi,P(—Q)
Fia(P)/ fio(=P)  fr@(P)/ fro(—P)
_93pP(Q)  guieme(=P)
gipmp(—=Q)  gieme(P) |
This follows as the vertical lines through [j + k] P evaluated at z(Q) and z(—Q) are

equal (respectively for [j + k]@) and hence allow for cancellation.
Like the Weil pairing, the elliptic curve addition requires 2 multiplications and 1

inversion?. Evaluating
gnpwr(@) _  y(@) — y(l1]P) — M=(Q) — =([5]P))
gnpwp(—Q)  y(—=Q) —y(li1P) — Mz(-Q) — z([j]P))

4An additional 2 multiplications are required for a point doubling, as in the case of the Weil
pairing.
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requires one multiplication®. Repeating this procedure for gi0,me(P)/gi0.rmo(—P)
requires a total of 6 multiplications and 2 inversions. Computing the product of the
remaining four fractions requires an additional 6 multiplications, giving a total of

12M;, + 21}, operations.

10.5 The Cost of Computing the Squared Tate Pairing

The cost of computing this pairing is analogous to that of the Squared Weil pairing

except that there are two less terms required. The objective is to compute

Fiep(@) _ fip(Q)  fer(@)  gupwe(Q)  gu+up(Q)
fip(=Q)  fip(—Q) fop(—Q) gupmr(—Q) gy+rr(—Q)
_ fip(@)  fer(@Q)  gupmp(Q)
fip(=Q) frr(—Q) gupmp(—Q)

Again, evaluating the vertical line at z(Q) and z(—Q) gives cancellation.

The elliptic curve addition requires 2 multiplications and 1 inversion, and 1 ad-
ditional multiplication if a point doubling is required. Only one multiplication is
required to evaluate gy;p,p(Q)/gpp, kP (—&). Combining the remaining three frac-
tions requires 6 additional multiplications giving a total of 7TMy + I, operations for
each bit of m.

Table 10.2 summarizes the cost required to compute the Weil and Tate pairing
in both affine and projective coordinates (which will be denoted by A and P respec-
tively) and as well as the Squared Weil and Tate pairings. The operations in the
field Fy» can be done with O((Ig |Fx|)?) bit operations [BS96]. Although it is more
efficient to compute operations in smaller fields, by current standards, it is desirable

to have an embedding degree k& ~ 6 — 10 [Fre06].
SNote that z(Q) = z(—Q).
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Table 10.2: Efficiency Comparison Between the Weil and Tate Pairings®

| Pairing: | k=1 | k=2 k=4, even |
. 85; + 161, 45, + (2k + )M + 45y
Well (P) | 185 +24Mu | ™ L og L opgy | 4+ 6Myjs + 25, + 2My
Weil (4) | 18M, + 2L | 180, + 21, 180, + 21,
Sq. Weil | 12M, + 21, 12M, 4 21, 12M}, + 21,
15, + 8, 15, + (k + NI,
Tate (P) | 95 + 13M; + 5+ M, + 8, + M,
Tate (A) | 10M, + L | 100+ I, 10M;, + I
Sq. Tate | TMy + 11 TMy + I, TMy + I,

10.6 Computing the Variants of the Tate Pairing
Following the analysis in [KM05, GPS06, HSV06], consider a curve E of the form
E:y* =23+ Az+ B.

Suppose that E admits a twist of degree 2 and a twist of degree 6; then A = —3
and A = 0 respectively. Let Cpr;. represent the cost of computing the Miller-Lite
operation, fy,p(Q), C4,; the Full-Miller operation, fyo(P), in affine coordinates
and Cf,; the Full-Miller operation in projective coordinates. The cost of computing
a pairing of the form fu p, (Ps) for point P; and P, is given in the following two cases.

Case 1: For (d, A) = (2,-3),

CLite = [45'1 + (26 -+ 7)M1 + Sk + Mk] . logz(N)
Chu = [4S. + 6M, + 2eM; + Sy, + My] - logy(N)

CFEu = 25 + 3M, + I + eM; + Sy + My) - log, (N).

6Recall that Sg, My, and Iy, represent squaring, multiplication and inversion, respectively, in the
field Fx.
q
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Table 10.3: Efficiency Comparison Between the Tate Pairing and its Variants

| Pairing: | Defined on: | Evaluated as: |
Tate Gl X G2 fm,p(Q)
Eta Gi1 x Gy fr.p(Q)
Ate Gy x Gy fro(P)
Optimised Ate Ga X Gh fso(P)
Atei G2 X Gl fT“Q(P)
Twisted Ate G]_ X G2 Te P( )
Optlmlsed Twisted Ate Gl X G2 fse p( )
Twisted Ate; G1 X Ga lee’p(Q)

Case 2: For (d,A) = (6,0),

ClLite = [651 + (2e + 6) My + Sy + My - log,(N)

Chun = [28e + 3M, + I + eMi + Sj, + My] - logy ().

Substituting the parameter N for the corresponding parameter in each of the
pairings in Table 10.3 provides a comparison of the length of the loop in Miller’s
algorithm for each of the pairings. Recall that T =¢—1,S=¢q (mod m), T; =T* =
¢* (mod m) for 0 < i < k and e = k/ ged(k, d).

The following gives the specifications required for these pairings to be optimal,
which is summarized in Table 10.4.

The Eta and Ate pairings: Although the Ate pairing requires a Full-Miller
operation, it is still possible to decrease the loop length so that it is shorter than the
loop in the Miller-Lite operation of the Tate pairing. In a standard implementation,

the number of bits of m is roughly equal to the number of bits of ¢. Typically, the
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trace is approximately /g; however, it can be as small as m'/#®*) [HSV06] where ¢
is the Euler-phi function. The loop length in Miller’s algorithm for the Eta and Ate
pairings is roughly log,(|t|) and is at most half of the loop length in the Tate pairing,
which is roughly log,(m), if m =~ #E(F,), and hence the trace must be small. This
follows from Hasse’s Theorem which states that for an elliptic curve E defined over
Fy, the order of E(F,) satisfies [t| = |¢ + 1 — #E(Fy)| < 2,/g. Taking the logarithm
of both sides yields log,(|t|) < %log,(q). Substituting m for ¢ into the equality gives
the desired result logy([¢]) < §logy(m). On the other hand, the Tate pairing may
be more efficient to compute than the Eta and the Ate pairings if m < %log,(g)
[HKMOO07].

The Twisted Ate pairing: This pairing can only be more efficient than the
Tate pairing when |T¢| < m since both pairings require computing the Miller-Lite
operation [HSVO06].

The Ate; and Twisted Ate; pairings: These pairings have improvements
over the Ate and Twisted Ate pairings when the number of bits of T; and T¢ are
less then the number of bits in T" and T respectively. Also, these pairing are more
efficient when the number of bits of m is significantly less than the number of bits
of ¢ [HZZ08].

The Optimised Ate and Twisted Ate pairings: The loop lengths of the
Optimised Ate and Twisted Ate pairings are always no larger than the loop length
of the Tate pairing. There is a reduction in the length of the loops by a factor of
(deg(m(z)) — 1)/ (deg(m(z))), where m(z) refers to the single variable function used
in the construction of the family of pairing friendly elliptic curves [FSTO06] evaluated

at a particular prime, when T > m for the Optimised Ate pairing and T° > m for
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Table 10.4: Optimizing the Pairings

| Pairing | Parameter Specification
Eta m = #E(F,), supersingular curves
Ate m =~ #E(F,)
Twisted Ate IT¢ <m
Ate; 1g(T3)] < [1g(T)]
Twisted Ate; 1g(T8)] < [lg(T*)]
Optimised Ate T>m
Optimised Twisted Ate | T¢ > m
R-ate |1g((76cd/17) - min{a, b})] < |lg(T3)]

the Optimised Twisted Ate pairing [HKMOOQ7].

The following pairings are excluded from Table 10.3 as they are not of the form
In,py (Pa).

The Squared Tate pairing: This pairing requires fewer multiplications than
the Tate pairing when using affine coordinates with the advantage that there are no
restrictions imposed upon the choice of k. However, this is not as significant of an
improvement that can be obtained with other variants of the Tate pairing.

The R-ate pairing: Let max{a,b} = ¢ min{a,b} + d where A = aB + b and
A, B are the parameters in the pairing R4 g(D, D’). In order for the R-ate pairing

to be more efficient than the Ate; pairing, the value

76 .
ﬁ-c-d~mm{a,b}

must have fewer bits than the parameter T} [LLP0S].
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10.7 Conclusion

Although in each of the specific circumstances, described in § 10.6, advantages can
be obtained for each of the pairings, it is unclear if it is justifiable to substitute
the Tate pairing with one of its variants in a general cryptographical setting. In
[GPS06, BGOS07, HSV06, HKMOOQ7, LLP08] emperical data has been given with
regard to the cost of computing the Tate pairing, the Eta pairing, the Ate and
Twisted Ate pairings, The Optimised Ate and Twisted Ate pairings, and the Ate;
and R-ate pairings respectively. For the most part, the data for the variants of the
Tate pairing is given for the most optimal circumstances in which the pairing may
be applied, and not in a general setting. However, the trials given in [HSV06] seem
to compare the cost of the Tate pairing to the Ate and Twisted Ate pairings in a
broader range of settings and indicate that on average the Tate pairing is superior to
the other pairings and when it is not, it is not significantly less efficient than those
other pairings. It would seem worthwhile to replace the Tate pairing with one of its
variants only if a given cryptosystem happened to meet a specification required to
optimize the pairing computation outlined in Table 10.4. It was, however, concluded
that the Weil pairing is not more efficient to compute than the Tate pairing with the
currently known computational methods [GPS06].

Each of the pairings presented here have also been extended to hyperelliptic
curves. In some cases, such as the Eta pairing applied to hyperelliptic curves defined
over fields of characterstic 3, the pairings can be computed more quickly. However,
in general they do not provide an improvement over elliptic curves [GHV07] and so

they have not been included in this thesis.
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One potential idea with regard to further work in this area is to further examine
the following parameters: the embedding degree k, the prime power ¢ and the large
prime m dividing the order of the elliptic curve group. Doing so may shed some

light on how the number of iterations of the Miller loop can reach the lower bound

of ml/‘P(k) .
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